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Distributed Byzantine-Resilient Stochastic Optimization With
Event-Triggered Communication

Shota Tanaka, Naoki Hayashi, and Masahiro Inuiguchi

Abstract— We consider Byzantine-resilient distributed opti-
mization with event-triggered communication. The proposed
algorithm is designed to handle non-convex optimization prob-
lems in a network of agents where some agents may exhibit
Byzantine behavior. Each normal agent has an estimate of a
critical point of the global cost function and transmits the esti-
mate to neighbors when the difference between the current and
previously communicated values exceeds a predefined threshold.
Normal agents then update their estimates by averaging the
received values from a trusted set that is determined through
the Iterative Outlier Scissor (I0S) procedure. By combining the
event-triggered communication and the IOS filtering procedure,
the proposed approach ensures resilience to Byzantine behavior
and guarantees convergence even in adversarial settings.

I. INTRODUCTION

Distributed optimization is a framework in which multiple
agents collaboratively solve an optimization problem. In
distributed optimization, each agent has access to only a
subset of the total information, and the objective is to find an
optimal solution that is collectively determined by all agents
through iterative communication and computation [1]-[3].

In recent years, the increasing interconnectivity of agents
in distributed systems has introduced significant vulnerabil-
ities and a critical threat to the reliability and security of
the networks [4]. These vulnerabilities are critical in the
presence of Byzantine attacks, where malicious agents are
capable of acting arbitrarily to disrupt the system. There have
been developed various defensive approaches that utilize the
aggregation mechanisms [5], [6]. These robust aggregation
techniques incorporate filtering methods that identify and
mitigate the influence of outlier information. Examples of
such Byzantine-resilient aggregation rules include a geomet-
ric median [7] which selects a point minimizing the sum of
distances to all received inputs, Krum [8] which identifies
the vector with minimal sum of distances to its closest
neighbors, and trimmed mean approaches [9]-[12] which
exclude extreme values before computing an average.

However, most existing algorithms for Byzantine-resilient
methods rely on a time-triggered communication scheme,
where agents are required to exchange information with their
neighbors at every iteration. The time-triggered scheme can
be highly inefficient in resource-constrained environments,
particularly in sensor networks where individual sensors have
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limited battery capacity and restricted communication capa-
bilities. To address this limitation, event-triggered communi-
cation has been investigated as an alternative approach that
reduces unnecessary message exchanges while maintaining
reliable system performance [13]-[16]. In the event-triggered
scheme, agents transmit information to their neighbors only
when a specific trigger condition is met. By dynamically
adjusting communication frequency based on real-time sys-
tem conditions, this approach significantly conserves network
resources and extends battery life in sensor networks.

This paper proposes a distributed Byzantine-resilient al-
gorithm for non-convex optimization that integrates event-
triggered communication. Each normal agent has an estimate
of a critical point of the global cost function. The local
communication between agents is carried out in an event-
triggered manner, where each normal agent transmits its
estimate to neighboring agents only when the difference
between the current value and the last transmitted value
exceeds a predefined threshold. After the local communi-
cation, normal agents update their estimates by averaging
the received values from a trusted set that is determined
through the Iterative Outlier Scissor (IOS) procedure [10]. By
combining the event-triggered communication and the I0S
filtering procedure, the proposed approach ensures resilience
to Byzantine behavior and guarantees convergence even in
adversarial settings.

Compared to existing Byzantine-resilient approaches [5]—
[12], the proposed method introduces a more adaptive and
resource-efficient communication strategy, which extends
battery life in sensor networks and lowers bandwidth re-
quirements. Moreover, by limiting unnecessary message ex-
changes, the event-triggered strategy can reduce the exposure
of the system to adversarial manipulations. Therefore, the
proposed event-triggered Byzantine-resilient algorithm can
enhance security and robustness of distributed optimization
in resource-limited multiagent systems.

This paper is organized as follows. Section II addresses
the formulation of a stochastic optimization problem with
Byzantine attacks. Section III presents a distributed resilient
algorithm with event-triggered communication. The analysis
of the proposed algorithm is shown in Section IV. The
numerical example is presented in Section V. Finally, con-
cluding remarks are given in Section VI.

Notations: The sets of real numbers and nonnegative
integers are represented by R and N, respectively. || - ||
represents an {s-norm of a vector or a spectral norm of
a matrix. 1, represents the n-dimensional vector whose
elements are all 1. For a set S, |S| represents the cardinality



of §. When referring to the elements of a matrix, the notation
[A];; is used to represent the (7,7)-th element of the matrix
A. The projection of € R"™ to a closed convex set Z C R™
is given by IIz[z] = arg minyecz ||z — |-

II. PROBLEM FORMULATION

We consider a multiagent system where the information
exchange among n agents is represented by an undirected
graph G = (V,€), where V = {1,2,...,n} is the set of
agents and £ is the set of the communication links. The graph
G is said to have a spanning tree if there exists a node ¢ such
that there is a path from ¢ to j for all nodes j € V\ {¢}. For
any given r € N, a subset of agents C C V is said to be r-
reachable if there exists an agent 7 € C such that |JNV;\C| > r,
where N; = {j € V| (j,i) € &,j # i} is the set of in-
neighbor agents of agent ¢ [6]. For » € N, G is said to be
r-robust if for all pairs of disjoint nonempty subsets C1,Co C
V), at least one of Cy or Cy is r-reachable [6]. An agent j € V
is said to be a Byzantine agent if it is capable of sending
arbitrary values to different neighbor agents [6]. In this paper,
the set of Byzantine agents is defined by B C V and R =
V\ B is the set of normal agents which cooperatively solve
a given optimization problem. The number of the normal
agents is represented by R = |R]|.

Let &; be an independent sample of agent ¢, where &; ~ S;
and S; is the data set of agent . Each agent ¢ has a
local non-convex cost function f; : R™ — R such that
fi(x) = E¢,[fi(x;&)], where f;(x;&;) represents the local
loss associated with the random variable &;. A group of
normal agents collaboratively solve the following stochastic
optimization problem:

minimize f(z) = % Z filx). (1)

iI€ER

We consider a distributed algorithm to estimate a critical
point * € R™ of the problem (1). Let z;; € R™ be the
estimate of the critical point * of agent 7 at iteration ¢ of
the algorithm (see Algorithml). The random variable &; ; is
assumed to be independent of the estimates {z; ,}L_,. We
define V f;(x; &; 1) as the stochastic gradient of f; at z € R™,
where & ; is the random variable generated by agent ¢ at
iteration ¢.

Assumption 1:
for all i € R.

ii) There exists f > —oco such that f;(z) > f for all
1€ R and z € R™.

iii) The expected value of the stochastic gradient satisfies
Ee, ,[Vfi(x; &)l = Vfi(x) forall i € R, t € N, and
x e R™.

iv) There exists a positive constant o such that
Ee,,, IV £iw;&0) — V@] < 02 for all i € R,
te N, and x € R™.

v) There exists a positive constant ¢ such that
max;er |V fi(z) — Vf(z)]|*> < 6% for all i € R and
rz € R™.

i) f; : R™ — R is a smooth function

vi) There exists a positive constant D; such that
IVfi(z;&)|]| < Dy for all i € R, ¢t € N, and
rz € R™.

Assumption 1 plays an important role in guaranteeing
the convergence of the distributed optimization algorithm
[17]. From the smoothness of the local cost function in
Assumption 1, for all 7 € R and x,y € R™, there exists a
positive constant L such that |V f;(z) =V fi(v)|| < L||z—y]|.

For simplicity of notation, in the following discussion, we
use the abbreviation E for IE,,, where u is a random variable.

III. EVENT-TRIGGERED DISTRIBUTED RESILIENT
ALGORITHM

In this section, we propose a Byzantine-resilient dis-
tributed optimization algorithm with event-triggered commu-
nication. The proposed algorithm is summarized in Algo-
rithm 1.

At each step, normal agent ¢ computes the intermediate
variable z;, which corresponds to a projected stochastic
gradient descent step, where Z C R™ is a closed and
convex set. At the first iteration, the agent initializes a
variable %; o as z; 0, which stores the most recent estimate
that was transmitted to its neighbors. The variable Z; ; € R™
represents the estimate that the normal agent ¢ sent to the
neighbors at the last trigger time until iteration ¢:

Zit = {

where &' is the set of all trigger times of agent i. We note
that, from the projection step (3), there exists a positive
constant D, such that ||z; || < D, forall i € R and t € N.
If the error between their current estimate z;; and their
last transmitted estimate Z; ;1 exceeds a threshold E; ;, the
normal agent updates Z; ; to match the current estimate z; ;
and sends this updated value to its neighbors. Similarly, if
the trigger condition is satisfied for one of the neighbors,
the agent receives the updated estimate from that neighbor.
Otherwise, the agent continues using the last received value.
After exchanging information with its neighbors, each nor-
mal agent runs the Iterative Outlier Scissor (IOS) procedure
[10] in Algorithm 2 to filter out potentially faulty estimates.
This filtering ensures that the normal agent only incorporates
trustworthy information from its neighbors into its update. At
each step of the IOS procedure, the agent first calculates the
total weight w;, (Z/{z(st)) in the current trusted set at Step 3.
Here, we consider the weight w;; of the communication
link {i,j} that determines how much influence each neigh-
bor’s estimate has on the overall decision.
Assumption 2: For each agent ¢ € V), there exists a
positive constant C, € (0,1) such that

Wis 2 Cw; jEMa
Y1=0, J¢N,
and wn:l—zjeMwij > C,. Vje.

With these weights, the normal agent ¢ computes a
weighted average 21(? of all the event-triggered estimates

if t € K,
otherwise,

Zity
Zit—1,

2



Algorithm 1 Event-triggered resilient algorithm of normal
agent ¢

Algorithm 2 Iterative Outlier Scissor (I0OS) procedure of
normal agent ¢

Require: Initial estimate x; o € R™.

1: whilet=0,1,...,7 —1do
2 Compute the variable z; ; by
zip =zx; —aV fi(xi4;&4)] 3)
3: if t = 0 then
4. Set ZV’Z"Q = Z;,0-
5: end if
6: if trigger error of agent ¢ satisfies [|Z;,—1 — 2; || >

E; ; then

7: Set 2i,t = Zjt-

8: Send Z;; to neighbor agent j € N;.
9: else

10: Set Zit = Zit—1.

11: end if

12: if trigger error of neighbor agent j € N satisfies
||éi,t71 — Zi,t” > Ej,t then

13: Receive Z;; from j.

14: end if

15: Run the IOS procedure in Algorithm 2.

16: Update the estimate by

Z DijtZit + itz (4)
jeulV\{i}

Tigr1 = (1 —1ri4)

17: Sett:=1t¢t+1.
18: end while

in the trusted set Ui(;) at Step 4 in Algorithm 2. This
average serves as a reference point for filtering out the faulty
estimates. At the next step, the normal agent identifies the
estimate that deviates the most from the computed weighted
average Zl(st) at Step 5. The agent j(¥) whose estimate has
the largest deviation from the average is flagged as the most
suspicious at that iteration. The flagged agent is then removed
from the trusted set at Step 6. After ¢ iterations, Algorithm
2 outputs the set Z/li(z) that contains the neighbors of the
normal agent ¢ whose estimates have been considered reliable
through the IOS procedure.

Based on the filtered information, at Step 16 in Algorithm
1, the normal agent ¢ updates its own estimate by (4), which
computes the weighted average of the agent’s intermediate
variable and the values received from neighboring agents
who are considered trustworthy after the IOS procedure.

Let e;; be the trigger error of the normal agent 7 due to
the event-triggered communication, that is, e; ; = Z; 4 — 2; 4.
Steps 6—14 in Algorithm 1 guarantee the boundedness of the
trigger error as

||ei,t|| SEIH Vi ER, VteT:{17277T}7 (5)

where E; = max;cr F;;. In this paper, we assume the
square-summability condition on the trigger threshold.

Require: Estimates {Z;;};en,ufi}s
Weights {wi;}jen;ufi}-
1: Construct the initial trusted set Ui(g) =N; U {i}.

2: for s=0,1,...,q—1do

33 Compute the weight wl(st) by wg(ufj)) =
Zj eu's) Wis:

4: Compute the weighted average Zfst) by Zz(st) =

(1/wiU)) 2 jeuts) WiiZi
5: Choose the removing

5 z(s)
argmax; ., )\ gy 147, = Ziie |-

agent as ;0 =

6: Remove agent j(*) from the trusted set as Z/Ii(’stﬂ) =
Uy \ (5},

7: end for

8: return Z/{l-(g).

Assumption 3: There exists a positive constant E such
that Y 2, E? < E.

To guarantee the convergence, we also make the following
assumptions:

Assumption 4: G is (q+ 1)-robust, where ¢ is the number
of iterations performed in the IOS procedure.

Assumption 5: For all i € V, t € T, and s € § =
{0,1,...,¢—1}, w;(Bz(gt)) < w; (RE?) holds, where RE? =
RNOUS and BY) = Bnus).

Assumption 5 is naturally satisfied if Assumption 2 holds
and if the number of Byzantine neighbors is relatively small
compared to the number of normal neighbors. Moreover, un-
der Assumption 4, the connectivity of the graph is maintained
after applying the 10S procedure, as stated in Lemma 1 [6]:

Lemma 1: Suppose that G satisfies Assumption 4. Let G’
be a graph obtained by removing ¢ or fewer incoming edges
from each node in G. Then, G’ has a spanning tree.

IV. CONVERGENCE ANALYSIS

Let R, and B; represent the sets of normal and Byzantine
neighbors of agent 1, that is, R; = M; R and B; = N; NB.
We define the set ;" as the subset of ¢ neighbors of node
7 whose sum of the weights is the largest, that is, (/" =
arg MAXYC N, U =q Djeu Wij-

We introduce the weight matrix for normal agents 2 €
REXE where the (i, j)-th element is defined as

[Q]” _ Wis + ZZEBi Wiy, j = Z" Z 6 R’ (6)
Wij, j#£i, i,j €R.

From Assumption 2 and (6), the matrix 2 is row-
stochastic, that is, for all 7 € R, the following holds:

Z Qi =1, VieR. (7

JERU{i}



Let z;; be the weighted average of the intermediate
variable z;,¢ such that Z;; =3 cn. iy [Uigz)e-

Lemma 2: Suppose that Assumptions 1-5 hold. Suppose
also that B < ¢ and w}(U™*) < 1/3. Then, for all i € R
and ¢t € T, there exists a constant p > 0 such that

Zitll +2pD, + 2E,.
3

We define the average estimate of all normal agents as
Ty = (1/R) ) ,cr Tit- We also define the mean squared
error as Hy = (1/R) Yo |lzie — 242

The next theorem is the main result of this paper, which
shows the convergence of the proposed event-triggered
Byzantine-resilient algorithm in terms of an upper bound
on the average squared gradient norm of the global cost
function.

Theorem 1: Suppose that Assumptions 1-5 hold. Suppose
also that B < g and w}(U™*) < 1/3. If the step-size satisfies
a < 1/(2v/3L), then we have

A )
T;EHIVJ‘(@)

< 2_f(i"o)
- ol

+3R <L2+

1 T
— E|H,
XT; [H]

lzitr1 — Ziell < p max |2, —

JER;U{i}

+ 200

8(x +9p%)(1 4+ 3L*(R + 1)a2)>

(07

3(32x +297p* + 16)E 1 | 36p>D?
+ 5 = -
o T o
+T2(x + 9p") R0” + 12(8(x + 9p°) R + 1)o”
+12(8(x + 90") + 1) Df, ©)

where x = (1/R)||2T1r — 15]2.
Proof: From the smoothness of the local cost function,
we have
Elf (Z+1)] < f(Z) + E[V f(Z4), Tr1 — T4)]
L
+ FE[Zi1 - z4|?). (10)

For vectors z,y € R™, we have (z,y) = (1/2)||z+yl|* —
(1/2)]|z]|> = (1/2)||y||?. Then, the second term of the R.H.S.
of (10) is given by

E[(Vf(Zt), Ttr1 — 7))
—E [a <Vf<5ct>, V(@6 ~ VI@) + (i - x>>]

2
= 58 ||[vr@ae) + @ - ] - 2E|IVs@)1
« 1 2
-3 va(xﬁft) = V(@) + a(i‘tﬂ — It) ] ;
(1)

where & = {&;+}ier and the second equality follows from
Assumption 1 iii).

The third term at the R.H.S. of (10) is bounded by
E[l|Z¢1 — 2]

= E{ a(Vf(@;8) — VI(Te))

—a(Vf(T; &) —

Vf(.ft)) + O‘é('ft-l-l — .ft)

T

+20°E [“Vf(th &) — V(@) + é(jﬂrl — Ty)

< 20202

T
12)

where the last inequality follows from the fact that |la+b||? <
2||a|* + 2|b]|? for vectors a,b € R™ and Assumption 1 iv).
Since o < 1/(2L), by substituting (11) and (12) for (10),
we have
21

E[f(Z¢41)]
< f(@) + %]E
Vs - 1@ + @ - )

HVf(xt;&) + é(fﬂrl — Zy)

- %(1 — 2aL)

2]
o =\ 12 2 2
= 219 S @I +a%0’L

< J(@) + E || VI@i&) +

1, _ _
a($t+1 - ﬂUt)

~ SIVF@)I? +a*o>L. (13)
The second term of the R.H.S. of (13) is given by
1 2
va<xt7 &) + ($t+1 —7y)
2
V(@ &) + 72 Tit41 — Tt)
i€ER
< 357 + 355 + 3953, (14)
where Sl = va(jtvgt) - (1/R) ZzER Vfl(xt tagzt)H
5o = 1A/(aR) Y ier(Zig  — Tr  +
(/R) > per V(e e0))?, and S —
[(1/(@R) > ier(@ips1 — Zig)l>. We note that
Ellz)*] = [E[z]|* + E[|z — E[z]||°] holds for any

probability variable x € R™. Thus, for S, we have

BV fi(Ze; i) = V fil@i e &) ]
= IV fi(&e) = V i) |I”
+E(Vfi(Ze;6it) — Vilwie; i)
— (Vfi(®) = Vfilz)|1?]

< L2 — 2ig||? + 402, (15)

where the first equality and the last inequality follow from
Assumption 1 iii) and iv), respectively. Thus, S; is bounded



as follows:

1
E[S;] < LZRE Z @i — Z||? + 402 (16)
i€ER
For the term S, we have
1 B B «
R |z —z+ = D Vi@ )
i€R LeR
1 1
~ ok - (Zig — z) + R Z Ve, A7)
IER LER
where Zr = (1/R) ZiGR Zit and ’(/}i,t = Zit — (.’L’i’t —

ani(mi7t; §i7t))~ Since Zjeuz(,qt) (w”/ Zfeuﬂ) wig) =1 and
2 € Zforalli € Rand t € N, we have o) € Z
for all ¢ € R and ¢t € N. Then, from the property of the
projection in [18], we have ||z ;41 — vf?HQ < Heg?t) —
oV fi(zi 115 & e41)) | = 1¥i,e41 || This yields

l¢it41]l < Bt + Dyo.

From (17) and (18), we have

2
1 _ _
& Z(zzt - Zt)

(18)

2

Sy <2 + 2

% Z Yot

iER =
1 1 2
=2|l—1, (QZ, — =1x1.7
HaRR( t R“t)
1
JFQWRZ [4be.el?
ter
2 1 2
= am (1p02 —1g) (Zt - R1R1£Zt>
2 2
T 2R Z [the,ell
=
2xR 1 =12 2 2 2
S 2R I}ggﬂzi,t —Z||" + ?(Et + D3a”), (19)

where Z, € REX™ ig the matrix whose rows are the vectors
{Z;rt} iER-

From the contraction property in (8), S35 is bounded as
follows:
2

1 _
ﬁ Z(xi,t—i-l - Zz',t)

-]
i€R

1 2
S EA 20D, + 2E
) a2Ri;2 <pj€%ix{i} %6 = Ziell +20D- + t>

3p2 3 o 12p2D2 12
: % : JE%iJ)il} sz,t - Zi,t” + TZ + gEt.
i€ER
(20)
For any normal agent 7 € R, we have
lzie =zl < D [Digllzse — 2]
JERU{i}
= -z 21
< max |z — z|) 21

where the last equality follows from (7). Therefore, for ¢ €
R, we have

max Héj,t — Zi’tHQ

z,E,RjeRiu{i}
— . .. 5 (5 _ 7. 2
=2 gy IGie =50+ G = 2) = G = 20
< 6Rm%<\|z,-7t72t\\2+3REt2. (22)
1€
From (20) and (22), we have
18p? ~ 12p°D?  3(3p% +4)
Sy < —5-max|lzi, - Z|° + — 5= + == 5 —F}.
(23)

By substituting (16), (19), and (23) for (14), we have
2]
1
< 3L2R§ Z |zis — Ze||? + 12(c® + D3)
iER
3(6x+9p*)R_[1 o
PVEAT I )R | R
B el

3(9p2 + 16
n (02 )
«

- [va(i”t;ft) + é(ftﬂ —Z4)

+

2D2
E% 4+ 362 = (24)
By following the similar argument of Lemma 2 in [10], we

obtain
E 1 max ||z;¢ — zt||2]
R ier "7
< 4(1+3L*(R + 1)a®)H; + 402 (36% + 40?)

16
+ E(Ef + Dja?). (25)

From (13), (24), and (25), we have (9). |
V. NUMERICAL EXAMPLE

In this section, we evaluate the effectiveness of the pro-
posed event-triggered Byzantine-resilient distributed opti-
mization algorithm (hereinafter referred to as ET-IOS). We
consider a classification task by softmax regression using the
MNIST dataset [19]. We consider a complete graph with 10
agents, where 2 agents behave as Byzantine agents. The data
is partitioned among agents in a non-i.i.d. manner, where
each agent holds data belonging to only one specific class.
As the Byzantine attack strategy, we employ the Gaussian
attack [4], where Byzantine agents send values that are close
to the local average of normal agents’ transmitted values but
are intentionally corrupted by adding Gaussian noise with a
large variance.

We evaluate the impact of the trigger threshold F on the
learning accuracy and communication cost of the proposed
ET-10S algorithm. We conduct experiments by varying the
threshold F € {0,0.005,0.01,0.012,0.015,0.02}.

Fig. 1 shows the test accuracy evolution for each threshold
value. E = 0 corresponds to the case with time-triggered
method [10], where communication occurs at every iteration.
As observed from the figure, even when the threshold E is
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Fig. 2. Cumulative communication events for ET-IOS with different trigger
thresholds.

increased from O to 0.02, the final test accuracy remains
largely unaffected, maintaining a high level (approximately
91%).

Fig. 2 shows the evolution of cumulative communication
events for different thresholds. As expected, a larger thresh-
old E leads to less frequent communication, resulting in a
slower increase in the cumulative communication count. The
ratio of total communication events compared to the case
with time-triggering (£ = 0) can be reduced to 98.7% by
setting the threshold £ = 0.005, 76.2% for E = 0.01, and
35.5% for E = 0.02.

The results of Figs. 1 and 2 show that the proposed ET-
IOS algorithm can achieve substantial communication cost
reduction by appropriately setting the trigger threshold while
maintaining high accuracy.

VI. CONCLUSION

This paper investigated a distributed Byzantine-resilient
algorithm for non-convex optimization that incorporates
event-triggered communication. By introducing an adaptive
communication strategy, the proposed approach significantly
reduces unnecessary message exchanges, thereby enhancing
the efficiency and resilience of large-scale distributed opti-
mization. We showed that the proposed algorithm maintains
convergence properties even in the presence of Byzantine
agents. Future work will focus on extending the proposed

framework to more general settings, such as time-varying
networks and heterogeneous agent capabilities.
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