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Preface

Recent advances in artificial intelligence (Al) have accelerated its deployment across society, with
Al now widely used in domains such as medicine, transportation, and finance. The development
and deployment of Al models form an Al supply chain involving multiple entities, including data
providers, model trainers, operators, and model users. Within this supply chain, security and pri-
vacy risks have become increasingly evident, such as unintended dangerous model behaviors and
unintended data leakage to third parties, posing fundamental challenges to the reliability and trust-
worthiness of Al systems.

This thesis aims to clarify security and privacy threats that arise from malicious model trainers
in the Al supply chain, and to contribute to the establishment of a secure and privacy-preserving
Al supply chain systems through the analysis of both attack techniques and corresponding defense
mechanisms.

First, in Chapter 2, we propose Secure and Private Gradient Computation (SPGC), a defense
mechanism against threats to model security and data privacy posed by malicious local model train-
ers (data providers) in distributed learning settings such as collaborative or federated learning.
SPGC is a secure and privacy-preserving framework that integrates Secure Multiparty Computa-
tion (MPC) with Differential Privacy (DP). By concealing gradient information via MPC, SPGC
reduces the amount of DP noise required, thereby preventing attacks while maintaining high model
accuracy.

On the other hand, it remains unclear to what extent a malicious model trainer in a central-
ized learning setting can mount attacks that induce dangerous model behavior or compromise data

privacy. We therefore investigate the feasibility of both types of attacks when the model trainer

. vil .



behaves maliciously and discuss possible defense strategies.

In Chapter 3, we propose TALPA, a backdoor attack in which a malicious model trainer induces
dangerous model behavior while increasing resistance to detection in both the input space and
the latent space. Our results demonstrate that, once the model trainer becomes an adversary, it
becomes possible to realize backdoor attacks that are significantly more difficult to defend against
than conventional approaches. We further suggest that detecting abnormality across classes in the
internal representations of the model may provide a promising direction for defenses against such
attacks.

In Chapter 4, we propose a data reconstruction attack in which a malicious model trainer trains
the model so that its outputs encode information sufficient to reconstruct user inputs. This attack
enables the reconstruction of confidential inputs from model outputs even in confidential computing
environments that rely on Trusted Execution Environments or Secure Multiparty Computation. We
thereby demonstrate that, once the model trainer becomes an adversary, user privacy can be com-
promised even when input data are kept secret. As a potential mitigation, we show that transforming
inputs to increase their diversity can reduce the effectiveness of this attack.

In summary, by analyzing attack and defense mechanisms under malicious model trainers across
different learning settings, this thesis establishes a principled foundation for constructing secure and
privacy-preserving Al supply chain systems. We believe that the findings of this thesis will support
the advancement of trustworthy Al supply chain systems and enhance the understanding of the

complex interplay among security, privacy, and the structure of the Al supply chain.
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Chapter 1

Introduction

1.1 Background

Recent advances in artificial intelligence (Al) and machine learning (ML) have been remarkable,
and their applications now span a wide range of domains, including image recognition, natural
language processing, medical diagnosis, traffic management, and financial trading. These technolo-
gies have become integral components of social and industrial infrastructures. At the same time,
as Al systems proliferate and become deeply embedded in critical decision-making processes, con-
cerns are rapidly increasing regarding “model security”, which preserves Al models from exhibit-
ing unintended or dangerous behaviors, and “data privacy”, which involves preventing the leakage
of sensitive information contained in training or inference data. The more Al systems automate
decision-making, the more essential it becomes to ensure both the security of model behavior and

the privacy of the data used within them.

The development and deployment of Al technologies do not rely on a single algorithmic step
but instead consist of a chain of interconnected processes, including data collection, model training,
deployment, and operation. In practice, Al models are often developed and trained by one party
and then supplied to others as pretrained models, APIs, or embedded components. In this thesis, we
refer to this socio-technical workflow, where multiple entities contribute to producing, delivering,

and using Al, as the Al supply chain systems. In the Al supply chain systems, there are multiple

1=



1.2 Goal and Contribution of Thesis

entities, such as data providers who supply training data, model trainers who train models, model
operators who manage or operate them, and model users who query their own data to them and
obtain model outputs.

While the involvement of multiple entities contributes to flexibility and performance improve-
ments in Al systems, each stage of the Al supply chain systems is associated with distinct types of
security and privacy risks. Among these, two particularly critical threats have been extensively stud-
ied: backdoor attacks, which compromise model security, and data reconstruction attacks, which
compromise data privacy. Backdoor attacks [1-3] intentionally embed a trigger pattern into the
model during training, so that the model behaves normally on benign inputs but returns adversary-
controlled outputs when the trigger is present. A representative approach to backdoor attacks in-
volves an adversary acting as a data provider who inserts trigger patterns into training samples and
manipulates class labels [1]. On the other hand, data reconstruction attacks [4-9] attempt to recover
sensitive information about the data used to train or query the model. For example, an adversary
acting as a model user may issue queries to the model and infer properties of the training data
solely from its outputs [4]. As these examples illustrate, the complexity of the Al supply chain sys-
tems creates multiple potential attack surfaces, and different entities such as data providers, model
trainers, and model users may each become sources of vulnerability.

This thesis focuses on security and privacy risks arising from such malicious model trainers.
The model trainer itself is likely to be an external or untrusted party and to act maliciously, so
it gains privileged control over the training pipeline including training data, training algorithm,
and architectures, which may enable stronger attacks than those assumed in other threat scenarios.
Therefore, it is important to identify the threats posed by malicious model trainers within the Al

supply chain systems and to develop corresponding defense mechanisms.

1.2 Goal and Contribution of Thesis

The goal of this thesis is to investigate security and privacy threats in the Al supply chain systems,
with a particular focus on Al supplied by potentially malicious model trainers, and to develop

principled defenses toward secure and privacy-preserving Al supply chain systems.
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The concrete contributions of this thesis are summarized in Figure 1.1 and as follows:

* We establish defense mechanisms against backdoor attacks and data reconstruction attacks in

collaborative learning, where multiple local model trainers jointly construct a single model

and may behave maliciously.

* We present a novel backdoor attack that becomes feasible when the model trainer behaves

maliciously, and further discuss possible defense strategies.

* We demonstrate a new form of data reconstruction attack that can be executed by a malicious

model trainer, and also discuss possible defense strategies.

1.2.1 Secure and Private Collaborative Learning Framework under Malicious Local

Model Trainers

Training AI models by collecting all data into a centralized learning setting is often costly or imprac-

tical due to data volume, privacy concerns, and organizational constraints. As a result, collaborative
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1.2 Goal and Contribution of Thesis

or federated learning [10, 11] has attracted significant attention as a flexible training paradigm, in
which data providers locally train models on their own data and collaboratively construct a single
global model. Chapter 2 refers to such data providers as local model trainers. In such settings,
each local model trainer may behave maliciously, posing realistic threats such as backdoor and
data reconstruction attacks. For example, they may inject malicious updates associated with back-
doors, thereby compromising the global model [12-14], or reconstruct other participants’ data from
collected gradient updates [15—-17]. Therefore, it is essential to develop defense mechanisms that
allow honest model trainers to intervene in the training process to construct models secure against
backdoor attacks, and to ensure that model outputs or gradients remain private against data recon-
struction attacks.

A widely studied defense mechanism against backdoor attacks and data reconstruction attacks
is differentially private stochastic gradient descent (DP-SGD) [18]. Differential Privacy (DP) [19]
limits the influence of any individual data point on the final model by introducing calibrated ran-
dom noise into gradient updates. This mechanism provides two important forms of defense: it
mitigates the effect of malicious gradient updates corresponding to trigger patterns in backdoor at-
tacks [20,21], and it obscures data-specific signatures in gradients, thereby reducing the feasibility
of data reconstruction attacks [22,23]. In this sense, DP offers a unified theoretical framework for
addressing both security and privacy threats.

However, in collaborative learning settings, DP alone suffers from a degradation in its privacy
guarantee as the number of data providers increases. To address this limitation, this thesis proposes
the Secure and Private Gradient Computation (SPGC) framework, which integrates DP with Secure
Multiparty Computation (MPC), which computes a function on inputs given by participants without
revealing the inputs themselves. SPGC securely aggregates gradients via MPC while applying DP
noise to the aggregated gradients in MPC. This process achieves higher model accuracy than a local
differential privacy (LDP) approach in which each participant independently adds DP noise [24]
while keeping the same privacy level as the existing LDP approach. Our experiments conducted
on three datasets confirm that SPGC maintains significantly higher accuracy while providing strong
security and privacy guarantees.

SPGC thus serves as a foundational framework for ensuring security and privacy in distributed
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learning settings such as collaborative or federated learning environments where local model train-

ers may act maliciously.

1.2.2 Advanced Backdoor Attack under a Malicious Model Trainer

In Chapter 2, we presented a defense method with DP and MPC against backdoor attacks in dis-
tributed learning environments, where adversarial local model trainers can access and manipulate
only a part of the overall training process through their local updates. In contrast, the threats that
arise in a fundamentally different and more powerful setting, where a single model trainer has com-
plete access to and control over the entire training process, remain insufficiently understood.

Therefore, in Chapter 3, we investigate backdoor threats under this stronger adversarial sce-
nario, in which the malicious model trainer operates within a centralized learning setting and can
arbitrarily manipulate the full training pipeline. This threat scenario is not merely hypothetical.
In modern Al systems, pretrained models are often obtained from public model repositories and
model hubs, such as Hugging Face !, where model operators routinely deploy models trained by
third-party model trainers. As a result, the scenario in which Al systems rely on models supplied by
potentially malicious model trainers has become both realistic and increasingly common in practice.

Traditional backdoor attacks [1,25,26] largely assume that the adversary is a data provider who
manipulates training data by inserting trigger patterns. Such attacks are limited in their expres-
sive power and are vulnerable to common defense strategies, including pruning [27] and transfer
learning [28]. Their reliance on input-space manipulation also makes it difficult to embed highly
persistent malicious behavior within the model.

In contrast, a malicious model trainer has privileged access to the entire training pipeline, in-
cluding model architecture, optimization procedures, loss functions, and latent representations. This
privileged position allows the adversary to realize sophisticated and persistent backdoor behaviors
that are infeasible for traditional adversaries. Under such a stronger adversary, revealing potential
threats of backdoor attacks enables us to proactively develop corresponding defense mechanisms.

In this thesis, we propose a novel backdoor attack that directly manipulates latent representations

"https://huggingface.co/
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within the model. The key idea is to enforce the latent representations of trigger-embedded in-
puts to align closely with those of a target class, thereby embedding backdoor behavior into the
deeper structure of the model. By optimizing trigger generation and latent manipulation jointly, the
proposed method achieves both high stealthiness and high attack success while preserving clean
accuracy.

Moreover, because the backdoor is embedded at the level of latent representations rather than
input patterns, the attack demonstrates strong resilience against pruning, transfer learning, and other
common transformations. The proposed method demonstrates the potential threats posed by a ma-
licious model trainer, underscoring the importance of including the model trainer in security threat

models and discussing corresponding defense strategies.

1.2.3 Advanced Data Reconstruction Attack under a Malicious Model Trainer

In Chapter 2, we presented a defense method with DP and MPC against data reconstruction attacks
in settings where adversaries such as local model trainers can observe or influence only limited
aspects of the learning process, for example through model outputs or local updates. In contrast,
the threats that arise in a more powerful setting, where a single model trainer has complete access
to and control over the entire training process, remain insufficiently understood.

Therefore, in Chapter 4, similarly to Chapter 3, we investigate new data reconstruction threats
under the malicious model trainer scenario, with a particular focus on whether concealed user in-
puts can be reconstructed from model outputs. In recent years, protecting input data privacy using
confidential computing technologies, such as MPC and trusted execution environments (TEEs),
has become increasingly important and is already adopted in real-world systems, including cloud
platforms such as Microsoft Azure 2. In such environments, although user inputs are protected
during computation, model trainers may still obtain access to the model outputs for purposes such
as anomaly detection or service quality improvement. This makes it realistic to consider scenarios
in which a malicious model trainer attempts to reconstruct concealed input data solely from output

observations, even under confidential computing settings.

https://azure.microsoft.com/ja-jp/solutions/confidential-compute
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Prior works [5-9,29] on data reconstruction primarily assume that model users attempt to infer
training data from observed outputs, placing strict limitations on the adversary’s power. However,
if the model trainer itself is malicious, it can deliberately encode input-dependent information into
the model’s output during training, turning the model output into a covert communication channel.

In Chapter 4, we propose a data reconstruction attack in which the model trainer modifies the
training process so that the output distribution implicitly contains enough information to reconstruct
inputs for model users. Under such a stronger adversary, identifying the potential threats of data
reconstruction attacks allows us to proactively develop appropriate defense mechanisms.

Our analysis demonstrates that the difficulty of reconstruction strongly depends on the intrin-
sic diversity of the dataset: datasets with lower class diversity tend to preserve more input-specific
information in the model output, making reconstruction easier. This finding suggests that the struc-

tural properties of data directly affect privacy risks within the Al supply chain systems.






Chapter 2

Secure and Private Collaborative
Learning Framework under Malicious

Local Model Trainers

To begin, this chapter presents secure and privacy-preserving learning methods under the threat

scenario in collaborative learning where local model trainers may act as adversaries.

2.1 Introduction

2.1.1 Backgrounds

Collaborative learning also known as federated learning [10, 11] is a kind of machine learning
where multiple participants (local model trainers) pool all training data, and a model is trained
on this communal pool. In general, each participant trains a local model with its data and then
periodically exchanges and updates model parameters with other participants. Therefore, security
and privacy risks are an essential issues in collaborative learning because training data are collected
and pooled from many sources. In security risks, a participant injects malicious updates associated
with backdoors, thereby compromising the global model [12—14]. In privacy risks, inference attacks

on training data privacy that reveal information about the training data [30,31] have been found in
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2.1 Introduction

the past years.

A typical approach to defense them in collaborative learning is to achieve differential pri-
vacy [32], that is, informally, each participant gives data noise in local [24,33] and then updates a
model with the data from all participants. However, such an approach often generates significant
amounts of noise that degrade the accuracy of its resultant model. In contrast, the privacy guarantee
weakens when the noise generated in local is slight because the training data can be inferred from
model parameters [30,31].

A potential solution to the privacy issues mentioned above is the integration [34] of differential
privacy and secure multiparty computation, which computes a function on inputs given by par-
ticipants without revealing the inputs themselves. In the integration approach, model parameters
are protected by the use of secure multiparty computation before they are exchanged among par-
ticipants, and small amounts of noise for differential privacy are generated and added when the
model is updated [35,36]. Intuitively, the integration approach enables participants to adjust the
total amount of noise they generate and thus supports both the privacy guarantee and the inference
accuracy.

However, the privacy guarantee in existing integration protocols [35,36] on collaborative learn-
ing weakens when the number of participants increases. In collaborative learning, many participants
are expected to join the network, given that the primary motivation for collaborative learning is to
collect data from many sources. Therefore, a protocol that offers a privacy guarantee independent
of the number of participants is desirable. This chapter aims to answer the following fundamental
question: Can a new integrated protocol of differential privacy and secure multiparty computa-
tion for collaborative learning which maintains a strong privacy guarantee and accuracy without

depending on the number of participants be constructed?

2.1.2 Contribution

In this chapter, we present SPGC, pronounced as “speak” and which is an abbreviation for Secure
and Private Gradient Computation. SPGC is an integrated protocol of differential privacy and secure

multiparty computation for collaborative learning that provides a privacy guarantee independent of
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the number of participants. As another contribution, we conducted extensive experiments on SPGC
with academic and medical diagnosis datasets to evaluate its performance.

The construction of SPGC is significantly different from existing works [35,36]. Existing works
adopt local differential privacy [24] (LDP) in which each participant generates noise in local and
then removes the noise via secure multiparty computation. However, an LDP-based construction
will weaken the privacy guarantee even by the use of any secure multiparty computation. In contrast,
the main idea behind SPGC is the creation of noise within secure multiparty computation.

The idea mentioned above was inspired by the collaborative gradient computation (CGC) pro-
tocol of Chase et al. [37], in which the noise is generated by using secure multiparty computation.
However, we note that CGC is incomplete, and that SPGC is quite an improvement over CGC. In
particular, we found a negative case in the training method of CGC where the positive and nega-
tive gradients become indistinguishable from each other. SPGC can avoid such an issue as well.
Moreover, Chase et al. did not discuss experimental evaluation in detail, more specifically they
only provided the inference accuracy on the MNIST dataset and they did not provide training time.
Detailed experimental evaluation is crucial for an integration protocol for differential privacy and
secure multiparty computation machine learning. How noise on the differential privacy affects
evaluation on each dataset is essential for accuracy, and communication overhead on the secure
multiparty computation is significant for training time. We formally show that SPGC overcomes
the negative case described, and then present the experimental evaluation in detail including evalua-
tions on medical diagnosis datasets in addition to the MNIST dataset and those training times. (See
Section 2.4 and Section 2.5 for more detail.) We then show that the training time increases with re-
spect to the noise generation through the experimental results. We also demonstrate that the privacy
guarantee is independent of the number of participants compared to an LDP-based construction as

a naive approach. (See Section 2.6 for more details.)

2.2 Preliminaries

In this section, we provide backgrounds on deep learning and collaborative learning. We then

describe differential privacy and secure multiparty computation as building blocks of SPGC.
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2.2.1 Deep Learning and Collaborative Learning

Deep Learning. Deep learning is composed of a fraining phase to find optimal weight parameters
on a model to be trained and an inference phase to solve a task via inference on the trained model.
The goal of the training phase is to find weight parameters that yield an acceptably small loss on a

loss function between an output of the model and its training data.

Let dy, denote the input dimension, w the model parameters, and N the number of classes.
Consider a model (neural network) f : R%» — [0, 1]N¢ that outputs class probabilities for an input
sample & € R%» and is parameterized by w. Let £(-,-) denote the loss for a single sample. For
simplicity, L(wy, x;) = £(f(x;; w), yi), where y; is the class of «;. The stochastic gradient descent
(SGD) algorithm is often utilized to minimize L. The SGD algorithm computes a average gradient
g = th% Z?:l L(wy, x;) and updates the current weight parameter w; to w11 = w; — ng,
where 7 is a learning rate. In general, the update process of weight parameters is done for each data
group called a batch. One of the well-known implementations to instantiate the SGD algorithm is

AdamOptimizer (), which is also utilized in this work.

Collaborative Learning. A typical deep learning algorithm considers a centralized setting whereby
a central server gathers data for training. In contrast, a deep learning algorithm to train a model
distributively by multiple participants is called collaborative learning as known as federated learn-
ing [10, 11].

The motivation for collaborative learning is to train a model so that even if training data is dis-
tributed to multiple participants, each participant trains a local model on its data and then exchanges
model parameters with other participants. The main advantage of collaborative learning is to col-
lect training data from multiple participants. In other words, in a situation where training data is
distributed to each participant, a participant can share the training with the other participants. To do
this, for each step in training a model, each participant sends model parameters, such as gradients
or weights, to n central servers. Hereafter, we focus on gradients as model parameters.

Foraset P = {Py, P, -, P} of participants and a set X = {Xp,, Xp,,---,Xp, } of data,

(Xp;)

a participant P; for any j € [1, k] computes a gradient g for data Xp; in local and then

sends it to the central servers. Roughly speaking, collaborative learning updates a model parameter
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Wiyl = Wy — 77(% Zle g(XPi)) using gradients sent from all the participants on n central servers
H ={H,, Hy,---,H,}. Afterwards, the servers return w; to all the participant. After receiving
w1 from the central servers, the participants utilize w1 in the next training. At the end of the
training, each participant owns the same model parameter as the other participants and the central
Servers.

After the training phase of the collaborative learning is finished, the final model parameter
wr often becomes publicly available for inference by a client. In doing so, a client can give the

model parameter wr a query on inference with any data xjien and then obtain the inference results

F(wr; Zclient)-

2.2.2 Differential Privacy

Differential privacy [32] is a mathematical notion that guarantees privacy theoretically. Recall the

definition below.

Definition 1. A randomized mechanism M : D — R with domain D and range R satisfies (€,0)-
differential privacy if, for any two adjacent inputs x,x’ € D and for any subset of outputs V C R,

the following equation holds:
Pr(M(z) € V) < exp(e) Pr(M(z') € V) + 6.

Note that e-differential privacy is identical to a special case for 4 = 0 in the definition above.
When a deterministic real-valued function is defined as O : D — R, a typical way to satisfy the
differential privacy for O is to perturb the output of a function O by adding noise. More precisely,
a mechanism M is instantiated via additive noise calibrated to O’s sensitivity Sp, which is defined
as the maximum of the absolute distance |O(z) — O(x’)| where = and 2’ are adjacent inputs. The
Gaussian mechanism or the Laplace mechanism is often utilized for generating noise. Hereafter,
we focus on the Gaussian mechanism which is defined by M (x) = O(z) + N(0, (spc)?), where
N(0, (spc)?) is the Gaussian distribution with mean 0 and standard deviation spo. According
to Theorem 3.22 in [38], the Gaussian mechanism for function O of the sensitivity s satisfies

€, 0 )-differential privacy for 0 < z exp (— (o€ and e < 1.
§)-differential privacy for § < 2 2/2) and e < 1
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2.2.3 Secure Multiparty Computation

Secure multiparty computation is a cryptographic tool that is commonly used for evaluating a func-
tion between multiple participants without leaking any information beyond what is revealed by the
output of the computation. We describe garbled circuits [39] and secret sharing [40] as building
blocks of the secure multiparty computation below.

Garbled Circuit. A garbled circuit is a secure multiparty computation protocol used for evaluating
any function as well as preserving the privacy of inputs. Garbled circuits are often utilized in a
two-party setting. In this protocol, a function is presented as Boolean circuits to be encrypted.
TinyGarble [41] is a publicly available library of garbled circuits.

Secret Sharing. Secret sharing is a cryptographic tool used for encoding data into multiple shares
such that each share reveals nothing about the original data. The original data itself can then be
recovered when shares more than a threshold designated in advance are gathered.

We describe how smod operations defined by Chase et al. [37] can be computed with secret
sharing below. The smod operation is defined as z smod C' = ((z+C') mod 2C)—C, where = and
C' are any integer. For instance, for any integer = € [—C, C), shares of x are generated by (z); =
(x + (z)2) smod C, where () is uniformly distributed in [—C, C'). The resulting share (z)1, ()2

then reveals nothing about x. Then, z is recovered by computing = (z); — (z)2 smod C.

2.3 Problem Description

In this section, we describe secure and privacy-preserving collaborative learning as the primary

problem setting and its technical difficulty to be solved in this chapter.

2.3.1 Secure and Privacy-Preserving Collaborative Learning

Privacy-preserving collaborative learning is collaborative learning where the privacy of training data
provided by k participants P = {Py,---, P} is preserved against n servers in the training phase
and a client in the inference phase. For a privacy-preserving mechanism M and a model parameter

wy trained by collaborative learning for the entire training datasets X = {Xp,, Xp,, ---, Xp, }, all
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participants try to compute M (w;) and a client can utilize M (w,) for an inference on any chosen
input gjient, that is, f (M (wy); Tejient) 1S computed.

In this chapter, the requirements for achieving training data privacy against an adversary are
described below. These requirements are the same as in HybridAlpha [36]. In the following re-
quirements, we assume that a participant P; and a server H; are honest for the sake of convenience.

Privacy of computation: An adversary can collude with n — 1 servers and k& — 1 participants in
the training phase, and the servers and participants follow a protocol under the honest-but-curious
setting. Then, any information except for M (w;) concerning training data X p, provided by an
honest participant P is not revealed to the adversary.

Privacy of output: An adversary can collude with a client who follows a protocol under the
honest-but-curious setting in the inference phase. Then, no information with respect to training
data X p, provided by P, is revealed to the adversary except for f(M (w;); Zclient) for any chosen
Lclient-

As discussed in Section 2.1, attacks that infer training data from gradients during training have
been proposed [30,31]. To protect training data from such attacks, the privacy to protect gradients
in the training phase, or more specifically the privacy of computation, is necessary. In addition, even
when the privacy of computation is achieved, some attacks [4,42] can reveal the original training
data from inference results. This means that privacy in the inference phase, or in other words the
privacy of output, should be guaranteed to protect the training data. Therefore, by achieving both the
privacy of computation and the privacy of output, a collaborative learning algorithm that achieves

the privacy guarantee for training data in the training and inference phases can be realized.

2.3.2 Technical Difficulty

The privacy guarantee of existing integration protocols [35, 36] of secure multiparty computation
and differential privacy for collaborative learning weakens as the number of participants increases.
These protocols allow each participant to perturb model parameters locally by adding noise to these
parameters. These then require a central server to compute the mean of the perturbed parameters

via secure multiparty computation. Then, the amount of noise in the existing protocols is is often
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excessively reduced instead of improving accuracy. Consequently, the privacy guarantee becomes
weaker in exchange for improved accuracy. However, the privacy must be guaranteed to prevent
inference attacks [4,42] as described in the previous section.

The aforementioned problem on existing protocols [35,36] is difficult to solve. Local differ-
ential privacy is used to guarantee privacy in collaborative learning [24] in general. Indeed, the
existing protocols [35,36] are extensions of local differential privacy. According to their experi-
mental results [35,36], accuracy of the local differential privacy decreases significantly in compari-
son with other settings, for example the non-privacy setting and an integration protocol with secure
multiparty computation. More specifically, the existing protocols have utilized secure multiparty
computation to remove the noise of local differential privacy for maintaining accuracy. In other
words, if local differential privacy is adopted, removing noise by using secure multiparty compu-
tation is necessary to maintain accuracy because each user individually generates noise. Besides,
when an adversary colludes with participants, the adversary may request the participants to reduce
noise in order to infer target participant P;’s training data X p,. Consequently, an approach based
on removing the noise will blatantly reveal Xp, .

Thus, besides the existing works [35, 36] described above, any protocol based on local dif-
ferential privacy will sacrifice either the privacy guarantee or the accuracy even if it uses secure

multiparty computation.

2.4 Design of SPGC

In this section, we present SPGC, a privacy-preserving collaborative learning protocol based on the
integration of differential privacy and secure multiparty computation. We first describe an overview
of SPGC, including the main idea for overcoming the problems described in the previous section

and then show its construction and privacy analysis.

2.4.1 Overview

The key concept of SPGC is to perturb gradients by creating noise for gradients within secure

multiparty computation on servers in contrast to the existing works [35,36] which remove the noise
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Figure 2.1: Overview of SPGC protocol.

via secure multiparty computation. Intuitively, both privacy guarantee and accuracy of SPGC are
independent of the number of participants because it does not include a process for removing noise.
Thus, SPGC can maintain a strong privacy guarantee even if many participants join the protocol.

We show the overview of SPGC in Fig. 2.1.

SPGC allows each participant to conceal gradients, which are computed local, via secret sharing
at the beginning of the protocol. Then, SPGC requires central servers to gather and aggregate the
concealed gradients via secret sharing without recovering the original gradients. The aggregation
process for gradients can be executed fast because the secret sharing provides servers with fast

arithmetic operations for secure multiparty computation.

Next, the servers recover the aggregated gradients and simultaneously add noise to the gradients
within a garbled circuit. The process of recovering the aggregated gradients and simultaneously
adding noise to the gradients involves complicated computations on the secret sharing. Thus, we
focused on using garbled circuits because they can evaluate any function, and the number of servers

is two in SPGC because a garbled circuit is a fast protocol between two parties.
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Based on the aforementioned construction, SPGC can provide both the privacy guarantee inde-
pendent of the number of participants and a practical accuracy in comparison with the use of the
local differential privacy.

The construction described above was inspired by the collaborative gradient computation (CGC)
by Chase et al. [37], but CGC cannot distinguish positive and negative gradients from each other
when a gradient is equal to a modulus of the protocol. We show the incorrectness of CGC in Sec-
tion 2.4.2. In contrast, SPGC is constructed in a manner where the gradients are always smaller

than the value of a modulus and therefore it can always train a model correctly.

2.4.2 Lack of Correctness on CGC

We show a lack of correctness on CGC by Chase et al. [37] below. Loosely speaking, there are
cases in which gradients of CGC are not accurately recovered. In particular, for summation of
gradients provided by all participants, the summation may be equivalent to —mC' or mC, that is,
—mC < Y7 g®) < mC, where m is the number of gradients i.e., batch size. In doing so, for the
use of secret sharing whose modulus is mC, values of —mC and mC' are indistinguishable from
each other. In other words, the training will become incorrect because gradients that are identical to
mC and —mC are dealt with by the same value on the smod operation. The lack of the correctness
described above is formally shown through Lemma 1 and Theorem 1 as described below. Here,
assume that the L2 norm is utilized as a clipping norm.

At first, in CGC, let v = (v, v2, - - -, vy,) be a vector, the clip function Clip(C, v) be computed

as min(1, H—gh)v.

Lemma 1. For any vector v = {vi,ve, - -,v,} and C > 0, an element v; € v where v =

Clip(C,v) is |v;|< C forany i € [1,n)].
Proof. We prove the lemma by discussing each case with respect to ||v|| and C.

* For ||v||2< C, the following equation holds:

V= Chp(cav) =V = (’111,1}2, e 7Un)'
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That is, for any v; € (v1, v, -+, vy), |Vi|= |v;| holds. Then, the following inequation holds:

il = il < Vo1 P+HveP+ -+ Joal? = [Jo]]2< C.

Furthermore, when v; = 0 holds for any j € [1,n]\{i},

vi|= |vi|= C holds. That is,

|vi|= |vi|< C holds for any v;.
* For any ||v||2> C, the following equation holds:

C
v = v.
1l Vv 24 o2 2+ -+ o2

v =Clip(C,v) =

That is, for any v; € (vi,v2,- -+, vp), [Vi|= \/\y1|2+|uj2+~-+|v E |v;| holds. Then, the follow-

ing equation holds:

C ] < C
vl< Y
VI PP o T ol

because of |v;|> 0 holds. Furthermore, when v; = 0 holds for any j € [1,n]\{i}, |v;|=

C | : — C .
N === |vi|= C holds. That is, |v;|= N == |v;|< C holds for any

v;.

|lvi| = lvi| = C,

O

Next, we show that CGC lacks correctness by presenting a counterexample where gradients
are not accurately recovered to an original value. Intuitively, since a modulus on CGC is mC,
gradients whose values are m(C and —mC' are indistinguishable from each other when gradients

are equivalent to mC. This fact is presented as the following theorem.

Theorem 1. Let a per-example gradient for an example x; € {x1,x2, -, Ty} be g\ =
Clip(C, Vo, £(f (wy; ), y:)). There is then a case where a summation of all the gradients is mC

and corresponds to —mC' in smod operation.

Proof. First, | g |< C holds for per-example gradients computed by each participant in accor-

dance with Lemma 1. Then, a summation of gradients given from all the participants is computed
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as

g=1>_g")<mcC. @.1)
=1

Therefore, if g(x;) = C holds for any x; € {x1, 2, -, xm}, g = mC holds from Equation (2.1).

Then, from Theorem 1, for gradients mC,
m
Zg(%) smod mC = (mC + mC) mod 2mC — mC = —mC
i=1

holds from the definition of the smod operation. Gradients with mC then become —mC' by the
recovering phase of secure multiparty computation and therefore the original value mC' cannot be

recovered. O

For instance, in case of V., L(w;, ;) = {0,---,4,0,---,0} for any j € R such that j > C
holds, g(x;) = C holds.

2.4.3 Construction

SPGC consists of two algorithms, more specifically one for the participant-side and another for the

server-side. Hereafter, we assume the following preconditions of SPGC:

* each participant P; € P utilizes a dataset X p; as a form of batches {B, Py Bap;, ..., By, pj}

of random examples where £ is the number of batches;
* let the entire batch size obtained from P be m = 3y 1| By,p;| forany t € [1, {];

* each participant P; for j € [1, k] owns an initial model, whose weights wy and architecture

are identical to those of each other.

The update of weights, more specifically the update of the model itself, is conducted on each batch.
In other words, we describe only a gradient computation for a single step as the algorithms of SPGC

below.
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Algorithm 1 Participant-Side Process of SPGC

Input: The current batch B p; in a training step, the current weight w; in a training step, the entire
batch size m, gradient norm bound (sensitivity) C' > 0, modulus 2V where N > log,(mC+1).
Output: (G); sent to a server Hy, (G)2 sent to a server Ho.
1: for x; € Bt7pj do
2: @) = Vy, L(w;, ;)
3: §®) = min(1, =< g(=)
4
5

T g® )l
: end for
g = ZwieBt,Pj g(wZ)

_2VN—1

G = mC 9
r ~ Uniform[—2"V, 2V)IC]
(G)1 = G + r smod 2V
(G)9 = r smod 2V

o P 3R

2.4.4 Participant-Side Process

All the participants run Algorithm 1 in parallel. A participant P; € P computes their per-example
gradient §(¢) in local. Then, P;j clips the L? norm for each gradient g(**) and computes a summa-
tion g of the gradients. This clipping decides the sensitivity, which is utilized for the range of noise,
and this is C'in SPGC. Then, P; converts a floating-point gradient g into a fixed-point gradient G
in line 8 because of secret sharing for training. Therefore, P; encodes G into two shares (G,
and (G")),. Finally, outputs (GF3)); and (G(F3)), of Algorithm 1 are sent to servers H; and

H,, respectively.

2.4.5 Server-Side Process

After all the participants have run Algorithm 1, the servers H; and H run Algorithm 2. H; and Hy
receive shares <G(P i )>1 and <G(P J')>2 from each participant P;, respectively. In doing so, H; and
H> need to wait until they receive the shares from all participants. Moreover, H; and H, compute
(GUH)) ) and (GH2)), | respectively. Then, H; and Hy execute garbled circuits.

Next, in line 5, both the recovery of gradients and the generation of noise are executed within the

garbled circuits. In particular, the gradients are recovered by computing ((G(F1)); —(G(G#2)),) smod 2V.

Simultaneously, via a xor computation of s; and sg, a seed for generating noise of the differential

privacy is computed. The xor computation within the garbled circuit is performed to conceal the
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Algorithm 2 Server-Side Process of SPGC

Input: The participant sets P, (G3)); output from participant P; € P, (G(3)), output from
participant P; € P, the deviation o of the Gaussian distribution, the entire batch size m,
gradient norm bound C' > 0, modulus 2V where N > log,(mC + 1).

Output: g(°P) = > pep g + N(0,0%02)

H : (G(H1)>1 = ZPjeP<G(Pj)>1 smod 2%V

Hj : generate a random seed s

H : <G(GH2)>2 = ij€P<G(Pj)>2 smod 2V

Hy : generate a random seed sg

N_

GPP) = ((GHY) — (GH2)), smod 2V) + Ny 05, (0, (2-20)2)

g(DP) — %G(DP)

AN AN S oy

generated noise itself from each server. G (DP) js then obtained with a noise generated from the seed
s1 @ sy and the recovered gradient ((GW1)); — (G12)),) smod 2V. Finally, g®P is obtained as
a floating-point value.

Note: SPGC may look similar to CGC [37], but its construction is strictly different from CGC,
which contains a theoretical problem. CGC might compute a gradient imprecisely when the value
of a gradient is equal to a modulus . To overcome this problem, SPGC restricts the range of
fixed-point gradients to be smaller than a modulus by setting 2 > mC + 1. Therefore, SPGC
can always compute gradients because their values are not equal to a modulus. We also prove in
Theorem 2 that SPGC can compute gradients precisely. Our idea enables SPGC to achieve higher
accuracy than CGC as well. Furthermore, by creating a modulus in the smod operation in the form

of 2%V, the smod operation within garbled circuits becomes faster.

2.4.6 Correctness

The correctness of gradient computation in SPGC is proven as shown in Theorem 2. To prove

Theorem 2, we first present the following lemma.

Lemma 2. For any modulus o € N such that o« > mC > 1 holds,

=1 m

S 2@ |< a holds.

Proof. From the assumption where & > mC > 1 holds, ‘;n—z} > 0 holds. Then, because |§(x;)|< C
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holds from Theorem 1, the following relationship holds for g(x;):

_ng(ﬂsi) <C
m mC m

Then, on a summation of gradients, the following relationship holds from the relationship described

above:
a-1
_ 1< T oa®) <0
a+l< Z mC I Sa
=1
a-1
S —a< §®) < a.
~ m(C
i=1
Therefore, for any o € N such that « > mC > 1 holds, > ?n——(}g<mi)|< a holds. O

The above lemma restricts a summation of gradients in SPGC to the range of values less than
+a. Here, a modulus « is defined as 2%V in SPGC as shown in Section 2.4.3. Then, the following

theorem is proven.

Theorem 2. If all servers and participants follow the SPGC protocol, an output of Algorithm 2 is
>opep T + N(0,C%02).

Proof. H; and Hs compute as follows:

(GHDY, = Z (GF)), smod 2V
PjGP

= Z (G5 4 () smod 27V smod 2V
P;epP

= ( Z G") smod 2V + Z r5) smod 2V) smod 2V,
PjEP PjEP
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and

(GUR)Y, = Z (GF1)), smod 2N
PjEP

= g r¥i smod 2.
PjEP

Moreover, the following equation is computed within garbled circuits:

(G, — (G(FH2)Y)5) smod 2V = ( Z G'"9) smod 2V) smod 2V

PjEP

= > G") smod 2V (2.2a)
PjEP

- Z G, (2.2b)
PjEP

For each batch, a summation of gradients provided by each participant P; is equal to a summation
of per-example gradients computed from Algorithm 1. That is, > ;" %g(mi) => Pjep GF)
holds. Then, the conversion from Equation (2.2a) to Equation (2.2b) is based on Lemma 2 described

above and Lemma 4 in [37].

Next, the noise generated from the Gaussian distribution is added to the recovered gradients

(G — (GWH2)),) smod 2V, The output of G(PP) is expanded by

mC
2N _1°

1

N_ .
2 , which means to scale
mC

back a floating point by multiplying After scaling back G(PP) to g(PP) the generated noise

is almost equal to the noise generated from the Gaussian distribution A'(0, C2?c?).

An approximate computation of g(P?) = 3" PeP g+ N (0, C%0?) is then obtained. U

2.4.7 Privacy Analysis

We analyze the privacy of computation and the privacy of output for SPGC below.
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Privacy of Computation

First, we assume that both the garbled circuits and secret sharing achieve privacy of computation.
Then, the privacy of computation in the training phase of the SPGC protocol can be achieved fol-
lowing the composition theorem by Kushilevitz et al. [43]. In other words, in Algorithm 2, the
computations in lines 1 and 3 are executed via secret sharing, while the computation in line 5 is
executed within a garbled circuit. Unless an adversary colludes with both H; and Ho, the adversary
cannot identify any value except for ¢'PP). In addition, since noise with differential privacy is gen-
erated within garbled circuits, an adversary cannot know the accurate noise value. Consequently, no
information with respect to training data X p, is revealed even if an adversary colludes with either
H, or Hs and any participant ;1. More formally, following the proof of CGC [37], we can prove

the following theorem.

Theorem 3. If all servers and participants follow the protocol, no information except for an output

g\PP) = ZPjeP ') + N(0,C252) of Algorithm 2 is revealed to an adversary.

Proof. In this proof, we discuss from two standpoints, more specifically the participant-side and
server-side. On the participant-side, any participant will obtain the end result g®°?) from H, Ho
and nothing else. Hence, without colluding with H; and Ho, an adversary cannot reveal any in-
formation about g1). On the server-side, (G(F3)); = G + (%) smod 2V and (GFi)), =
r(F) smod 2" are uniformly distributed values by virtue of secret sharing as shown in Section 2.2.
If there exists a mechanism M’ controlled by an adversary, which is given g(°?) and G(F3) + r(©)
and then predicts any property p about G, then the following distribution is obtained from the

view of the adversary:
Pr[M'(g®P (G)1) = p(GUV)]
= P [M(g®, (GU)) = p(E (G, 2
— Pr [M/(g@l’), (GPY) = p(GPNY(GED); ~ Uniform[—2V, 2] .
Therefore, no mechanism M’ can reveal any more information other than that viewed by any par-
ticipant and server, who observe only g(DP). O
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Privacy of Output

To achieve privacy of output, SPGC needs to satisfy the differential privacy [44,45]. When adding
noise with (e, §)-differential privacy in one step of training, SPGC constantly satisfies (¢, 0 )-differential
privacy after T' epochs for the number of participants k based on the theorem 4. In contrast, the
existing works [35, 36] satisty (\/%6, 5)—differential privacy. In other words, unlike existing works,

SPGC can guarantee privacy independent of the number of participants.

Theorem 4. If all servers and participants follow the protocol and (e, §)-differential privacy at
each batch of the training, SPGC satisfies (€, 5)—diﬁ”erential privacy in the entire process of the

training after T’ epochs, where

(2.4)

(ef — 1)Te

1
2T log(=) o .
1 +e€ og(é)}

Proof. For computation on each batch, Pep g + N (0,C20?) is obtained from an output
of Algorithm 2. In doing so, o is chosen so that (e, 0)-differential privacy is satisfied with each
batch. Since a training dataset for each participant is disjointedly divided into ¢ batches, each
sample appears at once. Then, a perturbed gradient based on (e, ¢)-differential privacy is computed
for each batch, and then a model is updated with the gradient. In doing so, SPGC satisfies (¢, d)-
differential privacy for each epoch following the parallel composition theorem [46]. Therefore,
from Theorem 3.4 by Kairouz et al. [47], an output of the algorithms of SPGC after T" epochs

satisfies the (€, B )-differential privacy described above. O

2.5 Experiments

In this section, we present experiments for measuring the accuracy and training time of SPGC.
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2.5.1 Implementation

We conducted experiments with several academic and medical diagnosis datasets to measure the
performance of SPGC. All the experiments were conducted on a computer having Ubuntu 18.04,
83GB RAM, Intel Xeon(R) CPU E5-2630 v3 2.40GHz, and no GPU.

Training. SPGC is implemented mainly with the TensorFlow library! in python, which is an open-
source platform developed by Google. Keras in particular is utilized with a TensorFlow backend for
training a neural network model. Meanwhile, to restrict the sensitivity during the training, gradients
are computed with the per_example_gradient operator [48] and then clipped in TensorFlow.
When this is easily implemented, the computational complexity becomes O(m) relative to batch
size m. Surprisingly, by utilizing the gradient computation proposed by Goodfellow [48], the pro-
cess is vectorized, more specifically, computations become faster because parallel computations
are available. The TensorFlow library contains the vectorized_map function for computing the
gradient mentioned above, and it is utilized in our implementation.

Server Communication. A secure multiparty computation protocol often needs a heavy commu-
nication overhead during protocol execution in addition to the computation itself. The communi-
cation process of SPGC is implemented with the gRPC library? in python. The gRPC library is
an open-source framework that can design a communication environment with a remote computer
and measure training rigorously. Thus, the actual performance of SPGC can be measured via en-
vironments with LAN and WAN settings. Meanwhile, garbled circuits used between servers are
implemented with the TinyGarble library [41] in C++. The noise generation for differential privacy
is directly embedded in the garbled circuits so that the circuits themselves contain the Gaussian
distribution, which is identical to a random seed. Consequently, noise identical to a random seed is

generated in garbled circuits.

2.5.2 Experimental Setup

Purpose of Experiments. The purpose of our experiments is to evaluate the accuracy and the

training time of SPGC for academic and medical diagnosis datasets. To do this, we first evaluate

TensorFlow: https://www.tensorflow.org/
2gRPC: https://grpc.io/docs/tutorials/basic/python/
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the accuracy and training time of SPGC relative to the amount of noise for differential privacy.
Then, we compare the accuracy and training time of SPGC with the baselines, namely, non-privacy
setting, the use of differential privacy, and secure multiparty computation.

Baseline. The following settings are utilized as baselines to compare with the performance of

SPGC.

* Non-privacy. We train a model without the privacy guarantee. Effects on accuracy and
computational overhead for training are evaluated compared to the performance of the Non-
privacy setting. The Non-privacy setting significantly differs from the setting of SPGC in that

it assumes the use of a single server, which aggregates gradients sent from participants.

* Local differential privacy (LDP). We train a model with a mechanism satisfying local dif-
ferential privacy (LDP) [24]. LDP is a trivial way for the privacy guarantee in collaborative
learning and is also faster than SGPC because it does not use secure multiparty computation.
The performance improvement of accuracy and its related overhead on the training phase for

SPGC can be evaluated by comparing them with the accuracy and training time for LDP.

* Only secure multiparty computation (Only-MPC). In SPGC protocol, we train a model
with only garbled circuits and secret sharing instead of noise generation. Original data is
recovered from shares within the garbled circuits. The Only-MPC setting is identical to a
classic construction [49] based on secure multiparty computation. Accordingly, effects on
accuracy and training time with respect to noise generation for the differential privacy in

SPGC can be evaluated.

Although one might think to compare SPGC with the existing works [35, 36], their implemen-
tations have not been released. An implementation of CGC [37] was not released, but CGC is the
motivation of SPGC. Thus, based on experimental results described below, we compare SPGC with
CGC by referring to the performance described in [37] in Section 2.6. As described by more details
later on, we compare only the accuracy of SPGC with CGC since CGC evaluated only the accuracy
on the MNIST dataset.

Choice of Parameters in SPGC. On Algorithm 1 and Algorithm 2, let the number of participants
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be 3, the gradient norm bound C be 1, and IV be 16, more specifically a 16-bit integer is utilized.
The standard deviation of a noise for differential privacy is computed as o0 = 4/2 log(%)/ €
relative to parameters € and ¢ of the differential privacy [38]. Meanwhile, noise parameters are
e = 0.5,2.0, and 8.0, which are in common with CGC [37]. These parameters are used also in
existing privacy-preserving machine learning [18, 50], for instance the MNIST evaluation in [18]
utilized e = 0.5, 2.0, and 8.0 whereas the Cancer evaluation in [50] utilized ¢ = 8.0. Likewise, let §
be 10~3. Parameters ¢ and § in SPGC indicate the privacy level at one step in training. Meanwhile,
e and § in LDP indicate the privacy level when a participant generates noise locally. The privacy
levels in both settings may seem to have different values, but an adversary can discover a perturbed
gradient by an honest participant in SPGC if the adversary colludes with all participants except for
the honest participant. In particular, SPGC provides the same privacy level as when only an honest
participant adds noise with a gradient with LDP. We can, therefore, fairly compare the privacy level
of SPGC with that of LDP at one step in training.

Datasets and Their Architectures. The datasets used in the experiments and their architectures
are shown below.

MNIST: The MNIST dataset contains 70,000 images of handwritten digits from 0 to 9. In
particular, the dataset has 60,000 training samples and 10,000 test samples, each with 784 features
representing 28 x 28 pixels in the image. In this experiment, the training samples are equally divided
among three participants or more specifically 20,000 samples per participant for training. Further-
more, the batch size for each participant is set to 1,000, that is, the entire batch size m = 3,000. A

3-layer network consisting of the following structure is utilized as shown in Fig. 2.2:
1. a5x5 convolution layer with 16 outputs per window, a 2 —2 stride, ReL U activation function,

and padding;

2. al x 5 x 5 convolution layer with 32 outputs per window, a 1 — 2 — 2 stride, no weight

sharing on the first axis, and ReLU activation function;

3. adense layer with 10 outputs.

Cancer: The Cancer dataset’ contains 569 data points with each point containing 30 real-valued

3Cancer: https://www.kaggle.com/uciml/breast-cancer-wisconsin-data

—29_



2.5 Experiments

(5, 5) Convolution (5, 5) Convolution Full Connection
— ReLU Activation —ReLU Activation (800—10)
(28,28, 1) (14, 14, 16) (5, 5,32) 10

Figure 2.2: The architecture used in our experiment for MNIST.

ﬂ ’

Full Connection Full Connection
(30—90) (90—2)

30

Figure 2.3: The architecture used in our experiment for Cancer.

features. The inference task is to infer whether a tumor is cancerous or benign. In this experiment,
the dataset is divided into 390 training samples and 179 test samples, and then each participant owns
130 training samples for training. The batch size for each participant is set to 10, that is, m = 30.
We utilized a single full connection layer from 90 to 2 neurons as shown in Fig 2.3.

Diabetes: The Diabetes dataset* contains 768 data points with each point containing 8 real-
valued features. The inference task is to infer whether a tumor is diabetic or benign. In this
experiment, the dataset is divided into 600 training samples and 168 test samples, and then each

participant owns 200 training samples for training. The batch size for each participant is set to 10,

“Diabetes: https://www.kaggle.com/uciml/pima-indians-diabetes-database
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—_— ——— —_—
Full Connection Full Connection Full Connection
(8—20) (20—20) (20—2) 9
Sign Activation Sign Activation Sign Activation
20 20

Figure 2.4: The architecture used in our experiment for Diabetes.

that is, m = 30. An architecture for Diabetes as shown in Fig. 2.4 is the following structure:

1. a full connection layer with 20 neurons and a Sign activation function;

2. a full connection layer with 20 neurons and a Sign activation function;

3. adense layer with 2 outputs.

2.5.3 Results

The inference accuracy and training time of SPGC with each dataset are described below.

0.85 085

accuracy
8
accuracy
°
accuracy
°
g

—e— Non-privacy —e— Non-privacy —e— Non-privacy
LDP LDP Lop

0.65 —=— Only-MPC —=— Only-MPC —=— Only-MPC

—— SPGC —— SPGC —— SPGC

12345678 9101112131415161718192021222324252627282930 12345678 9101112131415161718192021222324252627282930 1234567 8 9101112131415161718192021222324252627282930
epoch epoch epoch

(a) e=0.5 (b) e=2.0 (c) e=8.0

Figure 2.5: Inference accuracy of SPGC with MNIST.
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Figure 2.6: Inference accuracy of SPGC with Cancer.
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Figure 2.7: Inference accuracy of SPGC with Diabetes.

Accuracy. The accuracy of inference of SPGC with the MNIST, Cancer, and Diabetes datasets is

shown in Fig. 2.5, Fig. 2.6, and Fig. 2.7, respectively.

MNIST: The accuracy of inference is 97.4% under the non-privacy setting and 97.1% under
the Only-MPC setting. In contrast, the accuracy of SPGC is 88.6%, 90.5%, and 92.8% for each
noise as presented in Fig. 2.5a, Fig. 2.5b, and Fig. 2.5c, respectively. These results show that SPGC
improved accuracy compared to the accuracy of the LDP setting, especially with an intense noise
such as € = 0.5. Meanwhile, the SPGC and the LDP setting have almost the same accuracy at
epoch 18 for e = 8.0 and € = 2.0. This means that, in proportion to the amount of noise, e.g., in

Fig. 2.5a and Fig. 2.5b, the difference in the accuracy between LDP and SPGC becomes smaller.

Cancer: Both the non-privacy setting and the Only-MPC setting have 98.3% accuracy. Mean-
while, as shown in Fig. 2.6a and Fig. 2.6b, the accuracy of SPGC is 60.3 % and 63.1% for ¢ = 0.5
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—— DP —— P —— P

—=— Only-MPC —=— Only-MpC —=— Only-MpC
20 —— sPGC 20 —— sPGC 20 —— sPGC

training loss value
training loss value
training loss value

00 00 00

12345676 9101112131415161718192021222324252627262930 123450678 9101112131415161718192021222324252627262930 123450678 9101112131415161718192021222324252627262930
epoch epoch epoch

(a) e=0.5 (b) e=2.0 (c) e=8.0

Figure 2.8: Training loss value of SPGC with MNIST.
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Figure 2.9: Training loss value of SPGC with Cancer.

and € = 2.0, respectively. In contrast, the accuracy for e = 8.0 is 92.1%, as shown in Fig. 2.6c.
Besides, in a comparison between SPGC and the LDP setting, as shown in Fig. 2.6a, there is no
difference between those accuracies at epoch 30, which is the convergence of the training on the
Non-privacy setting, when the amount of noise is large at e = 0.5. Nevertheless, the accuracy of
SPGC is 92.1%, and the LDP setting is 86.6% when the amount of noise is small at e = 8.0. In

other words, SPGC has higher accuracy of inference than the LDP setting.

Diabetes: Both the non-privacy setting and the Only-MPC setting have 67.2% accuracy. On the
other hand, as shown in Fig. 2.7a, the accuracy by SPGC is 33.9%, which is lower than the LDP
setting. In contrast, in Fig. 2.7b, the accuracy of SPGC at the convergence of training is 51.8%
while that of the LDP setting is 44.0%. Furthermore, in Fig. 2.7c, the accuracy of SPGC is 64.5%
while that of the LDP setting is 61.9%.
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Figure 2.10: Training loss value of SPGC with Diabetes.

Training Time. Training time of SPGC with MNIST, Cancer and Diabetes datasets are shown in

Fig. 2.11a, Fig. 2.11b and Fig. 2.11c, respectively.

MNIST: SPGC required 115.7 hours while the Only-MPC setting required only 70.1 hours, a
difference of 45.6 hours. Meanwhile, there was a 3-hour difference in the training time between

€ = 8.0 and € = 0.01. The total training time for SPGC is 72 times longer than that of LDP.

Cancer: SPGC required 10.8 hours for the training while the Only-MPC setting required 6.5
hours, a difference of 4.3 hours. Meanwhile, there was a 0.4 hour difference in the training time
between ¢ = 8.0 and € = 0.01. The total training time for SPGC is 98 times longer than that of
LDP.

Diabetes: SPGC required 1.23 hours for the training while the Only-MPC setting required 0.80
hours, a difference of 0.44 hours. Meanwhile, there was a 0.05 hours difference in the training time
between € = 8.0 and € = 0.01. The total training time for SPGC is 21 times longer than that of
LDP.

2.6 Discussion

In this section, we discuss considerations on the accuracy and training time of SPGC and the effect

on the number of participants.
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Training time of SPGC with each dataset

Table 2.1: Details on training time: for each dataset, let Training(h) be the training time until con-
vergence, Offline(h) be gradient computation time as shown in lines 1-5 of Algorithm 1, Online(h)
be the remaining time of Algorithm 1 and Algorithm 2. The values enclosed in ( ) are under the

LDP setting.
MNIST Cancer Diabetes
Offline Online Training Offline Online Training Offline Online Training
e=0.01 1.69(1.53) | 115.77(0.04) | 117.45(1.57) | 0.11(0.11) | 10.93(0.01) | 11.03(0.12) | 0.07(0.07) | 1.19(0.00) | 1.26(0.07)
e=0.1 1.66(1.53) | 114.47(0.04) | 116.13(1.57) | 0.11(0.10) | 10.50(0.01) | 10.61(0.11) | 0.07(0.06) | 1.20(0.00) | 1.27(0.06)
e=0.5 1.67(1.55) | 114.05(0.04) | 115.7(1.59) | 0.11(0.10) | 10.65(0.01) | 10.76(0.11) | 0.07(0.06) | 1.16(0.00) | 1.23(0.06)
€e=20 1.67(1.55) | 113.45(0.04) | 115.1(1.59) | 0.11(0.09) | 10.52(0.00) | 10.63(0.10) | 0.07(0.06) | 1.15(0.00) | 1.22(0.06)
e=28.0 1.67(1.55) | 112.78(0.04) | 114.5(1.59) | 0.11(0.09) | 10.53(0.00) | 10.63(0.10) | 0.07(0.06) | 1.14(0.00) | 1.21(0.06)
Only-MPC 1.66 70.16 71.82 0.11 6.40 6.51 0.07 0.73 0.80
Non-privacy 1.68 0.05 1.73 0.10 0.01 0.11 0.06 0.00 0.06

Table 2.2: Communication overhead (GB): for each dataset, these values are measured between H;

and Ho.

2.6.1 Accuracy

MNIST Cancer Diabetes
e =0.01 7758.0  736.9 81.6
e=0.1 7746.9  707.8 78.4
e=0.5 76419  711.7 78.9
e=2.0 7641.9  699.8 77.5
e=28.0 7528.2  698.8 77.5
Only-MPC | 433.8 39.5 4.4

Based on the results shown in Section 2.5.3, we discuss the performance of SPGC in terms of two

standpoints, more specifically the difference in accuracy between SPGC and LDP for each dataset

and those between the Non-privacy setting and the Only-MPC setting. To do this, we also measure
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training loss values as shown in Fig. 2.8 to Fig. 2.10. Training loss values represent the convergence
of the training process. The figures show that the training on each dataset is converged. We note
that a periodic change in the training loss values is often caused by typical training even in the
Non-privacy setting.

Comparing SPGC with the LDP setting, the accuracy of SPGC on the MNIST dataset is almost
the same as the LDP setting for ¢ = 8.0. Specifically, a sufficient number of participants is needed
to improve the accuracy of the LDP setting. Since noise is generated from the Gaussian distribu-
tion with a mean of zero, the amount of noise becomes close to zero when many participants join
the protocols. The number of participants is three in the experimental setting, and the number of
participants is insufficient to make the amount of noise zero in the LDP setting. Therefore, LDP
achieved the same accuracy for € = 8.0 as SPGC. For € = 0.5, SPGC can provide higher accuracy
than LDP because much noise is provided in the LDP setting. In contrast, for € = 8.0, the accu-
racy of LDP became higher than SPGC after epoch 23. The result is thought to stem from the bit
truncation caused by the use of secure multiparty computation, more specifically the use of modulo
operations. In this setting, the bit truncation by the secure multiparty computation affects accuracy
significantly more than the noise itself.

Likewise, on evaluation of Cancer, SPGC can provide higher accuracy for ¢ = 8.0. Meanwhile,
for e = 0.5 and € = 2.0, the accuracy of SPGC is decreased in proportion to epochs. The decrease
was caused because noise for ¢ = 0.5 and € = 2.0 are too strong for the Cancer dataset, as shown
in Fig. 6. Samples near the decision boundary are often misclassified due to these strong noises.
Namely, only the noise for € = 8.0 is suitable for the Cancer dataset, and then the relation between
SPGC and the LDP setting is familiar as seen in Fig. 2.5a. Consequently, the figures show that
SPGC can control noise better than LDP.

Nevertheless, for e = 0.5 in Diabetes, the accuracy worsens in proportion to the number of
epochs on both SPGC and the LDP setting. Because this noise is too large relative to the original
data features, inference became entirely random. Meanwhile, for ¢ = 2.0 in the evaluation of Dia-
betes, SPGC improved the accuracy after epoch 26 compared to the LDP setting. This improvement
is thought to stem from greater control of noise by SPGC than in the LDP setting.

Next, the difference in accuracy between the Only-MPC setting and Non-privacy setting is
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caused by the bit truncation from the conversion to the fixed points for modulo operations. More
specifically, in the evaluation of MNIST, the accuracy of the Only-MPC setting decreased by a
few percent because of the bit truncation since MNIST contains more features than the other two
datasets. Likewise, in the evaluation of Cancer, the bit truncation affected the accuracy for lower
epochs than 27. However, the accuracy of the Only-MPC setting is identical to Non-privacy at
the convergence of the training, which is epoch 30. In contrast, on the evaluation of Diabetes, the
accuracy of the Only-MPC setting is identical to that of Non-privacy because the number of data
samples is small, and there is no sample whose evaluation result is changed by the bit truncation.
This means that the Only-MPC setting does not affect accuracy for medical diagnosis datasets.
Finally, we compare the accuracy of SPGC with CGC [37]. An implementation of CGC has not
yet been released so we refer here to the accuracy of the MNIST evaluation described in the original
CGC paper [37]. For instance, the accuracies of CGC are 82.3% for ¢ = 0.5, 87.8% for ¢ = 2.0,
and 92.1% for e = 8.0, respectively. On the other hand, those of SPGC are 88.6% for ¢ = 0.5,
90.5% for ¢ = 2.0, and 92.8% for ¢ = 8.0, respectively. We believe that the above advantage of
SPGC over CGC is by virtue of our conversion from a floating-point gradient into a fixed-point
gradient, more specifically revising the incorrectness of CGC. The above advantage becomes more

obvious in proportion to the noise parameter e.

2.6.2 Training Time

We discuss the effect on the training time for SPGC. According to Figs. 2.8- 2.10, the convergence
of the training process in SPGC and the LDP setting is slower than the Non-privacy setting. This
is considered an adverse effect caused by the noise for differential privacy. Namely, gradients may
draw away the convergence due to the noise generated from the Gaussian distribution. Hence,
the periodic change of the training loss values becomes larger, and consequently, the convergence
becomes slower.

Also, training time increases when an amount of noise increases as shown in Section 2.5.3 in
Fig. 2.11a. This increase is caused by two computations, the gradient computations by participant

in lines 1-4 on Algorithm 1 and the communication overhead between two servers in line 5 on
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Algorithm 2. To provide further evidence from the standpoints described above, we conduct more
experiments with additional parameters ¢ = 0.01, ¢ = 0.1 for each dataset, and then discuss
the results (including those in the previous section) in detail. More specifically, we measure the
computational time for gradients in lines 1-6 on Algorithm 1 and the communication overhead in
Algorithm 2. We show the results in Table 2.1.

According to Table 2.1, for all datasets, the computational time for Algorithm 2 increases in
proportion to €, more specifically in the amount of noise. In contrast, the computational time for
gradients is almost stable. This means that the training time depends on the operations of the server-
side. Indeed, by evaluating the computational time for the algorithms in detail, we discovered that
the server-side operations consumed about 98% of the total computational time. Although SPGC
needs significantly heavier online results than the LDP setting, we recall that the accuracy of the
LDP setting deteriorates, as described in Section 2.6.1. For instance, for € = 0.1 on the MNIST
evaluation, the accuracy of SPGC is 83.6% while the LDP setting is 78%. Likewise, for ¢ = 8.0 on
the Cancer evaluation, the accuracy of SPGC is five points higher than the LDP setting. Thus, it is
considered that SPGC still has an advantage because its accuracy is higher in spite of worse online
results.

More specifically, a large majority of the computational time is caused by communication for
garbled circuits between servers. Table 2.2 shows results on the communication overhead between
two servers for each dataset and parameter. According to the table, the computational cost of SPGC
significantly differs from the Only-MPC setting for all datasets. The difference was caused by
the noise generated within the garbled circuits. Notably, the communication overhead of SPGC
becomes more prominent in proportion to the amount of noise, e.g., 433.8GB at the Only-MPC
setting, 7528.2GB at ¢ = 8.0 and 7758.0GB at ¢ = 0.01.

The reason is that the size of garbled circuits becomes larger to generate noise for the differential
privacy in proportion to the noise itself. Let o’ be 2Nm—710. To generate noise with A/(0, ¢/ 2) within
garbled circuits, the scaled standard deviation ¢’ is multiplied by the noise generated from the
Gaussian distribution A/(0, 1). The size of the circuits increases with respect to a value of o’.

Based on the observation mentioned above, we conclude that the training time increases signifi-

cantly due to increasing the communication overhead relative to noise generation. Dwork et al. [51]

— 38 —



Chapter 2.

Secure and Private Collaborative Learning Framework under Malicious Local Model Trainers

1.00 1.00
—e— SPGC:2-participants —e— LDP:2-participants
SPGC:3-participants LDP:3-participants
0954, SpGC-4-participants 0954 ___ |DP-4-participants
—— SPGC:6-participants —+— LDP:6-participants
0.90 4 —+— SPGC 8-participants 0.90 4 —+— LDP:8-participants
0.85 + 0.85 +
> >
o o
e e
5 080 5 080
Q Q
o o
© ©
075+ 075+
070+ 070+
0.65 + 0.65 +
0.60 T T T T T 060 T T T T T T T T T
1 2 3 5 6 1c 1 2 3 4 5 6 7 8 9 10
epoch epoch

(a) Inference accuracy for SPGC

(b) Inference accuracy for the LDP setting

40 4+ —e— SPGC:2-participants —e— LDP:2-participants
SPGC:3-participants 084 LDP:3-participants
Pl o SPGC:4-participants —+— LDP:4-participants
—— SPGC:6-participants —— LDP:6-participants
—#— SPGC:B-participants —#— LDP:B-participants
304
= = 0.6
(] (]
25
E E
=] =]
oo oo
£ 204 £ 044
£ £
@© @©
= =
S 954 =]
104 0.2
5
T T T T 0.0 - T T T T T
2 4 6 10 2 4 6 8 10
epoch epoch

(c) Training time for SPGC

(d) Training time for the LDP setting

Figure 2.12: Effect of the number of participants on accuracy and training time. We measured the
accuracy and the training time for a noise parameter ¢ = (.5 on the evaluation of the MNIST dataset

by changing the number of participants.

showed that the communication overhead of secret sharing increases due to the amount of noise for

differential privacy. Our observation about the relationship between garbled circuits and differential

privacy is identical to the result by Dwork et al., except that we use garbled circuits in collaborative

learning.
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2.6.3 Number of participants

To understand the effect from the number of participants on accuracy and training time, we evaluate
SPGC with various participants. In our additional experiment, following the experiments presented
in [36], the accuracy and the training time are measured on the MNIST dataset for 3, 6, and 8
participants. Furthermore, we additionally measure for 2 and 4 participants. In doing so, the training
data is divided equally among the participants, e.g., 10,000 data per participant for the 6-participant
setting, and € = 0.5 is utilized as the noise parameter. The experiment results are measured until

ten epochs and are then compared with the accuracy and the training time on LDP.

Accuracy. The results on the accuracy are shown in Fig. 2.12a and Fig. 2.12b.  The accuracy
of SPGC is almost stable relative to the number of participants at epoch 10, while the accuracy
on the LDP setting is worsening. In particular, the accuracy of SPGC is stable for any number of
participants while the LDP setting deteriorates by 1.5 points per participant. We thus confirm that
the accuracy of SPGC is independent of the number of participants. The above result also indicates
an advantage of SPGC for the privacy guarantee. Generally speaking, there is a trade-off between
accuracy and privacy guarantee, and hence the privacy guarantee may be degraded for the purpose
of improving accuracy or in other words reducing the noise. This means that reducing the noise
is unnecessary for SPGC because when maintaining accuracy for any number of participants the
privacy guarantee is also stable. Consequently, the privacy guarantee by SPGC is independent of

the number of participants.

Training time. The results on the training time are shown in Fig. 2.12c and Fig. 2.12d. The train-
ing time of SPGC is stable relative to the number of participants because of the following reasons:
(1) the total size of the dataset is the same for all settings, and thus the computational complexity
is constant, and (2) all experiments were conducted on virtual machines via a physical computer,
and thus the process synchronization is not affected. The results on the training time of SPGC may
be different if multiple physical machines and the WAN environment are utilized. In contrast, the
training time of LDP becomes shorter in proportion to the number of participants because the train-
ing data each participant owns becomes small. Meanwhile, the training time with eight participants

was longer than that for six participants, but this was caused by the vectorized _map function.
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More specifically, in doing parallel computations, the race condition of a computational resource
occurred in the current environment. This race condition is therefore thought to make the training

time longer.

2.6.4 Variation of Noise Generation

We discuss further extensions of SPGC from the standpoint of noise generation below. In this work,
we utilized the standard arguments [38] for the noise generation in the construction and analyzed
the privacy via the composition theorem by Kairouz et al. [47]. Although we avoided the use of
the moment accountant by Abadi et al. [18] due to prototype implementation, the moment accoun-
tant is potentially available for SPGC. By introducing the moment accountant, we will be able to
find a better trade-off between accuracy and privacy guarantee. Meanwhile, a typical way [33] to
provide LDP-based collaborative learning is to adopt the Laplace mechanism for the noise gener-
ation, whereas SPGC has adopted the Gaussian mechanism, whose privacy guarantee is stronger
than the use of the Laplace mechanism. The use of such an intense noise is an advantage by virtue

of controlling noise well for SPGC.

2.6.5 Effect by Clipping Parameter

Clipping parameter C' has an enormous impact on the accuracy because C' determines the amount
of noise and the clipped gradients. Specifically, when the clipping parameter C' is small, the amount
of noise given to gradients is also small. In other words, the noise becomes large in proportion to
the clipping parameter C' while its resultant gradients are close to the proper gradients. Although
a good way to choose C' is the use of the median of the unclipped gradients [18], computing the
median between all the participants’ gradients may be difficult. Consequently, C' should be decided
as a common parameter in advance.

To evaluate the effect on the clipping parameter C, we conducted an additional experiment on
MNIST for C' = 0.5,1.0,2.0 at ¢ = 0.5. The above parameters for C' have also been utilized as a
part of the experiment in the existing work [18]. As a result, the accuracies are 89.6% for C' = 0.5,

88.6% for C' = 1.0, and 86.8% for C' = 2.0. According to the result, for C' = 1.0, the accuracy
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deteriorates by 1.8 points compared to C' = 2.0. We leave finding an optimized value of C as an

open problem to resolve.

2.6.6 Limitation

The current construction of SPGC contains several restrictions on collaborative learning.

First, SPGC is secure only against an honest-but-curious adversary, and a malicious adversary
who ignores the protocol is outside the scope of our work.

Second, SPGC needs the synchronized process to wait for receiving gradients from all the
participants. Related to the synchronized process, SPGC has two underlying restrictions in the
performance. First, the entire training time will become longer from the standpoint of participants
who have already finished the training. Furthermore, the dynamic participation [36] which allows
participants to leave/join a protocol anytime, e.g., even during the training, is not supported in
SPGC.

Third, additional experimental evaluations are necessary. For instance, the current experiments
were conducted on the local host environment, and an experiment on the WAN setting is a subject
for future work. Likewise, evaluations with a large dataset such as CIFAR-10 should be conducted
to measure the performance of SPGC. Noise parameters suitable for each data should be discussed
since we have not optimized the amount of noise in the current experiments. We plan to conduct

experiments on these settings in the future.

2.7 Related Works

In this section, we describe related works on integration of secure multiparty computation and
differential privacy, privacy-preserving machine learning, differential privacy, and secure multiparty

computation.

2.7.1 Integration of Secure Multiparty Computation and Differential Privacy

Dwork et al. [51] proposed a noisy summation protocol based on secret sharing and discussed

its communication complexity and circuit depth for secret sharing. Many subsequent works have
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focused on basic computations such as median [34,52,53] and summation [54—-56] with respect to
the integration of secure multiparty computation and differential privacy. Several applications, such
as a generic architecture for computing statistics [57] and a password protection scheme [58], were

also proposed.

In recent years, applications of privacy-preserving methods to deep learning [35-37] have been
presented. We describe details of existing protocols below. SPGC was inspired by CGC [37],
which is the closest work to ours. We found a pitfall in CGC where the training fails as described
in Section 2.4 and revised it, and thus SPGC is significantly better. Furthermore, the throughput
was improved potentially by introducing fixed-point operations in the algorithms. Ryffel et al. [59]
developed a PyTorch-based library. Their main motivation is to serve as a public library that leads
researchers to investigate an integration protocol of differential privacy and secure multiparty com-
putation. However, they did not provide experiments on datasets with heavy features or deep and
rigorous discussion. Finally, HybridAlpha [36] and the work by Truex et al. [35] aim to optimize
noise for differential privacy and mitigate the risks of the privacy leakage. However, the privacy
guarantee of these works weakens as the number of participants increases, and thus the noise is
uncontrollable. Also, they did not give explicit consideration to the differences in the performance
of protocols with and without differential privacy. Nonetheless, these works are based on attractive
and elegant approaches in the sense of the use of highly advanced cryptography. For instance, Hy-
bridAlpha is based on functional encryption [60], and the work by Truex et al. is based on threshold
encryption [61]. Readers who are interested in training that leverages advanced cryptography are

advised to read these papers.

2.7.2 Other Privacy-Preserving Machine Learning

There are two kinds of major approaches for secure and privacy-preserving machine learning,
namely, differential privacy-based learning [18,33,52,62, 63] and secure multiparty computation-
based learning [49,64—68]. Differential privacy can minimize the computational overhead for train-
ing in contrast to the use of secure multiparty computation. However, the security during the training

itself is not directly supported. More precisely, in collaborative learning, a large amount of noise is
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necessary to guarantee privacy during the training and hence its resultant accuracy is significantly
downgraded. On the other hand, the secure multiparty computation can protect the training, but
training examples themselves might be leaked from outputs of the model by attacks on machine
learning [42, 69]. Therefore, the use of secure multiparty computation cannot rigorously guaran-
tee the privacy of training examples. Consequently, both the differential privacy and the secure
multiparty computation should be served jointly. Based on the technical backgrounds above, the
integration protocols [35-37,59] described in the previous section have been proposed.
Meanwhile, several works in literature [70—-81] provide only the privacy of inference instead of
training. Although the privacy guarantee on training is outside the scope of these works, some of
them [71,74,76,77] have improved the computational performance by combining multiple secure
multiparty computation protocols, such as the combination of secret sharing and garbled circuits.
The latest works [80, 81] provide cryptographic compilers generating code to ensure the compu-
tation privacy from TensorFlow code. Readers interested in the combination of secure multiparty

computations for machine learning are advised to read these papers.

2.7.3 Differential Privacy

Differential privacy proposed by Dwork et al. [32] has been extended in many forms so [82—84].
Local differential privacy [24] is an extension model of differential privacy whereby each data owner
generates and applies noise to its data, and then a model on a central server is trained by receiving the
data with noise from each data owner. Local differential privacy is a practical approach to support
training among multiple data owners. A recent work [85] has found some optimized results for the
utility on local differential privacy. These state-of-the-art results on differential privacy can be used
to improve the accuracy of inference on SPGC in several use cases. The accuracy of inference on
SPGC in several use cases can be improved by utilizing these state-of-the-art results on differential
privacy.

According to the composition theorem [47], the overall privacy level degrades under the com-
position of interactive queries where each query meets a specific differential privacy guarantee.

Although protecting a model from the attacks described in the previous section via the differential
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privacy is guaranteed in a formal way [86], Jayaraman and Evans [87] have experimentally proven
that noise can be small enough to prevent such attacks. A vital issue for future research is finding a

practical way to mitigate accuracy degradation and the privacy guarantee.

2.7.4 Secure Multiparty Computation

There are three kinds of secure multiparty computation: secret sharing [40], homomorphic encryp-
tion [88], and garbled circuits [39]. These computations can handle different operations. Secret
sharing-based protocols [64, 89, 90] and garbled circuit-based protocols [41, 64, 90] for example,
provide comparison operations necessary for machine learning. Notably, the garbled circuits can
deal with any circuit and provide support for a wide range of operations. TinyGarble [41], which
is a library of garbled circuits, is utilized in our implementation. In recent years, developments in
secure multiparty computation aim to support the design of secure and privacy-preserving machine
learning [91-93].

In contrast, homomorphic encryption-based protocols do not require communication for their
computations, but their range of operations is smaller than the other two protocols. Accordingly,
several works [94-96] in the past years have focused on the use of homomorphic encryption.
HEAAN [95] is a library optimized for data analysis that can outperform all previous protocols.
The design and development of a secure and privacy-preserving machine learning protocol based

on these homomorphic encryption-based protocols will be a challenge for future years.

2.8 Conclusion

In this chapter, we present SPGC, a secure and privacy-preserving collaborative learning framework
integrating secure multiparty computation and differential privacy. While existing protocols [35,36]
remove noise for differential privacy via secure multiparty computation, SPGC creates noise within
the secure multiparty computation. Moreover, SPGC has formally overcome the pitfall of CGC
by Chase et al. [37], in which the training fails. We also conducted extensive experiments with
academic and medical diagnosis datasets. For instance, the training time of SPGC with the Cancer

dataset was carried out in about 10.8 hours until convergence of training, and SPGC achieved an
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accuracy of 92.1%, which is 5.6% higher than that of the naive LDP-based approach. The above
higher accuracy of SPGC also indicates that SPGC can provide a privacy guarantee independent of
the number of participants. Our results also reveal that the training time becomes longer in propor-
tion to the amount of noise. We are confident that our results can be used to improve the security
and privacy of collaborative learning. In the future, we plan to conduct additional experiments with

more complicated and more profound architectures, e.g., CIFAR-10.
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Chapter 3

Advanced Backdoor Attack under a

Malicious Model Trainer

In Chapter 2, we presented defense methods under the standard backdoor attack setting in which
the data providers act as the adversaries. However, the threats that arise in a more powerful setting,
where the model trainer who has access to the entire training process becomes the adversary, have
not yet been fully explored. Therefore, in Chapter 3, we clarify the backdoor threats that can arise

under such a setting.

3.1 Introduction

Backdoor attacks on machine learning models [1] are attacks that enable an adversary to obtain the
expected output when a particular input called trigger is given to a model. There are also several
results on real-world applications, e.g., face recognition systems [97, 98], redirection to phishing
pages [99], and medical images [100]. Loosely speaking, an adversary for backdoor attacks trains
a model to embed vulnerabilities in the model: for instance, the model misclassifies in accordance
with the training by the adversary when a trigger is given. Backdoor attacks will become more
serious threats in supply chains of machine learning models [101] because an adversary can play

one of the roles in the supply chains, e.g., model vendors, model brokers, and end-users, to inject
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attacks into shared models [102].

Countermeasures against backdoor attacks are backdoor removal from a victim model, i.e.,pruning [27,
103] and transfer learning [2]. First, pruning removes redundant neurons for clean inputs to disable
backdoors since they are often contained in the redundant neurons [1]. On the other hand, transfer
learning replaces and/or modifies parts of a pre-trained model to distort the association between
triggers and their inference labels [2]. Most of the existing works for backdoor attacks [104—109]
have not discussed resistance to backdoor removal except for pruning. To the best of our knowledge,
only the latent backdoor attack [2] has resistance to both pruning and transfer learning. However,
the attack success rate of the latent backdoor attack, which is a crucial metric of backdoor attacks
to obtain expected outputs from the victim model for an adversary [1], is limited.

In this chapter, we present a novel backdoor attack named TALPA (Trigger-Associate-Latent-
rePresentation-based backdoor Attack)!, that can resist both pruning and transfer learning, with
higher attack success rates than the latent backdoor attack as well as keeping the same-level accu-
racies, which are another important metric of backdoor attacks to make the abnormal performance
of a victim model less noticeable [110]. We also design new objective functions of collaborative
learning as a novel technique for TALPA. (See in Section 3.4 for detail.) We conduct extensive
experiments with TALPA on the MNIST and GTSRB datasets as typical benchmarks. TALPA then
provides 99.1% accuracy and 99.9% attack success rate for MNIST, while the latent backdoor attack
provides 98.9% accuracy and 97.8% attack success rate. Likewise, TALPA provides 96.0% accu-
racy and 100% attack success rate for GTSRB, while the latent backdoor attack provides 97.3%
accuracy and 79.6% attack success rate. We believe that the above results can be obtained by our
designed objective functions.

To sum up, we make the following contributions:
* We present a novel backdoor attack, TALPA, which resists both pruning and transfer learning.
* We also design new objective functions for TALPA.

* TALPA provides higher attack success rates than the latent backdoor attack [2].

'"TALPA means a mole in Italian.
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3.2 Related Works

In this section, we describe backdoor removal as countermeasures against backdoor attacks, i.e.,
pruning and transfer learning, and then describe backdoor attacks with resistance to them as related

works.

3.2.1 Backdoor Removal for Countermeasures

Backdoor attacks [1] are a kind of attack where an adversary trains a model such that he/she obtains
the expected output only when a trigger is given as input. Backdoor attacks are executed when a
model is trained by an adversary. A typical countermeasure of backdoor attacks is to remove the
backdoors themselves, and there are two major approaches for backdoor removal, i.e., pruning and
transfer learning. We describe each approach below.

Pruning. Pruning was originally a common technique to improve the accuracy of a model by re-
moving redundant neurons in the model. Since backdoors are often contained in such redundant
neurons [1], pruning can remove backdoors by removing them. The most popular tool is Fine-
Pruning [27], which ranks neurons and then prunes the low-ranked neurons that may contain back-
doors. It is identical to an effective way of pruning. There is also Adversarial Neuron Pruning [103]
as an advanced tool, where neurons are perturbed, and then the most sensitive neurons are pruned
to remove backdoors.

Transfer Learning. Transfer learning was originally an effective method to reduce the training
cost and obtain a model with high accuracy. It is to transfer knowledge from a pre-trained model,
called teacher model, provided by a major provider to a user’s model, called student model, by
customizing the teacher model [111]. A typical approach of transfer learning is to replace/modify
parts of the teacher models, and then it can remove backdoors by distorting the association between
triggers and their inference labels [2]. It has also been shown that transfer learning is effective for
removing backdoors [112]. We follow the same setting in [2] in this chapter. Specifically, suppose
a teacher model with N layers that may contain backdoors. For the training of a student model, we
first copy the N — 1 layers of the teacher model and then add a new fully-connected layer as the

last layer. Then, the student model is trained with its own dataset to remove the backdoors.
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3.2.2 Backdoor Attacks with Resistance to Backdoor Removal

We describe the existing works that resist pruning and transfer learning.

Resistance to Pruning. There are several backdoor attacks [104—109] which resist backdoor re-
moval by pruning. These attacks generate triggers whose distributions are close to clean inputs and
then reduce redundant neurons. The above works also evaluated Fine-Pruning [27] in their experi-
ments. However, the above works did not discuss transfer learning. We compare TALPA with the
imperceptible backdoor attack [109] whose source code is available and then show that it can be
removed by transfer learning in this chapter.

Resistance to Transfer Learning. To the best of our knowledge, only the latent backdoor attack [2]
can resist backdoor removal by transfer learning. The latent backdoor attack is an attack where an
adversary trains a teacher model as the target to embed backdoors through a specific class that is
not included in the output layer. In particular, when a victim downloads the teacher model and
customizes it to a task of a student model, the knowledge about backdoors is also transferred to the
student model as long as the specific class is included in the student model’s output layer. The main
idea of the latent backdoor attack is to associate triggers in latent representation layers. The latent
backdoor attack can resist transfer learning as well as pruning. Namely, the latent backdoor attack
is an elegant work, and hence our goal is to outperform the latent backdoor attack. We note that
the main problem setting of the latent backdoor attack is different from ours from two standpoints
with respect to the underlying model, i.e., a teacher model: backdoors are embedded in a specific
class not included in the output layer, and triggers are generated before the training in advance.
Although there is another existing work [28] that embeds backdoors through transfer learning, their
resultant backdoors will be removed in a proper transfer learning setting according to Schwarzschild

etal. [112].

3.3 Problem Setting

In this section, we formalize backdoor attacks as the main problem setting. We then describe
the adversary’s capability, including pruning and transfer learning. Hereafter, we focus on image

classification as the problem setting.
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3.3.1 Backdoor Attacks

Formalization. Let a data space be X C R% where dj, is an input dimension and a label space for
databe Y = {1,2,---, N.}. A backdoor attack on machine learning is to train a model, which infers
an input with a trigger as a class designated by an adversary. In particular, for an input (a:(s), y(s))
originally inferred to the class y®) € S of a source class S C ), the adversary generates an input
x* € X* by manipulating «(*) with a rrigger, where X* is a data space with triggers. Hereafter, we
call any input * € X* with a trigger poison and any input & € X\X™* clean. Then, the adversary
obtains a victim model parameter wy,; optimized by training the parameter wyq such that a label
y") in a target class 7 C ) designated by the adversary is output on f(wpg; *).

We say that a victim model wyq is backdoored if the following conditions hold: (1) for any pair
(x,y) € (X\X*) x Y of a clean input and its label, arg max f(w

:1ean;:c) = arg maxf(wgd;w)

where w is obtained by normal training; and, (2) for any pair (z*, y(t)) € X* x T of a poison

Clean
input and a label in a target class, arg max f(wy;; z*) = y).

Evaluation Metrics. The performance of backdoor attacks is evaluated by accuracy of inference
and attack success rate for a victim model parameter wy,;. Our goal is to achieve higher values in
these metrics than the latent backdoor attack [2]. We define these metrics below.

Accuracy: Accuracy is defined as a correct ratio of y* = argmax f(w}; ) for any pair
(x,y) € X\X* x Y of a clean input and its label. The adversary trains a victim model parameter
wy, to provide a high accuracy for the clean task because the adversary can prevent the owner of
the model from noticing backdoors.

Attack Success Rate: Attack success rate is defined as a ratio of y*) = f (wiy; @) forx* € X,

where y) € T C Visa target label designated by the adversary. An adversary trains wyq to

provide a high attack success rate because the adversary can obtain the expected output from wy,.

3.3.2 Threat Model

The adversary aims to resist pruning and transfer learning as backdoor removal by the model oper-
ator. In particular, we utilize Fine-Pruning [27] as pruning and the same setting as [2] as transfer

learning.
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The adversary has full control of training for a victim model, i.e., hyperparameters, training
samples, and training algorithm. The adversary also has direct access to the victim model parameter
wyy and may have knowledge about defense tools for the model.

We consider two target espionages. The first espionage is a case where the model operator
outsources the training of the model to any other third party. Since the adversary trains the model to
resist backdoor removal, it is difficult for the model operator to remove it using pruning or transfer
learning. In the second espionage, the adversary trains a model in his/her local environment and
publishes it as a pre-trained model such as Hugging Face 2. A third party downloads the pre-trained
model and customizes it for his/her own use by transfer learning. Then, the adversary embeds a
backdoor to make the pre-trained model resistant to transfer learning, so the backdoor remains in

the customized model.

3.4 TALPA

In this section, we present a backdoor attack, TALPA, to resist pruning and transfer learning as
backdoor removal. We first describe the main idea of TALPA, and then describe the objective
functions of TALPA.

3.4.1 Overview

In overview, TALPA consists of two ideas. Specifically, TALPA directly overrides the latent repre-
sentation of a victim model f in competitive learning between a generative model b : R% — X
parameterized with wy,, where d, is the dimension of random vaule z for triggers and the victim
model f. As the first idea, TALPA associates a point input * € X’* with a trigger for the inference
label y® € T in latent representation layers by overriding the parameter wyg of f so that the distri-
bution on the latent representations for a target class 7 C ) is identical to its source class S C ).
The above idea is inspired by the latent backdoor attack [2]. As the second idea, differently from the
latent backdoor attack, we introduce the generative model & to optimize the generation of triggers.

The generative model & is trained competitively with the victim model f, whereby parameters of h

https://huggingface.co/
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Figure 3.1: Overview of TALPA. TALPA optimizes a generative model h and a victim model f
in competitive learning. The victim model f aims to minimize clean data loss and the difference
between the distributions of the latent representation of the poison input and the target input. The
generative model h aims to minimize the trigger size and the difference between the distributions
of the latent representation as the victim model.

are overridden in the same manner as the victim model f. In other words, the models h and f have
a common term as their objective functions. These objective functions are our novel technique. To
this end, we also introduce two new hyperparameters, i.e., o for h and 3 for f, to assist the train-
ing. TALPA can then optimize the parameters of f and the generation of triggers by A in order to
improve accuracy and attack success rate compared to the latent backdoor attack. Fig. 3.1 shows

the overview of TALPA.

3.4.2 Objective Functions

TALPA obtains a victim model f which associates any trigger =* € X* with its label y(*) € Y in
latent representation layers and a generative model h to generate the trigger through competitive
learning between f and h. Furthermore, a new technique is to introduce an objective function
for both f and A that overridden the latent representation of the victim model. This allows us to
manipulate the parameters of A in addition to manipulating the parameters of the f so as to generate
triggers that facilitate overriding the latent representation of the victim model. To this end, we
design objective functions of f and h.

Victim Model f. The victim model f is trained in order to provide a high accuracy and a high
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attack success rate. The objective function of f is then constructed as follows:

Ly = L(f(wpa; ), y) + Bl|6(wha; £*) — ¢(wpa; )| lg, , 3.1)

¢ : R%n — R is a function to represent values of latent representation layers for the victim model
f. The first term, L(f(wpq; x),y), minimizes a cross-entropy error between inference results and
their correct labels, i.e., the training for the clean task of f. On the other hand, the second term,
Bl (wpa; £*) — d(wpa; )| |9, , minimizes the distance between a poison input * € X* and an
input z(®) € X\X* along with a target class 7 in the latent representation layers in accordance
with a hyperparameter /5 and a kind 6}, of the norm. Namely, it is utilized for associating triggers
with their labels.

Generative Model h. The generative model h is trained for two objections. First, the norms of
generated triggers are minimized because backdoors may be removed if the norm is large [113,114].
Second, the generated triggers are optimized so that the victim model f associates them with their

labels. The objective function of h is then constructed as follows:

Ly, = ||Tt||g,+al|¢(wpa; ) — d(wha; )| Jo,. (3.2)

where Tr is a trigger generated by h with wy,. The first term, ||Tr||, minimizes the trigger in accor-
dance with a kind 6, of the norm. The second term, a||¢(wpa; £*) — ¢(wpa; )||g,, is common
with Equation (3.1) except for a hyperparameter . In doing so, h executes the following computa-

tion to generate a poison inputs *:

Tr = h(wp;z) st. z < Uniform(0,1)% (3.3)

x* = Cliplmage(z'®) + Tr), (3.4)

where h is also a function that takes a latent variable z sampling in the Gaussian distribution as
input and returns a trigger Tr. Also, ClipImage is a function that constrains an image to fall within
the valid input range of a model so the generated poison input * is bounded for the domain of an

image (e.g. [0, 1]) by the clipping process.
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Source Trigger Poison

Figure 3.2: Output examples of TALPA. We denote by “Source” source inputs (*), “Trigger”
triggers by a generative model A, and by “Poison” poison inputs x*.

Update of w;, and wpq. The parameters of wy, for h and wyq for f are updated by values of Ly, and
L ¢ computed from Equations 3.1 and 3.2. Then, wy, and wyq can optimize their parameters through
competitive learning: f can associate triggers in the latent representation by virtue of introducing
the term to minimize a distance between x* € X'* and () € X'\ X'* into the objective functions of

both h and f. We discuss the impact of the hyperparameters, o and 3, in Section 3.6.

3.5 Experiments

In this section, we evaluate TALPA through extensive experiments. The goal of the experiments
is to confirm if TALPA outperforms the latent backdoor attack [2] in terms of accuracy and attack
success rate. We then show that TALPA resists Fine-Pruning [27] as pruning and a typical transfer

learning setting.

3.5.1 Setting

We describe the experimental setting below. We implemented TALPA and each existing work with
Python 3.8.0 and TensorFlow 2.4. We also utilized Ubuntu 18.04 as OS, Intel Xeon Gold 6140@2.30GHz
as CPU, and NVIDIA GV100GL as GPU.

Datasets and Architectures. We describe the setting of datasets and architectures used in this
experiment. The datasets are shown in Table 3.4, Table 3.1, Table 3.2 and 3.3. The architectures

of f are common with the original work [2] of the latent backdoor attack. The MNIST dataset also

consists of handwritten digits from “0” to “9”, and the German Traffic Sign Recognition Benchmark
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Table 3.1: Architecture of victim model f for MNIST.

Layer number Layer Type # of Channels Filter Size Stride Activation

1 Conv 32 3x3 1 Relu
2 Conv 64 3x3 1 Relu
3 MaxPool 64 2% 2 2 -

4 Dropout - - - -

5 Flatten - - - -

6 Dense 128 - - Relu
7 Dropout - - - -

8 Dense 10 - - Softmax

Table 3.2: Architecture of victim model f for GTSRB.

Layer number Layer Type # of Channels Filter Size Stride Activation

1 Conv 32 3x3 1 Relu
2 Conv 32 3x3 1 Relu
3 MaxPool 32 2% 2 2 -
4 Dropout - - - -

5 Conv 64 3x3 1 Relu
6 Conv 64 3x3 1 Relu
7 MaxPool 64 2x2 2 -

8 Dropout - - - -
9 Conv 128 3x3 1 Relu
10 Conv 128 3x3 1 Relu
11 MaxPool 128 2x2 2 -
12 Dropout - - - -
13 Flatten - - - -
14 Dense 512 - - Relu
15 Dropout - - - -
16 Dense 43 - - Softmax

(GTSRB) dataset consists of classifying traffic signs as a real-world application. For all datasets, the
mini-batch size is 32, and the number of epochs is 150. The hyperparameters on TALPA are o = 1.0
and 8 = 0.01 for MNIST. On the other hand, those on GTSRB are o = 1.0 and 3 = 1.0~ until 50
epochs and then are & = 0.1 and 3 = 5.0~ in the remaining epochs for the stable convergence of
the training. Then, examples of triggers and their poison inputs are shown in Fig. 3.2.

Baselines. As baselines for evaluation, we utilize a clean model where backdoors are not introduced

in the architecture described in the previous section. The accuracies are 99.30% for MNIST and
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Table 3.3: Architecture of generative model h: We set u = 7,channels = 1 for MNIST, and
u = 8, channels = 3 for GTSRB.

Layer number Layer Type # of Channels Filter Size Stride Activation

1 Dense u *u * 256 - - Relu

2 BatchNorm - - - LeakyRelu
3 Deconv 128 5 1 -

4 BatchNorm - - - LeakyRelu
5 Deconv 64 5 2 -

6 BatchNorm - - - LeakyRelu
7 Deconv channels 5 2 Tanh

Table 3.4: Detail of datasets: The second column represents the number of labels and a pair of a
source class and a target class utilized in the experiments with parents. The third column represents
features as width x height x channels for each dataset. The fourth column represents the number
of training samples and the test samples.

Num. of Labels Samples of
Dataset  (Source, Target)  Input Size  Training , Test
MNIST 10(7,9) 28 x 28 x 1 60000/10000

GTSRB 43(7,20) 32 x32x3  39209/12630

Table 3.5: Evaluation of accuracy and attack success rate for each dataset: The “Acc” and “ASR”
rows represent the accuracies and the attack success rates, respectively. We also denote by “IBA”
the imperceptible backdoor attack [109]. The norms for the “TALPA” row are computed as L'
norm for h and L? norm for f,i.e., 6y = 1 and 0}, = 2.

Clean | BadNets [1] | IBA [109] | Latent [2] | TALPA

Acc[%] | 99.3 99.3 98.7 98.9 99.1

MNIST ASR[%] - 100 99.3 97.8 99.9
Acc[%] | 96.8 97.0 97.3 97.3 96.0

GTSRB ASR[%] - 99.3 99.9 79.6 100

96.76% for GTSRB. The accuracy and the attack success rate for TALPA are evaluated under these
values. We compare TALPA with BadNets [1] as the original backdoor attack, the imperceptible
backdoor attack [109] as an attack resistance to pruning in addition to the latent backdoor attack [2].

We implemented these attacks in full scratch.
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3.5.2 Results of Accuracy and Attack Success Rate

The results of accuracies and attack success rates by TALPA are presented in Table 3.5. Compared
to the latent backdoor attack with L' norm for 4 and L? norm for f, TALPA can provide 2.1-points
higher attack success rate on MNIST and 20.4-points higher attack success rate on GTSRB for the
same-level accuracies.

Even compared to BadNets [1] and the imperceptible backdoor attack [113], the difference in
the attack success rate is within one point for both datasets. Interestingly, when we used different
norms, i.e., 6y = 2 and 0}, = 2, the accuracy on GTSRB could be improved to the same level as the
clean model, BadNets [1], and the imperceptible backdoor attack [113]: for instance, the accuracy
is 99.1% and the attack success rate is 99.5% on MNIST, while the accuracy is 97% and the attack
success rate is 99.8% on GTSRB. Based on the above results, it is considered that TALPA can
provide the same level of accuracy as them in spite of resisting transfer learning.

We discuss why TALPA outperforms the latent backdoor attack. It is considered that our com-
petitive learning between the generative model and the victim model, which optimizes the genera-
tion of triggers. The latent backdoor attack generates triggers and then trains a victim model with
these triggers, while TALPA trains a victim model as well as generating triggers through the com-
petitive learning simultaneously. Thus, TALPA can optimize the parameters of the victim model

and the generation of triggers more than the latent backdoor attack.

3.5.3 Results of Backdoor Removal

Pruning. We evaluate the deterioration of accuracy and attack success rates by Fine-Pruning [27],
which removes backdoors by eliminating redundant neurons on clean inputs. The results on the
MNIST and GTSRB are shown in Fig. 3.3 and Fig. 3.4, respectively. When the pruning rate is
greater than 30% in Fig. 3.3, the attack success rates for BadNets, the imperceptible backdoor
attack, and the latent backdoors deteriorate significantly. Likewise, when the pruning rate is greater
than 10% in Fig. 3.4, the attack success rate for the latent backdoor attack deteriorated. Although
the accuracies of TALPA for all the datasets deteriorated significantly when the pruning rate is

90%, the attack success rate is still maintained. It means that TALPA resists backdoor removal by
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Figure 3.3: Evaluation of backdoor removal by pruning on MNIST: We measured the deterioration
of accuracies and attack success rates caused by Fine-Pruning [27]. The horizontal axis represents
percentages of pruning rates of neurons, and the vertical axis represents the accuracies and the
attack success rates. The norms of “TALPA” are computed as L' norm for h and L? norm for f,
ie., 0y =1and 6, = 2.

pruning. Even compared to the results shown in the original work [2] of the latent backdoor attack,

TALPA can achieve the same-level resistance to pruning.

Transfer Learning. We show that TALPA resists transfer learning where its setting is the same
as in [2]: for instance, the victim model in transfer learning is trained by separating two layers,
i.e., frozen layer without the parameter update and retrained layers with the parameter update. The
results on MNIST and GTSRB datasets are shown in Table 3.6. According to the table, TALPA can
maintain the accuracy and the attack success rate for all the datasets while BadNets and the imper-

ceptible backdoor attack are removed. More specifically, their attack success rates deteriorated to
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Figure 3.4: Evaluation of TALPA by Fine-Pruning on the GTSRB dataset: The settings are common
with Fig. 3.3.

greater than eighty points on MNIST. It also deteriorated to 55.71% for the imperceptible backdoor
attack on GTSRB. Thus, backdoors by TALPA cannot be removed from a victim model even when
the latent representations and their following layers are retrained as the transfer learning in com-
parison with the existing attacks. Even when the L? norm is used for both & and f, the accuracy
is 96.44% and the attack success rate is 100% on MNIST. Likewise, the accuracy is 98.80% and
the attack success rate is 100% on GTSRB. Therefore, the attack success rates of TALPA for both

datasets can achieve higher scores compared to the latent backdoor attack.
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Table 3.6: Evaluation of backdoor removal by transfer learning for each dataset. The setting of this
table is the same as Table 3.5.

BadNets [1] | IBA [109] | Latent [2] | TALPA
Accl%] 98.53 99.96 97.08 96.56
MNIST ASR[%] 0.88 12.47 97.40 100
Acc[%] 99.40 83.82 98.70 98.89
GTSRB ASR[%] 0 55.71 79.31 100

3.6 Discussion

In this section, we discuss the impact of hyperparameters and norms for TALPA, and extensions of
the attack to other layers from latent representation layers. We also discuss resistance to the existing

defense [115] against backdoors and potential countermeasures for TALPA.

3.6.1 Impacts of Hyperparameters

We discuss the impact of the hyperparameters, o and 3, of TALPA. These hyperparameters are
introduced to compute ||¢(wpg; £*) — d(wpa; ®)]|g, on Equations (3.1)~(3.2) for associating
triggers in latent representations through the competitive learning. We measure the accuracies and
the attack success rates for &« = 0 and 5 = 0 and analyze their resultant triggers.

The results are shown in Fig. 3.6. According to the figure, the attack success rate for a = 0 is
0% on MNIST while the accuracy is 100%. It is considered that the generative model h generates
triggers whose norm is small, independently of the training of f. In other words, the generative
model & minimizes the norm ||Tr||g, of the triggers, while the victim model M* cannot learn the
triggers. Therefore, the attack success rate for a = 0 deteriorated significantly.

Meanwhile, both the accuracy and the attack success rate for 5 = 0 are almost 100% on MNIST.
However, values of the norm ||Tr||g, is high in this case. It means that the generated triggers Tr are
similar to the underlying input ® in the target class 7. Fig. 3.5 shows a particular example of
the generated triggers. When a poison input x* is constructed with this trigger in Equation (3.4),
the same image as the trigger will be obtained as «*. Although it is obviously classified into the
class “9” for any source input (%), the behavior is quite different from backdoor attacks because

x* is quite identical to “9”. Namely, it is just typical image conversion and is different from the
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Figure 3.5: Output example of the generative model h for 5 = 0: This figure represents a trigger
generated by h. It is close to the target class “9,” and any poison input with this trigger becomes the
same figure by computing Equation (3.4).
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Figure 3.6: Evaluation of the impacts of o and 5: We measured the accuracies and the attack
success rates for « = 0 and § = 0. The horizontal axis represents the number of epochs, and the
vertical axis represents the accuracies and the attack success rates.

generation of triggers for backdoors.

The above results are common even with evaluations on the GTSRB dataset. Thus, we consider

that v and 3 are crucial for associating triggers in latent representations by the competitive learning.

3.6.2 Impacts of Norms

We discuss the impact of the norms, i.e., 6 for trigger generation and 6y, for latent representation
layers. Table 3.7 shows the results of TALPA when L' norm and L? norm are utilized, respectively.
For 6 = 1, the attack success rates of TALPA are 91.15% on MNIST and 92.44% on GTSRB.
These values are significantly low compared with those for 8, = 2. That is, TALPA can provide a

high attack success rate for 6, = 2 regardless of 6y;.
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Table 3.7: Evaluation of TALPA for each norm. The setting is common with Table 3.5 except that
Oy’s of h and f are different.

TALPA TALPA TALPA TALPA
(etr = 17 glr = 1) (etr = 17 91r = 2) (etr = 27‘9lr = 1) (atr = 27 91r = 2)
Acc[%] 98.75 99.12 98.78 99.07
MNIST ASR[%] 98.05 99.90 91.15 99.71
Acc[%] 97.59 96.02 9791 97.00
GTSRB ASR[%] 92.44 100 98.44 99.78

3.6.3 Extension to Other Layers

We discuss whether an extension of TALPA to layers other than latent representations is possible.
Neurons in layers other than latent representation layers are often pruned or modified in transfer
learning. We clarify whether it is possible to embed backdoors by TALPA for an arbitrary layer.
Namely, we discuss whether backdoors are removed by pruning and transfer learning, even in the

other layers.

In the architecture for the GTSRB dataset shown in Table 3.2, the thirteen layer is identical to
the latent representation. We measure the accuracies and the attack success rates when the norm

|| (wpa; £*) — P(wpa; M)]|g, is computed for any layer.

The results are shown in Fig. 3.7, where we omit from the first layer to the ninth layer due to
the space limitation because the accuracies and the attack success rates for them are identical to the
tenth layer. According to the figure, for the fourteenth and fifteenth layers, both the accuracies and
the attack success rates are almost the same as the thirteen layer. In contrast, until the twelfth layer,

either the accuracy or the attack success rate deteriorate significantly.

It means that the victim model f cannot accurately learn clean and poison inputs when TALPA
is utilized for convolution and its nearby layers, which extract features from the given inputs. The
reason is that features of any poison input =* are identical to those of an input (*) in the target
class T due to the computation of ||¢(wpg; £*) — d(wpa; )|, in the convolution layers. Thus,

TALPA is successful if it is utilized in any layer following the latent representations.
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Figure 3.7: Evaluation of TALPA with other layers on the GTSRB dataset: We measured accuracies
and attack success rates by utilizing the tenth to fifteenth layers. The horizontal axis represents each
layer, and the vertical axis represents the accuracies and the attack success rates. The attack success
rate on the eleventh layer is not displayed due to 0%.

3.6.4 Suspicion of Poison Inputs

In a backdoor attack, it is desirable for poison inputs to be less suspicious, that is, they look the same
as clean inputs, so we discuss the suspicion of poison inputs by TALPA. To evaluate the suspicion of
inputs quantitatively, we adopt the learned perceptual image patch similarity (LPIPS) [116], which
computes the similarity between any given two images via a machine learning model. We used
the LPIPS library 3. LPIPS is known as a typical choice as a perpetual loss than typical machine
learning models [117]. We evaluate the suspicion of poison inputs for TALPA by preparing VGG
for measuring LPIPS independently of a victim model.

The results are presented in Table 3.8. According to the table, TALPA is able to generate
triggers such that suspicion of poison inputs is ten times smaller than BadNets [1]. Remarkably,
the victim model trained by TALPA is able to recognize triggers even with such small suspicions
of poison inputs. This is because the objective function of the generative model G is designed in a

way that the norm value of triggers becomes smaller, as described in Section 3.4.2. It means that

*https://github.com/richzhang/PerceptualSimilarity
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Table 3.8: Evaluation of suspicion of poison inputs: We measured LPIPS for each attack. Each row
includes both generated triggers and their scores of LPIPS, i.e., the generated trigger on the upper
side and the LPIPS score for the trigger on the lower side.

TALPA TALPA TALPA TALPA
Source  BadNets[1] By =1,0,=1) Ox=1,0,=2) lp=2,0=1) (Gp=2,0p=2)

LPIPS 0 0.033 0.0025 0.0026 0.0086 0.0088
1] 5 -] -] A

~ ‘I . Ll ‘. Ll ]

LPIPS 0 0.035 0.0013 0.0028 0.0046 0.0032

Table 3.9: Resistance to Neural Cleanse: Each column represents triggers recovered by Neural
Cleanse [115]. The “True” and “Recovered” columns represent the true triggers utilized on each
dataset and the triggers recovered d by Neural Cleanse.

MNIST GTSRB
True Recovered True Recovered

HE B N B

TALPA succeeds in generating triggers that are almost indistinguishable from clean inputs as well

as achieving the resistance to backdoor removal.

3.6.5 Resistance against Existing Backdoor Defense

We discuss the existing defense methods, i.e., Neural Cleanse [115] and the input blurring [2]. They

have also been discussed on the latent backdoor attack [2].

Neural Cleanse is a tool to recover triggers from a victim model, and Table 3.9 shows the
results of Neural Cleanse against TALPA. We then follow the argument of the latent backdoor
attack [2]. In particular, the recovered triggers are different from the true triggers. Especially, the
recovered trigger for GTSRB is quite different from the true one rather than the result on MNIST.

It is considered that Neural Cleanse fails to recover triggers against TALPA.

Next, the input blurring is to blur any input image before giving it to a victim model. It po-

tentially suppresses the effect of backdoors as outliers on neurons. We did not discuss the input
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blurring in this chapter because it intuitively deteriorates the accuracy. It is different from the im-
provement of the accuracy and the attack success rate, which is our goal. We plan to investigate the
resistance of TALPA to the input blurring. We believe that TALPA resists the input blurring since

the latent backdoor attack [2] can resist it.

3.6.6 Limitation

TALPA might be erased by retraining the victim model while the conventional backdoor attack [1]
cannot be erased by the retraining. In particular, TALPA makes the latent representation of target
inputs and poison inputs close to each other, so when the weights of the previous layer are updated
as well, the latent representation of target inputs is corrected to the original distribution. It indicates
that the latent representation of target inputs and poison inputs are separated, and hence the trigger
cannot be recognized, and the attack success rate may decrease. It is an open problem whether
backdoors can be embedded in the latent representation so that it remains even after retraining.
TALPA might be unable to embed backdoors into architectures with batch normalization [118].
Batch normalization normalizes the values of neurons by the mean and variance with respect to
each batch. In the algorithm of TALPA, source inputs and target inputs are sampled and normalized,
respectively, and then the mean and variance are significantly different from the clean data. Con-
sequently, it might be impossible to embed backdoors into architectures with batch normalization.

The application of TALPA to architectures with batch normalization will need to be undertaken.

3.6.7 Potential Countermeasures

A potential countermeasure against TALPA is to detect the backdoors themselves [115, 119-122].
The distribution of latent representations for source inputs of TALPA is identical to those for target
inputs by the objective functions described in Section 3.4. It means that a victim model of TALPA
may have unnatural latent representations compared with a clean model. Based on the above obser-
vation, TALPA may be detected by computing similarity between the classes, such as the median
absolute deviation [123] utilized in GangSweep [124] and SCA [120] as detection tools. Further

studies, which take the detection described above into account, will need to be undertaken.
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3.7 Conclusion

In this chapter, we presented a novel backdoor attack, TALPA, which outperforms the latent back-
door attack in terms of the accuracy and the attack success rate without the loss of resistance to
pruning and transfer learning. The key idea of TALPA is to directly override parameters in latent
representations through the competitive learning between a generative model for triggers and a vic-
tim model. We conducted extensive experiments with TALPA for typical benchmark datasets and
then demonstrated that TALPA provides higher accuracies and attack success rates than the latent
backdoor attack [2]. We also confirmed that TALPA has resistance to pruning and transfer learning.

In future work, we plan to discuss the detection of TALPA and its input blurring.
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Chapter 4

Advanced Data Reconstruction Attack

under a Malicious Model Trainer

In Chapter 2, we presented defense methods under the data reconstruction attacks setting in which
the model users or data providers act as the adversaries. However, the threats in a more powerful
scenario where the model trainer with full access to the training process acts as the adversary remain
insufficiently understood. Similar to Chapter 3, Chapter 4 clarifies the threats of data reconstruction

attacks that arise under such a setting.

4.1 Introduction

While Machine Learning as a Service (MLaaS) is becoming more widely used, confidential infer-
ence, in which the input data to machine learning models is kept secret due to privacy issues, is also
attracting attention [125-128]. User data in MLaaS contains a variety of sensitive information such
as patient records and the user’s faces for personal authentication. From the viewpoint of privacy
protection [129], cryptography or hardware technology needs to be used to ensure that machine
learning services do not reveal the user data.

However, a previous study [130] pointed out that the privacy of input data will be violated

by using the outputs of machine learning models, even in situations where the input data is kept
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Figure 4.1: Overview of our attack.

secret using cryptography or hardware technology. That is, even if the input data is completely
confidential, the model output has the potential to contain sensitive information about the input
data. The previous study [130] demonstrated that an adversary is assumed to be a model provider,
in which the roles of model trainer and model operator are held by the same individual (or entity),
and can infer a sensitive attribute about the input data from the model output without any impact
on the main task performances (e.g., face recognition and/or medical diagnosis). Specifically, the
adversary trains the model so that the sensitive attribute information of the input data he/she wishes
to retrieve is stealthily embedded in the model outputs. When the adversary obtains the model
output, he/she can estimate the pre-specified sensitive attribute for the corresponding input data.

It is not trivial whether the input data can be fully reconstructed from the model output, although
the previous study demonstrated the risk of extracting a specific sensitive attribute [130]. This is
because the amount of the reconstruction information on the input data is more than that of the
information on a particular attribute. For example, if the adversary wants to estimate the attribute of
male or female from an output result, he/she only needs to embed one bit of information indicating
0 or 1 in the output result. Still, the reconstruction information of input data is expected to be
richer because input data has many other sensitive attributes. Therefore it is unclear whether the
reconstruction information can be coded into the output result.

In this chapter, we propose a simple yet effective attack method that reconstructs the input data
even when it is kept secret. The overview of our attack is shown in Fig. 4.1. Specifically, our

attack consists of training and attack phases. In the training phase, the adversary trains two models
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simultaneously, called the inference and attack models. The inference model is trained to embed
information about the input data in the model output while maintaining the high accuracy of the
original task. The attack model is trained to reconstruct the input data from the inference model
output. After that, the adversary deploys the inference model obtained through the training phase
in the confidential environment, and a service user queries private data to the inference model. The
adversary cannot access the queried data because of computing in a confidential environment. In
the attack phase, the adversary receives only the output result of the inference model with regard to
the queried data and can reconstruct it by using the attack model.

Experimental evaluations of our attack method using six image datasets of different complexity
show that the simple dataset produced reconstructed images with a high degree of similarity to the
input images. Furthermore, we show that the accuracy of the inference model is maintained at the
same level as that of the normal training. We also propose a method to estimate the complexity of
the dataset on the basis of LPIPS (Learned Perceptual Image Patch Similarity) [131], which is an
image similarity measure and find a strong correlation between the complexity of the dataset and
the similarity of the reconstructed images obtained by our attack method to the input images. In
other words, by calculating the complexity of the dataset, it is possible to predict in advance how
similar images reconstructed by our attack method will be to the input images, which may serve as

a potential countermeasure.

4.2 Related Work

Machine learning models leak much information about their training dataset in both the white-box
and black-box settings. Machine learning models learn as many features as they can, and also
memorize sensitive information about some training data regardless of generalizing unknown data.
The information obtained in the white box setting is the output results of the machine learning model
and the intermediate states (i.e., the gradients or the values of intermediate layers). On the other
hand, the only information available in the black box setting is the output results of the machine
learning models. This is a more realistic setting because many machine learning services provide

only the output results as an API. Various information obtained in each setting can provoke many
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attacks in machine learning models.

A model extraction attack [132, 133] extracts parameter information from a model’s output
results and makes a surrogate model that performs similarly to the original model. In the model
extraction attack, a model has the richness of the output results, and the richness can be utilized
to extract parameter information. Still, we present how this richness can be used for encoding
reconstruction information at inference time.

Privacy attacks such as a membership inference attack, an attribute inference attack, and a
property inference attack infer partial information about the training data. Membership inference
attacks [134, 135] try to determine whether a given individual’s data is included in the training
dataset. Attribute inference attacks [136, 137] aim to infer unknown attributes of a partially known
record used in the training dataset. Property inference attacks [138,139] attempt to infer the property
e.g., the ratio of males and females in the training dataset.

A data reconstruction attack [5-9,29] reconstructs the features corresponding to particular target
labels. This attack attempts to find data that achieve the maximum likelihood from the output results
of the target model. In general, the adversary reconstructs training data using a generative model
under the assumption that he/she has a public dataset that is similar to but does not overlap with the
training data [5-7,9]. In federated learning, where multiple parties submit their own gradients to
train a global model, the adversary can reconstruct the target party’s local data by using the gradients
computed by the target party [140-143]. The gradients can directly reflect the information about
the training data used in the training step so that they can make data reconstruction easier. The data
reconstruction attack is similar to our attack in that they reconstruct the data itself, although the
adversary’s positions and objectives are different. Our attack cannot use rich information such as
a public dataset or gradients, so reconstructing unknown input data from only limited dimensional
output results is more complicated.

In the context of other privacy attacks, a malicious model provider infers sensitive information
about the input data of the target model when the input data is concealed. The attack closest to our
attack was proposed by Malekzadeh et al. [130]. They point out the risk of sensitive attribute of
input data leaking out from model output. The adversary should directly attempt to reconstruct the

data in order to violate more privacy of input data. However, the reconstruction of input data is not
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considered in this attack, so the threat of privacy attacks that reconstruct input data is unknown.
Song and Shamatikov [144] suggested an attack that reveals sensitive attributes about the input data
from the model’s internal representation in overlearning. This attack has to access several internal

representations and makes stronger attack assumptions than our assumptions.

4.3 Problem Setting

In this section, we first describe the problem setting of the confidential inference in MLaaS, and
then describe the capacity and goal of the adversary who is assumed to be a model provider, in

which the roles of model trainer and model operator are held by the same individual (or entity).

4.3.1 Confidential Inference in MLaaS

In MLaa$, the model trainer P trains an inference model f : R%» — [0, 1]V< to be used as a service
and deploys it in the execution environment (i.e., the cloud or the edge device). The output of
the inference model is represented by the logit that is the raw output of the final layer without the
softmax function and the confidence that is the normalized logit between 0 and 1 using the softmax
function. The logit and confidence are often used as typical output types of a classification model.
We consider a confidential inference using MLaaS for protecting the privacy of the input data,
e.g. cloud platforms such as confidential computing by Microsoft Azure '. Input data z € R% is
concealed by some cryptographic tools or hardware techniques and a user queries « to the inference
model f and receives the output result without revealing it to the third parties (i.e., the cloud ad-
ministrator and the model provider). That is, they cannot obtain the input data «, the output result
vy, and the internal state of the inference model f when computing y = f(w

* . )
inference’ ).

4.3.2 Attack Scenarios

We assume that a model provider is an adversary who violates the privacy of the user. Here, the
model provider requires only an output result y to perform our attack. There are, for example, two

situations in which the model provider can receive the model output.

'https://azure.microsoft.com/ja-jp/solutions/confidential-compute
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The first is the case when the model provider receives the output to detect privacy attacks. The
model provider cannot access input data, so its output result from the inference model is used to
detect whether the input data is illegal or not. This is because the model provider should ideally
check for privacy attacks [132, 134,136, 138] on his/her model and prevent such attacks. For exam-
ple, in a study [145], as a countermeasure against model extraction attack [132], the model provider
detected abnormal input data used to attack by computing the distribution of their output results.

The second is the case when the model provider receives the output to improve the quality
of the provided services [130]. In classification tasks, the final class for input data needs to be
decided on the basis of the outputs of machine learning models. To do this, the model provider
can provide a high-quality machine learning service by collecting and aggregating the outputs of

multiple machine learning models.

4.3.3 Adversary’s Capacity and Goal

Capacity. The adversary has two capabilities. First, the adversary has access to the training process.
That is, the adversary can freely manipulate the training algorithm and the training data. This
assumption is practical since the adversary acts as the model provider. Second, the adversary can
only obtain an output result for input data, while keeping the input data secret, but not the input data
or its computation process. This is due to the situation described in Section 4.3.1.

Goal. The adversary aims to reconstruct input data from the output result of the inference model.
That is, the adversary aims to obtain an attack function A : [0, 1]V — R%» parameterized with
Whagtack SUCh that A(wyack; Y) = & &~  upon receiving the output result y = f(Winference; ). Fur-
thermore, the adversary can manipulate Winference Of f and must provide wy,,, . with high accuracy,
i.e., the same accuracy as the model trained normally. This is because if the test accuracy becomes
low due to embedding the reconstruction information, no one can use the inference model.

In summary, the adversary’s objective can be formulated as follows;

wi’;ference ) w;ttack = argmin Eqe [distance ( A (wattack i f (winference ; m) ) ) & ) ]

Winference  Wattack

s.t. Accwinference ~ ACC'UJ*

clean’
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*

where distance function can be any distance between two data, w.,,

is obtained by normal training,

and Acc,, means the test accuracy of the inference model f with the parameter w.

4.4 Attack Method

Our attack consists of a training phase before deploying the inference model and an attack phase as

a service after deployment.

4.4.1 Training Phase

Our training method is shown in Algorithm 3. As shown in line 6, the objective of the attack model
A is to reduce the distance distance(&, ) between the data & output by A and the input data x of
f. The distance function distance can be any distance, including Manhattan distance (L' norm) and
Euclidean distance (L2 norm).

On the other hand, as shown in line 7, the inference model f is trained to infer the correct
label for the training data as in the usual training. CE in line 7 means the cross entropy function.
Furthermore, we also aim to reduce the distance distance(&, ) between two data as the objective of
the attack model A. In other words, by training the inference model to produce outputs that reduce
the distance between the output data by A, in addition to the usual training, the output results can
include reconstruction information of the input data.

Also, «, (3 is a hyperparameter that adjusts the balance between training normally and embed-

ding the reconstruction information to the output result.

4.4.2 Attack Phase

After completing the training phase, the adversary deploys the updated F' to the execution environ-
ment for the service. Users for the service can query their private data to F' without revealing them
to a third party. After that, the adversary receives the output results in some way. The adversary can

reconstruct the input data by using the attack model A updated by Algorithm 3.
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Algorithm 3 Training Algorithm of Our Attack

Input

: D("in): the training dataset, f: the inference model, A: the attack model, «, 3: the hyper-

parameters for trade-off, BS: batch size, E: the number of epochs.

Output: w

* *
attack? Winference*

1: for range(0, E) do

2
3
4:
S:
6
7
8

9:

for range(0, [‘Dggmw do

(x,y) D(train)- choose BS examples from D(train)
y=1 ('winference§ m)
z = A('wattack; ﬁ)
L 4 = distance(z, x)
Ly = aCE(y, Softmax(g)) + Adistance(, )
Update Wattack s Winference from L 4 and L -

end for

10: end for

4.5

Evaluation

In this section, we present an experimental evaluation for our attack method. We conduct some

experi

ments to answer the following research questions (RQs);

* RQI: How similar to the input data can be reconstructed by Algorithm 3? This is the main

objective of our attack.

* RQ2: How much does the accuracy of the inference model trained with Algorithm 3 degrade

compared with that of the inference model trained normally? The output results are embedded
with the reconstruction information on the input data, so this information may negatively
affect the main task performance of the inference model. Therefore, the inference accuracy

will be degraded compared with the normal inference model.

* RQ3: How does the inference accuracy and the similarity with the input data change depend-
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Table 4.1: The information on the datasets and the architectures in our setting.

Dataset Num of Input size m Num of Num of Type of f
classes C' training data test data
MNIST 10 784(28 x 28 x 1) 60000 10000 LeNet
FashionMNIST 10 784(28 x 28 x 1) 60000 10000 LeNet
SVHN 10 3072(32 x 32 x 3) 73257 26032 ResNet18
GTSRB 43 3072(32 x 32 x 3) 39209 12630 ResNet18
CIFAR10 10 3072(32 x 32 x 3) 50000 10000 ResNet18
CIFAR100 100 3072(32 x 32 x 3) 50000 10000 ResNet18

4.5.1 Experimental Setup

In this experiment, we used six datasets for image classification (i.e., MNIST, FashionMNIST,
SVHN, GTSRB, CIFAR10, and CIFAR100). Each dataset has a different task complexity (i.e.,
data variation). The details of each dataset and the types of the inference model architecture are
summarized in Table 4.1. The architecture of the attack model A is the same for all datasets and
consists of three layers of repeated up-sampling and convolution. In Algorithm 3, the parameters
are given by £ = 200, B = 32, a = 1.0, = 1.0. The o and 8 were set so that the balance
between the inference accuracy and the reconstruction similarity is just right. The distance function

d is the Euclidean distance (L? norm) in our experimental setting.

4.5.2 Results
Reconstruction of the input data.

Image samples reconstructed by our attack method are shown in Fig. 4.2. As can be seen from
the samples, MNIST, FashionMNIST, and GTSRB seem to succeed in reconstructing images that
capture the features of the original images. For instance, the slope of numbers in MNIST and the
brightness of road signs in GTSRB can be reproduced in the reconstructed images. On the other
hand, CIFAR10 and CIFAR100 are generally blurred and do not seem to be able to reconstruct
images that are similar to the original images. The degree to which these reconstructed images are

similar to the original images is discussed in detail in Section 4.6.
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Figure 4.2: Reconstructed image samples. In each dataset, the left side is the original image and
the right side is the image reconstructed by our attack.

The convergence of the attack model A with respect to the test data is shown in Fig. 4.3. The re-
sults of running this attack algorithm are shown in the graphs of attack logits and attack_confidence.
Although some instability in training is observed in Figs. 4.3c and 4.3d, the loss decreases for all
datasets as the epoch increases. On the other hand, not all datasets show the same value of conver-

gence, and the values are higher for CIFAR10 and CIFAR100 than for the other datasets.

Inference accuracy.

The change in the inference accuracy of f as the epoch FE increases is shown in Fig. 4.4. Although
some instability in training is observed when logit is used in the GTSRB dataset in Fig. 4.4d, the
accuracy was found to be eventually maintained at the same level as that of normal learning at
200 epochs. In addition, the accuracy is kept as good as that of the normal training on all datasets

regardless of whether logit or confidence is used as outputs of the inference model f.
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The type of the output results.

Fig. 4.5 shows the reconstructed image samples in accordance with the type of output results. Vi-
sually, it appears that the same level of reconstruction is achieved in both cases of the logit and
the confidence. However, we can see from Fig. 4.3 that the logit is moving toward convergence
with a value smaller than the confidence. The confidence is once normalized from O to 1, with the
restriction that the sum of the confidence of each class is equal to 1. Logit, on the other hand, is not
normalized and the values of the final output layer are used as they are, so there are no restrictions
on the values. Therefore, the loss of A is considered to be lower than that of the logit because there

is less reconstruction information in the confidence than in the logit.

4.6 Discussion

In this section, we first describe the effectiveness of Algorithm 3. Next, we evaluate it using image-
specific similarity measures and discuss how similar the reconstructed images are from a different
perspective. We also discuss the difference in the convergence of the loss of the attack model A

among datasets, i.e., the difficulty of data reconstruction, as shown in Fig. 4.3.

4.6.1 Effectiveness of Our Attack

We discuss how much of the input data reconstruction information can be embedded in the output
results by Algorithm 3. First, we conduct experiments about how much information on the input
data can be extracted from the output results of the normal inference model f. That is, we set 5 = 0
in Algorithm 3. f does not include the recovered information of the input data in the output results,
and A tries to see how similar the output images are in the normal training process. The results are
shown in the label of normal_logits and normal_confidence of Fig. 4.3.

These results show that the loss values of normal_logits and normal_confidence are higher than
those of attack logits and attack _confidence for all datasets. That is, the adversary cannot recon-

struct the input data from a normally trained inference model, regardless of the availability of logit
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or confidence information. Besides, these results indicate that the difference between these loss val-

ues denotes the amount of reconstruction information on the input data embedded by the adversary.

4.6.2 Similarity with Reconstructed Images

In Section 4.5.2, we evaluate the distance between the reconstructed images and the input images
by using the L? norm that can measure the distance among any type of data. In this section, we use
SSIM (Structural Similarity) [146] and LPIPS (Learned Perceptual Image Patch Similarity) [131]

as image-specific similarity measures.

SSIM is a metric to evaluate the similarity between images by combining the comparisons of
brightness, contrast, and structural patterns. For example, when comparing two RGB images, if one
image has stronger luminance than the other, the difference in each pixel is calculated and added
together. The difference may be larger, but the structure and contrast may be identical. In such a
case, the similarity can be evaluated as an indicator of high similarity. The purpose of using SSIM
is to evaluate the similarity between the structural states of the recovered image and the original
image.

LPIPS is a metric that focuses on the distance between feature representations in neural net-
works. According to the literature [131], the latent representation of VGG models trained with
ImageNet is close to human perceptual recognition. This means that if the distance between the
feature representations of trained VGG models in two images is close, they appear to be the same
image from the human point of view. The previous works [147,148] in the context of image recon-
struction used LPIPS to evaluate the similarity between the reconstructed images and the original

images, so we use LPIPS as in these works.

The results evaluated by SSIM and LPIPS are shown in Figs. 4.6 and 4.7, respectively. Here,
SSIM means that the closer to 1, the higher the similarity, and LPIPS means that the closer to 0, the
higher the similarity. For clarity in comparing the two indices, the value of 1 — (SSIM) is shown in

Fig. 4.6.

As shown in Figs. 4.6 and 4.7, the values of SSIM and LPIPS indicate similar trends. In other
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words, the reconstructed images show similar trends between structural patterns and human percep-
tion. However, the variance in SSIM focusing on structural patterns tends to be larger than that in
LPIPS. This indicates that although there is some blurring when focusing on the structural patterns

between images, the images are close to each other without much effect on human perception.

4.6.3 Difficulty of data reconstruction

We discuss the difficulty of the input data reconstruction in our attack. One reason for the difficulty
is naively considered to be the number of dimensions of the output results. If the number of dimen-
sions of the output results is large, the input data is expected to become easier to reconstruct since
more reconstruction information on the input data can be embedded in the output results. However,
Figs. 4.6 and 4.7 show the averages of SSIM and LPIPS for CIFAR100 are almost the same as
those of CIFAR10, even though the number of output dimensions of CIFAR100 is larger than that
of CIFAR10. This fact indicates that larger dimensionality of the output results does not necessarily
mean easier reconstruction.

Therefore we consider the complexity of the dataset itself, independent of the number of dimen-
sion of the output results, as it relates to the difficulty of reconstructing the data. In fact, as shown
in Figs. 4.6 and 4.7, the averages of SSIM and LPIPS are smaller for SVHN than for CIFAR10 for
the same number of classes and dimensions, respectively. This can be attributed to the complexity
of the dataset. We define the complexity of the dataset as the degree of scatter of image data in each
class, i.e., the similarity of data in each class. The degree of scatter of data in class j is expressed

by the following equation;

14
Class Complexity = — g LPIPS(z; j, T; ;). 4.1
q- ’
=1

Equation 4.1 means LPIPS is computed for two images x; ;, ] ; sampled randomly from class j

1]
and the average of ¢ repetitions is the complexity of class j. That is, if the images in a class are
similar overall, the value of LPIPS is small regardless of which two images are sampled, and the
value of Class Complexity is also small. On the other hand, if the images in the class are diverse,

the value of LPIPS is larger so the value of Class Complexity is also larger.
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Also, the following equation shows how accurately the image of class j can be reconstructed;

1
Reconstruction Similarity = 5 Z LPIPS (A(wattack; f (Winference; Ti j))s i j), 4.2)
i=1

where A is an algorithm such that any image is output from the output results of the inference model
f.

We show the relationship between Class Complexity and Reconstruction Similarity for each
class in each dataset by using Equations 4.1 and 4.2 in Fig. 4.8. From the results in Fig. 4.8, there
is a strong correlation between Class Complexity and Reconstruction Similarity. This indicates that
when the value of Class Complexity is small (i.e., when there are many similar data in a class),
images highly similar to the input images are reconstructed. As a result, by calculating Class
Complexity of the dataset, it is possible to approximately understand how closely our attack will
reconstruct the input images. Another aspect implies that reconstruction by our attack method is
easy for datasets where each instance is of a similar type for one class. On the other hand, it indicates
that reconstruction by our attack is difficult for datasets where each instance is very different for
one class.

There are various possible use cases for Class Complexity. For example, when a company
creates a dataset and sells it to another company that wants to use the dataset for training MLaaS,
Class Complexity of the dataset can be calculated to know the risk of data reconstruction in advance.
In addition, if some attack methods are discovered in subsequent research, we can calculate how
good the method is by examining the relationship between Class Complexity and Reconstruction

Similarity for a dataset.

4.6.4 Relation to Autoencoders

Autoencoders [149-151] are primarily designed to encode the input data into a compressed repre-
sentation and decode it such that the reconstructed data is as similar to the original data as possible.
Autoencoders are close to our attack because our goal is also to reconstruct the input data from the
output result of the inference model. However, our attack method is different from autoencoders

because the encoder also plays a role as the classification model in our problem setting. That is,
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the encoder has to not only compresses input data into a meaningful representation but also classify
the input data into a correct class. We experimentally found that the encoder can play a role as the

inference model with the same accuracy as the normal inference model as described in Section 4.5.

The quality of the data reconstructed by autoencoders depends on the number of dimensions
in the compressed representation. To improve the quality of the reconstructed data, the number
of dimensions should increase. However, in our problem setting, the number of dimensions in
the compressed representation must be equal to the number of output dimensions of the inference
model, i.e., the number of classes, so it is difficult to change the number of dimensions like au-
toencoders. Improving the quality of reconstructed data while keeping the number of dimensions

constant remains future work.

4.6.5 Potential Countermeasures

The difference between the distributions of output results of the normal inference model and the
attacked inference model can be used as a countermeasure. Our attack is realized by embedding the
reconstruction information about the input data in the output results. In other words, the distribution
of the output results is expected to be significantly different from the normal distribution of the
output results since some information is included in addition to the output results obtained by the
usual training process. For example, since the entropy of the output results may be larger than that
of the normal output results in the case of the attack, it is highly likely that the inference model has
been attacked if the entropy of the output results exceeds a certain value. On the other hand, how to
set an appropriate threshold for detecting our attack is still an issue. Another countermeasure is to
keep the high complexity of each class in a dataset used for training. As discussed in Section 4.6.2, it
is difficult to reconstruct images with high similarity to input images by our attack against a dataset
in which each class has high complexity. However, if we make a dataset with the high complexity
of each class, the classification for a dataset may become difficult and the accuracy may decrease,

so the trade-off is an issue to be addressed.
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4.7 Conclusion

In this chapter, we presented an attack that can obtain images with high similarity to the input data
by embedding the reconstruction information of the input data in the output result of machine learn-
ing models. We also found that the inference model is as accurate as the model trained normally,
even when the input data reconstruction information is embedded in the output result. In fact, our
attack is a threat to privacy violation in an environment where the model is used while keeping the
input data secret because the adversary can reconstruct the input data if only the output result is
obtained. We also introduced a measure of the complexity of the dataset and found a strong correla-
tion between the complexity and the similarity. Future work includes improving our attack method
so that it can achieve high similarity even with high-complexity datasets and extending our attack

method so that it can be adapted to domains other than image classification.
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Chapter 5

Conclusion

The Al supply chain in this thesis is an end-to-end workflow that represents the full lifecycle of
an Al system, covering data collection, model training, deployment, and operation, and involving
multiple entities such as data providers, model trainers, model providers, and model users. This
thesis has examined fundamental security and privacy challenges that arise from malicious model
trainers in the Al supply chain systems and has presented a unified attack and defense perspective

when the model trainers act maliciously in distributed and centralized learning settings.

In the first part (Chapter 2) of this thesis, we focused on security and privacy risks when lo-
cal model trainers act maliciously in a distributed learning setting. In this scenario, we proposed
the Secure and Private Gradient Computation (SPGC) framework, which integrates Secure Multi-
party Computation (MPC) and Differential Privacy (DP) to simultaneously achieve security against
backdoor attacks and privacy guarantees against data reconstruction attacks under malicious local
model trainers. Our experimental results across multiple datasets showed that SPGC significantly
reduces vulnerability to these attacks while maintaining higher model accuracy compared to exist-
ing approaches, demonstrating that strong security and privacy guarantees can coexist with practical

model utility in collaborative learning environments.

The second part (Chapter 3) of this thesis explored a fundamentally different and substantially
more powerful adversarial setting: the case in which the model trainer in a centralized learning

setting behaves maliciously to conduct backdoor attacks. Under this stronger adversary setting,
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revealing potential threats of backdoor attacks enables us to proactively develop corresponding de-
fense mechanisms. We introduced TALPA, a backdoor attack that directly manipulates latent repre-
sentations to embed highly persistent and stealthy malicious behaviors, and discussed the potential
defense methods against TALPA. This attack demonstrated strong backdoor removal resilience to
common defenses such as pruning and transfer learning, illustrating that a malicious model trainer
can realize backdoor behaviors far beyond the capabilities assumed in traditional research.

The third part (Chapter 4) of this thesis further investigated the threat of data reconstruction
under a malicious model trainer and proposed a novel attack strategy in which input-dependent
information is intentionally encoded into model outputs during training. Like Chapter 3, under this
stronger adversary setting, identifying the potential threats of data reconstruction attacks allows
us to proactively develop appropriate defense mechanisms. Our attack enables the reconstruction
of user inputs even in confidential inference settings where input data remain hidden from the
model trainer, revealing a fundamental privacy vulnerability that cannot be mitigated by confidential
inference settings alone. Further analysis showed that the class diversity of the training dataset
significantly influences reconstruction difficulty, providing insight into how the training dataset
structure contributes to privacy risk in our attack.

Taken together, the contributions of this thesis provide a comprehensive characterization of
security and privacy across the Al supply chain systems. Under malicious model trainers, we have
established effective defenses in a distributed learning setting and revealed new attack threats in a
centralized learning setting. These findings underscore the necessity of expanding threat scenarios
of security and privacy to include the model trainer as a potentially adversarial entity, particularly
as Al models are increasingly shared, reused, and integrated across complex supply chains.

A further research direction to realize secure and privacy-preserving Al supply chain systems
is to develop theoretically grounded defenses that remain robust even against adversaries with full
control over the training pipeline. We presented one example of a threat that can arise under such
an adversary model in this thesis, but many other potential threats may still exist. Therefore, it
is important to theoretically characterize the range of attacks that defense mechanisms can protect
against. Another research direction is to enable each entity to verify the security and privacy of the

Al supply chain systems through the introduction of auditability and certification mechanisms for
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data and models. This verifiable trust is crucial for building trustworthy Al supply chain systems
that can safely support future societal and industrial needs.

Through the investigation of both attack and defense perspectives under malicious model train-
ers, this thesis contributes to the foundation for constructing secure and privacy-preserving Al sup-
ply chain systems. We hope that the insights gained here will advance the development of trustwor-
thy Al supply chain systems and foster a deeper understanding of the intricate interplay between

security, privacy, and the structure of the Al supply chain systems.
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