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A Generalized Framework for Inference-Based
Diagnosis of Discrete Event Systems Capturing

Both Disjunctive and Conjunctive Decision-Making
Shigemasa Takai,Member, IEEE,and Ratnesh Kumar,Fellow, IEEE

Abstract—We have previously introduced an inference-based
framework for decentralized decision-making, comprising of
multiple observers, each with its own partial observation, where
inferencing over the ambiguities of the self and the others is
used to issue local decisions, and a global decision is taken to
be the one possessing the minimum ambiguity level. In this
setting, we previously introduced the notion of N -inference
∨-diagnosability to characterize the existence of adisjunctive
decentralized diagnosis scheme so that any fault can be detected
within a bounded delay, using at mostN -levels of inferencing,
by one of the diagnosers. While thedisjunctive scheme relies
on one of the diagnosers making the failure decision, the dual
conjunctive scheme relies onnone of the diagnosers making
the nonfailure decision. It is known that the two schemes are
incomparable, and in this paper we extend our earlier work
to provide a more general framework, introducing the notion
of N -inference diagnosability, capturing both disjunctive and
conjunctive schemes. We also develop a method for verifying
N -inference diagnosability, as well as discuss several of its useful
properties.

Index Terms—Ambiguity, decentralized diagnosis, discrete
event system, inference diagnosability, inferencing.

I. I NTRODUCTION

D IAGNOSIS of systems is important for detecting the
occurrence of any abnormal behaviors. For discrete event

systems (DESs), there exists a long history of research on
fault diagnosis (see for example [25]). When a fault occurs,
it may not be observed owing to the partial observability of
system behaviors, but its occurrence may be inferred through
additional observations of the future behaviors since the post-
fault behaviors may produce different observations from those
produced by the pre-fault behaviors. If such resolution of
fault can occur within a bounded delay, uniformly across all
possible behaviors, the system is said to be diagnosable [13].

For large complex, physically distributed systems, a central-
ized fault detection scheme may be prohibitive, and instead,
the task of fault detection may need to be performed by a set
of local diagnosers that rely on their own subsets of accessible
sensors to observe the system behavior. There are many
prior papers dealing with decentralized/distributed diagnosis
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of DESs, including [1]–[4], [9]–[12], [14]–[16], [23], [24].
The notion of codiagnosability to capture the property that a
fault can be detected by one of the local diagnosers within
a uniformly bounded delay was formally introduced in [10].
This scheme, where at least one diagnoser issues the failure
decision, is “disjunctive” in nature, and it turns out that a dual
“conjunctive” scheme also exists, as proposed later in [24],
where a fault can be ascertained when none of the diagnosers
issue the nonfailure decision. These two dual schemes are
incomparable in general [24].

A later development in decentralized diagnosis of DESs is
the introduction of the framework for inferencing in decen-
tralized decision-making. In this setting, each diagnoser uses
not only the knowledge of its own observation, but also the
inference about the possible knowledge of other diagnosers to
arrive at its own local decision. A “winning” local decision
(one needing the least level of inferencing) is used to issue a
global decision (about whether or not a fault occurred in the
past—See the first two paragraphs of Section IV for a formal
definition, and (8) and (9) for the correctness requirements).
While the initial work on inference-based decentralized di-
agnosis considered a single-level of such inferencing about
one’s knowledge and others’ knowledge [24], a generalized
framework to allow arbitrary-levels of inferencing was pro-
posed in [8] for control and in [9] for diagnosis. While the
framework for inference-based decentralized control [8] was
general enough to capture both disjunctive and conjunctive
decision-making, the one proposed in [9] for decentralized
diagnosis was limited to only disjunctive decision-making.

The main contribution of the present work is to introduce
a generalized framework for inference-based decentralized
diagnosis that not only supports multi-levels of inferencing
over self-knowledge and the inferred others’ knowledge, but
also supportsboth the disjunctive and conjunctive schemes of
decision-making. The main difference from [9], which sup-
ports only the disjunctive scheme, lies in the identification of
the seed pair of failure and nonfailure behaviorsthat must be
disambiguated through inferencing. In [9], this seed pair was
simply taken to be all failure versus all nonfailure behaviors.
It turns out that this is bit strong, and instead only those
failure behaviors that have allowed the execution of post-fault
behaviors to a certain minimum number of steps (equaling
the uniformly bounded delay of detection) must be disam-
biguated from the nonfailure behaviors. The generalization to
capture both disjunctive and conjunctive cases requires new
insights in correctly identifying the “seed” pair of languages
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that an inference-based decentralized diagnosis approach must
discriminate in order to arrive at the desired correct decisions
of disjunctive as well as conjunctive scenarios, and formally
establishing the correctness of these new insights.

Another key contribution is demonstrating the existence of
a delay bound of detection that can be used to perform an
inference-based disambiguation analysis between the above
mentioned seed pair of failure versus nonfailure behaviors. It
is not known a priori as to how long, beyond the occurrence
of faults, one might “ignore” before disambiguating with the
nonfailure behaviors. We show the decidability of determining
the existence of such a delay bound, needed for defining
the seed pair of behaviors for which the inference-based
disambiguation analysis should be performed.

Yet another contribution is the comparison of the pro-
posed notion of diagnosability with the pre-existing notions
of diagnosability from the literature, formally establishing the
generality of the proposed notion, as shown in Fig. 1. Some
other properties such as generality with respect to increasing
levels of inferencing are also provided. The paper thus brings
closure to an open problem of how to perform disjunctive
as well as conjunctive decision-making for fault detection
in an inference-based setting. The results presented in this
paper were first reported at the authors’ conference papers
[19], [20] but without proofs. This paper provides additional
insights, streamlines most of the presentation and algorithms,
and includes correctness proofs.

II. N OTATION AND PRELIMINARIES

A deterministic automaton is a five-tuple
G = (Q,Σ, δ, q0, Qm), where Q is the set of states,Σ
is the finite set of events,δ : Q × Σ → Q is the partial
transition function,q0 ∈ Q is the initial state, andQm ⊆ Q is
the set of marked states1. Let Σ∗ be the set of all finite traces
of elements ofΣ, including the empty traceε. The function
δ can be generalized toδ : Q×Σ∗ → Q in the usual manner.
The generated language ofG, denoted byL(G), is defined
asL(G) = {s ∈ Σ∗ | δ(q0, s)!}, whereδ(q0, s)! denotes that
δ(q0, s) is defined.

Let K ⊆ Σ∗ be a language. The set of all prefixes of traces
in K is denoted bypr(K), i.e., pr(K) = {s ∈ Σ∗ | ∃t ∈
Σ∗ : st ∈ K}. If K = pr(K), thenK is said to be prefix-
closed. For a traces ∈ Σ∗, pr({s}) is denoted bypr(s). A
prefix-closed languageK is said to bedeadlock-freeif for any
s ∈ K, {s}Σ ∩ K ̸= ∅. For each traces ∈ Σ∗, |s| denotes
its length. For anym ∈ N, whereN denotes the set of all
nonnegative integers, letΣ≥m := {s ∈ Σ∗ | |s| ≥ m} and
Σ≤m := {s ∈ Σ∗ | |s| ≤ m}.

Let I = {1, 2, . . . , n} denote the index set of local diag-
nosers that perform the task of diagnosis. We assume that
the limited sensing capabilities of theith local diagnoserDi

(i ∈ I) can be represented by the local observation mask,
Mi : Σ → ∆i ∪ {ε}, where∆i is the set of locally observed
symbols. An eventσ ∈ Σ with Mi(σ) = ε is said to be
unobservable underMi. The local observation maskMi is
extended toMi : Σ∗ → ∆∗

i in the usual manner. Two

1In this paper, an automaton is deterministic, unless otherwise stated.

tracess, s′ ∈ Σ∗ with Mi(s) = Mi(s
′) are said to beMi-

indistinguishable. In addition, the inverse map ofMi, denoted
by M−1

i : ∆∗
i → 2Σ

∗
, is defined asM−1

i (t) = {s ∈
Σ∗ | Mi(s) = t} for each t ∈ ∆∗

i . For any languages
L ⊆ Σ∗ and L′ ⊆ ∆∗

i , Mi(L) ⊆ ∆∗
i and M−1

i (L′) ⊆ Σ∗

are defined asMi(L) = {Mi(s) ∈ ∆∗
i | s ∈ L} and

M−1
i (L′) = {s ∈ Σ∗ | Mi(s) ∈ L′}, respectively.
Let L ̸= ∅ be a prefix-closed language that represents

the generated language of a plant (system to be diagnosed)
modeled as an automatonG = (Q,Σ, δ, q0, Q), andK ⊆ L be
a nonempty prefix-closed language that represents a nonfailure
specification language. Traces inL − K are considered as
failure traces and the task of diagnosis is to determine the
execution of any trace inL−K within an additional bounded
number of system executions. Without loss of generality, the
plant languageL can be taken to be deadlock-free [9].

III. E XISTING NOTIONS OFDIAGNOSABILITY FOR

DECENTRALIZED DIAGNOSIS

In this section, we review the existing notions of diag-
nosability of the pair(L,K) of languages for decentral-
ized diagnosis. The notions of disjunctive and conjunctive-
codiagnosability that do not involve inferencing were defined
as follows.

Definition 1: [10], [24] The pair (L,K) of languages is
said to bedisjunctive-codiagnosableif

∃m ∈ N, ∀s ∈ L ∩ (L−K)Σ≥m,

∃i ∈ I : M−1
i Mi(s) ∩ L ⊆ L−K.

It is also said to beconjunctive-codiagnosableif

∃m ∈ N, ∀s ∈ K, ∃i ∈ I : M−1
i Mi(s) ∩ L ⊆ KΣ≤m.

The notion of disjunctive-codiagnosability (respectively,
conjunctive-codiagnosability) requires that there should exist
m ∈ N such that, for any failure traces ∈ L ∩ (L−K)Σ≥m

(respectively, nonfailure traces ∈ K), there exists a local
diagnoser that can distinguishs from any nonfailure trace in
K (respectively, failure trace inL ∩ (L − K)Σ≥m), where
L∩ (L−K)Σ≥m is the set of failure traces for which at least
m events occurred after the occurrence of the failure.

These notions of codiagnosability were extended by intro-
ducing a single-level of inferencing as follows.

Definition 2: [24] The pair(L,K) of languages is said to
be conditionally disjunctive-codiagnosableif

∃m ∈ N,∀s ∈ L ∩ (L−K)Σ≥m,

∃i ∈ I, ∀u ∈ M−1
i Mi(s) ∩K,

∃j ∈ I : M−1
j Mj(u) ∩ L ⊆ KΣ≤m.

It is also said to beconditionally conjunctive-codiagnosableif

∃m ∈ N, ∀s ∈ K,

∃i ∈ I, ∀u ∈ M−1
i Mi(s) ∩ L ∩ (L−K)Σ≥m,

∃j ∈ I : M−1
j Mj(u) ∩ L ⊆ L−K.

In our prior work, we have introduced a framework that
allows multi-level inferencing over various local diagnosis
decisions of varying ambiguity levels (see definition at the
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Fig. 1. A relation among notions of diagnosability for decentralized diagnosis.

beginning of Section IV, and further formulized in (7)), and
defined the notion ofN -inference∨-diagnosability [9]. A
monotonically decreasing sequence{(Fk,Hk)}k≥0 of lan-
guage pairs is defined as follows:

• Base step:
F0 := L−K, H0 := K.

• Induction step:

Fk+1 := Fk ∩

(∩
i∈I

M−1
i Mi(Hk)

)
,

Hk+1 := Hk ∩

(∩
i∈I

M−1
i Mi(Fk)

)
.

In the base step,F0 = L − K is the set of failure traces,
andH0 = K is the set of nonfailure traces. In the induction
step,Fk+1 is a sublanguage ofFk consisting of traces for
which there exists anMi-indistinguishable trace inHk for
eachi ∈ I. The sublanguageHk+1 of Hk can be understood
in a similar fashion. Then,N -inference∨-diagnosability is
defined as follows.

Definition 3: [9] The pair (L,K) of languages is said to
beN -inference∨-diagnosableif there existsm ∈ N such that
FN+1 ∩ (L ∩ (L−K)Σ≥m) = ∅.

As shown in Fig. 1, 0-inference ∨-diagnosability is
equivalent to disjunctive-codiagnosability [9]. Since
disjunctive-codiagnosability is incomparable with conjunctive-
codiagnosability [24], the inference-based diagnosis
framework of [9] does not capture the conjunctive scheme.

IV. I NFERENCE-BASED DECENTRALIZED DIAGNOSIS

Let C = {0, 1, ϕ} be the set of diagnosis decisions,
where “0” represents a nonfailure decision, “1” represents
a failure decision, and “ϕ” represents an unsure decision.
Each inference-based local diagnoserDi is defined as a map
Di : Mi(L) → C × N [9], where for eachs ∈ L,

Di(Mi(s)) = (ci(Mi(s)), ni(Mi(s))).

Here ci(Mi(s)) ∈ C denotes the diagnosis decision ofDi

following an observationMi(s) ∈ Mi(L), andni(Mi(s)) ∈

N denotes the ambiguity level of the diagnosis decision of
Di. Let n(s) ∈ N be the minimum ambiguity level of local
decisions [9], i.e.,n(s) := mini∈I ni(Mi(s)).

The decentralized diagnoser{Di}i∈I that consists of local
diagnosersDi (i ∈ I) issues global diagnosis decisions.
Formally, {Di}i∈I is defined as a map{Di}i∈I : L → C.
For eachs ∈ L, the diagnosis decision{Di}i∈I(s) is given
as follows [9]:

{Di}i∈I(s) =


1, if ∀i ∈ I : ni(Mi(s)) = n(s)

⇒ ci(Mi(s)) = 1
0, if ∀i ∈ I : ni(Mi(s)) = n(s)

⇒ ci(Mi(s)) = 0
ϕ, otherwise.

The global diagnosis decision is taken to be the same as a
local diagnosis decision possessing the minimum ambiguity
level.

A useful notion of a decentralized diagnoser is the bound-
edness of the ambiguity level of its decisions. Intuitively, a
decentralized diagnoser is said to beN -inferring if

• all failure decisions for failure traces or all nonfailure
or unsure decisions for nonfailure traces have ambiguity
levels belowN , and

• for a sufficiently long failure trace or a nonfailure trace,
there exists a “winning” local decision if the ambiguity
level is at mostN .

Definition 4: A decentralized diagnoser{Di}i∈I : L → C
is said to beN -inferring if the following two conditions hold:

1) Either

∀s ∈ L−K : {Di}i∈I(s) = 1 ⇒ n(s) ≤ N, (1)

or

∀s ∈ K : {Di}i∈I(s) ̸= 1 ⇒ n(s) ≤ N. (2)

2) There existsm ∈ N such that

∀s ∈ (L ∩ (L−K)Σ≥m) ∪K :

n(s) ≤ N ⇒ {Di}i∈I(s) ̸= ϕ. (3)
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V. GENERALIZED FRAMEWORK FOR INFERENCE-BASED

DECENTRALIZED DIAGNOSIS

Let N ∈ N be a given nonnegative integer. (N represents
a parameter of inference diagnosability and is elaborated
later.) Given a plant languageL, a nonfailure specification
languageK ⊆ L, and a nonnegative integerm ∈ N,
we inductively define a monotonically decreasing sequence
{(Fk(m),Hk(m))}k≥0 of language pairs as follows:

• Base step:

F0(m) := L ∩ (L−K)Σ≥m, H0(m) := K.

• Induction step:

Fk+1(m) := Fk(m) ∩

(∩
i∈I

M−1
i Mi(Hk(m))

)
,

Hk+1(m) := Hk(m) ∩

(∩
i∈I

M−1
i Mi(Fk(m))

)
.

Remark 1:Note that the sequence{(Fk(m),Hk(m))}k≥0

is fundamentally different from the one defined in [9], and is
needed to provide a generalized framework for inference-based
diagnosis capturing both disjunctive and conjunctive strategies.
The sequence will be reduced to the one in [9] by setting
m = 0, but that will reduce the fusion mechanism to purely
disjunctive, i.e., the conjunctive decision fusion will be lost.

Then, we have the following definition ofN -inference
diagnosability.

Definition 5: The pair (L,K) of languages is said to be
N -inference diagnosableif there existsm ∈ N such that
FN+1(m) = ∅ or HN+1(m) = ∅.

Assume that the pair(L,K) of languages isN -inference di-
agnosable so that there existsm ∈ N such thatFN+1(m) = ∅
or HN+1(m) = ∅. Note that the former impliesHN+2(m) =
∅, whereas the latter impliesFN+2(m) = ∅. Knowing that
(L,K) is N -inference diagnosable, a local diagnoser can
compute its diagnosis decision and associate an ambiguity
level with it as follows. LetFN+1(m) = ∅ or HN+1(m) = ∅
for somem ∈ N. For eachs ∈ L, the ith local diagnoserDi

computes

nf
i (Mi(s)) := min{k ∈ N | Mi(s) /∈ Mi(Hk(m))}, (4)

nh
i (Mi(s)) := min{k ∈ N | Mi(s) /∈ Mi(Fk(m))}. (5)

Note that sinceFN+1(m) = HN+2(m) = ∅ or HN+1(m) =
FN+2(m) = ∅, bothnf

i (Mi(s)) andnh
i (Mi(s)) are bounded

above byN + 2. Here nf
i (Mi(s)) represents the ambiguity

level of a failure decision contemplated by theith diagnoser
following the observationMi(s). It denotes the minimum
index k such that the observationMi(s) does not match with
the observation of any trace inHk(m). Similarly, the notation
nh
i (Mi(s)) represents the ambiguity level of a nonfailure

decision contemplated by theith diagnoser following the
observationMi(s).

For a local diagnoserDi : Mi(L) → C × N, its diag-
nosis decision and ambiguity level following an observation
Mi(s) ∈ Mi(L), i.e., Di(Mi(s)) = (ci(Mi(s)), ni(Mi(s))),

are determined as follows [9]:

ci(Mi(s)) =


1, if nf

i (Mi(s)) < nh
i (Mi(s))

0, if nh
i (Mi(s)) < nf

i (Mi(s))

ϕ, if nf
i (Mi(s)) = nh

i (Mi(s))

(6)

and

ni(Mi(s)) = min{nf
i (Mi(s)), n

h
i (Mi(s))}. (7)

I.e., the diagnosis decision with the smaller ambiguity level is
chosen.

Remark 2: In summary, the decentralized diagnosis scheme
for an N -inference diagnosable pair(L,K) of languages
can be implemented as follows. (A decidable method of
checkingN -inference diagnosability is presented in Section
VII.) For such a pair(L,K), there existsm ∈ N such
that FN+1(m) = ∅ or HN+1(m) = ∅. A method of
computing such a minimum integerm has recently been
developed in [21]. The language pairs(Fk(m),Hk(m)) (k =
0, 1, . . . , N +1) are computed offline and then each of theith
local decision-makers, i.e., diagnosers is equipped with the
set{(Mi(Fk(m)),Mi(Hk(m)))}0≤k≤N+1 of language pairs.
When the plant executes a traces ∈ L, it is observed as the
traceMi(s) at theith local site. Using (4) and (5), theith local
diagnoser computes the valuesnf

i (Mi(s)) and nh
i (Mi(s)).

When nf
i (Mi(s)) (respectively,nh

i (Mi(s))) is smaller, the
ith local diagnoser issues a failure (respectively, nonfailure)
decision with the ambiguity levelnf

i (Mi(s)) (respectively,
nh
i (Mi(s))), whereas when the two values are the same,

the unsure decision with the ambiguity levelnf
i (Mi(s)) =

nh
i (Mi(s)) is issued. Since theith local diagnoser has access

to the set{(Mi(Fk(m)),Mi(Hk(m)))}0≤k≤N+1 of language
pairs, it only needs to perform certain membership-check
and minimization operations of (4) and (5) to determine its
diagnosis decision for each observationMi(s) ∈ Mi(L).
Thus, similar to the online diagnosis scheme proposed in [10],
the online complexity is linear in the sizes of the computed
languages in{(Mi(Fk(m)),Mi(Hk(m)))}0≤k≤N+1. On the
other hand, the offline complexity of computing the said
languages is dominated by the complexity of computing the
delay boundm (which needs to be computed first). This
has the same complexity as that of verifyingN -inference
diagnosability, discussed in Remark 5, that checks for the
existenceof a finite delay boundm; the computation of an
exact delay boundm requires only certain additional linear
complexity computations (e.g., summation, minimization, and
maximization) along the paths of an acyclic automaton struc-
ture introduced in the verification steps given in Section VII.

All local decisions are collected at a central decision fusion
unit, where a global decision is always taken to be a winning
local decision, i.e., a local decision possessing the minimum
ambiguity level.N -inference diagnosability guarantees that
each fault is detected within the delay boundm (soundness),
and the failure decision is never issued for a nonfailure trace
(completeness).

First, we show thatN -inference diagnosability is a sufficient
condition for the existence of anN -inferring decentralized di-
agnoser with no missed and incorrect detections. This requires
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the following lemma, which can be proved in the same way
as Lemma 1 of [9].

Lemma 1:For any m ∈ N such thatFN+1(m) = ∅
or HN+1(m) = ∅, consider the decentralized diagnoser
{Di}i∈I : L → C that consists of the local diagnosers
Di : Mi(L) → C × N (i ∈ I) given by (4)–(7). Then,

∀s ∈ F0(m) : s ∈ Fn(s)(m),

and
∀s ∈ H0(m) : s ∈ Hn(s)(m).

The following lemma shows that the decentralized diagnoser
for which the local diagnosers are given by (4)–(7) isN -
inferring and guarantees that there are no missed and incorrect
detections.

Lemma 2: If the pair (L,K) of languages isN -inference
diagnosable, then there exists anN -inferring decentralized
diagnoser{Di}i∈I : L → C that satisfies

∃m ∈ N, ∀s ∈ L ∩ (L−K)Σ≥m : {Di}i∈I(s) = 1, (8)

∀s ∈ K : {Di}i∈I(s) ̸= 1. (9)

Proof: Since (L,K) is N -inference diagnosable, there
existsm ∈ N such thatFN+1(m) = ∅ or HN+1(m) = ∅. For
suchm, we consider the decentralized diagnoser{Di}i∈I :
L → C that consists of the local diagnosersDi : Mi(L) →
C × N (i ∈ I) given by (4)–(7).

First, we show that{Di}i∈I is N -inferring. To prove
the first condition of Definition 4, we consider the case
that FN+1(m) = ∅. Consider anys ∈ L − K such that
{Di}i∈I(s) = 1. For anyi ∈ I such thatni(Mi(s)) = n(s),
we haveci(Mi(s)) = 1, which implies thatni(Mi(s)) =
nf
i (Mi(s)) < nh

i (Mi(s)). In addition, sinceFN+1(m) =
∅, we haveMi(s) /∈ Mi(FN+1(m)), which implies that
nh
i (Mi(s)) ≤ N + 1. It follows thatn(s) = ni(Mi(s)) ≤ N .

Thus, (1) holds.
We also consider the case thatHN+1(m) = ∅. Consider

any s ∈ K such that{Di}i∈I(s) ̸= 1. Since s ∈ K,
we have s ∈ H0(m). There existsl ∈ N such that
0 ≤ l < N + 1, s ∈ Hl(m), and s /∈ Hl+1(m). Since
s ∈ Hl(m) and s /∈ Hl+1(m), there existsj ∈ I such that
s /∈ M−1

j Mj(Fl(m)). It follows that Mj(s) /∈ Mj(Fl(m)).
We haven(s) ≤ nj(Mj(s)) ≤ nh

j (Mj(s)) ≤ l < N + 1,
which implies thatn(s) ≤ N . Thus, (2) holds.

To prove the second condition of Definition 4, we consider
any s ∈ (L∩ (L−K)Σ≥m)∪K such thatn(s) ≤ N . For the
sake of contradiction, we suppose that{Di}i∈I(s) = ϕ, i.e.,
there existi, j ∈ I such thatn(s) = ni(Mi(s)) = nj(Mj(s)),
ci(Mi(s)) ̸= 1, and cj(Mj(s)) ̸= 0. We have two cases that
s ∈ L ∩ (L−K)Σ≥m ands ∈ K.

We consider the case thats ∈ L∩ (L−K)Σ≥m = F0(m).
It follows from ci(Mi(s)) ̸= 1 that n(s) = ni(Mi(s)) =
nh
i (Mi(s)), which implies thatMi(s) /∈ Mi(Fn(s)(m)). It

follows thats /∈ Fn(s)(m). This contradicts Lemma 1.
We also consider the case thats ∈ K = H0(m). It follows

from cj(Mj(s)) ̸= 0 that n(s) = nj(Mj(s)) = nf
j (Mj(s)),

which implies thatMj(s) /∈ Mj(Hn(s)(m)). It follows that
s /∈ Hn(s)(m). This contradicts Lemma 1.

Next, we prove that{Di}i∈I satisfies (8). For the sake of
contradiction, we suppose that there existss ∈ L ∩ (L −
K)Σ≥m = F0(m) such that{Di}i∈I(s) ̸= 1. Then, there
existsi ∈ I such thatn(s) = ni(Mi(s)) and ci(Mi(s)) ̸= 1.
We haven(s) = nh

i (Mi(s)), which implies thatMi(s) /∈
Mi(Fn(s)(m)). It follows thats /∈ Fn(s)(m). This contradicts
Lemma 1.

Finally, we prove that{Di}i∈I satisfies (9). For the sake of
contradiction, we suppose that there existss ∈ K = H0(m)
such that{Di}i∈I(s) = 1. Then, there existsi ∈ I such
that n(s) = ni(Mi(s)) and ci(Mi(s)) = 1. We haven(s) =
nf
i (Mi(s)), which implies thatMi(s) /∈ Mi(Hn(s)(m)). It

follows thats /∈ Hn(s)(m). This contradicts Lemma 1.
Next, we have the following lemma which states that

N -inference diagnosability is a necessary condition for the
existence of anN -inferring decentralized diagnoser with no
missed and incorrect detections.

Lemma 3: If there exists anN -inferring decentralized di-
agnoser{Di}i∈I : L → C that satisfies (8) and (9), then the
pair (L,K) of languages isN -inference diagnosable.

Proof: Since {Di}i∈I satisfies (8), there existsm ∈ N
such that

∀s ∈ L ∩ (L−K)Σ≥m : {Di}i∈I(s) = 1. (10)

For the sake of contradiction, we suppose that(L,K) is not
N -inference diagnosable. Then, we haveFN+1(m) ̸= ∅ and
HN+1(m) ̸= ∅. Since{Di}i∈I is N -inferring, we have the
two cases that a) (1) holds and b) (2) holds.

First, we show that in the case a), there exists0, s1, . . . , sl ∈
L and i0, i1, . . . , il−1 ∈ I such that

• sj ∈
{

Fn(sj)+1(m), if j is an even number
Hn(sj)+1(m), if j is an odd number

(j =

0, 1, . . . , l),
• n(sj) > n(sj+1) (j = 0, 1, . . . , l − 1),
• n(sl) = 0,
• Mij (sj) = Mij (sj+1) (j = 0, 1, . . . , l − 1).

We can pick ups0 ∈ FN+1(m) ̸= ∅. Sinces0 ∈ F0(m) =
L ∩ (L − K)Σ≥m, we have by (10) that{Di}i∈I(s0) = 1.
It follows from (1) that n(s0) ≤ N . Then, we haves0 ∈
FN+1(m) ⊆ Fn(s0)+1(m). In addition, there existsi0 ∈ I
such thatni0(Mi0(s0)) = n(s0) andci0(Mi0(s0)) = 1.

Since s0 ∈ Fn(s0)+1(m), we have s0 ∈
M−1

i0
Mi0(Hn(s0)(m)). Then, we can pick ups1 ∈ Hn(s0)(m)

such thatMi0(s0) = Mi0(s1). Sinces1 ∈ H0(m) = K, it
follows from (9) that{Di}i∈I(s1) ̸= 1. There existsi1 ∈ I
such thatni1(Mi1(s1)) = n(s1) andci1(Mi1(s1)) ̸= 1. Since

n(s1) ≤ ni0(Mi0(s1)) = ni0(Mi0(s0)) = n(s0) ≤ N,

we have by the second condition of Definition 4 that
{Di}i∈I(s1) = 0, i.e.,

∀i ∈ I : ni(Mi(s1)) = n(s1) ⇒ ci(Mi(s1)) = 0.

It follows from ci0(Mi0(s1)) = ci0(Mi0(s0)) = 1 that

n(s1) < ni0(Mi0(s1)) = ni0(Mi0(s0)) = n(s0).

Thus, we haves1 ∈ Hn(s0)(m) ⊆ Hn(s1)+1(m).
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Since s1 ∈ Hn(s1)+1(m), we have s1 ∈
M−1

i1
Mi1(Fn(s1)(m)). Then, we can pick up

s2 ∈ Fn(s1)(m) such that Mi1(s1) = Mi1(s2).
Since s2 ∈ F0(m) = L ∩ (L − K)Σ≥m, we have
{Di}i∈I(s2) = 1. There exists i2 ∈ I such that
ni2(Mi2(s2)) = n(s2) and ci2(Mi2(s2)) = 1. Moreover,
sinceci1(Mi1(s2)) = ci1(Mi1(s1)) ̸= 1, we have

n(s2) < ni1(Mi1(s2)) = ni1(Mi1(s1)) = n(s1).

Thus, we haves2 ∈ Fn(s1)(m) ⊆ Fn(s2)+1(m).

By repeating this procedure, we can obtains0, s1, . . . , sl ∈
L and i0, i1, . . . , il−1 ∈ I that satisfy the above four condi-
tions.

Similarly, we can show that in the case b), there exist
s0, s1, . . . , sl ∈ L and i0, i1, . . . , il−1 ∈ I such that

• sj ∈
{

Hn(sj)+1(m), if j is an even number
Fn(sj)+1(m), if j is an odd number

(j =

0, 1, . . . , l),
• n(sj) > n(sj+1) (j = 0, 1, . . . , l − 1),
• n(sl) = 0,
• Mij (sj) = Mij (sj+1) (j = 0, 1, . . . , l − 1).

In the both cases a) and b), we havesl ∈ F1(m) or sl ∈
H1(m) for sl ∈ L with n(sl) = 0.

First, we consider the case thatsl ∈ F1(m). Since sl ∈
F0(m) = L ∩ (L − K)Σ≥m, we have{Di}i∈I(sl) = 1.
There existsi ∈ I such that0 = n(sl) = ni(Mi(sl)) and
ci(Mi(sl)) = 1. Since sl ∈ M−1

i Mi(H0(m)), there exists
sli ∈ H0(m) = K such thatMi(sl) = Mi(sli). We have
{Di}i∈I(sli) ̸= 1. Since 0 = ni(Mi(sl)) = ni(Mi(sli)),
we have0 = n(sli) = ni(Mi(sli)) ≤ N . By the second
condition of Definition 4, we have{Di}i∈I(sli) = 0. Since
n(sli) = ni(Mi(sli)), we have ci(Mi(sli)) = 0. This
contradictsci(Mi(sli)) = ci(Mi(sl)) = 1.

Next, we consider the case thatsl ∈ H1(m). Since
sl ∈ H0(m) = K, we have{Si}i∈I(sl) ̸= 1. There exists
i ∈ I such that0 = n(sl) = ni(Mi(sl)) and ci(Mi(sl)) ̸= 1.
Since sl ∈ M−1

i Mi(F0(m)), there existssli ∈ F0(m) =
L ∩ (L − K)Σ≥m such thatMi(sl) = Mi(sli). We have
{Di}i∈I(sli) = 1. Since0 = ni(Mi(sl)) = ni(Mi(sli)), we
have0 = n(sli) = ni(Mi(sli)), which implies together with
{Di}i∈I(sli) = 1 that ci(Mi(sl)) = ci(Mi(sli)) = 1. This
contradictsci(Mi(sl)) ̸= 1.

The following theorem, which follows from Lemmas 2 and
3, shows thatN -inference diagnosability is a necessary and
sufficient condition for the existence of anN -inferring decen-
tralized diagnoser with no missed and incorrect detections.

Theorem 1:There exists anN -inferring decentralized diag-
noser{Di}i∈I : L → C that satisfies (8) and (9) if and only
if the pair (L,K) of languages isN -inference diagnosable.

Example 1:We consider a plant modeled by the finite
automatonG shown in Fig. 2(a). Letn = 2, ∆1 =

d

a1 b1

b′
1 f

c

f

c

a′

1

(a) G

f c

c
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a′′
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b′′
1

a2 b2

b′
2 c

c

c

c

a′

2

a′′

2
f
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c

f

cc

f b′′
2

e

d

a1 b1

b′
1

a′

1

(b) GK

c
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c

a2 b2

b′
2 c

c

c
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2

c c
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e
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q23 q24 q25 q26
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qK,16 qK,17

Fig. 2. AutomataG andGK of Example 1.

{a, a′, a′′, c, d, e}, ∆2 = {b, b′, b′′, c, d, e}, and

M1(σ) =


a, if σ ∈ {a1, a2}
a′, if σ ∈ {a′1, a′2}
a′′, if σ ∈ {a′′1 , a′′2}
σ, if σ ∈ {c, d, e}
ε, otherwise,

M2(σ) =


b, if σ ∈ {b1, b2}
b′, if σ ∈ {b′1, b′2}
b′′, if σ ∈ {b′′1 , b′′2}
σ, if σ ∈ {c, d, e}
ε, otherwise.

In addition, letK ⊆ L be a prefix-closed language generated
by the finite automatonGK shown in Fig. 2(b). I.e., the event
f denotes the occurrence of a failure.

First, we show that(L,K) is 3-inference diagnosable. We
consider anym ∈ N such thatm ≥ 1. Initially, we have

F0(m) = d(a1fc
mc∗ + b1fc

mc∗ + a1b
′
1fa

′′
1c

m−1c∗

+b1a
′
1fb

′′
1c

m−1c∗)

+e(fcmc∗ + a2b
′
2fc

mc∗ + b2a
′
2fc

mc∗),

H0(m) = pr(d(c+ + a1b
′
1c

+ + b1a
′
1c

+)

+e(a2c
+ + a2b

′
2a

′′
2c

+ + b2c
+ + b2a

′
2b

′′
2c

+)).
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Since

M1(F0(m)) = d(acmc∗ + cmc∗ + aa′′cm−1c∗

+a′cm−1c∗)

+e(cmc∗ + acmc∗ + a′cmc∗),

M2(F0(m)) = d(cmc∗ + bcmc∗ + b′cm−1c∗

+bb′′cm−1c∗)

+e(cmc∗ + b′cmc∗ + bcmc∗),

M1(H0(m)) = pr(d(c+ + ac+ + a′c+)

+e(ac+ + aa′′c+ + c+ + a′c+)),

M2(H0(m)) = pr(d(c+ + b′c+ + bc+)

+e(c+ + b′c+ + bc+ + bb′′c+)),

we have

F1(m) = F0(m) ∩

(∩
i∈I

M−1
i Mi(H0(m))

)
= d(a1fc

mc∗ + b1fc
mc∗)

+e(fcmc∗ + a2b
′
2fc

mc∗ + b2a
′
2fc

mc∗),

H1(m) = H0(m) ∩

(∩
i∈I

M−1
i Mi(F0(m))

)
= d(cmc∗ + a1b

′
1c

mc∗ + b1a
′
1c

mc∗)

+e(a2c
mc∗ + b2c

mc∗).

Moreover, by the iterative computations, we obtain

F2(m) = d(a1fc
mc∗ + b1fc

mc∗) + efcmc∗,

H2(m) = dcmc∗ + e(a2c
mc∗ + b2c

mc∗),

F3(m) = efcmc∗,

H3(m) = dcmc∗,

and finally, we haveF4(m) = H4(m) = ∅, which implies that
(L,K) is 3-inference diagnosable.

Letting m = 1, we synthesize the decentralized diagnoser
using (4)–(7). The local decisions ofD1 and D2 computed
using (4)–(7) are shown in Table I. For example,D1(da

′c) is
computed as follows. Sinceda′c ∈ M1(H1(1))−M1(H2(1)),
we have by (4) thatnf

1 (da
′c) = 2. On the other hand,

sinceda′c ∈ M1(F0(1)) − M1(F1(1)), we have by (5) that
nh
1 (da

′c) = 1. It follows that 1 = nh
1 (da

′c) < nf
1 (da

′c) = 2.
By (6) and (7), we havec1(da′c) = 0 and n1(da

′c) = 1,
which implies thatD1 makes a nonfailure decision following
the observationda′c ∈ M1(L) with the ambiguity level 1.

Then, the global diagnosis decisions of the decentral-
ized diagnoser{Di}i∈I are computed as shown in Table
II. For example,{Di}i∈I(da1fc) is computed as follows.
Since 2 = n1(M1(da1fc)) < n2(M2(da1fc)) = 3
and c1(M1(da1fc)) = 1, we have n(da1fc) = 2 and
{Di}i∈I(da1fc) = 1.

By Tables I and II, we can verify that{Di}i∈I is a 3-
inferring decentralized diagnoser that satisfies (8) and (9).

We present an example of the local and global decision
making during the online diagnosis procedure. We assume
that the plantG executes a failure traceda1b′1fa

′′
1 ∈ L−K.

Then the local diagnoserD1 (respectively,D2) observes
M1(da1b

′
1fa

′′
1) = daa′′ (respectively,M2(da1b

′
1fa

′′
1) = db′).

TABLE I
LOCAL DECISIONS OFD1 AND D2 .

t ∈ M1(L) nf
1 (t) nh

1 (t) c1(t) n1(t)

t ∈ {ε, d, e} 1 0 0 0
t ∈ dc+ 4 3 0 3
t = da 1 0 0 0

t ∈ dac+ 2 3 1 2
t = da′ 1 1 ϕ 1

t ∈ da′c+ 2 1 0 1
t ∈ daa′′c∗ 0 1 1 0
t ∈ ec+ 3 4 1 3
t = ea 1 0 0 0

t ∈ eac+ 3 2 0 2
t = ea′ 1 0 0 0

t ∈ ea′c+ 1 2 1 1
t ∈ eaa′′c∗ 1 0 0 0

t ∈ M2(L) nf
2 (t) nh

2 (t) c2(t) n2(t)

t ∈ {ε, d, e} 1 0 0 0
t ∈ dc+ 4 3 0 3
t = db 1 0 0 0

t ∈ dbc+ 2 3 1 2
t = db′ 1 1 ϕ 1

t ∈ db′c+ 2 1 0 1
t ∈ dbb′′c∗ 0 1 1 0
t ∈ ec+ 3 4 1 3
t = eb 1 0 0 0

t ∈ ebc+ 3 2 0 2
t = eb′ 1 0 0 0

t ∈ eb′c+ 1 2 1 1
t ∈ ebb′′c∗ 1 0 0 0

TABLE II
GLOBAL DECISIONS OF{Di}i∈I .

s ∈ L n(s) {Di}i∈I(s)

s ∈ pr(d(a1(f + b′1f) + b1(f + a′1f))) 0 0
s ∈ dc+ 3 0

s ∈ d(a1fc+ + b1fc+) 2 1
s ∈ d(a1b′1c

+ + b1a′1c
+) 1 0

s ∈ d(a1b′1fa
′′
1 c

∗ + b1a′1fb
′′
1 c

∗) 0 1
s ∈ pr(e(f + a2b′2f + b2a′2f)) 0 0

s ∈ efc+ 3 1
s ∈ e(a2c+ + b2c+) 2 0

s ∈ e(a2b′2fc
+ + b2a′2fc

+) 1 1
s ∈ e(a2b′2a

′′
2 c

∗ + b2a′2b
′′
2 c

∗) 0 0

The local decision making ofD1 andD2 during the execution
of da1b′1fa

′′
1 ∈ L−K is performed as follows:

D1(ε) = (c1(ε), n1(ε)) = (0, 0)
d→ D1(d) = (c1(d), n1(d)) = (0, 0)
a→ D1(da) = (c1(da), n1(da)) = (0, 0)
a′′

→ D1(daa
′′) = (c1(daa

′′), n1(daa
′′)) = (1, 0),

D2(ε) = (c2(ε), n2(ε)) = (0, 0)
d→ D2(d) = (c2(d), n2(d)) = (0, 0)
b′→ D2(db

′) = (c2(db
′), n2(db

′)) = (ϕ, 1).

Then the global decision is computed at the central decision
fusion unit as follows:

{Di}i∈I(ε) = 0
d→ {Di}i∈I(d) = 0

a1→ {Di}i∈I(da1) = 0
b′1→ {Di}i∈I(da1b

′
1) = 0

f→ {Di}i∈I(da1b
′
1f) = 0

a′′
1→ {Di}i∈I(da1b

′
1fa

′′
1) = 1.
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The occurrence of the failure eventf is detected aftera′′1 is
executed.

Remark 3: In [3], a multi-decision inference-based archi-
tecture where several inference-based decentralized diagnosers
work in parallel was proposed, and a certain diagnosability
property was defined based onN -inference∨-diagnosability
of [9]. The multi-decision architecture can be generalized
following the framework of this paper. Note that, owing to the
undecidability of joint-observability [22], the multi-decision
framework is in general undecidable (so stringent decidable
conditions have been proposed). In contrast, as we show below,
the inference-based framework is decidable for any specified
level of inferencing. (See Section VII below.)

VI. PROPERTIES OFN -INFERENCEDIAGNOSABILITY

In this section, we study various properties ofN -inference
diagnosable systems. We begin by establishing that the classes
of N -inference diagnosable systems form a monotonically
increasing sequence as a function ofN . Since the sequence
{(Fk(m),Hk(m))}k≥0 of language pairs is monotonically
decreasing for anym ∈ N, the following result is easily
obtained (the proof is omitted).

Theorem 2:For anyN ∈ N, if the pair(L,K) of languages
is N -inference diagnosable, then it is(N + 1)-inference
diagnosable.

The converse relation of Theorem 2 need not hold. For
example,(L,K) of Example 1 is 3-inference diagnosable but
not 2-inference diagnosable.

Next, we show that 0-inference diagnosability sub-
sumes both disjunctive-codiagnosability and conjunctive-
codiagnosability [10], [24], and 1-inference diagnosability
subsumes both conditional disjunctive-codiagnosability and
conditional conjunctive-codiagnosability [24].

Theorem 3:The pair (L,K) of languages is conjunctive-
codiagnosable if and only if there existsm ∈ N such that
H1(m) = ∅.

Proof: (⇒) We prove the contrapositive. We suppose that
H1(m) ̸= ∅ for any m ∈ N. We consider anys ∈ H1(m) ⊆
H0(m) = K. Then, we haves ∈ M−1

i Mi(F0(m)) for all
i ∈ I. There existsvi ∈ F0(m) = L ∩ (L − K)Σ≥m such
that Mi(s) = Mi(vi). Sincevi ∈ L ∩ (L −K)Σ≥m, we can
write vi = tiui ∈ L −K, whereti ∈ L −K and |ui| ≥ m.
We havevi ∈ M−1

i Mi(s) ∩ L andvi /∈ KΣ≤m for all i ∈ I.
Thus,(L,K) is not conjunctive-codiagnosable.

(⇐) We assume that there existsm ∈ N such thatH1(m) =
∅. Consider anys ∈ K = H0(m). SinceH1(m) = ∅ ands ∈
H0(m), there existsi ∈ I such thats /∈ M−1

i Mi(F0(m)). It
follows thatMi(s) /∈ Mi(F0(m)). For anyu ∈ M−1

i Mi(s) ∩
L, we haveMi(u) = Mi(s) /∈ Mi(F0(m)), which implies
that u /∈ F0(m) = L ∩ (L−K)Σ≥m, i.e., u ∈ KΣ≤m. Thus,
(L,K) is conjunctive-codiagnosable.

We can prove the following theorem in a similar way to
Theorem 3.

Theorem 4:The pair (L,K) of languages is disjunctive-
codiagnosable if and only if there existsm ∈ N such that
F1(m) = ∅.

The following corollary follows from Theorems 3 and 4.

Corollary 1: The pair (L,K) of languages is 0-inference
diagnosable if and only if it is disjunctive-codiagnosable or
conjunctive-codiagnosable.

Theorem 5:The pair(L,K) of languages is conditionally
conjunctive-codiagnosable if and only if there existsm ∈ N
such thatH2(m) = ∅.

Proof: (⇒) We prove the contrapositive. We suppose
that H2(m) ̸= ∅ for any m ∈ N. We consider anys ∈
H2(m) ⊆ H0(m) = K. Since s ∈ H2(m), we have
s ∈ M−1

i Mi(F1(m)) for all i ∈ I. There existsui ∈ F1(m) ⊆
F0(m) = L ∩ (L − K)Σ≥m such thatMi(s) = Mi(ui). It
follows thatui ∈ M−1

i Mi(s)∩L∩(L−K)Σ≥m for all i ∈ I.
Moreover, sinceui ∈ F1(m), we haveui ∈ M−1

j Mj(H0(m))
for all j ∈ I. There existsvij ∈ H0(m) = K such that
Mj(ui) = Mj(vij). It follows thatvij ∈ M−1

j Mj(ui)∩L and
vij /∈ L−K for all j ∈ I. Thus,(L,K) is not conditionally
conjunctive-codiagnosable.

(⇐) We prove the contrapositive. We suppose that(L,K)
is not conditionally conjunctive-codiagnosable. Then, for any
m ∈ N, there existss ∈ K = H0(m) such that

∀i ∈ I, ∃ui ∈ M−1
i Mi(s) ∩ L ∩ (L−K)Σ≥m,

∀j ∈ I : M−1
j Mj(ui) ∩ L ̸⊆ L−K.

Sinces ∈ H0(m) ands ∈ M−1
i Mi(ui) ⊆ M−1

i Mi(L ∩ (L−
K)Σ≥m) = M−1

i Mi(F0(m)) for all i ∈ I, we haves ∈
H1(m). In addition, for eachj ∈ I, sinceM−1

j Mj(ui)∩L ̸⊆
L−K, there existsvij ∈ M−1

j Mj(ui)∩K = M−1
j Mj(ui)∩

H0(m). Sinceui ∈ L ∩ (L − K)Σ≥m = F0(m) and ui ∈
M−1

j Mj(vij) ⊆ M−1
j Mj(H0(m)) for all j ∈ I, we haveui ∈

F1(m). It follows that s ∈ M−1
i Mi(ui) ⊆ M−1

i Mi(F1(m))
for all i ∈ I, which implies together withs ∈ H1(m) that
s ∈ H2(m) ̸= ∅.

We can prove the following theorem in a similar way to
Theorem 5.

Theorem 6:The pair(L,K) of languages is conditionally
disjunctive-codiagnosable if and only if there existsm ∈ N
such thatF2(m) = ∅.

The following corollary follows from Theorems 5 and 6.
Corollary 2: The pair (L,K) of languages is 1-inference

diagnosable if and only if it is conditionally disjunctive-
codiagnosable or conditionally conjunctive-codiagnosable.

Moreover, we show thatN -inference diagnosability is
weaker thanN -inference∨-diagnosability introduced in [9].
We need the following lemma.

Lemma 4:For any k,m ∈ N, Fk(m) ⊆ Fk(0) and
Hk(m) ⊆ Hk(0) hold.

Proof: We consider anym ∈ N. We use induction to
prove thatFk(m) ⊆ Fk(0) and Hk(m) ⊆ Hk(0) for any
k ∈ N.

For the base step, we have

F0(m) = L ∩ (L−K)Σ≥m ⊆ L ∩ (L−K)Σ≥0 = F0(0)

and

H0(m) = K = H0(0).
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Fig. 3. AutomataG andGK of Theorem 7.

For the induction step, we suppose thatFk(m) ⊆ Fk(0)
andHk(m) ⊆ Hk(0). Then, we have

Fk+1(m) = Fk(m) ∩

(∩
i∈I

M−1
i Mi(Hk(m))

)

⊆ Fk(0) ∩

(∩
i∈I

M−1
i Mi(Hk(0))

)
= Fk+1(0).

Similarly, we haveHk+1(m) ⊆ Hk+1(0).
Theorem 7:For anyN ∈ N, if the pair(L,K) of languages

is N -inference∨-diagnosable, then it isN -inference diagnos-
able. The converse need not hold.

Proof: Since(L,K) is N -inference∨-diagnosable, there
existsm ∈ N such thatFN+1(0)∩F0(m) = ∅. By Lemma 4,
we have

FN+1(m) = FN+1(m) ∩ F0(m) ⊆ FN+1(0) ∩ F0(m) = ∅,

which implies that(L,K) is N -inference diagnosable.
To show that the converse need not hold, we consider a plant

modeled by the finite automatonG shown in Fig. 3(a), which
is taken from [24]. Letn = 2, ∆1 = {a, a′, c}, ∆2 = {b, b′, c},
and

M1(σ) =

 c, if σ ∈ {c1, c2}
σ, if σ ∈ {a, a′}
ε, otherwise,

M2(σ) =

 c, if σ ∈ {c1, c2}
σ, if σ ∈ {b, b′}
ε, otherwise.

We assume thatK ⊆ L is generated by the finite automaton
GK shown in Fig. 3(b).

As shown in Example 5 of [24],(L,K) is conditionally
conjunctive-codiagnosable but not conditionally disjunctive-
codiagnosable. By Corollary 2, it is 1-inferece diagnosable.
However, since 1-inferece∨-diagnosability is stronger than
conditionally disjunctive-codiagnosability [9],(L,K) is not
1-inferece∨-diagnosable.

Remark 4:The notion of decentralized diagnosability was
introduced to study a distributed diagnosis problem and its
undecidability property was established in [14]. It was shown
in [17] that, for anyN ∈ N, N -inference∨-diagnosability
is strictly stronger than decentralized diagnosability. Analo-
gously, we can show thatN -inference diagnosability is also
strictly stronger than decentralized diagnosability.

VII. V ERIFICATION OFN -INFERENCEDIAGNOSABILITY

In this section, we establish the decidability of checkingN -
inference diagnosability for a pair(L,K) of regular languages.
By Corollary 1, 0-inference diagnosability is the same as
disjunctive-codiagnosability or conjunctive-codiagnosability,
and their verification has already been shown to be decidable.
So we consider the case ofN ≥ 1. For simplicity of
presentation, we consider the case of two local diagnosers,
i.e., I = {1, 2}. The results continue to hold for an arbitrary
number of local diagnosers.

Violation of N -inference diagnosability of(L,K) requires
that for anym ∈ N, FN+1(m) ̸= ∅ andHN+1(m) ̸= ∅. Our
key insight is to show that the nonemptiness ofFN+1(m) and
HN+1(m) can be characterized as the existence of certain
(2N + 3) traces inL.

Proposition 1: Consider the pair(L,K) of languages and
anym ∈ N.

1) FN+1(m) ̸= ∅ if and only if there exist(2N +3) traces
s0, s10, s11, . . . , s1N , s20, s21, . . . , s2N ∈ L such that

• s0 ∈ F0(m),
• ∀i ∈ I, ∀i′ ∈ {0, 1, . . . , N}:

sii′ ∈
{

H0(m), if i′ is an even number
F0(m), if i′ is an odd number,

• ∀i ∈ I : Mi(s0) = Mi(si0),
• ∀i′ ∈ {0, 1, . . . , N − 1}:

M2(s1i′) = M2(s1(i′+1)),
if i′ is an even number

M1(s1i′) = M1(s1(i′+1)),
if i′ is an odd number,

• ∀i′ ∈ {0, 1, . . . , N − 1}:
M1(s2i′) = M1(s2(i′+1)),

if i′ is an even number
M2(s2i′) = M2(s2(i′+1)),

if i′ is an odd number.

2) HN+1(m) ̸= ∅ if and only if there exist (2N +3) traces
s0, s10, s11, . . . , s1N , s20, s21, . . . , s2N ∈ L such that

• s0 ∈ H0(m),
• ∀i ∈ I, ∀i′ ∈ {0, 1, . . . , N}:

sii′ ∈
{

F0(m), if i′ is an even number
H0(m), if i′ is an odd number,

• ∀i ∈ I : Mi(s0) = Mi(si0),
• ∀i′ ∈ {0, 1, . . . , N − 1}:

M2(s1i′) = M2(s1(i′+1)),
if i′ is an even number

M1(s1i′) = M1(s1(i′+1)),
if i′ is an odd number,

• ∀i′ ∈ {0, 1, . . . , N − 1}:
M1(s2i′) = M1(s2(i′+1)),

if i′ is an even number
M2(s2i′) = M2(s2(i′+1)),

if i′ is an odd number.
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Proof: We only prove the first part. The second part can
be proved analogously.

(⇒) SinceFN+1(m) ̸= ∅, we can pick ups0 ∈ FN+1(m).
We haves0 ∈ FN+1(m) ⊆ F0(m). Since

s0 ∈ FN+1(m) ⊆
∩
i∈I

M−1
i Mi(HN (m)),

there exists10, s20 ∈ HN (m) ⊆ H0(m) such thatM1(s0) =
M1(s10) andM2(s0) = M2(s20), respectively. Also, since

s10, s20 ∈ HN (m) ⊆
∩
i∈I

M−1
i Mi(FN−1(m)),

there exist s11, s21 ∈ FN−1(m) ⊆ F0(m) such that
M2(s10) = M2(s11) and M1(s20) = M1(s21), respectively.
In addition, since

s11, s21 ∈ FN−1(m) ⊆
∩
i∈I

M−1
i Mi(HN−2(m)),

there exist s12, s22 ∈ HN−2(m) ⊆ H0(m) such that
M1(s11) = M1(s12) and M2(s21) = M2(s22), re-
spectively. By repeating this procedure, we can obtain
s0, s10, s11, . . . , s1N , s20, s21, . . . , s2N ∈ L that satisfy the
five conditions of the first part of the lemma.

(⇐) We considers0, s10, s11, . . . , s1N , s20, s21, . . . , s2N ∈
L that satisfy the five conditions of the first part of the lemma.
We proveFN+1(m) ̸= ∅ by showing thats0 ∈ FN+1(m).

First, we show thats0 ∈ F1(m) and

∀i ∈ I,∀i′ ∈ {0, 1, . . . , N − 1} :

sii′ ∈
{

H1(m), if i′ is an even number
F1(m), if i′ is an odd number.

Since s0 ∈ F0(m), Mi(s0) = Mi(si0), and si0 ∈ H0(m)
for each i ∈ {1, 2}, we haves0 ∈ F1(m). In addition,
for s10, since M1(s10) = M1(s0), M2(s10) = M2(s11),
s10 ∈ H0(m), ands0, s11 ∈ F0(m), we haves10 ∈ H1(m).
Analogously, we haves20 ∈ H1(m). Furthermore, fors1i′
(i′ ∈ {1, 2, . . . , N − 1}), if i′ is an even number, then
M1(s1i′) = M1(s1(i′−1)), M2(s1i′) = M2(s1(i′+1)), s1i′ ∈
H0(m), and s1(i′−1), s1(i′+1) ∈ F0(m), which implies that
s1i′ ∈ H1(m). If i′ is an odd number, thenM2(s1i′) =
M2(s1(i′−1)), M1(s1i′) = M1(s1(i′+1)), s1i′ ∈ F0(m), and
s1(i′−1), s1(i′+1) ∈ H0(m), which implies thats1i′ ∈ F1(m).
Analogously, we have

s2i′ ∈
{

H1(m), if i′ is an even number
F1(m), if i′ is an odd number.

In a similar way, we can show thats0 ∈ F2(m) and

∀i ∈ I,∀i′ ∈ {0, 1, . . . , N − 2} :

sii′ ∈
{

H2(m), if i′ is an even number
F2(m), if i′ is an odd number.

By repeating the above procedure, we can obtains0 ∈ FN (m)
and s10, s20 ∈ HN (m). SinceMi(s0) = Mi(si0) for each
i ∈ {1, 2}, we haves0 ∈ FN+1(m).

Note that from the proof of Proposition 1, in case of
FN+1(m) ̸= ∅, for each i, sii′ ∈ HN−i′(m) for even
i′ and sii′ ∈ FN−i′(s) for odd i′. The dual holds when
HN+1(m) ̸= ∅: for each i, sii′ ∈ FN−i′(m) for even i′

and sii′ ∈ HN−i′(m) for odd i′. In other words, lower-
indexed traces are members of higher-indexed, smaller-sized,
failure/nonfailure sets.

We develop a method for verifyingN -inference diagnos-
ability based on Proposition 1. We first test the nonemptiness
of FN+1(m) for anym ∈ N. (The nonemptiness ofHN+1(m)
for any m ∈ N can be checked similarly.) For this, we
construct an automaton that generates the(2N + 3) traces
satisfying the last three of the five conditions of the first part
of Proposition 1. (Note that these conditions do not involve
m which is an unknown parameter.) We begin by refining
the plant model with respect to the nonfailure specification
model. Let G = (Q,Σ, δ, q0, Q) be the finite plant model
with L(G) = L and GK = (QK ,Σ, δK , qK,0, QK) be a
finite generator of the nonfailure specification language, i.e.,
L(GK) = K. We augment the generatorGK by adding a
dump stated /∈ QK . Formally, the augmented generator is
defined asG̃K = (Q̃K ,Σ, δ̃K , qK,0, Q̃K), whereQ̃K = QK ∪
{d}, and the state transition functioñδK : Q̃K × Σ → Q̃K is
defined as

δ̃K(q̃K , σ) =

{
δK(q̃K , σ), if q̃K ∈ QK ∧ δK(q̃K , σ)!
d, otherwise.

Then, we haveL(G̃K) = Σ∗. The refinement of the
plant with respect to the specification is obtained by tak-
ing the synchronous product [7]:G ∥ G̃K = (Q ×
Q̃K ,Σ, ξ, (q0, qK,0), Q × Q̃K). Then, we haveL(G∥G̃K) =
L(G) ∩ L(G̃K) = L ∩ Σ∗ = L. For eachs ∈ L, s ∈ L −K
if and only if G∥G̃K reaches a state whose second coordinate
is the dump stated by the execution ofs.

The index set of (2N + 3) traces
s0, s10, s11, . . . , s1N , s20, s21, . . . , s2N ∈ L of Proposition 1
is denoted by

IN = {0, 10, 11, . . . , 1N, 20, 21, . . . , 2N}.

Among these (2N + 3) traces,
s0, s11, s13, . . . , s1l, s21, s23, . . . , s2l ∈ L − K are failure
traces, where

l =

{
N − 1, if N is an even number
N, if N is an odd number,

and their index set is denoted by

IFN = {0, 11, 13, . . . , 1l, 21, 23, . . . , 2l}.

Having introduced the above notations for the two in-
dex sets, we are ready to build a generator of all traces
s0, s10, s11, . . . , s1N , s20, s21, . . . , s2N ∈ L that satisfy the last
three of the five conditions of the first part of Proposition 1.
We define

TFN = (RFN ,ΣFN , αFN , rFN,0, RFN,m)

as follows:
• The state setRFN is defined asRFN = (Q × Q̃K) ×

Q10×Q11×· · ·×Q1N ×Q20×Q21×· · ·×Q2N , where

Qii′ =

{
QK , if i′ is an even number
Q× Q̃K , if i′ is an odd number

for any i ∈ I and anyi′ ∈ {0, 1, . . . , N}.
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• The initial staterFN,0 ∈ RFN is given as

rFN,0 = ((q0, qK,0), q10,0, q11,0, . . . , q1N,0,

q20,0, q21,0, . . . , q2N,0),

where

qii′,0 =

{
qK,0, if i′ is an even number
(q0, qK,0), if i′ is an odd number

for any i ∈ I and anyi′ ∈ {0, 1, . . . , N}.
• The setRFN,m of marked states is defined as

RFN,m = {rFN ∈ RFN | ∀iFN ∈ IFN :

rFN (iFN ) ∈ Q× {d}},

where, for each

rFN = ((q, qK), q10, q11, . . . , q1N , q20, q21, . . . , q2N )

in RFN , we let rFN (0) = (q, qK) and rFN (ii′) = qii′
for eachi ∈ I and eachi′ ∈ {0, 1, . . . , N}.

• The event setΣFN is defined as

ΣFN = (Σ ∪ {ε})× (Σ ∪ {ε})× · · · × (Σ ∪ {ε})︸ ︷︷ ︸
(2N + 3) times

−{(ε, ε, . . . , ε)}.

• For eachrFN = ((q, qK), q10, . . . , q1N , q20, . . . , q2N )
and each σFN = (σ, σ10, . . . , σ1N , σ20, . . . , σ2N ),
αFN (rFN , σFN )! if the following five conditions are
satisfied:

– σ ̸= ε ⇒ ξ((q, qK), σ)!,
– ∀i ∈ I, ∀i′ ∈ {0, 1, . . . , N} : σii′ ̸= ε ⇒{

δK(qii′ , σii′)!, if i′ is an even number
ξ(qii′ , σii′)!, if i′ is an odd number,

– ∀i ∈ I : Mi(σ) = Mi(σi0),
– ∀i′ ∈ {0, 1, . . . , N − 1}:

M2(σ1i′) = M2(σ1(i′+1)),
if i′ is an even number

M1(σ1i′) = M1(σ1(i′+1)),
if i′ is an odd number,

– ∀i′ ∈ {0, 1, . . . , N − 1}:
M1(σ2i′) = M1(σ2(i′+1)),

if i′ is an even number
M2(σ2i′) = M2(σ2(i′+1)),

if i′ is an odd number.

If αFN (rFN , σFN )!, then

αFN (rFN , σFN )

= ((q′, q′K), q′10, q
′
11, . . . , q

′
1N , q′20, q

′
21, . . . , q

′
2N ),

where

(q′, q′K) =

{
ξ((q, qK), σ), if σ ̸= ε
(q, qK), otherwise

and

q′ii′ =



δK(qii′ , σii′),
if σii′ ̸= ε ∧ [i′ is an even number]

ξ(qii′ , σii′),
if σii′ ̸= ε ∧ [i′ is an odd number]

qii′ ,
otherwise.

For eachσFN = (σ, σ10, σ11, . . . , σ1N , σ20, σ21, . . . , σ2N )
in ΣFN , we let σFN (0) = σ and σFN (ii′) = σii′ for
each i ∈ I and eachi′ ∈ {0, 1, . . . , N}. Furthermore, for
a tracesFN = σFN,1σFN,2 · · ·σFN,l ∈ Σ∗

FN (l ≥ 1), we
let sFN (iN ) = σFN,1(iN )σFN,2(iN ) · · ·σFN,l(iN ) for each
iN ∈ IN . In addition, letsFN (iN ) = ε for eachiN ∈ IN if
sFN = ε.

From the construction ofTFN , the following proposition is
obtained (the proof is omitted).

Proposition 2: Consider any (2N + 3) traces
s0, s10, s11, . . . , s1N , s20, s21, . . . , s2N ∈ L such that
siN ∈ K for each iN ∈ IN − IFN . Then these(2N + 3)
traces satisfy the last three of the five conditions of the first
part of Proposition 1 if and only if there existssFN ∈ L(TFN )
such thatsFN (iN ) = siN for eachiN ∈ IN .

Now that we have constructed a generator of all(2N + 3)
traces that satisfy the last three of the five conditions of the first
part of Proposition 1, we next extend the construction that can
be used to satisfy all the five conditions. Since the parameter
m ∈ N is not known a priori, we must checkFN+1(m) ̸= ∅
for anym (to help establish non-diagnosability).m represents
the number of steps of post-fault executions, and in fact
TFN accepts tracessFN such thatsFN (0) ∈ FN+1(m)
with m = 0. To allow an arbitrary number of post-fault
executions (equivalently, an arbitrary value ofm), the post-
fault extensions inTFN must visit cycles leading to an
arbitrary growth in the numberm of post-fault executions.
Note that a single cycle may not elongate all(2l + 1) failure
tracessiFN

(iFN = 0, 11, 13, . . . , 1l, 21, 23, . . . , 2l) because
some of these trace elements may witness onlyε-transitions
along that cycle. Hence a multitude of cycles may need to be
executed sequentially to elongate all the(2l+1) failure trace
elements. To keep track of which cycles elongate which of
the trace elements (by executing at least one non-ε-transition),
we collapse all the maximal strongly connected components
(max-SCCs) ofTFN into individual nodes, labeling those
nodes with the trace elements that witness at least one non-
ε-transition in the corresponding max-SCCs, and build a
nondeterministic acyclic automaton over the node set of max-
SCCs,TFN = (VFN ,ΣFN , βFN , VFN,0, VFN,m), as follows:

• The state set VFN is defined as VFN =
{VFN,0, VFN,1, . . . , VFN,|VFN |−1}, where, for any
k ∈ {0, 1, . . . , |VFN | − 1}, VFN,k is a max-SCC
of TFN . Without loss of generality, we assume that
rFN,0 ∈ VFN,0.

• The setVFN,m of marked states is defined asVFN,m =
{VFN,k ∈ VFN | VFN,k ∩RFN,m ̸= ∅}.

• The nondeterministic state transition functionβFN :
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VFN × ΣFN → 2VFN is defined as

βFN (VFN,k, σFN )

= {VFN,k′ ∈ VFN | k ̸= k′

∧[∃rFN ∈ VFN,k, ∃r′FN ∈ VFN,k′ :

αFN (rFN , σFN ) = r′FN ]}

for eachVFN,k ∈ VFN and eachσFN ∈ ΣFN .
A labeling function JFN : VFN → 2IFN is defined as

JFN (VFN,k)

= {iFN ∈ IFN | [∃rFN ∈ VFN,k :

rFN (iFN ) ∈ Q× {d}]
∧[∃rFN , r′FN ∈ VFN,k, ∃σFN ∈ ΣFN :

αFN (rFN , σFN ) = r′FN ∧ σFN (iFN ) ̸= ε]}

for eachVFN,k ∈ VFN . Then by the construction,iFN ∈
JFN (VFN,k) means thatsiFN

can be extended to an arbitrarily
long failure trace in a max-SCCVFN,k. Therefore, we can
test whetherFN+1(m) ̸= ∅ for any m ∈ N by verifying

the existence of a pathVFN,0 = VFN,k0

σ
(k0)

FN→ VFN,k1

σ
(k1)

FN→

· · ·
σ
(kh−1)

FN→ VFN,kh
∈ VFN,m in TFN such that the union of

labels ofVFN,kj (j = 0, 1, . . . , h) is equal to the index set
IFN of all (2l + 1) failure traces. This is formalized by the
following proposition. (The proof is found in the appendix.)

Proposition 3: Consider the pair(L,K) of regular lan-
guages. Then,FN+1(m) ̸= ∅ for any m ∈ N if and only

if there exists a pathVFN,0 = VFN,k0

σ
(k0)

FN→ VFN,k1

σ
(k1)

FN→

· · ·
σ
(kh−1)

FN→ VFN,kh
∈ VFN,m in the acyclic automatonTFN

such that ∪
k∈{k0,k1,...,kh}

JFN (VFN,k) = IFN . (11)

Dually to check the nonemptiness ofHN+1(m) for any
m ∈ N, we constructTHN andTHN dual toTFN andTFN ,
respectively. Among the(2N +3) traces of the second part of
Proposition 1,s10, s12, . . . , s1l, s20, s22, . . . , s2l ∈ L −K are
failure traces, where

l =

{
N, if N is an even number
N − 1, if N is an odd number,

and their index set is denoted by

IHN = {10, 12, . . . , 1l, 20, 22, . . . , 2l}.

Then we defineTHN = (RHN ,ΣHN , αHN , rHN,0, RHN,m)
as follows:

• The state setRHN is defined asRHN = QK × Q10 ×
Q11 × · · · ×Q1N ×Q20 ×Q21 × · · · ×Q2N , where

Qii′ =

{
Q× Q̃K , if i′ is an even number
QK , if i′ is an odd number

for any i ∈ I and anyi′ ∈ {0, 1, . . . , N}.
• The initial staterHN,0 ∈ RHN is given as

rHN,0 = (qK,0, q10,0, q11,0, . . . , q1N,0,

q20,0, q21,0, . . . , q2N,0),

where

qii′,0 =

{
(q0, qK,0), if i′ is an even number
qK,0, if i′ is an odd number

for any i ∈ I and anyi′ ∈ {0, 1, . . . , N}.
• The setRHN,m of marked states is defined as

RHN,m = {rHN ∈ RHN | ∀iHN ∈ IHN :

rHN (iHN ) ∈ Q× {d}},

where, for eachrHN ∈ RHN , rHN (iN ) (iN ∈ IN ) is
defined in the same way asrFN (iN ), whererFN ∈ RFN .

• The event setΣHN is defined asΣHN = ΣFN .
• For each rHN = (qK , q10, . . . , q1N , q20, . . . , q2N )

and each σHN = (σ, σ10, . . . , σ1N , σ20, . . . , σ2N ),
αHN (rHN , σHN )! if the following five conditions are
satisfied:

– σ ̸= ε ⇒ δK(qK , σ)!,
– ∀i ∈ I, ∀i′ ∈ {0, 1, . . . , N} : σii′ ̸= ε ⇒{

ξ(qii′ , σii′)!, if i′ is an even number
δK(qii′ , σii′)!, if i′ is an odd number,

– ∀i ∈ I : Mi(σ) = Mi(σi0),
– ∀i′ ∈ {0, 1, . . . , N − 1}:

M2(σ1i′) = M2(σ1(i′+1)),
if i′ is an even number

M1(σ1i′) = M1(σ1(i′+1)),
if i′ is an odd number,

– ∀i′ ∈ {0, 1, . . . , N − 1}:
M1(σ2i′) = M1(σ2(i′+1)),

if i′ is an even number
M2(σ2i′) = M2(σ2(i′+1)),

if i′ is an odd number.

If αHN (rHN , σHN )!, then

αHN (rHN , σHN )

= (q′K , q′10, q
′
11, . . . , q

′
1N , q′20, q

′
21, . . . , q

′
2N ),

where

q′K =

{
δK(qK , σ), if σ ̸= ε
qK , otherwise

and

q′ii′ =



ξ(qii′ , σii′),
if σii′ ̸= ε ∧ [i′ is an even number]

δK(qii′ , σii′),
if σii′ ̸= ε ∧ [i′ is an odd number]

qii′ ,
otherwise.

For eachσHN ∈ ΣHN and sHN ∈ Σ∗
HN , σHN (iN ) and

sHN (iN ) (iN ∈ IN ) are defined in the same way asσFN (iN )
and sFN (iN ), respectively, whereσFN ∈ ΣFN and sFN ∈
Σ∗

FN .
From the construction ofTHN , the following proposition is

obtained (the proof is omitted).
Proposition 4: Consider any (2N + 3) traces

s0, s10, s11, . . . , s1N , s20, s21, . . . , s2N ∈ L such that
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siN ∈ K for each iN ∈ IN − IHN . Then these(2N + 3)
traces satisfy the last three of the five conditions of the
second part of Proposition 1 if and only if there exists
sHN ∈ L(THN ) such thatsHN (iN ) = siN for eachiN ∈ IN .

Using THN , we construct a nondeterministic acyclic au-
tomatonTHN = (VHN ,ΣHN , βHN , VHN,0, VHN,m) over the
node set of max-SCCs ofTHN as follows:

• The state set VHN is defined as VHN =
{VHN,0, VHN,1, . . . , VHN,|VHN |−1}, where, for any
k ∈ {0, 1, . . . , |VHN | − 1}, VHN,k is a max-SCC
of THN . Without loss of generality, we assume that
rHN,0 ∈ VHN,0.

• The setVHN,m of marked states is defined asVHN,m =
{VHN,k ∈ VHN | VHN,k ∩RHN,m ̸= ∅}.

• The nondeterministic state transition functionβHN :
VHN × ΣHN → 2VHN is defined as

βHN (VHN,k, σHN )

= {VHN,k′ ∈ VHN | k ̸= k′

∧[∃rHN ∈ VHN,k, ∃r′HN ∈ VHN,k′ :

αHN (rHN , σHN ) = r′HN ]}

for eachVHN,k ∈ VHN and eachσHN ∈ ΣHN .

A labeling functionJHN : VHN → 2IHN is defined as

JHN (VHN,k)

= {iHN ∈ IHN | [∃rHN ∈ VHN,k :

rHN (iHN ) ∈ Q× {d}]
∧[∃rHN , r′HN ∈ VHN,k, ∃σHN ∈ ΣHN :

αHN (rHN , σHN ) = r′HN ∧ σHN (iHN ) ̸= ε]}

for eachVHN,k ∈ VHN .
Similar to Proposition 3, we have the following result (the

proof is similar and omitted).
Proposition 5: Consider the pair(L,K) of regular lan-

guages. Then,HN+1(m) ̸= ∅ for any m ∈ N if and only

if there exists a pathVHN,0 = VHN,k0

σ
(k0)

HN→ VHN,k1

σ
(k1)

HN→

· · ·
σ
(kh−1)

HN→ VHN,kh
∈ VHN,m in the acyclic automatonTHN

such that ∪
k∈{k0,k1,...,kh}

JHN (VHN,k) = IHN . (12)

Then we have the following theorem that can be used to
decidably testN -inference diagnosability.

Theorem 8:The pair(L,K) of regular languages is notN -
inference diagnosable if and only if

• there exists a pathVFN,0 = VFN,k0

σ
(k0)

FN→ VFN,k1

σ
(k1)

FN→

· · ·
σ
(kh−1)

FN→ VFN,kh
∈ VFN,m in the acyclic automaton

TFN that satisfies (11), and

• there exists a pathVHN,0 = VHN,k0

σ
(k0)

HN→ VHN,k1

σ
(k1)

HN→

· · ·
σ
(kh−1)

HN→ VHN,kh
∈ VHN,m in the acyclic automaton

THN that satisfies (12).

Remark 5:To verify N -inference diagnosability of the pair
(L,K) of regular languages using Theorem 8, we first need to

construct the finite automataTFN andTHN . By the definitions
of TFN and THN , the complexity of constructing them is
shown in Table III. Next, we construct the nondeterministic
acyclic automataTFN andTHN by identifying all max-SCCs
of TFN andTHN . This complexity isO((|RFN |+ |RHN |)×
|Σ|1+

∑N
k=0 n(n−1)k), where

|RFN |

=


O(|Q|1+

∑N/2
k=1 n(n−1)2k−1 · |QK |1+

∑N
k=0 n(n−1)k),

if N is an even number

O(|Q|1+
∑(N+1)/2

k=1 n(n−1)2k−1 · |QK |1+
∑N

k=0 n(n−1)k),
if N is an odd number,

|RHN |

=


O(|Q|

∑N/2
k=0 n(n−1)2k · |QK |1+

∑N
k=0 n(n−1)k),

if N is an even number

O(|Q|
∑(N−1)/2

k=0 n(n−1)2k · |QK |1+
∑N

k=0 n(n−1)k),
if N is an odd number.

Then, N -inference diagnosability of(L,K) can be verified
by exploring all paths ofTFN andTHN that end with marked
states. It should be further noted that the verification is an
offline activity (and so more manageable), while, and as
noted in Remark 2, online activity for making a diagnosis
decision requires membership-checks in certain languages that
are computed offline, plus certain minimization computations,
and these are similarly also manageable.

The following example illustrates the verification result of
Theorem 8.

Example 2:We revisit the setting of Example 1. We verify
whether(L,K) is 2-inference diagnosable using Theorem 8.

First, we construct the finite automatonTF2 to verify
whether there existsm ∈ N such thatF3(m) = ∅. A part
of TF2 is shown in Fig. 4. UsingTF2, the acyclic automaton
TF2 is constructed. The corresponding part ofTF2 is shown
in Fig. 5. Since

((q17, d), qK,14, (q25, d), qK,17, qK,13, (q24, d), qK,16)
(c,c,c,c,c,c,c)→

((q17, d), qK,14, (q25, d), qK,17, qK,13, (q24, d), qK,16)

in TF2, we have

JF2({((q17, d), qK,14, (q25, d), qK,17, qK,13, (q24, d), qK,16)})
= {0, 11, 21} = IF2.

Thus, the path shown in Fig. 5 satisfies (11) in Proposition 3,
which implies thatF3(m) ̸= ∅ for anym ∈ N. Similarly, we
can verify by Proposition 5 thatH3(m) ̸= ∅ for any m ∈ N.
Thus, by Theorem 8, we can conclude that(L,K) is not 2-
inference diagnosable.

VIII. C ONCLUSION

A framework for inference-based decentralized decision-
making for fault detection has been proposed, which supports
multi-level inferencingfor disjunctiveas well asconjunctive
decision making. The notion ofN -inference diagnosability
was introduced and its necessity and sufficiency were es-
tablished. A thorough comparison with the existing notions
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TABLE III
COMPLEXITY FOR CONSTRUCTING AUTOMATATFN AND THN .

Complexity of constructingTFN

Arbitrary evenN O(|Q|1+
∑N/2

k=1
n(n−1)2k−1

· (|QK | · |Σ|)1+
∑N

k=0 n(n−1)k ) = O(|Q|O(n(n−1)N−1) · (|QK | · |Σ|)O(n(n−1)N ))

Arbitrary oddN O(|Q|1+
∑(N+1)/2

k=1
n(n−1)2k−1

· (|QK | · |Σ|)1+
∑N

k=0 n(n−1)k ) = O((|Q| · |QK | · |Σ|)O(n(n−1)N ))

N = 1 O(|Q|n2−n+1 · (|QK | · |Σ|)n2+1)

N = 2 O(|Q|n2−n+1 · (|QK | · |Σ|)n2+n(n−1)2+1)

Complexity of constructingTHN

Arbitrary evenN O(|Q|
∑N/2

k=0
n(n−1)2k · (|QK | · |Σ|)1+

∑N
k=0 n(n−1)k ) = O((|Q| · |QK | · |Σ|)O(n(n−1)N ))

Arbitrary oddN O(|Q|
∑(N−1)/2

k=0
n(n−1)2k · (|QK | · |Σ|)1+

∑N
k=0 n(n−1)k ) = O(|Q|O(n(n−1)N−1) · (|QK | · |Σ|)O(n(n−1)N ))

N = 1 O(|Q|n · (|QK | · |Σ|)n2+1)

N = 2 O(|Q|n+n(n−1)2 · (|QK | · |Σ|)n2+n(n−1)2+1)

((q0, qK,0), qK,0, (q0, qK,0), qK,0, qK,0, (q0, qK,0), qK,0)

((q15, qK,9), qK,9, (q15, qK,9), qK,9, qK,9, (q15, qK,9), qK,9)

(e, e, e, e, e, e, e)

((q17, d), qK,11, (q18, qK,11), qK,11, qK,10, (q16, qK,10), qK,10)

(f, b2, b2, b2, a2, a2, a2)

((q17, d), qK,11, (q22, qK,15), qK,15, qK,10, (q19, qK,12), qK,12)

(ε, ε, a′

2
, a′

2
, ε, b′

2
, b′

2
)

((q17, d), qK,11, (q25, d), qK,17, qK,10, (q24, d), qK,16)

(ε, ε, f, b′′
2
, ε, f, a′′

2
)

((q17, d), qK,14, (q25, d), qK,17, qK,13, (q24, d), qK,16)

(c, c, c, c, c, c, c)

(c, c, c, c, c, c, c)

Fig. 4. A part of the automatonTF2.

{((q0, qK,0), qK,0, (q0, qK,0), qK,0, qK,0, (q0, qK,0), qK,0)}

{((q15, qK,9), qK,9, (q15, qK,9), qK,9, qK,9, (q15, qK,9), qK,9)}

(e, e, e, e, e, e, e)

{((q17, d), qK,11, (q18, qK,11), qK,11, qK,10, (q16, qK,10), qK,10)}

(f, b2, b2, b2, a2, a2, a2)

{((q17, d), qK,11, (q22, qK,15), qK,15, qK,10, (q19, qK,12), qK,12)}

(ε, ε, a′

2
, a′

2
, ε, b′

2
, b′

2
)

{((q17, d), qK,11, (q25, d), qK,17, qK,10, (q24, d), qK,16)}

(ε, ε, f, b′′
2
, ε, f, a′′

2
)

{((q17, d), qK,14, (q25, d), qK,17, qK,13, (q24, d), qK,16)}

(c, c, c, c, c, c, c)

Fig. 5. A part of the automatonTF2.

of decentralized diagnosability properties was performed, and
the generality ofN -inference diagnosability was established.
Properties ofN -inference diagnosability were also explored.
The paper also showed thatN -inference diagnosability is de-
cidable by presenting a verification algorithm. The paper also
describes an online approach for implementing the proposed
diagnosis scheme, which utilizes the offline computations of
certain languages (see Remark 2). The complexity of the
online diagnosis step is linear in the sizes of the offline
computed languages. The complexity of the offline computed
languages could be made more efficient through their struc-

tured representations, such as BDDs, and can be a subject of
future research.

The paper opens up avenue for establishing similar frame-
works for inference-based decentralized decision making for
other tasks such as prognosis [5], [6], [18], which provide
direction for future research within the proposed framework.

APPENDIX A
PROOF OFPROPOSITION3

(⇒) We consider anym ∈ N such that m >
|RFN |, where |RFN | denotes the number of states of
TFN . By the first part of Proposition 1, there exist
s0, s10, s11, . . . , s1N , s20, s21, . . . , s2N ∈ L that satisfy the
five conditions of the first part of Proposition 1.

Sinces0 ∈ F0(m) = L ∩ (L − K)Σ≥m, there existt0 ∈
L −K andu0 ∈ Σ≥m such thatt0u0 = s0. In addition, for
each indexii′ ∈ IFN−{0}, sincei′ is an odd number, we have
sii′ ∈ F0(m). There existtii′ ∈ L−K anduii′ ∈ Σ≥m such
that tii′uii′ = sii′ . Moreover, for each indexii′ ∈ IN − IFN ,
sincei′ is an even number, we havesii′ ∈ H0(m) = K.

By Proposition 2, there exists sFN :=

σ
(0)
FNσ

(1)
FN · · ·σ(l−1)

FN ∈ L(TFN ) (l ≥ 1) such that
sFN (iN ) = siN for any iN ∈ IN . For eachiFN ∈ IFN ,
there exists liFN (0 ≤ liFN ≤ l − 1) such that
tiFN = σ

(0)
FN (iFN )σ

(1)
FN (iFN ) · · ·σ(liFN

)

FN (iFN ) and

uiFN
= σ

(liFN
+1)

FN (iFN )σ
(liFN

+2)

FN (iFN ) · · ·σ(l−1)
FN (iFN ). We

consider the pathrFN,0 = r
(0)
FN

σ
(0)
FN→ r

(1)
FN

σ
(1)
FN→ · · ·

σ
(l−1)
FN→ r

(l)
FN

in TFN obtained by executingsFN . For eachiFN ∈ IFN ,
since|uiFN

| ≥ m > |RFN |, there existjiFN
, hiFN

, j′iFN
∈ N

(liFN
< jiFN

≤ hiFN
< j′iFN

≤ l) such that

r
(jiFN

)

FN = r
(j′iFN

)

FN andσ
(hiFN

)

FN (iFN ) ̸= ε. SincetiFN ∈ L−K

and tiFN
= σ

(0)
FN (iFN )σ

(1)
FN (iFN ) · · ·σ(liFN

)

FN (iFN ) ∈
pr(σ

(0)
FN (iFN )σ

(1)
FN (iFN ) · · ·σ(hiFN

−1)

FN (iFN )), we have

r
(hiFN

)

FN (iFN ) = ξ((q0, qK,0), σ
(0)
FN (iFN )σ

(1)
FN (iFN ) · · ·

σ
(hiFN

−1)

FN (iFN )) ∈ Q× {d}.

It follows that r(l)FN ∈ RFN,m.
For somea0, a1, . . . , ah−1 ∈ {0, 1, . . . , l} such thata0 <

a1 < · · · < ah−1, there exists a pathVFN,0 = VFN,k0

σ
(a0)

FN→
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VFN,k1

σ
(a1)

FN→ · · ·
σ
(ah−1)

FN→ VFN,kh
∈ VFN,m that sat-

isfies {r(0)FN , . . . , r
(a0)
FN } ⊆ VFN,k0 , {r

(a0+1)
FN , . . . , r

(a1)
FN } ⊆

VFN,k1 , . . . , {r
(ah−1+1)
FN , . . . , r

(l)
FN} ⊆ VFN,kh

in the acyclic

automatonTFN . For eachiFN ∈ IFN , statesr
(jiFN

)

FN =

r
(j′iFN

)

FN , r
(hiFN

)

FN , and r
(hiFN

+1)

FN are included in the same
max-SCC inVFN , which implies that there existsVFN,kj

(j ∈ {0, 1, . . . , h}) such thatiFN ∈ JFN (VFN,kj ). Hence, the

path VFN,0 = VFN,k0

σ
(a0)

FN→ VFN,k1

σ
(a1)

FN→ · · ·
σ
(ah−1)

FN→ VFN,kh

satisfies (11).
(⇐) In the acyclic automatonTFN , there exists a path

VFN,0 = VFN,k0

σ
(k0)

FN→ VFN,k1

σ
(k1)

FN→ · · ·
σ
(kh−1)

FN→ VFN,kh
∈

VFN,m that satisfies (11). For eachiFN ∈ IFN , there exists
VFN,kjiFN

(jiFN ∈ {0, 1, . . . , h}) such that

[∃rFN ∈ VFN,kjiFN
: rFN (iFN ) ∈ Q× {d}]

∧[∃rFN , r′FN ∈ VFN,kjiFN
, ∃σFN ∈ ΣFN :

αFN (rFN , σFN ) = r′FN ∧ σFN (iFN ) ̸= ε]. (13)

Then, there exists a pathrFN,0 = r
(0)
FN

σ
(0)
FN→ r

(1)
FN

σ
(1)
FN→

· · ·
σ
(l−1)
FN→ r

(l)
FN in TFN such that

• for some a0, a1, . . . , ah−1 such that a0 <

a1 < · · · < ah−1, {r(0)FN , . . . , r
(a0)
FN } ⊆

VFN,k0 , {r(a0+1)
FN , . . . , r

(a1)
FN } ⊆ VFN,k1 , . . . ,

{r(ah−1+1)
FN , . . . , r

(l)
FN} ⊆ VFN,kh

, and
• for eachiFN ∈ IFN , there existjiFN

, hiFN
, j′iFN

∈ N
such that0 < jiFN

≤ hiFN
< j′iFN

≤ l, r
(jiFN

)

FN =

r
(j′iFN

)

FN , r
(hiFN

)

FN (iFN ) ∈ Q× {d}, andσ
(hiFN

)

FN (iFN ) ̸=
ε.

For IFN = {0, 11, 13, . . . , 1l, 21, 23, . . . , 2l}, we assume
without loss of generality thatj0 ≤ j11 ≤ j13 ≤ · · · ≤ j1l ≤
j21 ≤ j23 ≤ · · · ≤ j2l.

For each iFN ∈ IFN , let uFN,iFN
=

σ
(jiFN

)

FN σ
(jiFN

+1)

FN · · ·σ
(j′iFN

−1)

FN . In addition, let

vFN = σ
(0)
FNσ

(1)
FN · · ·σ(j0−1)

FN ,

vFN,0 =


ε,

if j′0 = j11 ∨ j0 = j11

σ
(j0)
FN σ

(j0+1)
FN · · ·σ(j11−1)

FN ,
otherwise,

vFN,ii′ =


ε,

if j′ii′ = ji(i′+2) ∨ jii′ = ji(i′+2)

σ
(jii′ )
FN σ

(jii′+1)
FN · · ·σ(ji(i′+2)−1)

FN ,
otherwise,

(i ∈ {1, 2}, i′ ∈ {1, 3, . . . , l − 2})

vFN,1l =


ε,

if j′1l = j21 ∨ j1l = j21

σ
(j1l)
FN σ

(j1l+1)
FN · · ·σ(j21−1)

FN ,
otherwise,

vFN,2l =

{
ε, if l = j′2l
σ
(j2l)
FN σ

(j2l+1)
FN · · ·σ(l−1)

FN , otherwise.

Then, we have

αFN (r
(0)
FN , vFN ) = r

(j0)
FN ,

αFN (r
(j′iFN

)

FN , vFN,iFN ) = αFN (r
(jiFN

)

FN , vFN,iFN )

=



r
(ji(i′+2))

FN ,
if iFN ∈ {11, 13, . . . ,
1(l − 2), 21, 23, . . . ,
2(l − 2)}

r
(j11)
FN ,
if iFN = 0

r
(j21)
FN ,
if iFN = 1l

r
(l)
FN ,
if iFN = 2l,

αFN (r
(jiFN

)

FN , uFN,iFN
) = r

(j′iFN
)

FN (∀iFN ∈ IFN ).

For anym ∈ N , we consider a trace

sFN := vFNum
FN,0vFN,0u

m
FN,11vFN,11u

m
FN,13vFN,13 . . .

um
FN,1lvFN,1lu

m
FN,21vFN,21u

m
FN,23vFN,23 . . .

um
FN,2lvFN,2l ∈ L(TFN ).

For eachiFN ∈ IFN , let

tiFN
:=



vFN (0),
if iFN = 0

(vFNum
FN,0vFN,0)(11),

if iFN = 11
(vFNum

FN,0vFN,0u
m
FN,11vFN,11 · · ·

um
FN,1(i′−2)vFN,1(i′−2))(1i

′),

if iFN = 1i′ (i′ ∈ {3, 5, . . . , l})
(vFNum

FN,0vFN,0u
m
FN,11vFN,11 · · ·

um
FN,1lvFN,1l)(21),

if iFN = 21
(vFNum

FN,0vFN,0u
m
FN,11vFN,11 · · ·

um
FN,1lvFN,1lu

m
FN,21vFN,21 · · ·

um
FN,2(i′−2)vFN,2(i′−2))(2i

′),

if iFN = 2i′ (i′ ∈ {3, 5, . . . , l}),

and

uiFN
:=



(um
FN,0vFN,0u

m
FN,11vFN,11 . . . u

m
FN,1lvFN,1l

um
FN,21vFN,21 . . . u

m
FN,2lvFN,2l)(0),

if iFN = 0
(um

FN,1i′vFN,1i′ . . . u
m
FN,1lvFN,1l

um
FN,21vFN,21 . . . u

m
FN,2lvFN,2l)(1i

′),

if iFN = 1i′ (i′ ∈ {1, 3, 5, . . . , l})
(um

FN,2i′vFN,2i′ . . . u
m
FN,2lvFN,2l)(2i

′),

if iFN = 2i′ (i′ ∈ {1, 3, 5, . . . , l}).

Then, sinceσ
(hiFN

)

FN (iFN ) ̸= ε, we have|uiFN
| ≥ m. Once

the state inG̃K reaches the dump stated, it remains there.
Sincer(hiFN

)(iFN ) ∈ Q×{d}, we haveξ((q0, qK,0), tiFN ) =

r(jiFN
)(iFN ) = r(j

′
iFN

)(iFN ) = Q× {d}, which implies that
tiFN ∈ L−K. SincetiFN ∈ L−K and|uiFN | ≥ m, we have
tiFN

uiFN
∈ L ∩ (L − K)Σ≥m = F0(m). In addition, each

element ofIN − IFN is of the formii′′, wherei ∈ {1, 2} and
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i′′ is an even number. We have by the definition ofTFN that
sFN (ii′′) ∈ K = H0(m).

For eachiFN ∈ IFN , we havesFN (iFN ) = tiFN
uiFN

.
Letting s0 = sFN (0) andsii′ = sFN (ii′) for eachi ∈ {1, 2}
and i′ ∈ {0, 1, . . . , N}, the first two of the five conditions of
the first part of Proposition 1 are satisfied. Furthermore, by
Proposition 2, the last three of the five conditions of the first
part of Proposition 1 are also satisfied. Thus, by the first part
of Proposition 1, we haveFN+1(m) ̸= ∅.
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