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A Generalized Framework for Inference-Based
Diagnosis of Discrete Event Systems Capturing
Both Disjunctive and Conjunctive Decision-Making

Shigemasa TakaMember, IEEEand Ratnesh KumaFellow, IEEE

Abstract—We have previously introduced an inference-based of DESs, including [1]-[4], [9]-[12], [14]-[16], [23], [24].
framework for decentralized decision-making, comprising of The notion of codiagnosability to capture the property that a
multiple observers, each with its own partial observation, where fault can be detected by one of the local diagnosers within

inferencing over the ambiguities of the self and the others is . . .
used to issue local decisions, and a global decision is taken to? uniformly bounded delay was formally introduced in [10].

be the one possessing the minimum ambiguity level. In this This scheme, where at least one diagnoser issues the failure
setting, we previously introduced the notion of N-inference decision, is “disjunctive” in nature, and it turns out that a dual
v-diagnosability to characterize the existence of adisjunctive “conjunctive” scheme also exists, as proposed later in [24],
decentralized diagnosis scheme so that any fault can be detectec\Nhere a fault can be ascertained when none of the diagnosers

within a bounded delay, using at mostN-levels of inferencing, . th fail decisi Th wo dual sch
by one of the diagnosers. While thedisjunctive scheme relies ISSue the nonfailure aecision. ese two dual schemes are

on one of the diagnosers making the failure decisipthe dual incomparable in general [24].

conjunctive scheme relies onnone of the diagnosers making A later development in decentralized diagnosis of DESs is
the nonfailure decision It is known that the two schemes are the introduction of the framework for inferencing in decen-
incomparable, and in this paper we extend our earlier work 4764 decision-making. In this setting, each diagnoser uses

to provide a more general framework, introducing the notion . .
of N-inference diagnosability, capturing both disjunctive and not only the knowledge of its own observation, but also the

conjunctive schemes. We also develop a method for verifying infgrence'about the possibl_e_knowledge Qf other diagnqs.ers to
N-inference diagnosability, as well as discuss several of its usefularrive at its own local decision. A “winning” local decision

properties. (one needing the least level of inferencing) is used to issue a
Index Terms—Ambiguity, decentralized diagnosis, discrete global decision (about whether or not a fault occurred in the
event system, inference diagnosability, inferencing. past—See the first two paragraphs of Section IV for a formal

definition, and (8) and (9) for the correctness requirements).
While the initial work on inference-based decentralized di-
agnosis considered a single-level of such inferencing about
%ne’s knowledge and others’ knowledge [24], a generalized
?Fgmework to allow arbitrary-levels of inferencing was pro-
Osed in [8] for control and in [9] for diagnosis. While the
amework for inference-based decentralized control [8] was

. X . neral enough to capture both disjunctive and conjunctive
system behaviors, but its occurrence may be inferred throu gw

. . ) ) cision-making, the one proposed in [9] for decentralized
additional observations of the future behaviors since the poah’s\gnosis was limited to only disjunctive decision-making
fault behaviors may produce different observations from those '

produced by the pre-fault behaviors. If such resolution qf

fault can occur within a bounded delay, uniformly across all. gnosis that not only supports multi-levels of inferencing

possible behaviors, the sy_stem iS. S‘?id fo be diagnosable [ er self-knowledge and the inferred others’ knowledge, but
For large complex, physically distributed systems, a centr a@e

I. INTRODUCTION

systems (DESSs), there exists a long history of research
fault diagnosis (see for example [25]). When a fault occur,
it may not be observed owing to the partial observability

The main contribution of the present work is to introduce
generalized framework for inference-based decentralized

. i N ) [so supportdoththe disjunctive and conjunctive schemes of
ized fault detection scheme may be prohibitive, and inste PP J )

the task of fault detecti dtob ; db cision-making. The main difference from [9], which sup-
€ fask ot 1ault detection may need to be performed by a : %trts only the disjunctive scheme, lies in the identification of

of local diagnosers that rely on their own subsets of accessi & seed pair of failure and nonfailure behavidiisat must be
sensors to obser_ve th_e system b_e havpr. _There are mﬁ@’ambiguated through inferencing. In [9], this seed pair was
prior papers dealing with decentralized/distributed d'agno%?mply taken to be all failure versus all nonfailure behaviors.

This work was supported in part by the National Science Foundation undérturns out that this is bit strong, and instead only those
Grants NSF-CCF-1331390, NSF-ECCS-1509420, and NSF-1IP-1602089 gaflure behaviors that have allowed the execution of post-fault
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that an inference-based decentralized diagnosis approach nrastess, s’ € ¥* with M;(s) = M;(s") are said to bel/;-
discriminate in order to arrive at the desired correct decisiomglistinguishable. In addition, the inverse mapdf, denoted
of disjunctive as well as conjunctive scenarios, and formallyy M; ' : A¥ — 2%, is defined asM; '(t) = {s €
establishing the correctness of these new insights. % | M;(s) = t} for eacht € A}. For any languages
Another key contribution is demonstrating the existence @f C ©* and L’ C A¥, M;(L) € A and M, *(L') C ¥*
a delay bound of detection that can be used to perform are defined asM;(L) = {M;(s) € Af | s € L} and
inference-based disambiguation analysis between the abdv¥g'(L') = {s € ©* | M;(s) € L'}, respectively.
mentioned seed pair of failure versus nonfailure behaviors. ltLet L # () be a prefix-closed language that represents
is not known a priori as to how long, beyond the occurrendbe generated language of a plant (system to be diagnosed)
of faults, one might “ignore” before disambiguating with thenodeled as an automatéh= (Q, %, §, g0, @), and K C L be
nonfailure behaviors. We show the decidability of determining nonempty prefix-closed language that represents a nonfailure
the existence of such a delay bound, needed for definiggecification language. Traces in— K are considered as
the seed pair of behaviors for which the inference-basélure traces and the task of diagnosis is to determine the
disambiguation analysis should be performed. execution of any trace i — K within an additional bounded
Yet another contribution is the comparison of the praiumber of system executions. Without loss of generality, the
posed notion of diagnosability with the pre-existing notionglant languagd. can be taken to be deadlock-free [9].
of diagnosability from the literature, formally establishing the
generality of the proposed notion, as shown in Fig. 1. Some [II. ExXISTING NOTIONS OFDIAGNOSABILITY FOR
other properties such as generality with respect to increasing DECENTRALIZED DIAGNOSIS

levels of inferencing are also provided. The paper thus brings|, this section, we review the existing notions of diag-

closure to an open _problerr_l _of how _to perform diSjU”Ct_iVﬁosability of the pair(L, K) of languages for decentral-
as well as conjunctive decision-making for fault detectiopey giagnosis. The notions of disjunctive and conjunctive-

in an inference-based setting. The results presented in WiRjiagnosability that do not involve inferencing were defined
paper were first reported at the authors’ conference papgtS¢giiows.

[19], [20] but without proofs. This paper provides additional pefinition 1: [10], [24] The pair (L, k) of languages is
insights, streamlines most of the presentation and algorithnas;q ¢ bedisjunctive-codiagnosablié
and includes correctness proofs.
ImeN,Vse LN (L - K)2=™,
[I. NOTATION AND PRELIMINARIES Jiel: M '"My(s)NLCL—K.

A deterministic  automaton is a  five-tuplet js also said to beonjunctive-codiagnosablié
G = (Q,%,8,q0,Q.), Where Q is the set of statest

is the finite set of eventsy : Q x ¥ — Q is the partial ImeN,Vse K,Jiel: M 'M(s)nLC KX=".

transition functiong € @ is the initial state, and), © QIS The notion of disjunctive-codiagnosability (respectively,
the set of marked states_et X* be the set of all finite traces .o nctive-codiagnosability) requires that there should exist
of elements ofy, including the empty trace. The function € N such that, for any failure tracec LN (L — K)£>™

0 can be generalized ®: Q x X" — @ in the usual manner. (eqpectively, nonfailure trace € K), there exists a local
The generated language 6f, denoted byL(G), is defined - i5qnoser that can distinguishfrom any nonfailure trace in
as L(G) = {s € X" [ d(qo, 5)!}, whered(qo, s)! denotes that - (regpectively, failure trace i N (L — K)x=™), where
6(qo, s) is defined. . LN (L—K)L=™ is the set of failure traces for which at least

_ Let K € X" be a language. The set of all prefixes of traces, eyents occurred after the occurrence of the failure.

in K is denoted bypr(K), i.e., pr(K) = {s € " | 3t € These notions of codiagnosability were extended by intro-
I st € K} If K = pr(K), then K is said to be prefix- q,cing a single-level of inferencing as follows.

closed. For a trace € 1%, pr({s}) is denoted bypr(s). A" pefinition 2: [24] The pair(L, K) of languages is said to

prefix-closed languag# is said to bedeadlock-freef for any g conditionally disjunctive-codiagnosabi
s € K, {s}X N K # (. For each trace € ¥*, |s| denotes

its length. For anym € N, whereN denotes the set of all ImeN,Vse LN (L - K)£=",
nonnegative integers, 1862 := {s ¢ ¥* | |s| > m} and Ji e I,Vu € MleZ-(s) NnK,

<m ._ *
TEmi={s € X [ |s| <m}. 3j € l:M;'Mj(u)nLC Kx=™

Let I = {1,2,...,n} denote the index set of local diag-
nosers that perform the task of diagnosis. We assume tHas also said to beonditionally conjunctive-codiagnosabile
the limited sensing capabilities of théh local diagnoseiD;

(¢ € I) can be represented by the local observation mask, Im € N,Vs €K, . o
M; : ¥ — A; U {e}, whereA, is the set of locally observed Jie I,Yue My Mi(s)n LN (L - K)L=",
symbols. An eventy € X with M;(0) = ¢ is said to be djel: M]fle(u)mL CL-K.

unobservable undei/;. The local observation maskZ; is

extended toM, : * — A’ in the usual manner. Two In our prior work, we have introduced a framework that

allows multi-level inferencing over various local diagnosis
Lin this paper, an automaton is deterministic, unless otherwise stated. decisions of varying ambiguity levels (see definition at the
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(N + 1)-inference (N + 1)-inference
V-diagnosability diagnosability
N-inference N-inference
V-diagnosability diagnosability
conditional - T
1l-inference conditional . disjunctive-codiagnosability 1 inference
V-diagnosability disjunctive-codiagnosability V conditional — diagnosability

conjunctive-codiagnosability

T ! T

O-inference disjunctive-codiagnosability O-inference

~=—5disjunctive-codiagnosability——

V-diagnosability V conjunctive-codiagnosability—diagnosability

Fig. 1. A relation among notions of diagnosability for decentralized diagnosis.

beginning of Section IV, and further formulized in (7)), andN denotes the ambiguity level of the diagnosis decision of
defined the notion ofN-inference v-diagnosability [9]. A D;. Let n(s) € N be the minimum ambiguity level of local
monotonically decreasing sequen¢éFy, H;)}r>o Of lan- decisions [9], i.e.n(s) := min;er n; (M;(s)).

guage pairs is defined as follows: The decentralized diagnoséD,; },<; that consists of local
« Base step: diagnosersD; (¢ € I) issues global diagnosis decisions.
Fy:=L-K, Hy:=K. Formally, { D, };cs is defined as a magD;}icr : L — C.

For eachs € L, the diagnosis decisiofiD; };c;(s) is given

« Induction step: as follows [9]:

Forr == Fyn <ﬂ Mi_lMi(Hk)) ’ 1, ifViel:n(My(s))=n(s)
iel = a(M(s) =1
{D;}ic1(s) =< 0, if Viel:n;(M(s))=n(s)
Hiyyy = Hpn (ﬂ Mi_lMi(Fk)) . = CZ(MZ(S)) =0
i€l ¢, otherwise.

In the base stepfy = L — K is the set of failure traces, the giopal diagnosis decision is taken to be the same as a

and H, = K is the set of nonfailure traces. In the inductiofoc5) "giagnosis decision possessing the minimum ambiguity

step, F+1 is a sublanguage of}; consisting of traces for |o |

which there exists am/;-indistinguishable trace it for 5 ,seful notion of a decentralized diagnoser is the bound-
eachi € II Trf‘e igblang#agé{’ﬁ]} of ), can be und(_alrsto.od edness of the ambiguity level of its decisions. Intuitively, a
Idnef?n s&m;:;ol?c?w!son. Then)N-inference v-diagnosability is decentralized diagnoser is said to heinferring if

Definition 3 [9]' The pair (L, k) of languages is said to  * all failure decisions for failure traces or all nonfailure
be N-inferencev-diagnosablef there existsm € N such that or unsure decisions for nonfailure traces have ambiguity
Fyi1N (LN (L - K)S2m) = 0. levels belowN, and

Aj; shown in Fig. 1, 0-inference V-diagnosability is  * for a sufficiently long failure trace or a nonfailure trace,
equivalent to disjunctive-codiagnosability [9].  Since there.eX|sts a “winning” local decision if the ambiguity
disjunctive-codiagnosability is incomparable with conjunctive-  1€vel is at mostv.
codiagnosability [24], the inference-based diagnosis Definition 4: A decentralized diagnos€D; }icr : L — C
framework of [9] does not capture the conjunctive scheme.is said to beN-inferring if the following two conditions hold:

1) Either

IV. INFERENCEBASED DECENTRALIZED DIAGNOSIS

Let C = {0,1,¢} be the set of diagnosis decisions,
where ‘0" represents a nonfailure decision]™ represents
a failure decision, and ¢” represents an unsure decision.
Each inference-based local diagnogeris defined as a map Vs € K :{D;}icr(s) #1 = n(s) < N. (2)
D, : M;(L) — C x N [9], where for eacts € L,

Di(M;(s)) = (ci(M;(s)), ni(M;i(s)))-

>m .
Here ¢;(M;(s)) € C denotes the diagnosis decision b ¥s € (LN (L - K)R=") UK
following an observationV/;(s) € M;(L), andn;(M;(s)) € n(s) <N = {Di}ici(s) # . ®)

Vse€ L —K :{D;}ici(s) =1=n(s) <N, @)

2) There existsn € N such that
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V. GENERALIZED FRAMEWORK FORINFERENCEBASED  are determined as follows [9]:
DECENTRALIZED DIAGNOSIS

_ . L if nf (Mi(s)) < nl(Mi(s))
Let N € N be a given non_negatlve !ntegeN(r_epresents ci(Mi(s)) =< 0, if nk(M;(s)) < n{'(MZ,(S)) (6)
a parameter of inference diagnosability and is elaborated o, if n‘f(MV(S)) — b (Mi(s))

later.) Given a plant languagg, a nonfailure specification
language K C L, and a nonnegative integen € N, and

we inductively define a monotonically decreasing sequence (M — mindnd (M. e 7
{(Fx(m), Hp(m))}x>o of language pairs as follows: ni(Mi(s)) = min{n; (Mi(s)), i (Mi(s)) ) @
« Base step: l.e., the diagnosis decision with the smaller ambiguity level is
. chosen.
Fo(m) == LN (L—K)Z=", Ho(m):= K. Remark 2:In summary, the decentralized diagnosis scheme

for an N-inference diagnosable paifL, K) of languages

» Induction step: can be implemented as follows. (A decidable method of

checking N-inference diagnosability is presented in Section
Fipi(m) = Fi(m)N (ﬂ MilMi(Hk(m))>7 VII.) For such a pair(L,K), there existsm € N such
i€l that Fy,.1(m) = 0 or Hyy1(m) = 0. A method of
. computing such a minimum integen has recently been
Hypa(m) = Hy(m) 0 ﬂ M Mi(Fi(m)) | - developed in [21]. The language pai®;(m), Hy(m)) (k =
iel

0,1,...,N+1) are computed offline and then each of tte

Remark 1:Note that the sequenc F;,(m), H(m))}r>o l0cal decision-makers, i.e., diagnosers is equipped with the
is fundamentally different from the one defined in [9], and i§€t{(M:(Fi(m)), Mi(Hi(m)))} o<k<n+1 Of language pairs.
needed to provide a generalized framework for inference-basé#en the plant executes a trage= L, it is observed as the
diagnosis capturing both disjunctive and conjunctive strategié@cel;(s) at theith local site. Using (4) and (5), théh local
The sequence will be reduced to the one in [9] by settirfjagnoser computes the valueg (1/;(s)) and nl(M;(s)).

m = 0, but that will reduce the fusion mechanism to purelyVhen nf (M;(s)) (respectively,nl(M;(s))) is smaller, the
disjunctive, i.e., the conjunctive decision fusion will be lost.ith local diagnoser issues a failure (respectively, nonfailure)

Then, we have the following definition ofV-inference decision with the ambiguity leveh! (M;(s)) (respectively,
diagnosability. n(M;(s))), whereas when the two values are the same,

Definition 5: The pair (L, K) of languages is said to bethe unsure decision with the ambiguity levef (M;(s)) =
N-inference diagnosabléf there existsm € N such that 7f (Mi(s)) is issued. Since théth local diagnoser has access
Fn41(m) =0 of Hyyq(m) = 0. to the set{(M;(Fi.(m)), Mi(Hk(m)))}o<k<n+1 Of language

Assume that the pajiZ, k) of languages isV-inference di- P&Irs, .|t'only .needs to .perform certain membersh|p.-che'ck
agnosable so that there existse N such thatFy 1 (m) = 0 a_nd minimization operations of (4) and (5) to determine its
or Hy1(m) = 0. Note that the former implie& y , »(m) = d|agnos_|s_ decision for_ eac_h obs_ervaUM(g) € M,»(L_).

0, whereas the latter impliesy,2(m) = 0. Knowing that Thus, s_|m|lar to the.onlllne_dlagn_oss scheme proposed in [10],
(L,K) is N-inference diagnosable, a local diagnoser cdhe online c_:omplexny is linear in the sizes of the computed
compute its diagnosis decision and associate an ambigdﬁgguages in{(M;(Fy.(m)), Mi(Hg(m))) Yo<k<n+1- On the

level with it as follows. LetFiy41(m) = 0 or Hy1(m) = ¢ ©other hand, the offline complexity of computing the said
for somem € N. For eachs € L, the ith local diagnoseD; languages is dominated by the complexity of computing the

computes delay boundm (which r_1eeds to be com_pu_ted_first). This
has the same complexity as that of verifyidg-inference
nf (M;(s)) := min{k € N| M;(s) ¢ M;(Hy(m))},(4) diagnosability, discussed in Remark 5, that checks for the
n(M(s)) = min{k € N|M(s) & M;(F(m))}. (5) existenceof a finite delay'boundn; the computation of an
exactdelay boundm requires only certain additional linear
Note that sinceFy.1(m) = Hyy2(m) =0 or Hy1(m) = complexity computations (e.g., summation, minimization, and

Fny2(m) = 0, bothnf (M;(s)) andn(M;(s)) are bounded maximization) along the paths of an acyclic automaton struc-
above byN + 2. Heren/ (M;,(s)) represents the ambiguityture introduced in the verification steps given in Section VII.
level of a failure decision contemplated by tftb diagnoser  All local decisions are collected at a central decision fusion
following the observationM;(s). It denotes the minimum unit, where a global decision is always taken to be a winning
index k& such that the observatialt;(s) does not match with local decision, i.e., a local decision possessing the minimum
the observation of any trace i (m). Similarly, the notation ambiguity level. N-inference diagnosability guarantees that
n(M;(s)) represents the ambiguity level of a nonfailur@ach fault is detected within the delay boumd(soundness),
decision contemplated by thé&h diagnoser following the and the failure decision is never issued for a nonfailure trace
observationM;(s). (completeness).

For a local diagnoseD; : M;(L) — C x N, its diag- First, we show thatV-inference diagnosability is a sufficient
nosis decision and ambiguity level following an observatiocondition for the existence of aN-inferring decentralized di-
M;(s) € M;(L), i.e., D;(M;(s)) = (c;(M;(s)),n:(M;(s))), agnoser with no missed and incorrect detections. This requires
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the following lemma, which can be proved in the same way Next, we prove thaf D;};c; satisfies (8). For the sake of

as Lemma 1 of [9]. contradiction, we suppose that there existse L N (L —
Lemma 1:For any m € N such thatFy,i(m) = 0 K)X=™ = Fy(m) such that{D,};c;(s) # 1. Then, there
or Hyi11(m) = 0, consider the decentralized diagnoseexistsi € I such thatn(s) = n;(M;(s)) andc¢;(M;(s)) # 1.
{D;}ier : L — C that consists of the local diagnoserdVe haven(s) = nl(M;(s)), which implies that)M;(s) ¢
D;: M;(L) — C x N (i € I) given by (4)—(7). Then, M;(Fp(s)(m)). It follows thats ¢ F, 5 (m). This contradicts
Lemma 1.

Vs € Fo(m) : s € F(s)(m), Finally, we prove thaf{ D, };c; satisfies (9). For the sake of

contradiction, we suppose that there exists K = Hy(m)
such that{D,};,c;(s) = 1. Then, there exist§ € I such
thatn(s) = n;(M;(s)) and¢;(M;(s)) = 1. We haven(s) =
The following lemma shows that the decentralized diagnosef (1;(s)), which implies thatM;(s) ¢ M;(H,(m)). It
for which the local diagnosers are given by (4)—(7)Ns follows thats ¢ H,)(m). This contradicts Lemma 1. =
inferring and guarantees that there are no missed and incorredidext, we have the following lemma which states that
detections. N-inference diagnosability is a necessary condition for the
Lemma 2:1f the pair (L, K') of languages isV-inference existence of anV-inferring decentralized diagnoser with no
diagnosable, then there exists awinferring decentralized missed and incorrect detections.
diagnoser{ D; };cr : L — C that satisfies Lemma 3:If there exists anN-inferring decentralized di-
agnoser{ D, };cs : L — C that satisfies (8) and (9), then the
Im e N,Vs € LN (L~ K)X=™ : {Di}ier(s) =1,  (8) pair (L, K) of languages isV-inference diagnosable.

and
Vs € Ho(m) : s € Hy(5)(m).

Vse K :{D;}ier(s) #1.  (9) Proof: Since {D, };c; satisfies (8), there exists, € N
) ) ] ] such that
Proof: Since (L, K) is N-inference diagnosable, there
existsm € N such thatF'y ;1 (m) = 0 or Hy11(m) = 0. For Vs € LN (L — K)X2™: {D;}ier(s) = 1. (10)

suchm, we consider the decentralized diagno$ér;}.c; : o ]

L — C that consists of the local diagnosel : M;(L) — For the sake of contradiction, we suppose thatk) is not

C x N (i € I) given by (4)—(7). N-inference diagnosable. Then, we haWg,(m) # 0 and
First, we show that{D;};c; is N-inferring. To prove Hyy1(m) # 0. Since {D;}e; is N-inferring, we have the

the first condition of Definition 4, we consider the cas®VO cases thata) (1) holds and b) (2) holds.

that Fy,1(m) = (. Consider anys € L — K such that Firstf wg showthatinthe case a), there exjstsy, ..., s €
{D;}ici(s) = 1. For anyi € I such thatn, (M(s)) = n(s), L @ndio,i1, ..., i1 € I such that

we havec;(M;(s)) = 1, which implies thatn;(M;(s)) = . c { Fo(s;)+1(m), !f j is an even number(. B
nf (M;(s)) < nl(M(s)). In addition, sinceFy(m) = ! Hp(s;)+1(m), if j is an odd number

0, we have M;(s) ¢ M;(Fy11(m)), which implies that 0,1,...,1),

nl(M;i(s)) < N + 1. It follows thatn(s) = n;(M;(s)) < N.  * n(s;) >n(sj41) (G =0,1,...,1 1),

Thus, (1) holds. e n(s;) =0,

We also consider the case thBfty_ ;(m) = 0. Consider  * Mi;(s;) = Mi;(sj+1) (G =0,1,...,1 = 1).
any s € K such that{D;};cr(s) # 1. Sinces € K, We can pick upsy € Fy11(m) # 0. Sincesy € Fy(m) =
we haves € Hy(m). There existsi € N such that LN (L — K)X=™, we have by (10) tha{D; },cr(so) = 1.

0 <l < N+1,s € H(m), ands ¢ H;,1(m). Since It follows from (1) thatn(sg) < N. Then, we haves, €
s € Hi(m) ands ¢ H;yq(m), there existsj € I such that Fnyi1(m) C Fy5)41(m). In addition, there existgy €
S ¢ M{lMJ(Fl(m)) It follows that Mj(s) ¢ MJ(Fl(m)) such thatnio(Mio(So)) = n(so) andCiO(MiO(So)) =1.

We haven(s) < n;(M;(s)) < nl'(M;(s)) <1 < N +1, Since sy €  Fy41(m), we have s; €
which implies that(s) < N. Thus, (2) holds. MiglMiO (Hp(so)(m)). Then, we can pick up; € H,(s,)(m)

To prove the second condition of Definition 4, we considesuch thatM;, (so) = M,,(s1). Sinces; € Hy(m) = K, it
anys € (LN(L— K)X2™)U K such that(s) < N. For the follows from (9) that{D;};cr(s1) # 1. There existsi; € I
sake of contradiction, we suppose tHa®; }ic;(s) = ¢, i.e., such thatn,, (M;, (s1)) = n(s1) ande;, (M;, (s1)) # 1. Since
there exist, j € I such that(s) = n;(M;(s)) = n;(M;(s)),
ci(M;(s)) # 1, andc;(M;(s)) # 0. We have two cases that  "(51) < i (Mig (1)) = nig (Miy (50)) = n(s0) < N,
s€ LN (L - K)%=" ands € K. we have by the second condition of Definition 4 that

We consider the case thate LN (L — K)X2™ = Fy(m). {Di}ier(s1) =0, i.e.,

It follows from ¢;(M;(s)) # 1 that n(s) = n;(M;(s)) =
nh(M;(s)), which implies thatM;(s) ¢ M;(F,)(m)). It Vi€ I:ni(M;(s1)) =n(s1) = ¢;(M;(s1)) = 0.
follows thats ¢ F,,(s)(m). This contradicts Lemma 1.

We also consider the case that K = Hy(m). It follows 't fOlows from c;, (Mi, (s1)) = ci, (Mig(s0)) = 1 that
from ¢;(M;(s)) # 0 thatn(s) = n;(M;(s)) = nf (M;(s)), n(s1) < nig (Mig (1)) = nsy (Mg (50)) = n(s0)-
which implies thatM;(s) ¢ M;(H,,(m)). It follows that
s ¢ Hy(s)(m). This contradicts Lemma 1. Thus, we haves; € H,,(5,)(m) C Hy(s,)41(m).
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Since s € Hy(s)+1(m), we have s; €
M; ' M;, (Fus,y(m)).  Then, we can pick up
sy €  Fui,)(m) such that My (s1) = M; (s2).
Since s, € Fy(m) = LN (L - K)X2™, we have
{D;}ic1(s2) = 1. There existsis € I such that
ni, (M, (s2)) = n(s2) and ¢;,(M;,(s2)) = 1. Moreover,
sincec;, (M;, (s2)) = ¢;, (M;, (1)) # 1, we have

n(s2) < ni, (M;, (s2)) = ni, (M, (s1)) = n(s1).

Thus, we haves; € Fy,(5,)(m) C Fp(s,)41(m).

By repeating this procedure, we can obtaiysy,...,s; € v p }

. . . . . C L a

L andig,i1,...,4;—1 € I that satisfy the above four condi- ! ! ¢ 2
tions. (5 ks K12 12 Qqris Qaqxas
A . . . ay g (O v
Similarly, we can show that in the case b), there exist : . p \2

80,81,...,5 € L andig,i1,...,4_1 € I such that Féqm "'“6 @%’.17
g C C

e Hy(s,)41(m), if j is an even number G = (b) G
* S Fo(s;)41(m), if j is an odd number 7=
0,1,... ,l). Fig. 2. AutomataGG and G of Example 1.
. n(sj) > n(sj+1) (] =0,1,.. .7l — ].),
e n(s;) =0,

. MZJ(SJ) = MZ'-(SjJrl) (] = O,l,...,l— 1)

J

'a" e,d, e}, Ay ={b,b,b", c,d, e}, and
In the both cases a) and b), we hayec Fy(m) or s; € {a,a’,a” e.d, e}, Ao = { ¢,d,c}

Hiy(m) for s; € L with n(s;) = 0.

First, we consider the case that € Fi(m). Sinces; €
Fo(m) = Ln (L — K)X2™, we have{D;}ic/(s;) = 1.

a, if oe€{a,as}
There existsi € I such that0 = n(s;) = n;(M;(s;)) and o, if oe{a),a}
ci(M;(s;)) = 1. Sinces; € M; ' M;(Hy(m)), there exists Mi(o) = o', if oe{al
s;;, € Ho(m) = K such thatM;(s;) = M,(s;,). We have o, ifoefcde}
{Di}ier(si,) # 1. Since0 = n;(Mi(s;)) = ni(M;(s1,)), e, otherwise
we have0 = n(s;,) = n;(M;(s;,)) < N. By the second b, if o {br,bo}
condition of Definition 4, we havéD;}ic;(s;,) = 0. Since H 12
L ; v, it o€ {i, )
TL(Sl) = ni(Mi(sl.)), we haveci(Mi(sli)) = 0. This o 17 1
tradictse; (M; (s1, ) = ¢; (M -1 Ms(o) = v, if o€ {b], b5}
contradictsc; (M;(s;,)) = ¢;(M;(s;)) = 1. o, ifoc {c d,e}
Next, we consider the case thai € H;(m). Since e, otherwise

s1 € Ho(m) = K, we have{S;}.cr(s1) # 1. There exists

7 € I such that0 = TL(S[) = nl(Ml(sl)) and Ci(Mi(Sl)) # 1.

Since s; € M; 'M;(Fy(m)), there existss;, € Fy(m) =

LN (L - K)%=™ such thatM;(s;) = M;(s,). We have |n addition, letK C L be a prefix-closed language generated
{Ditier(si,) = 1. Since0 = n;(M;(s1)) = ni(M;(s1,)), We  py the finite automatoi?; shown in Fig. 2(b). l.e., the event
have0 = n(s;;) = n;(M;(s;,)), which implies together with ¢ denotes the occurrence of a failure.

{D;}ic1(si;) = 1 that ¢;(M;(s;)) = ¢;(M;(s;;)) = 1. This
contradictsc; (M;(s;)) # 1. m First, we show thatL, K) is 3-inference diagnosable. We

The following theorem, which follows from Lemmas 2 an(fonSIder anyn € N such thatn = 1. Initially, we have
3, shows thatN-inference diagnosability is a necessary and
sufficient condition for the existence of a-inferring decen-
tralized diagnoser with no missed and incorrect detections.

m — a C"LC* +b Cmc* +a b/ a// m— lc*
Theorem 1:There exists atV-inferring decentralized diag- ) (blf B e 11f* i
noser{D;};cr : L — C that satisfies (8) and (9) if and only +hiay f )
if the pair (L, K) of languages isV-inference diagnosable. Fe(fem e 4 agby fe" ¢t + baay fe ),
Example 1:We consider a plant modeled by the finite Zo(m) = pr(d(c™ +aibic™ +biajc?)

automatonG shown in Fig. 2(a). Leth = 2, A; = +e(azet + agbhyalc™ + bac™ + baahblyce™)).
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. TABLE |
Since LOCAL DECISIONS OFDj AND Ds.
My (Fo(m)) = d(ac™c* 4 c™c* + aa”’c™ e te ML) [ nf@ [ nh@® [ a® [ nm
1 m—1 t € {e,d, e} 1 0 0 0
Faeme) . tedch 4 3 0 3
+e(c™c" +ac™c" +ad'cc”), T=da 1 0 0 0
% * * t € dacT 2 3 1 2
My(Fy(m)) = d(c™c" +bc™c" +b'c¢™ e 0 5 = 5 :
+bb ™) teddct 2 1 0 1
. . € dad’c* 0 1 1 0
+e(c"c* + b Mt + b ), feaeif 3 7 T 3
M (Ho(m)) = pr(d(ct +act +d'ch) [=ea 1 0 0 0
+e(act +aad’ct + ¢t +d'ch)) LE cac 3 2 0 2
) t=ea 1 0 0 0
My(Ho(m)) = pr(d(ct +bct +beh) t€ea 5+ 1 2 1 1
+—|—b’+—|—b+—|—bb” +)) t € eaad’' c* 1 0 0 0
te(c € e € te My(L) | nd(t) [ nh(®) [ ca(t) | mat)
we have t€ {e,d, e} 1 0 0 0
tedet Z 3 0 3
1 t=db 1 0 0 0
Fl(m> = FU(WL)m <ﬂ Mi Mz(HO(m))> t € dbet 2 3 1 2
iel T=dv 1 1 % 1
= d(ayfc™c* + by fc™mc) tedvct 2 1 0 1
. . . t e dbb’c 0 1 1 0
+e(fc™c* + agby f™ et + baah fc™ "), T c ecf 3 i 1 3
T=cb 1 0 0 0
Hy(m) = Ho(m)n [ ()M M;(Fo(m)) T € bt 3 2 0 2
iel t= eb'+ 1 0 0 0
. . te el 1 2 1 1
= d(c"c" + arbic™c* + biai ") teeeebb/(’:c* I 0 o 5
+e(agc™c™ + bac™c).
TABLE I
Moreover, by the iterative computations, we obtain GLOBAL DECISIONS OF{D; };¢7-
y p
Fa(m) = d(aifcmc* +bifcme*) +efc™c”, sle L : [ n(s) [ {Di}ier(s)
d b b 0 0
Hy(m) = dc™c" + e(agc™c” + bac™c™), sl ] t EIZZJ:F Nl 3 0
F3(m) = efcd"c, s € d(aifct +bifch) 2 1
m o 5 € d(alb’lc+ + biafct) 1 0
Hs(m) = dc™c", € dab fal e T bhal FHI) 0 1
. L 0, +b 0 0
and finally, we havey(m) = Hy(m) = 0, which implies that < Pr(e(f:eajfcfr 205 ) g 0
(L, K) is 3-inference diagnosable. s € e(azcT + bacT) 2 0
Letting m = 1, we synthesize the decentralized diagnoser 5 € e(azé’ fet +b2a2f5+) 1 1
using (4)—(7). The local decisions d»; and D, computed s € e(azbhayc” + bpazbyc”) 0 0

using (4)—(7) are shown in Table I. For exampl®,(da’c) is

computed as follows. Sinaé:'c € M, (H, (1)) — M;(H2(1)),
we have by (4) thatnf(da ¢) = 2. On the other hand, The local decision making ab, and D, during the execution

sinceda’c € M, (Fy(1)) — M,(Fi(1)), we have by (5) that of da1 b fa] € L — K is performed as follows:

ni(da’c) = 1. It follows that1 = n’(da’c) < nf(da’c) = 2. Di(g) = (c1(€), ni(€)) = (0,0)

By (6) and (7), we have: (da’c) = 0 and ny(da’c) = 1, d

which implies thatD; makes a nonfailure decision following = Di(d) = (e1(d), n1(d)) = (0,0)
the observationla’c € M, (L) with the ambiguity level 1. i> D, (da) = (c1(da),n1(da)) = (0,0)

Then, the global diagnosis decisions of the decentral- "
D1 (d d = (1

ized diagnoser{D;};c; are computed as shown in Table = 1(daa”) = (e1(daa”), ma(daa”)) = (1,0),
Il. For example,{D;}icr(dayfc) is computed as follows. Da(e) = (e2(e), ma(e)) = (0,0)
Sirélce ?M:(d n}(é\;fl(dmlfC)) <h n2(1(\§2(6;a1)f0)) . ?a 5 Da(d) = (e2(d), ma(d)) = (0,0)
anda cp 1laaq fc = , We haven(daifc) = an b no_ , NG
i) _ | 5 Dafa) = (efd ) mafa)) = (6,1)

By Tables | and I, we can verify thafD;}icr is @ 3- Then the global decision is computed at the central decision
inferring decentralized diagnoser that satisfies (8) and (9). fusion unit as follows:

We present an example of the local and global decision J
making during the online diagnosis procedure. We assuméD;}icr(e) =0 = {Di}ier(d) =0
that the plantG executes a failure tracéun ) fa/ € L — K. WD (dat) = 0 ﬁ DV (daih) = 0
Then the local diagnoseD; (respectively, D;) observes {Dikier(den) {,,1}161( abh)
M (daiby fal) = daa’ (respectively,My(da1b) fay) = db'). EN {D:}ier(darb f) = 02 {D;Yier(darli fa'!) =
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The occurrence of the failure evelfitis detected aften/ is Corollary 1: The pair (L, K) of languages is O-inference
executed. diagnosable if and only if it is disjunctive-codiagnosable or
Remark 3:In [3], a multi-decision inference-based archi€onjunctive-codiagnosable.
tecture where several inference-based decentralized diagnoseTheorem 5:The pair (L, K) of languages is conditionally
work in parallel was proposed, and a certain diagnosabiligpnjunctive-codiagnosable if and only if there existse N
property was defined based dvrinferencev-diagnosability such thatH,(m) = ().
of [9]. The multi-decision architecture can be generalized Pproof: (=) We prove the contrapositive. We suppose
following the framework of this paper. Note that, owing to thenat H,(m) # 0 for any m € N. We consider anys
undecidability of joint-observability [22], the multi-decisionfr, () C Hy(m) = K. Sinces € Hy(m), we have
framework is in general undecidable (so stringent decidahje- M, lM (Fy(m)) foralli € I. There existsy; € Fy(m) C
conditions have been proposed). In contrast, as we show belgmm) = LN (L — K)X2™ such thatM;(s) = M;(u;). It
the inference-based framework is decidable for any specifigliows thatu; € M, "Mi(s)nLN(L—K)x2™ foralli e 1.

level of inferencing. (See Section VII below.) Moreover, sincey; € F(m), we havey; € MJfle(Ho(m))
for all j € I. There existsv;; € Ho(m) = K such that
VI. PROPERTIES OFN-INFERENCEDIAGNOSABILITY M;(u;) = Mj(vi;). It follows thatv;; € M M;(u;)N L and

v; ¢ L—K for all j € I. Thus, (L, K) |s not cond|t|onally
oréjunctlve codiagnosable.

(<) We prove the contrapositive. We suppose thatK)

not conditionally conjunctive-codiagnosable. Then, for any
m € N, there existss € K = Hy(m) such that

In this section, we study various properties/éfinference
diagnosable systems. We begin by establishing that the clas
of N-inference diagnosable systems form a monotonlcallg/
increasing sequence as a functionéf Since the sequence
{(Fr(m), H,(m))}r>o of language pairs is monotonically
decreasing for anyn € N, the following result is easily

. —1 >m
obtained (the proof is omitted). Viel 3u; € My Mi(s)N LO(L = K)E=",

Theorem 2:For anyN < N, if the pair (L, K) of languages Vjel:M;'Mj(u)NLZL—-K.
is N-inference diagnosable, then it i€V + 1)-inference
diagnosable. Sinces € Hy(m) ands € M; " M;(u;) € M; ' M;(L N (L —

The converse relation of Theorem 2 need not hold. Féf)X=™) = M; 'M;(Fy(m)) for all i € I, we haves €
example,(L, K) of Example 1 is 3-inference diagnosable bufl1(m). In addition, for eacly < I, smceM M i(ui)NL &
not 2-inference diagnosable. L— K, there exista;; € M ' M;(u;) N K = M; ' M (uz)

Next, we show that O-inference diagnosability subHy(m). Sinceu; € L N (L K)Z>7” = Fo(m ) and u;
sumes both disjunctive-codiagnosability and conjunctivel/,” M (vij) C M 'M;(Hy(m)) forall j € I, we haveul €
codiagnosability [10], [24], and 1l-inference dlagnosabllltyfl( ). It follows thats € M; LM (ug) C M LM (Fy(m))
subsumes both conditional disjunctive-codiagnosability arer all ; € I, which implies together withs € H;(m) that
conditional conjunctive-codiagnosability [24]. s € Ho(m) # 0. [

Theorem 3:The pair (L, K) of languages is conjunctive- e can prove the following theorem in a similar way to
codiagnosable if and only if there exists € N such that Theorem 5.

Hy(m) = 0. Theorem 6:The pair (L, K) of languages is conditionally
Proof: (=) We prove the contrapositive. We suppose thajisjunctive-codiagnosable if and only if there exists€ N

Hy(m) # () for anym € N. We conS|der any € Hi(m) € such thatFy(m) = 0.

Ho(m) = K. Then, we haves € M;” "M (Fo(m )gnl‘or all " The following corollary follows from Theorems 5 and 6.

ihit gz{ger_e;;'(zt?}isemfgimé z ﬁL& (_L[;)[E(;E_W;’zg; Corollary 2: The pair (L, K) of languages is 1-inference

AT R ¢ ' diagnosable if and only if it is conditionally disjunctive-
write v; = tiu; 6,1L — K, wheret; € L — I<{ and u;| > m. codiagnosable or conditionally conjunctive-codiagnosable.
We havev; € M "M;(s) N L andv; ¢ KX=™ for all i € I. : . e

Moreover, we show thatN-inference diagnosability is

Th(lz’)(\fv’ei)s;:g tﬁg?%gcrgvg?g?%ngjgﬁ lteh'atH (m) = weaker thanN-inferenceV-diagnosability introduced in [9].
1™ We need the following lemma.

(). Consider any € K = Hy(m). SinceHy(m) =0 ands €
Ho(m), there exists € I such thats ¢ M; M;(Fy(m)). It~ -emmad:For any k,m € N, Fiy(m) < Fi(0) and
follows that M;(s) ¢ M;(Fy(m)). For anyu € M, 'M;(s)n H&(m) S Hi(0) hold. o
L, we haveM;(u) = M;(s) ¢ M;(Fo(m)), which implies Proof: We consider anyn € N. We use induction to
thatu ¢ Fo(m) = LN (L — K)S>™, i.e.,u € KX<™, Thus, Prove thatF,(m) C Fj(0) and Hi(m) C Hy(0) for any
(L, K) is conjunctive-codiagnosable. m kel

We can prove the following theorem in a similar way to For the base step, we have
Theorem 3.

Theorem 4:The pair (L, K) of languages is disjunctive- Fo(m)=LN(L—K)2*™ C LN (L - K)£=° = Fy(0)
codiagnosable if and only if there exists € N such that
Fi(m)=10. and

The following corollary follows from Theorems 3 and 4. Ho(m) = K = Hy(0).
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V ERIFICATION OF N-INFERENCEDIAGNOSABILITY

VII. -
b
'/\o In this section, we establish the decidability of checkivig

p/ inference diagnosability for a paif, K) of regular languages.

d By Corollary 1, O-inference diagnosability is the same as

O disjunctive-codiagnosability or conjunctive-codiagnosability,
and their verification has already been shown to be decidable.
So we consider the case aV > 1. For simplicity of

(a) G (b) Gx presentation, we consider the case of two local diagnosers,
i.e., I = {1,2}. The results continue to hold for an arbitrary
Fig. 3. AutomataG and G i of Theorem 7. number of local diagnosers.

Violation of N-inference diagnosability ofL, K') requires
_ _ that for anym € N, Fy.1(m) # 0 and Hy,1(m) # 0. Our
For the induction step, we suppose that(m) C Fi(0) key insight is to show that the nonemptinessiaf,; (m) and

and Hy(m) C Hy(0). Then, we have Hy.1(m) can be characterized as the existence of certain
(2N + 3) traces inL.
Frpi1(m) = Fiy(m)N (ﬂ Mi‘qu;(Hk(m))> Proposition 1: Consider the pai(L, K') of languages and
i€l anym € N.
1) Fn+1(m) # 0 if and only if there exis{2N + 3) traces
—1
< Fk(O)ﬁ <ﬂ Mi Mt(Hk(OD) 80,5105, S11y -+, S1N,S520,521,---,S2N € L such that
iel
o e So € Fo(m),
= Fen(0)- o VicI,Vi'c{0,1,...,N}:
Similarly, we haveHy1(m) C Hy41(0). [ ]

Theorem 7:For anyN € N, if the pair(L, K) of languages
is N-inferenceVv-diagnosable, then it i8/-inference diagnos-
able. The converse need not hold.

Proof: Since(L, K) is N-inferenceV-diagnosable, there
existsm € N such thatFy11(0) N Fy(m) = (. By Lemma 4,
we have

EFyt1(m) = Fny1(m) N Fo(m) € Fy41(0) N Fo(m) =0,

which implies that(L, K) is N-inference diagnosable.
To show that the converse need not hold, we consider a plant
modeled by the finite automatda# shown in Fig. 3(a), which
is taken from [24]. Letv = 2, Ay = {a,d/, ¢}, Ay = {b,V, ¢},
and

e Hy(m), if ¢’ is an even number
S Fy(m), if ¢’ is an odd number
Viel: Mi(So) = Mi(Sio),
Vi’ € {0,1,...,N —1}:
Mz(sw) = M2(51(i’+1))a
if i is an even number

My (s1ir) = Mi(s13741)),
if ¢/ is an odd number

vi' € {0,1,...,N —1}:

M (s240) = Ml(£2(i’+1))7
if ¢ is an even number

M (s2ir) = Ma(s23i741)),

G i]: g€ }CI’C/Q}} if 4/ is an odd number
Mi(o) = o, if o €{a,a
@) e, otherwise 2) Hpy1(m) # 0 if and only if there existZN + 3) traces
c If 0'6{61,62} 80,810,;111:}.(..,)81N7820,821,...,82N € L such that
Ms(o) = o, if o€ {bb'} '30_ Iovin, o1 .
e, otherwise o Viel,Vi'€{0,1,...,N}:

We assume thakl C L is generated by the finite automaton
G shown in Fig. 3(b).

As shown in Example 5 of [24](L, K) is conditionally
conjunctive-codiagnosable but not conditionally disjunctive-
codiagnosable. By Corollary 2, it is 1l-inferece diagnosable.
However, since l-inferece-diagnosability is stronger than
conditionally disjunctive-codiagnosability [9],.L, K) is not
1-inferecev-diagnosable. ]

Remark 4:The notion of decentralized diagnosability was
introduced to study a distributed diagnosis problem and its
undecidability property was established in [14]. It was shown
in [17] that, for anyN € N, N-inference Vv-diagnosability
is strictly stronger than decentralized diagnosability. Analo-
gously, we can show thaV-inference diagnosability is also
strictly stronger than decentralized diagnosability.

L Fy(m), if ¢ is an even number
sl Hy(m), if ¢ is an odd number

Vi€ I: M;(so) = M;i(si0),
Vi’ € {0,1,...,N —1}:
My (s1ir) = Ma(s1¢741)),
if ¢/ is an even number
My (s1ir) = Mi(s13741)),
if +/ is an odd number
vi' € {0,1,...,N — 1}:

M (s2ir) = Mi(s23741)),
if ' is an even number

M2(52i/) = M2(52(i’+1))a
if 4/ is an odd number
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Proof: We only prove the first part. The second part caand s;;; € Hy_;(m) for odd . In other words, lower-

be proved analogously. indexed traces are members of higher-indexed, smaller-sized,
(=) Since Fiy11(m) # 0, we can pick upsg € Fxy1(m). failure/nonfailure sets.
We havesg € FN+1(m) C Fy(m). Since We develop a method for verifyingv-inference diagnos-
1 ability based on Proposition 1. We first test the nonemptiness
s0 € Fny1(m ﬂ M Mi(Hy (m)), of Fyy1(m) for anym € N. (The nonemptiness dff 1 (m)
el for any m € N can be checked similarly.) For this, we
there existsio, s20 € Hy(m) C Ho(m) such thatM;(so) = construct an automaton that generates (& + 3) traces

M (s10) and My(sg) = M2(820) respectively. Also, since  satisfying the last three of the five conditions of the first part
1 of Proposition 1. (Note that these conditions do not involve
510,520 € Hn(m ﬂM Mi(Fy-1(m)), m which is an unknown parameter.) We begin by refining
_ el the plant model with respect to the nonfailure specification
there existsiy, sz € Fy-i(m) C Fo(m) such that model. LetG = (Q,%,6,q,Q) be the finite plant model
M2(51q)' = M2(811) and M (s20) = Mi(s21), respectively. with L(G) = L and Gx = (Qx,%,0x,qx.0,Qx) be a
In addition, since finite generator of the nonfailure specification language, i.e.,
1 L(Gk) = K. We augment the generat@¥; by adding a
ﬂM Mi(Hy—2(m)), dump stated ¢ Qx. Formally, the augmented generator is
. defined aﬂK—(QK,E 5K7QKO;QK) WhereQKfQKU
there existsiz,s; € Hy—2(m) C Ho(m) such that {d}, and the state transition function : Qx x ¥ — Qx is

s11,521 € Fnoi(
el

Ml(sll) = Ml(Slg) and MQ(SQl) = MQ(SQQ) re- defined as
spectively. By repeating this procedure, we can obtain - o .

; . ) o), if € Ad ,0)!
50,5105 S115 -+ -3 SIN, 820, 521,---,82N € L that satlsfy the 5K(qK,O') = { dK(QK U) :)tggl'WiSCiK K(QK U)
five conditions of the first part of the lemma. ’

(<) We considerso, 510, 511, - -, S1N, 820, 821, -, 528 €  Then, we haveL(Gx) = X*. The refinement of the
L that satisfy the five conditions _of the first part of the Iemmep|ant with respect to the specification is~ obtained by tak-
We proveFiy11(m) # ) by showing thats, € Fiy11(m). ing the synchronous product [71G | Gx = (Q x

First, we show thask, € F;(m) and Qx, %€, (00, ax,0),Q x Qk). Then, we havel (G| Gk) =

Vie LVi' € {0,1,...,N —1} : L(GINL(Gg)=LNY¥*=L.Foreachse L,s€ L - K

if and only if G||G'x reaches a state whose second coordinate
is the dump stat@ by the execution of.

The index set of (2N + 3) traces
Since sg € Fo(m), Mi(SO) = Mi(sio), and s;y € Ho(m) 5055105 S115 -+ -3 S1N, 820,821,--.,82N € L of Proposition 1
for eachi € {1,2}, we haves, € F;(m). In addition, is denoted by
for S$10, since Mi(s19) = M]_(SQ , Ms(s19) = Mg(sll ,
S10 € Ho(m), and(so, ;11 S Fo(m)), we E\ave)slo S H1(m§ In = {07 107 117 o 1N’ 20’ 21’ Y 2N}

s Hy(m), if ¢’ is an even number
i Fy(m), if 7" is an odd number

Analogously, we havesyg € Hy(m). Furthermore, fors;;;  Among these (2N + 3) traces,
(@ e {1,2,...,N — 1}), if ¢ is an even number, thensg,s;;,s13,...,51;,521,523,...,59 € L — K are failure
Ml(su/) = Ml(sl(i/_l)), MQ(SM/) = Mz(sl(iu’_l)), s1¢# € traces, where

Ho(m), and sy(;—1), s1(7+1) € Fo(m), which implies that N —1. if Nis an even number

s1r € Hi(m). If ¢/ is an odd number, thed/s(s1y) = z:{ N, ’ if N is an odd number

My (s13i7—1)), Mi(s1) = Mi(s1(i41))s 10 € Fp(m), and o .
S1(—1), S1741) € Ho(m), which implies thats;; € Fy(m). and their index set is denoted by
Analogously, we have Ipn = {0,11,13,...,11,21,23,...,2}.

. { Hi(m), if i is an even number
27/

Fi(m), if ' is an odd number Having introduced the above notations for the two in-

dex sets, we are ready to build a generator of all traces

In a similar way, we can show that € F»(m) and 80,510, 811, - - - » SN, S20, 21, - - - , S2nv € L that satisfy the last
. y . three of the five conditions of the first part of Proposition 1.
Vi e I,Vi 6{0,1,...,]\/’—?}. We define
s e Hy(m), if ¢/ is an even number
w Fy(m), if i’ is an odd number Trn = (ReN,EpN, 0PN, TFN,0s RENm)

By repeating the above procedure, we can obtgig Fy(m) as follows: i
and $10, 820 € HN(m) SinceMi(S()) = Mi(Si()) for each e The state seRrn is defined asRpny = (Q X QK) X

iE{l,Q}, we haveSOGFN+1(m). | Q10XQ11X-~-XQ1NXQ20XQ21X"'XQQN,Where
Note that from the proof of Proposition 1, in case of Ox if i/ is an even number

Fni1(m) # 0, for eachi, s;y € Hy_y(m) for even Qi = { 0 x)Q it is an odd number

i’ and s;7 € Fn_u(s) for odd i’. The dual holds when K

Hyi1(m) # 0: for eachi, s, € Fy_y(m) for evend’ for anyi € I and anyi’ € {0,1,...,N}.
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o The initial staterpy o € Rpy is given as

TFNO = ((QO, QK,O)a 410,0,4911,0, - - -, 41N,0;
20,0, 421,05 - - - » 42N,0)
where
qK.0, if 7/ is an even number

if ¢/ is an odd number

i’ ,0 = {

for any: € I and anyi’ € {0,1,...,N}.
o The setRpn ,, of marked states is defined as

(QO7 dK,0 ) ,

{rrn € Rpn | Vien € Ipn
ren(irN) € Q x {d}},

Renm

where, for each

PN = ((‘LQK);C]lO;qu» --+-,41N,920,921, - - ',(J2N)

in RFN: we IetrFN(O) = (q,qK) and ’I’FN(ii/) = Qi
for eachi € I and each’ € {0,1,...,N}.
e The event sebry is defined as

YrN Eu{eh) x (Bu{e}) x---x (BU{e})

(2N + 3) times

—{(g,&,...,8)}.
o For eachrpy = ((¢,9K),q10,---, 01N, G20, - - -, G2N)
and eachaFN = (0',0'10,...,0'11\/,020,...,JQN),

apn(rren,orn)! if the following five conditions are
satisfied:

- 0-7&6 :>£((Q7QK)7U)!’
- VZEI,V'LIG{O,].,,N}O'“/ #6:}

{ Ok (Qiir, 03ir)!,

g(q“’ » Od! ) !7

if ¢ is an even number
if ¢ is an odd number,

- VYiel: M(o)= M;(oy),
- Vvi'e{0,1,...,N —1}:

My (o1ir) = Ma(013ir41)),
if 7 is an even number

Ml(Uli/) = Ml(al(i/+1))7
if ¢/ is an odd number,

- Vi'e{0,1,...,N—1}

Mi(o2i) = Mi(02gi741))s
if ¢/ is an even number

My (02ir) = M (0931 41)),
if 4/ is an odd number.

If aFN(TFN;O'FN)!y then

arn(reN, OFN)

= ((q/v q/K)a qa07 q;b cey q;]\ﬁ QIQO, q’21, e ;QIQN)7
where
(q/ q/ ): 5((517(11()’0')7 if g 755
R (Q7qK)7 otherwise
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and
Ok (Giir, 0t ),
if o, #¢ A[i' is an even numbeér
g = £(qiir, oiir),
i’ if o, # ¢ A[i’ is an odd number
qii’
otherwise

For eachoFN = (O‘7 010,011y---,01N,020,021, - - -, O'QN)
in Xpy, we let opn(0) = o and opn (i) = oy for
eachi € I and eachi’ € {0,1,...,N}. Furthermore, for
a tracespy = OpN10FN2 - OFN,] € Yy (> 1), we
let SFN(iN) = UFN,l(iN)UFNQ(iN) v O'FN,l(iN) for each
iy € In. In addition, letspy(in) = ¢ for eachiy € Iy if
SFN = €.

From the construction df'z, the following proposition is
obtained (the proof is omitted).

Proposition 2: Consider any (2N + 3) traces
8055105 S11y+ -5 S1N,S20,521,-.-,S2N S L such that
siy € K for eachiy € Iy — Ipy. Then these2N + 3)
traces satisfy the last three of the five conditions of the first
part of Proposition 1 if and only if there existgy € L(Trn)
such thatspx (in) = si, for eachiy € Iy.

Now that we have constructed a generator of(2lV + 3)
traces that satisfy the last three of the five conditions of the first
part of Proposition 1, we next extend the construction that can
be used to satisfy all the five conditions. Since the parameter
m € N is not known a priori, we must checKy1(m) # 0
for anym (to help establish non-diagnosability). represents
the number of steps of post-fault executions, and in fact
Trn accepts tracespy such thatspy(0) € Fni1(m)
with m = 0. To allow an arbitrary number of post-fault
executions (equivalently, an arbitrary value 1af), the post-
fault extensions inTry must visit cycles leading to an
arbitrary growth in the numbem of post-fault executions.
Note that a single cycle may not elongate @i + 1) failure
tracess;,, (iry = 0,11,13,...,1,21,23,...,2[) because
some of these trace elements may witness erlisansitions
along that cycle. Hence a multitude of cycles may need to be
executed sequentially to elongate all {2+ 1) failure trace
elements. To keep track of which cycles elongate which of
the trace elements (by executing at least one gxtnansition),
we collapse all the maximal strongly connected components
(max-SCCs) ofTry into individual nodes, labeling those
nodes with the trace elements that witness at least one non-
e-transition in the corresponding max-SCCs, and build a
nondeterministic acyclic automaton over the node set of max-
SCCs, TN = (VFN, YFN, /BFN) VYFN’Q7 VFN,m), as follows:

e The state set Vpy is defined as Vey =
{VEn0. VEN, - VEN,[Ven|-1},  Where, for any
k € {0717--~7‘VFN| — 1}, VFN,k is a max-SCC
of Trx. Without loss of generality, we assume that
ren,0 € VEN,O-

o The setVpy,, of marked states is defined &y ., =
{VEnk € VEN | VENE N RENm # 0}.

o The nondeterministic state transition functigh-y
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Ven X Zpn — 2VFN is defined as

Brn(VEN K, OFN)
= {VFN,k’ € Ven | k 7é 14
AN3ren € Ven g, Irpn € VEn i
apN(rEN,OFN) = TExn]}
for eachVpn € Vpy and eactvpy € Y.
A labeling function Jpy : Vien — 2777 is defined as

Jen(VEN k)
={irn € Ipn | [Frrn € Ven
ren(irn) € Q x {d}]
AN3Fren,Ten € VEN K, JOFN € ZFN ¢
apn(rpN,orN) = ey Aopn(ipN) # €]}
for eachVpy 1 € Ven. Then by the constructionzy €
Jrn (Ve ) means that; ., can be extended to an arbitrarily

long failure trace in a max-SC®ry . Therefore, we can
test whetherFy,1(m) # 0 for any m € N by verifying

(ko) (k1)
. [eg (o
the existence of a pathrno = Veng, — ViENk —
(kp—1)
9FN

= Vengk, € Venm In Tpy such that the union of
labels of Ven i, (7 = 0,1,...,h) is equal to the index set
Irpy of all (20 4 1) failure traces. This is formalized by the
following proposition. (The proof is found in the appendix.)
Proposition 3: Consider the pair(L, K) of regular lan-
guages. ThenFy 1(m) # 0 for any m € N if and only

(ko) (k1)
. . (e ag
if there exists a patipno = Vengk — VEng —
(kp—1)

TNy Venag, € Venam in the acyclic automatoz
such that

U JFN(VFN,/c) =IpN. (11)
ke{ko,k1,....kn}

Dually to check the nonemptiness &fx1(m) for any
m € N, we constructl'yy and Ty dual toTry and Ty,
respectively. Among th€2N + 3) traces of the second part of
Proposition 1,s19, s12, - - ., 89 € L — K are
failure traces, where

=4
\ N-1,

and their index set is denoted by

Iy = {10,12,...,11,20,22, ..., 2l}.

-5 511, 520, S22, - -

if V is an even number
if NV is an odd number

Then we definel’yny = (Ran, XHN, CHN,THN,0s REN,m)
as follows:

o The state seRyy is defined asRyy = Qg X Q10 X
Q11 X - X QN X Q20 X Q21 X -+ X Qan, Where

Q=1 @ Qr, if i’ is an even number
) Qk, if 4/ is an odd number
for anyi € I and anyi’ € {0,1,...,N}.

» The initial stateryy o € Ry IS given as

12

where

) _{ (90,450,
qii’,0 =
4dK,0,

if ¢/ is an even number
if ¢/ is an odd number

for anyi € I and anyi’ € {0,1,...,N}.
The setRyn,, of marked states is defined as

{run € Run |Viun € Ign :
run(inn) € Q x {d}},

where, for eachrygny € Ry, THN(iN) (iN S IN) is
defined in the same way agn (in ), whererpy € Rpn.
The event seE gy is defined agy = Xy
For each rgn = (9x,q10,---,91N;G20;- -+ G2N)
and eachoygy = (0,010,---,01N,020,--,02N),
agn(run,onn)! iIf the following five conditions are
satisfied:

- o #¢e=0k(qx,0),
vieI,Vvi' € {0,1,..

&(qair, o),
5K(Qii’,0ii/)!,
- VYiel: M(o)= Moiy),

Runm =

.,N}:O’ii/#fi

if ¢/ is an even number
if 2/ is an odd number,

- vi'e{0,1,...,N —1}:
My (o1ir) = Ma(013ir41)),
if ¢/ is an even number
Ml(Uli/) = Ml(al(i/-i-l))a
if 4/ is an odd number,
- vi'e{0,1,...,N —1}:

Mi(02ir) = Mi(023r+1)),
if ¢/ is an even number

My (02ir) = Ma(023ir+1)),
if 4/ is an odd number.

If OéHN(THN,O'HN)!, then

aHN(THN7JHN)

= (q/I(7 qIIOa qala sty qiNv QQOa QQla sty qéN)a
where _
ro_ 5}(((]]{,0), if o 756
I 4K, otherwise
and
5(%'7 Uu")7
if o, #¢e A[i’ is an even numbér
g = Ok (it 0iir ),
i’ if o, # ¢ A[i’ is an odd number
qii’
otherwise

For eachoyny € Ly andsyn € X%y, oun(in) and
sun(in) (iny € Iy) are defined in the same way @s (i)
and spy (in), respectively, wherepy € Ypy and spy €
XEN- _ _ o

From the construction df'y v, the following proposition is

obtained (the proof is omitted).

THN,O = (QK,Oa 410,05 911,05 - -, 41N,0,

420,0, 421,05 - - - 7(]2N,0)»

Proposition 4: Consider  any
50,510, S11, -

(2N + 3) traces
..yS1N, 520,521, -5, S2N S L such that
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siy € K for eachiy € Iy — Ign. Then thesg2N + 3)  construct the finite automaf-y andTy . By the definitions

traces satisfy the last three of the five conditions of thef Try and Tyy, the complexity of constructing them is

second part of Proposition 1 if and only if there existshown in Table Ill. Next, we construct the nondeterministic

suNn € L(Tyn) such thatsy n (in) = s, for eachiy € Iy. acyclic automat&zy and Ty by identifying all max-SCCs
Using Ty, we construct a nondeterministic acyclic auef Trx and Ty . This complexity isO((|Rrn |+ |Run]|) X

tomatonTyn = (Virn, Sans Bun, V.o, Virn.m) over the  |S[1+Xion(n=D") where

node set of max-SCCs df as follows:

- - |RrN]|
e The state set Vyy is defined as Vyn = /o .
{Vino.Van,- -, VaN van|-1}, Where, for any O(.‘QP-’.—Zk:/l (=D Qe [0 nn =Dy
ke {0,1,....|Vgn| — 1}, Vg is @ max-SCC  _ if IV is an even number
of Tyx. Without loss of generality, we assume that O(|Q| i 2 n(n=1)* "1 10 1+ ER n(n=1)*y
TEN,0 € VEN,0- if N is an odd number
o The setVyy ,», of marked states is defined &gy ., = IRun|

{Vunk € Van | Vang N Run,m # 0}.
o The nondeterministic state transition functighyy
Van x Sy — 2V~ is defined as =

N/2

O(| Q= (D™ Qe[+ Xz (=D,

if NV is an even number
O(|QZZe 2 ntn=1% |10 I+ Eiig nln=D*y
Bun(VEN 5 OHN) if N is an odd number

!/

= {Viww € Van | & #/k Then, N-inference diagnosability of L, K) can be verified

AFran € Van g, Irgy € Van e by exploring all paths off 7y and7xx that end with marked

aun(THN, OHN) = TN} states. It should be further noted that the verification is an

offline activity (and so more manageable), while, and as
noted in Remark 2, online activity for making a diagnosis
decision requires membership-checks in certain languages that
are computed offline, plus certain minimization computations,
and these are similarly also manageable.

The following example illustrates the verification result of
ran(inn) € Q x {d}] Theorem 8.
AN3run,"yn € Vank, Joan € San - Example 2:We revisit the setting of Example 1. We verify
whether(L, K) is 2-inference diagnosable using Theorem 8.

First, we construct the finite automatdfiz, to verify

for eachVyn , € Vgy and eactvyy € Y.
A labeling functionJgy : Vigny — 274~ is defined as

Jun(Vank)

={ign € Iun | [Frun € Vani :

agn(ran,oun) =rTun Noan(inn) # €]}

for eachVin ik € Vi . whether there existsn € N such thatFs(m) = 0. A part
Slm'”ar .tO'PrOpOSItlor? 3, we have the fO||0WIng result (th%f TF2 is shown in F|g 4. Using’Fz, the acyc"c automaton
proof is similar and omitted). T is constructed. The corresponding partZf, is shown

Proposition 5: Consider the pair(L, K) of regular lan- iy Fig. 5. Since
guages. ThenHy1(m) # ( for any m € N if and only

ok o) ((q17,d), axc 14, (@25, d), qrc 17, 41 135 (24, d), 4K 16)
if there exists a patVuno = Vank = Vang — (e0r606,6,60) ’
(khfl) —
HN, . .
Vi, € Vi in the acyclic automatofiy v ((Q177d)7QK,14, (11257d)7QK,177QK,137 (Q24,d)»QK,16)
such that
in Tro, we have
U Jun(Vank) = Ian. (12)
ke{ko,k1,....kn} JFQ({((QNa d)» qK,14, (QQ57 d), dK,17,9K,13; (Q247 d)7 QK,16)})
Then we have the following theorem that can be used to = {0,11,21} = Ip».
decidably tes.tN-mfere_znce diagnosability. _ Thus, the path shown in Fig. 5 satisfies (11) in Proposition 3,
_ Theorem 8:The pair(L, K) of regular languages is no{-  \hich implies thatF;(m) # 0 for anym € N. Similarly, we
inference diagnosable if and only if s ( can verify by Proposition 5 thatl3(m) # () for any m € N.
o0 ot i -
. there exists a patpyo = Ving, 2 Ve 2 _Thus, by Theorem 8, we can conclude tlat K) is not 2
Sn1) inference diagnosable.
- "% Ve, € Ven.m in the acyclic automaton
Trn that satisfies (11), and VIIl. CONCLUSION
(ko) (k1)
« there exists a patiyno = Vi k, UiﬁoV VHN .k THY A framework for inference-based decentralized decision-
oFn=n) _ _ making for fault detection has been proposed, which supports
= Vunk, € Vanm in the acyclic automaton multi-level inferencingfor disjunctiveas well asconjunctive
Tun that satisfies (12). decision making. The notion oN-inference diagnosability

Remark 5:To verify N-inference diagnosability of the pairwas introduced and its necessity and sufficiency were es-
(L, K) of regular languages using Theorem 8, we first need tablished. A thorough comparison with the existing notions
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TABLE Il
COMPLEXITY FOR CONSTRUCTING AUTOMATAT =y AND Ty N -

Complexity of constructindz v
Arbitrary evenN | O(|QI** k2t "=V (19| [z)) RS0 n(n—LF) = (1QIOM (=N L (@] - [£Onin-1 ™))
Arbitrary odd N O(QIMHEIET T ntn - ((gpe| - [ R0 ") — O((1Ql - Q| - (20D
N=1 o(QI™ 1 (1Qk |- =)™ )
N =2 0(1QI"” ~" 1. (1Qk| - [ Trn—17H1)
Complexity of constructinds; v
Arbitrary evenN O(QIZr20 "=D™ . (1@ | - [Z) TR0 n(r=1F) = 0((1QI - [Qx | - [ZNO(n—1™))
Arbitrary odd N_| 0(@[k=0 " DT (@) - [m]) 1+ IR (DY) — 0(Q[O (=D - (e - [m)OLn(n-D™))
N=1 o(QI" - (1Qk|- 5D +1)
N=2 0(QI" 7 - (1Qg| - [t D7 HT)
' | tured representations, such as BDDs, and can be a subject of

‘ ((g0, arc0), a0, (0, 4rc,0)- G0+ 4,05 (0, Gx0), Uxc0)

future research.
The paper opens up avenue for establishing similar frame-
‘ ((415~,(11<,5J)AQI(.9~, ((Ilaﬁ(11<,5J)A41<'.9:(11<,5J,(415,f11\',9)~,(11<,9) ‘ . . .. .
l : works for inference-based decentralized decision making for
(f, b2, b3, b2, 02, 02, 02) other tasks such as prognosis [5], [6], [18], which provide
[(@r. D) arcar, (005, am10)- Gar G0 (10 G0 i) | direction for future research within the proposed framework.
| coe g e 1)
‘ ((q17, ), qrc 115 (22, Qr 15)5 Gxc 155 G105 (@19, 4K 12), AR 12) ‘
i(s,s,f,b’z’,s.f,ag) APPENDIXA
PROOF OFPROPOSITIONS3

l(et e, e e e, ee)

“ ((flm d)> qK11, ((12:” d), 4K17, 4K 10, (Q24~, d)-, (IK,IG> H

Jeoceeeo (=) We consider anym € N such thatm >
[ (@D gran, () drcar dacas, (20, D dicas) | |Rrpn|, Where |Rpy| denotes the number of states of
Q(MCYC?(.#C,) Trn. By the first part of Proposition 1, there exist

50,5105 S115 -+ +5 SIN, 820, 521,---,82n € L that satisfy the
five conditions of the first part of Proposition 1.

Fig. 4. A part of the automatofi’zs.
Sincesyp € Fy(m) = LN (L — K)%2™, there existt €

| L — K andug € £2™ such thattyuy = so. In addition, for

| {90, 9x0): @0, (90, 4xc0), @10, 4.0, (0, G 0), arc0)} | each indexi’ € Iry—{0}, sincei’ is an odd number, we have
l(&e.e,e,e,e,e) sii» € Fo(m). There exist;;; € L — K andu;; € X=™ such

[ {((915,91c9), @i, (915, Grc9), Q19 Grc9, (@15, Grc). arco) ) | that;, us;; = si». Moreover, for each index’ € Iy — Irn,

(F. b b b, 13, 03, @3) sinced’ is an even number, we hawg, € Hy(m) = K.

‘{((fh%,d)-(IK,n,(fhs,(h\',n)-,(11\',11#11(,10«, (QIS-(IK,IO)-(IKJO)}‘ (OB)y (1) Prop(()lSitli)On 21 there eXiStS SFN =
l(e,e,a;,a;,a,h;,h;) opnOpn - 0py . € L(Teny) (I > 1) such that
spn(in) = siy for anyiy € Iy. For eachipy € Ipn,

|

‘{((fh% d)- 4K, (q22~, (IK,ls)-, 4K 15, 4K,105 (l119- (1K,12)- (IK,IQ)}‘

l ; there existsi;,., (0 < UL,y < [ — 1) such that
(e.e. f V5., f,a3)
t _ (0) (ipn) (1) (ipn) - (n-w)( ) and
“ {((Ql%d)JIK,H-((125-(1)7(1/(.17,%’.10-, ((124-,(1)%1;(,16)} ” tFN - N tFN JFN tFN UFN tFN
(llFN+1§ ipnT2) /. (1-1)
l(cc‘, c,c ¢ ) Wipy = OpN ( FN) OpN ((ZFN) (?;FN (Z(Il‘il\lf)) We
“ {((q17: d); qre1a, (go5: d)s 4re 7, 413, (G20, 4) drcn6) H consider the pathFN,O — TEE(‘)])\/ Uifv (Flj)\/ Uiﬁv R 011\; 7‘%3\7
. in Tr Obtained by executingry. For eachipy € Ipy,
Fig. 5. A part of the automatofizs. since\uim| >m > ‘RFNL there EXiStjiFNyhiFNJ;FN eN
(lipy < Jien < hipy < Ji.n < 1) such that
(7LFN) (JLFN) (hiFN) ; i . —
of decentralized diagnosability properties was performed, ahty ~ — "FN a?f)jUFN EifN) e SlngethN €L-K
the generality ofV-inference diagnosability was establishec@Nd tip = opn(ipn)opy(ipn) - opi™ (ipy) €

Properties ofN-inference diagnosability were also exploredpr(a%])\,(zFN)aSJ)V(zFN) aF]i,FN_l (irn)), we have

The paper also showed that-inference diagnosability is de-

cidable by presenting a verification algorithm. The paper alsar;’”)(zFN) = £&((q0,9K.0)s ag’}v(zm)a;g(zm)
describes an online approach for implementing the proposed Ry —1
| e o implementing the prop oo™ inn)) € Q x {d).

diagnosis scheme, which utilizes the offline computations of
certain languages (see Remark 2). The complexity of t
online diagnosis step is linear in the sizes of the offlin

computed languages. The complexity of the offline computedFor someag, az, ., an-1 € {0,1,.., 1} such thatafmj
languages could be made more efficient through their strug- < --- < aj,_1, there exists a patiry o = Veng, —

}}efollows that rFN € Rpn m.
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(ap 1)
FN,

(a1)

g
VFN,k:1 = — VFNkh € VFN,m that sat-
isfies {ri, ..., 7Y C Vi, {rl™ o rledy
VENEs - ﬁ%@ 1“),..., ng} C Ve, in the acyclic

automaton7py. For eachipy € Ipy, StateST;gﬁN) _

Uipn)  (hipy) (hipyn+1)
TEN" 5 TEN and rp Y are included in the same

max-SCC inVxy, which implies that there exist¥ry .,
(j €{0,1,...,h}) suchthat py € Jpn(Ven,k, ). Hence, the
0_(00) 0_(01) a<ah,—1)

pathVeno = Veng = VEng — o 5 VN,
satisfies (11).

(<) In the acyclic automatorfzy, there exists a path

ko) o) (kp—1)

VEno = VFEN ko LY Ve, P X Veng, €
Vrn,m that satisfies (11). For eaclrny € Iry, there exists
(Jipn €1{0,1,...,h}) such that

VFN,chiFN

: TFN(iFN) S Q X {d}]

dopy € XpN

[3ren € VEn g,
*FN
/
ABren,ren € Ven g, s

apn(rFN,0FN) = Tey ANorn(ipn) # €]. (13)

Then, there exists a pathpy,o = rffj)v Ugv r%l])\, Ugﬁ)v
1
Ug—ﬁi ) r(l) in Trxn such that
o for some ag,ai,...,ap_1 such that ag <
aq < < ap—1, {TEV('J])V""’ E;l]%)} -
VFNkDa {T(aoJrl),...,’l“gl]if)} g VFN’kl,...,
ri N € Ve, and

o for eacthN € Ipn, there existj;, ., hipy,Ji., €N

such thatd < ji,y < hipy < jio < 1 7oM"

— FN

; R i
i) ) (o € @ x {dY, ando Y (i) #
E.
For Irny = {0,11,13,...,11,21,23,...,2l}, we assume
without loss of generality thafy < ji1 < ji3 < ---<ju <
Jo1 < joz < oo < gy
For each ipn € Irn, let upnipy =
) i1 .
a(F]j\?”)agﬁﬁNH) : ~-o§j€” ' In addition, let
oy = ook,
g,
if 76 =711 Vjo=Jjn
UFN,0 = (Jo) (Jo+1) (J11-1)
OpN9FN "OFN
otherwise
57
if jis = Jir+2) V Jiir = Jigir+2)
UFNii' = (Gir) (Gaar+1) (Jiir 42y 1
OpN OFN OFN )
otherwise
(ie{1,2},i €{1,3,...,1—2})
&
if 71, =J21 Vju = Jja1
VUFN,1I = (jll)o_(j11+1) (]21—1)
FN 9FN OFN s
otherwise
; £, ‘ if I =7
FN 2L o @2 gt D otherwise
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Then, we have

(Jo)

QpFN (TE«PZ)V’ UFN) TEN>

apn (rg™

Tg}\(]i’+2))7
if ipy € {117137...,
1(1—2),21,23,...,

’ ()l—Z)}
oy

if ipny =0
iy

if ipn = 1
N0

FN»

if IEN = 2[,

)

!
aFN(TF;\l;N ’UFN,iFN) ’UFNaiF‘N)

(J’FN)

Glpn)
TFN T

arn( JUFNipy ) Y (Vien € Irn).

For anym € N, we consider a trace

m m m
SFN VFNURN,0VFN,0UFN,11VFN,11UFN 13VFN,13 - - -
m m m
UpN 1IVFN,UUFN 21VFN21UF N 23VFN,23 - - -

upN,uVFN,20 € L(TFN).
For eachipy € IFy, let

vrn (0),

if ipny =0
(UFNUTI?N,OUFN,O)(Il)a

if ipy =11
(VENURE N QUFN,0UE N 11VFN,11 " "
U?N,l(i/—Q)UFNvl(i'—Q))(M/)’

if ipy = 14 (’L/ S {3,5, .. ,l})
(VENUE N UFN,0UE N 11VFN,11 " "
upy 1PN, (21),

if ipny =21
(VENUR N gUFN,0UE N 11VFN,11 " "
UpN 1 VPN, UWE N 21 VFN,21 * " *
“?Na(iuz)UFN72(i/*2))(2i/)=

if ipy =27/ (i/ S {3,5, .

IFN ¢

) l})7

and

(U?N,OUFN,OU?N,UUFN,H . 'UTI?N,HUFN,U
UPN 21VFN 21 - - U N 9 VFN,21) (0),

if ipy =0
(WEN, 1 VFN 17 - - UEN 1 VFN 11
UPN 21VFN,21 - - Upy 9 VFN,21) (1),

if ipy =17 (i/ S {1,3,5, .. ,l})
(UFN 2 VPN 217 - - UEN VP N,21) (21),

if ipny = 2¢' (’Ll S {1,3,5, Ce ,l})

Uipy =

Then, smcea( ”“V)(iFN) # ¢, we have|u;,,| > m. Once
the state mGK reaches the dump statg it remains there.
Sincer(hiFN)(iFN) S Q X {d}, we havef((qo, QK,O>7tiFN) =

rUien) (ipy) = rVies) (ipn) = Q x {d}, which implies that
tiw.n € L—K. Sincet;,.,, € L— K and|u;,,| > m, we have
tipnUipy € LN (L — K)X2™ = Fy(m). In addition, each
element ofly — Ir is of the formii”, wherei € {1,2} and
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7" is an even number. We have by the definitionZgfy that

(20]

SFN(ii//) c K= Ho(m)
For eachipy € Ipy, We havespn(ipn) = tipyUipy -

Letting so = spn(0) and s;» = spy(ii’) for eachi € {1,2}

(21]

andi’ € {0,1,..., N}, the first two of the five conditions of

the first part of Proposition 1 are satisfied. Furthermore,

Proposition 2, the last three of the five conditions of the first
part of Proposition 1 are also satisfied. Thus, by the first pff%]
of Proposition 1, we havé'y 1 (m) # 0.

(1]

(2]

(3]

(4]

(5]

(6]

(7]

(8]

(9]

[10]

[11]

[12]

(23]

[14]

[15]

[16]

[17]

(18]

[19]

[24]
REFERENCES

R. K. Boel and J. H. van Schuppen, “Decentralized failure diagnosis f 5]
discrete-event systems with costly communication between diagnosers,”
in Proc. 6th Int. Workshop Discrete Event Sypp. 175-181, Oct. 2002.

F. Cassez, “The complexity of codiagnosability for discrete event and
timed systems,IEEE Trans. Autom. Contrphol. 57, no. 7, pp. 1752—
1764, Jul. 2012.

H. Chakib and A. Khoumsi, “Multi-decision diagnosis: Decentralized
architectures cooperating for diagnosing the presence of faults in discrete
event systemsDiscrete Event Dyna. Syst.: Theory Appbl. 22, no. 3,
pp. 333-380, Sep. 2012.

R. Debouk, S. Lafortune, and D. Teneketzis, “Coordinated decentraliz
protocols for failure diagnosis of discrete event systemsstrete Event
Dyna. Syst.: Theory Applvol. 10, no. 1&2, pp. 33-86, Jan. 2000.
S. Genc and S. Lafortune, “Predictability of event occurrences
partially-observed discrete-event system&iitomatica vol. 45, no. 2,
pp. 301-311, Feb. 2009.

A. Khoumsi and H. Chakib “Conjunctive and disjunctive architecture
for decentralized prognosis of failures in discrete-event systeilBEE
Trans. Autom. Sci. Engvol. 9, no. 2, pp. 412417, Apr. 2012.

R. Kumar and V. K. GargModeling and Control of Logical Discrete
Event System®oston, MA: Kluwer, 1995.

R. Kumar and S. Takai, “Inference-based ambiguity management
decentralized decision-making: Decentralized control of discrete eveS
systems,"IEEE Trans. Autom. Contrplol. 52, no. 10, pp. 1783-1794,
Oct. 2007.

R. Kumar and S. Takai, “Inference-based ambiguity management in
decentralized decision-making: Decentralized diagnosis of discrete-event
systems,”|EEE Trans. Autom. Sci. Engvol. 6, no. 3, pp. 479-491,
Jul. 2009.

W. Qiu and R. Kumar, “Decentralized failure diagnosis of discrete
event systemsEEE Trans. Syst., Man, Cybern., Part A: Syst. Humans
vol. 36, no. 2, pp. 384-395, Mar. 2006.

W. Qiu and R. Kumar, “Distributed diagnosis under bounded-dela'
communication of immediately forwarded local observationgEE
Trans. Syst., Man, Cybern., Part A: Syst. Humawsl. 38, no. 3,
pp. 628-643, May 2008.

S. L. Ricker and J. H. van Schuppen, “Decentralized failure diagnos
with asynchronous communication between supervisorsProt. Eu-
ropean Control Conf. 20Q1pp. 1002-1006, Sep. 2001.

M. Sampath, R. Sengupta, S. Lafortune, K. Sinnamohideen, al
D. Teneketzis, “Diagnosability of discrete-event systemtZEE
Trans. Autom. Controlvol. 40, no. 9, pp. 1555-1575, Sep. 1995.

16

S. Takai and R. Kumar, “A generalized inference-based diagnosis
framework for discrete event systems capturing both disjunctive and
conjunctive decision-making,” ifProc. 54th IEEE Conf. Decision and
Control, pp. 3522-3527, Dec. 2015.

S. Takai and R. Kumar, “Delay bound of inference-based decentralized
diagnosis in discrete event systems,” Rroc. 13th Int. Workshop
Discrete Event Syst.pp. 224-229, May 2016.

] S. Tripakis, “Undecidable problems of decentralized observation and

control,” in Proc. 40th IEEE Conf. Decision and Contrgbp. 4104—
4109, Dec. 2001.

W. Wang, A. R. Girard, S. Lafortune, and F. Lin, “On codiagnosabil-
ity and coobservability with dynamic observation$EE Trans. Au-
tom. Contro) vol. 56, no. 7, pp. 1551-1566, Jul. 2011.

Y. Wang, T.-S. Yoo, and S. Lafortune, “Diagnosis of discrete event
systems using decentralized architectur@gcrete Event Dyna. Syst.:
Theory Appl. vol. 17, no. 2, pp. 233-263, Jun. 2007.

J. Zaytoon and S. Lafortune, “Overview of fault diagnosis methods for
Discrete Event SystemsAnnual Reviews in Contrplvol. 37, no. 2,
pp. 308-320, Dec. 2013.

Shigemasa Takai (M'93) received the B.E. and
M.E. degrees from Kobe University, Kobe, Japan,
in 1989 and 1991, respectively, and the Ph.D degree
from Osaka University, Suita, Japan, in 1995.

From 1992 to 1998, he was a Research Associate
with Osaka University. In 1998, he joined Wakayama
University, Wakayama, Japan, as a Lecturer, and
became an Associate Professor in 1999. From 2004
to 2009, he was an Associate Professor with Kyoto
Institute of Technology, Kyoto, Japan. Since 2009,
he has been a Professor with Osaka University, Suita,

i

Japan. His research interests include supervisory control and fault diagnosis
@f discrete event systems.

tProf. Takai was the Publication Chair of the 54th IEEE Conference on
ecision and Control. He is currently serving as an Associate Editor of IEEE
Transactions on Automatic Control.

Ratnesh Kumar (S'87-M'90-SM'00-F'07) is a
Professor of electrical and computer engineering
with the lowa State University since 2002. Prior
to this, he was on faculty with the University of
Kentucky from 1991 to 2002 in electrical and com-
puter engineering, and has held visiting positions
with the University of Maryland, the Applied Re-
search Laboratory (at Penn State University), NASA
Ames, the Idaho National Laboratory, the United
Technologies Research Center, and Air Force Re-
search Laboratory. He received the B. Tech. degree

in electrical engineering from IIT Kanpur, India, and the M.S. and Ph.D.

R. Sengupta and S. Tripakis, “Decentralized diagnosability of regu|gpgr9e5 in electrical and computer engineering from the University of Texas,
languages is undecidable” iRroc. 41st IEEE Conf. Decision and Austin, TX, USA, in 1987, 1989, and 1991, respectively. His research spans

Control, pp. 423-428, Dec. 2002. Sensors, Networks, Controls, and Software with application domains of Safety
K. Schmidt, “Abstraction-based verification of codiagnosability fo@nd Security in Cyber-Physical (Hybrid) Systems, Embedded and Real-time
discrete event systemsAutomatica vol. 46, no. 9, pp. 1489-1494 Systems, Model-based Software and Web-services, Data Analytics, Power
Sep. 2010. ' ' ' Grid and Energy Harvesting, and Sustainable Agriculture.

R. Su and W. M. Wonham. “Global and local consistencies in distributed Prof- Kumar is or has been an Associate Editor of the ACM Transactions

fault diagnosis for discrete-event system&EE Trans. Autom. Control ON Embedded Computing Systems, the SIAM Journal on Control and Opti-

vol. 50, no. 12, pp. 1923-1935, Dec. 2005. mization, the IEEE Transactions on Robotics and Automation, IET Cyber-

S. Takai and R. Kumar, “Inference-diagnosability: Nonconvergence afdpysical Systems: Theory & Applications, the Journal of Discrete Event

other complexity results,” iProc. SICE Annual Conf. 200Pp. 533— Dynamical Systems, the |IEEE Control Systems Society, the IEEE Robotics
539, Sep. 2007. ' and Automation Systems Society, and the IEEE Workshop on Software

S. Takai and R. Kumar, “ Inference-based decentralized prognosis § bernetics. He received the Gold Medals for the Best EE_ Undergrad and
discrete event systems|EEE Trans. Autom. Contrpvol. 56, no. 1, the Best_AII Ro_under from IIT Kanpur, and_ th_e B(_ast Dissertation Award from
pp. 165-171, Jan. 2011. UT Austin. He is a Fe_llow of the IEEE, a D|st|ngt_1|§hed Lecturer for the IEEE
S. Takai and R. Kumar, “Verification of generalized inference diag(-:ontrOI Syst_ems S_omety, Best Paper A\_Nard recipient from IEEE Tl_'ansactlons
nosability for decentralized diagnosis of discrete event systems,” Automation Science and .Eng'”ee”’.‘gv and Best Paper Finalist at IEEE
Proc. 20th IEEE Int. Conf. Emerging Tech. Factory AutprdOl: NSC (Int. Conf. on Networking, Sensing and Control).
10.1109/ETFA.2015.7301419, Sep. 2015.



