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Abstract Inference-based decentralized diagnosis is a framework introduced in
the authors’ former work, where inferencing over the ambiguities of the self and the
others is used to issue diagnosis decisions. The implementation of the framework
requires the online computation of the ambiguity levels by each of the local decision
makers, following each of their local observations. This in turn requires knowing the
delay bound of diagnosis, which needs to be computed offline, prior to the online
monitoring for fault detection. The paper presents the offline computation of the
delay bound of diagnosis, along with a certain set of languages, which together aid
the online computation of the ambiguity levels.

Keywords Discrete event system - Decentralized diagnosis - Inference-based
ambiguity management - Ambiguity level - Delay bound

1 Introduction

There exists a long history of research on fault diagnosis of discrete event systems
(DESs) (see for example [10,25]). The notion of diagnosability requires detection
of any fault within a uniformly bounded delay, which in turn requires that within
that bounded delay, the post fault-behaviors generate observations that are dis-
tinguished from the pre-fault ones [10].

For large, physically distributed systems, decentralized diagnosis is employed,
where multiple local diagnosers that rely on their own subsets of accessible sensors
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make local diagnosis decisions that are pooled together to deduce a global one. See
for example [3,12,7,19,8,9,6,18,11,17,16,1,2,20-23]. The notion of codiagnosabil-
ity that captures the property that a fault can be detected by at least one of the
local diagnosers within a uniformly bounded delay was formally introduced in [7].
This scheme, where at least one diagnoser issues a failure decision unambiguously,
is “disjunctive” in nature. In contrast, a dual “conjunctive” scheme, which is in-
comparable to the disjunctive one, was later proposed in [19], where a nonfailure
decision is issued by a diagnoser when it is unambiguous about it and a fault is
detected when none of the diagnosers issue a nonfailure decision.

In the disjunctive and conjunctive schemes mentioned above, each diagnoser
makes a local diagnosis decision on the basis of the own knowledge. The process
of utilizing the own knowledge as well as the inferred others’ knowledge for the
sake of decision-making was referred to as “inferencing” (where local diagnosers
know each other’s observation masks). A general framework for inference-based
decentralized decision-making was introduced by the authors of the present paper
in [5] and adopted to the cases of diagnosis in [6] and prognosis in [13]. In the
inference-based setting, each diagnoser uses not only its own knowledge of the
system behaviors, but also the inference about the possible knowledge of the system
behaviors of other diagnosers to arrive at its own local decision. The “winning”
local decision (namely, the one needing the least levels of inferencing) is set as
the global decision. While the general framework of [6] supports arbitrary levels of
inferencing, the work of [6] employs only the disjunctive scheme. Our recent work
[15] supports both the disjunctive and conjunctive schemes, along with multiple
levels of inferencing. To achieve such generality over [6], the main new insight
lies in identifying the seed pair of failure and nonfailure behaviors that must be
disambiguated through inferencing. In [6], this seed pair was simply taken to be
all failure versus all nonfailure behaviors. However, this is unnecessarily strong,
and instead, only those failure behaviors that have allowed the execution of post-
fault behaviors to a certain minimum number of steps (equaling the uniformly
bounded delay of detection) must be disambiguated from the nonfailure behaviors
to capture both disjunctive and conjunctive decision-making. The inference-based
framework of [15] is general enough to subsume the disjunctive and conjunctive
frameworks of [7] and [19], respectively, which do not involve inferencing, and
the conditional disjunctive and conditional conjunctive frameworks of [19], which
involve a single-level of inferencing. Furthermore, as the levels of inferencing are
increased, a larger class of diagnosable systems are obtained [15].

Local supervisors (respectively, diagnosers) with conditional decisions involv-
ing a single-level inferencing were developed in [24] (respectively, [23]). The current
paper presents the online implementation of the inference-based decentralized di-
agnosers in the generalized framework of [15] supporting both conjunctive and
disjunctive decision-making (different from the earlier version [6], which used only
disjunctive decision-making, omitting the conjunctive one). The implementation
requires the online computation of the diagnosis decisions and the associated am-
biguity levels by each of the local decision makers, following each of their local
observations. This in turn requires knowing the delay bound of diagnosis, which
must be computed offline, prior to the online monitoring for fault detection. The
paper presents the computation of the delay bound of diagnosis, and also a cer-
tain set of languages, which together aid the recursive online computation of the
diagnosis decisions. Complexity analysis for the required offline as well as online
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computations is provided. The paper also shows that as the number of inferencing
levels increases, the delay bound of diagnosis decreases and a larger class of sys-
tems become diagnosable. So there exists a tradeoff between the complexity versus
the ability and delay of diagnosis.

Note that knowing the delay bound is also important to execute mitigation
actions in a timely manner, and is a figure of merit of a diagnosis scheme. Algo-
rithms for computing the delay bound are reported in the literature for various
earlier schemes: disjunctive [7], conjunctive [20], and conditional disjunctive and
conjunctive [23]. The results on the computation of the delay bound were first
reported at the authors’ conference papers [14] but without proofs. This paper
provides additional results on the online computation of the ambiguity levels and
additionally includes all the correctness proofs, and new examples.

2 Notation and preliminaries

A deterministic automaton is a five-tuple G = (Q, X, 9, qo, Qmark ), where Q is the
set of states, X is the finite set of events, § : Q x X — @ is the partial transition
function, go € Q is the initial state, and Qmark C Q is the set of marked states®.
Let X* be the set of all finite traces of elements of X, including the empty trace
€. The function § can be extended to ¢ : @ X X* — @ in the usual manner. The
generated and marked languages of G, denoted by L(G) and L., (G), respectively,
are defined as L(G) = {s € X" | d(qo0,s)!} and L (G) = {s € X" | §(qo,s) €
Qmark }, where 6(q, s)! denotes that (g, s) is defined for each ¢ € @ and each
s € X,

Let K C X* be a language. The set of all prefixes of traces in K is denoted by
pr(K). If K = pr(K), then K is said to be (prefix-)closed. A closed language K is
said to be deadlock-free if, for any s € K, {s}X N K # (). For each trace s € X*,
|s| denotes its length. For any m € N, where N denotes the set of all nonnegative
integers, let X=™ := {s € ¥* | |s| > m} and =" := {s € " | |s| < m}.

Let I = {1,2,...,n} denote the index set of local diagnosers that perform
the task of diagnosis. We assume that the limited sensing capabilities of the ith
local diagnoser D; (i € I) can be represented by the local observation mask,
M; : X — A;U{e}, where A; is the set of locally observed symbols. An event o € X
with M;(o) = ¢ is said to be unobservable under M;. The local observation mask
M; is extended to M; : X* — A? in the usual manner. Two traces s, s’ € X* with
M;(s) = M;(s") are said to be M;-indistinguishable. In addition, the inverse map
of My, denoted by M; ' : A¥ — 2% is defined as M, ' (t) = {s € X* | M;(s) =t}
for each t € A}. For any languages L C X* and L' C A}, M;(L) C A} and
M; (L) € £* are defined as M;(L) = {M;i(s) € A} | s € L} and M; *(L') =
{s € X* | M;(s) € L'}, respectively. For any subset Q' C @ of the state set Q of
G, the unobservable reach set URg (Q’) € 29 is defined as

URci(Q)={d €Q|3qe Q@ ,Ise M; ' ()NL(G) : 6(¢,8) =d'}. (1)

Let L # 0 be a closed language that represents the generated language of a
plant (system to be diagnosed) modeled as a finite automaton G = (Q, X, 4, qo, @),

1 In this paper, an automaton is deterministic, unless otherwise stated.
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and K C L be a nonempty closed language that represents a nonfailure specifica-
tion. Traces in L — K are considered as failure traces and the task of diagnosis is
to determine the execution of any trace in L — K within an additional bounded
number of system executions. Without loss of generality, the plant language L can
be taken to be deadlock-free [6].

In what follows, we need a finite acceptor of the post-fault traces in which a
fault occurred at least m steps in the past, i.e., traces in Fyo(m) := LN(L—K)Z=™.
When m corresponds to the delay bound of diagnosis, Fo(m) corresponds to the
set of traces for which a failure decision can be issued. Also, when m = 0, Fo(m)
simply corresponds to the set of all failure traces.

To construct a finite acceptor of the language Fo(m) = L N (L — K)X=™

for any m € N, we augment a finite generator Gx = (Qk, X, Kk, qK,0, QK)
of the nonfailure specification language K C L by adding m 4+ 1 dump states
do,d1,...,dm € QK. Formally, the augmented automaton is defined as

éKm = (QKma 27 SKM,7 4dK,0, {dm})a

where QK",, = Qr U{d; | j € {0,1,...,m}}, and the state transition function
Ok, 1 Qk,, X X — Qk,, is defined as follows [21]: For each ¢k, € Qk,, and each
oe X,

6K (qK,,,, ’ 0)7 if qu € QK A (5K (dK,,,,a U)'

Sic (Gx...0) = do, if 4k, € Qx N0k (qK,,,0)!
K, \4K,,0) = disn, ifge=d (m>1A0<1<m—1)
dm, if g, = dm,

where =0k (4K, ,0)! denotes the negation of dx (§k,, ,o)! It follows from the defi-
nition of G, that L(Gk, )= X" and Ly, (Gg,, ) = X% — KX<™.

We construct the synchronous product G || Gg,, [4] of the finite plant model
G =(Q,%,6,q,Q) and Gk, , which is denoted by

G || Gk, = (Q x Qk,., X, &m, (90, qx,0), Q X {dm}).

Then we have L(G || Gk, ) = L(G)NL(Gk, ) = L and Ly (G || Gk, ) = Lm(G)N
L(Gk,) = LN(L—K)X=™ = Fy(m), i.e., G || Gk,, can be used as a finite accepter
of Fy(m). For simplicity of notation, in the case of m = 0, we drop the subscript
m in the notation, i.e., GKO = (QKWZ,SKO,QK,O,{C}O}) and G || GKO = (Q x
QRK,, 2759, (qo, qK70),~Q x {do}) are also denoted by Gx = (Qk, X, 0k, qK,0, {d})
and G || Gx = (Q X QK, X, &, (q0,q9K,0), Q X {d}), respectively.

3 Inference-based diagnosis framework

The material in this section summarizes our earlier work reported in [15] that
introduced the inference-based diagnosis framework, along with the notion of N-
inference diagnosability and its verification test.
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3.1 Existence condition of N-inferring diagnosers

Let C ={0,1, ¢} be the set of diagnosis decisions, where “0” represents a nonfail-
ure decision, “1” represents a failure decision, and “¢” represents an unsure deci-
sion. Each inference-based local diagnoser D; is defined as a map D; : M;(L) —
C x N [6], where for each s € L, D;(M;(s)) = (ci(Mi(s)),ni(M;(s))). Here
ci(M;(s)) € C denotes the diagnosis decision of D; following an observation
M;(s) € M;(L), and n;(M;(s)) € N denotes the ambiguity level of the diagno-
sis decision of D;. Let n(s) be the minimum ambiguity level of local decisions [6],
ie., n(s) := min;er ni(M;(s)).

The decentralized diagnoser {D;};cs that consists of local diagnosers D; (i €
I) issues the global diagnosis decision. Formally, {D;};cr is defined as a map
{Di}ier : L — C. For each s € L, the diagnosis decision {D;}ic1(s) is given as
follows [6]:

1, if Vi € I:ni(Mi(s)) =n(s) = c;(M;(s)) =
{Di}ici(s) = g, if Zz € I:n;(M;(s)) =n(s) = ci(M;(s))
, otherwise.

1
0 (2)

The global diagnosis decision is taken to be the same as a local diagnosis decision
possessing the minimum level of ambiguity.

A useful notion of a decentralized diagnoser is the boundedness of the ambigu-
ity level of its decisions. Let N € N be a given nonnegative integer. A decentralized
diagnoser {D;}icr : L — C' is said to be N-inferring [15] if the following two con-
ditions hold:

1. Either
Vse€ L —K :{Di}ier(s) =1=n(s) <N, (3)
or
Vs € K : {D;}icr(s) #1 = n(s) < N. (4)
2. There exists m € N such that
Vse (LN (L—K)ZZ™) UK :n(s) < N = {Di}ici(s) # ¢. (5)

Given a plant language L, a nonfailure specification language K C L, and
a nonnegative integer m € N, we inductively define a monotonically decreasing
sequence {(Fj(m), Hr(m))}r>o of language pairs as follows [15]:

— Base step:
Fo(m) := LN (L — K)X2=™, Ho(m) := K.

— Induction step:
Fi1(m) = Fp(m) N <ﬂ Mi_lMi(Hk(m))) :

i€l

Hyy1(m) := Hyp(m) N (ﬂ Mi_lM,»(Fk(m))) .

iel
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(N + 1)-inference

diagnosability

N-inference

diagnosability
conditional = T
disjunctive-codiagnosability 1-inference
V conditional diagnosability

conjunctive-codiagnosability T
disjunctive-codiagnosability O-inference
V conjunctive-codiagnosability—diagnosability

Fig. 1 A relation among notions of diagnosability for decentralized diagnosis [15, Fig. 1].

In the base step, Fo(m) = LN (L — K)X=™ is the set of failure traces for which at

least m events occurred after the occurrence of the failure, and Ho(m) = K is the

set of nonfailure traces. In the induction step, Fy11(m) (respectively, Hi11(m)) is

a sublanguage of Fy(m) (respectively, Hy(m)) consisting of traces for which there

exists an M;-indistinguishable trace in Hy(m) (respectively, F,(m)) for each i € I.
Then we have the following definition of N-inference diagnosability.

Definition 1 [15] The pair (L, K) of regular languages is said to be N-inference
diagnosable if there exists m € N such that Fxi1(m) =0 or Hy11(m) = 0.

Remark 1 A relation among various notions of diagnosability for decentralized
diagnosis is shown in Fig. 1 [15], and shows that the framework analyzed here is
most general.

Ezample 1 We consider a plant modeled by the finite automaton G shown in
Fig. 2(a). Let Ay = {a,d’,c,d, e}, Ay = {b,b,c,d, e}, and

a, if o € {a1,a2}

a,if o € {a}, a5}

Mi(o) = o, if o € {c,d, e}
e, otherwise,

b, ifoe {bl,bg}

)V, if o € {b}, b5}

Mz(o) = o, if o € {c,d,e}
€, otherwise.

In addition, let K C L be a closed regular language generated by the finite au-
tomaton Gx shown in Fig. 2(b). In this example, the failure is modeled by the
occurrence of the event f.
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ay l by 4K.,0 . '
qK,2 UK ¢ dK 4 g qK.,9
qK.5 / qdK.6
c 6 ¢

Fig. 2 Automata G and Gk of Example 1.

We show that (L, K) is 2-inference diagnosable but not 1-inference diagnosable.
We consider any m € N such that m > 1. Initially, we have

Fo(m) = d(ar fe™c" + bifc™c") 4+ e(fe™ ™ + anfbhe™ e* + bafahe™ ¥,
Ho(m) = pr(d(c™ + a1biet + biaic™) + e(aze™ + bac™)).

Since
M (Fo(m)) = d(ac™c* + ¢™c*) + e(c™c* +ac™ '¢* +a ™ e,
Ma(Fo(m)) = d(c™c* +bc™c™) + e(¢™c* +b'c™ e + bc™ "),
Mi(Ho(m)) = pr(d ( T +act +d'c¢h) +e(acteh)),
M3 (Ho(m)) = pr(d(c™ +b'c™ +bc") +e(c™ +bc™)),
we have

Fi(m) = Fo(m) N (ﬂ MflMi(HO(m))>
— d(a1 fcmc*zj-lbl fe™e) + efcmer,

Hi(m) = Ho(m) N (ﬂ MilMi(FO(m))>
— de™e" e(c:iimc* + bac™e).
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Moreover, by the iterative computation, we obtain

Fa(m) = efc™c",

Hy(m) = dc™c",

and finally, we have F3(m) = Hs(m) = (), which implies that (L, K) is 2-inference
diagnosable. However, since F»>(m) # () and H2(m) # () for any m € N, it is not
1-inference diagnosable.

The following theorem shows that N-inference diagnosability is a necessary
and sufficient condition for the existence of an N-inferring decentralized diagnoser
with no missed and incorrect detections.

Theorem 1 [15] There exists an N-inferring decentralized diagnoser {D;}icr :
L — C that satisfies

ImeN,Vse LN (L—K)XZ™: {Di}icr(s) =1, (6)
Vs € K : {Dz}ze[(s) 75 1 (7)

if and only if the pair (L, K) of reqular languages is N-inference diagnosable.

3.2 Online computation of local diagnosis decisions and ambiguity levels

For the pair (L, K) of regular languages that is N-inference diagnosable (so that
there exists m € N such that Fxy1(m) = 0 or Hy41(m) = 0), a local diagnoser
can compute its diagnosis decision and associate a level of ambiguity as follows:
For each s € L, the i¢th local diagnoser D; computes

nf(Ml(s)) = min{k € N | M;(s) ¢ M;(Hr(m))}, (8)

7

ng (Mi(s)) := min{k € N | Mi(s) ¢ M;(Fy(m))}. (9)

Here nJ (M;(s)) represents the ambiguity level of a failure decision contemplated by
the ith diagnoser following the observation M;(s). Similarly, nl'(M;(s)) represents
the ambiguity level of a nonfailure decision contemplated by the ith diagnoser
following the observation M;(s). Since Fxy1(m) = 0 and Hyy1(m) = 0 imply
Hyy2(m) =0 and Fyo(m) = 0, respectively, both nf (M;(s)) and nl(M;(s)) are
bounded above by N + 2.

For a local diagnoser D; : M;(L) — C x N its diagnosis decision and ambiguity
level following an observation M;(s) € M;(L), i.e.,

Di(Mi(s)) = (ci(Mi(s)), ni(Mi(s))),
is determined as follows [6]:

1, if nd (M;(s)) < nl(Mi(s))
ci(Mi(s)) = { 0, if ' (Mi(s)) < nf (My(s)) (10)
¢, if nf (Mi(s)) = nf (Mi(s)),

ni(M;(s)) = min{nf (Mi(s)), nl! (Mi(s))}. (11)
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It was shown in [15] that the decentralized diagnoser {D;};cr : L — C for which
the local diagnosers are given by (8)—(11) is N-inferring and satisfies

Vse LN(L—K)X2™: {D;}ier(s) =1 (12)

and (7), i.e., any failure can be correctly detected by the decentralized diagnoser
{Di}icr : L — C within m steps.

Remark 2 In summary, the decentralized diagnosis scheme for an N-inference di-
agnosable pair (L, K) of regular languages can be implemented as follows. When
the plant executes a trace s € L, it is observed as the trace M;(s) at the ith local
site. Using (8) and (9), the ith local diagnoser computes the values n{(Mz(s)) and
nl(M;(s)). When nf (M;(s)) (respectively, nl(M;(s))) is smaller, the ith local di-
agnoser issues a failure (respectively, nonfailure) decision with the ambiguity level
nd (M;(s)) (vespectively, nl'(M;(s))), whereas when the two values are the same,
the unsure decision with the ambiguity level nf (M;(s)) = nP(M;(s)) is issued, as
shown in (10) and (11). All local decisions are collected at a central decision fusion
unit, where, according to (2), a global decision is always taken to be a winning
local decision, i.e., a local decision possessing the minimum ambiguity level.

To compute the diagnosis decision ¢;(M;(s)) and the ambiguity level n;(M;(s))
using (8)—(11), we first need to compute the set {(Fi(m), Hx(m))}o<k<n+1 of
language pairs. However in order to do that, we need to know m € N (a delay
bound) for which it holds that Fx11(m) = 0V Hy41(m) = 0. These computations
rely on the various constructions and the theoretical results used for verifying N -
inference diagnosability, which we summarize in the subsection below.

3.3 Verification of N-inference diagnosability

For simplicity of presentation, we consider the case of two local diagnosers, i.e.,
I ={1,2}, as in [15]. The results continue to hold for an arbitrary number of local
diagnosers. We also consider the case of N > 1 since inferencing is not involved in
the case of N = 0.

Violation of N-inference diagnosability of (L, K) requires that, for any m € N,
Fni+1(m) # 0 and Hyy1(m) # 0. As shown in the following proposition, which
can be proved in the same way as Proposition 1 of [15], the nonemptiness of Fj(m)
and Hi(m) (1 < k < N+1) can be characterized as the existence of certain 2k + 1
traces in L.

Proposition 1 Consider the pair (L, K) of reqular languages and any m € N.

1. For any so € L and any k € N such that 1 <k < N+1, so € F(m) if and only
if so € Fo(m) and there exist 2k traces sio, S11, - - - S1(k—1)) 20,821, -, S2(k—1) €
L such that
- VielI,Vvi'e{0,1,...,k—1}:

s C Ho(m), if i’ is an even number
v Fy(m), if i’ is an odd number,

— Vi eI: M;(so) = M;(sio),



10 Shigemasa Takai, Ratnesh Kumar

—k>2=Vi€{0,1,...,k—2}:

Ma(s140) = Ma(s1¢ir41)), of i’ is an even number
Mi(s1ir) = Mi(s1¢ir41)), of i’ is an odd number,

—k>2=Vi'e€{0,1,...,k—2}:

Mi(s24) = Mi(sa(ir41)), if i’ is an even number
Ma(s2ir) = Ma(sa(i41)), if i is an odd number.

2. For any so € L and any k € N such that1 <k < N+1, so € Hi(m) if and only
if so € Ho(m) and there exist 2k traces s10, 511, - - -, S1(k—1)s 520,821, - - -, S2(k—1) €
L such that
- Viel,vi'e{0,1,...,k—1}:

. Fy(m), if i’ is an even number
" Ho(m), if i’ is an odd number,

- Vi GIZMZ‘(S()) ZMi(Sio),
—k>2=Vi€{0,1,...,k—2}:

Ma(s14r) = Ma(s1¢ir41)), if i’ is an even number
Mi(s1ir) = Mi(s1(ir41y), of i’ is an odd number,

—k>2=Vi'€{0,1,...,k—2}:

Mi(s24) = Mi(sa¢ir41)), if ' is an even number
Ma(s2ir) = Ma(sa(i41), if ' is an odd number.

Employing Proposition 1, we first provide a construction to test the nonempti-
ness of Fiy41(m) for any m € N. To begin, for any m € Nand any k € {1,2,..., N+

1}, we build a generator Trg,, of all traces so, 510, 511, - - ., 51(k—1)» 520,521, - - . , S2(k—1) €

L that satisfy the last three conditions of the first part of Proposition 1. For
this, in the case of k = N + 1, we define the index set Iy of (2N + 3) traces
S0, 810, S11, - - -, SIN, 820, 821, - - -, S2n € L of Proposition 1 and Ir of among those
that are failure traces so, s11, 813, . - ., S17, 21, S23, . .., 821 € L — K, where

- N —1,if N is an even number
TN, if N is an odd number,

as follows:

In = {0,10,11,...,1N,20,21,...,2N},
Irny = {0,11,13,...,11,21,23, ..., 2l}.

Using the notation Irpn, we define a finite automaton

Trk,, = (Rrk,., XFk, XFk,, > "Fky,,0, RFk,, mark)

as follows:
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— The state set Rpy,, is defined as

Rry,,

=(Q@ % Qk,,) x Q10 X Q11 X - X Qu(p—1) X Q20 X Q21 X *+ X Qa(k_1),

where ,
0 {QK7 if i’ is an even number
i =

Q x Qk,,, if i’ is an odd number
for any ¢ € [ and any i’ € {0,1,...,k—1}.
— The initial state rry, o0 € Rrr,, is given as
TFk,,0 = ((qo, qK,O)a 410,0,411,05 - - -, 41(k—1),05 20,0, 421,0; - - - 7q2(k71),0)7

where ,
qK,0, if 7' is an even number
sl = . . .
dii’,0 (q0,9K,0), if i’ is an odd number

for any ¢ € [ and any i’ € {0,1,...,k—1}.

— The set Rrk,, mark of marked states is defined as

Rrk,,,mark = {TFk,, € Rrk, | [TFk, (0) € Q X {dm}]
AVie I,Vi' € {0,1,...,k—1}:
i’ € Ipn = TFk,, (i) € Q x {dm }]},

where, for each TFky,, = ((qa QKm)7 q10,4911; - - -, q1(k—1)5 420,921 - - - 7QQ(/€71)) €
Rpy., , we let rpg, (0) = (q,dxk,,) and rp,, (ii') = i for each i € I and each
i' €{0,1,...,k—1}.
— The event set X'y is defined as
Yrr=(XU{e}) x (ZU{e}) x---x (ZU{e}) —{(g,¢,...,8) }.

(2k + 1) times

— For each

rek,, = ((¢,4K,,); 910,911, - - -, Q1(k—1)5 G20, 421, - - -, G2(k—1)) € RFk,,

and each
OFk = (0,010,011, -+, O1(k=1), 020,021, - - - , O2(k—1)) € ZFk,

ark, (TF,, ,ork)! if the following five conditions are satisfied:

-0 ?é €= gm((QaQNKm)7U)!7
—Vie LW €{0,1,... . k—1}:

3k (gisr, 04ir)!, if i’ is an even number
Em(qisr,04)!, if i’ is an odd number,

Uii/#é‘i{

—Viel: M(o)= M(cio),
—k>2=Vi'e€{0,1,...,k—2}:

Mas(014) = Ma(01(i741y), if ¢’ is an even number
Mi(01) = Mi(o1¢i741)), if ¢’ is an odd number,
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—k>2=Vvie{0,1,...,k—2}:

Mi(o2s) = Mi(0a(ir+1)), if i’ is an even number
Mas(02i) = Ma(09(i741y), if ¢’ is an odd number.

If apg,. (’I"ka, O'Fk)!, then

/o~ / /7 ’ ’ ’ ’
aFk,, (’I’kaa UFk) = ((q 7qu)’ q10,9115 - - - ql(k_l), 420,421+ - - » qQ(k—l))a
where
(ql qu — §m((q, (ij)a 0)7 if o ?é g
P (¢,dxk,,), otherwise
and
Sk (qiir, 04ir), if 04 # € A [i’ is an even number]
Qv = Em(qisr, o), if 040 # € A[i’ is an odd number]
qii’, otherwise.
For each opr = (0,010,011, - 1 01(k—1)5 020,021, - - - ,02(k_1)) in Y, we let

ork(0) = o and opk(ii’) = o4 for each i € I and each i’ € {0,1,...,k—1}. In
addition, for a nonempty trace spx = Opk10Fk2 - Ork1 € X5, — {€}, we let
SFEk (0) = UFk,l(O)O'Fk,Q(O) e O'Fk,l(o) and SFEk (Z’Ll) = UFk’l(ii/)O'Fk’Q(ii,) e O’Fk,l(ii/)
for each i € I and each i’ € {0,1,...,k — 1}. For the empty trace e € X5, we let
€(0) = ¢ and &(ii’) = ¢ for each i € I and each i’ € {0,1,...,k —1}.

From the construction of Try,  , the following proposition is obtained in the
same way as Proposition 2 of [15].

Proposition 2 For any m € N and any k € {1,2,...,N + 1}, consider any
(2k + 1) traces 50,510,511, -+, S1(k—1), 520, 821, - - - , S2(k—1) € L such that

VieI,Vi' €{0,1,....,k—1}:ii' € In — IpNy = s € K.

Then these (2k+1) traces satisfy the last three of the four conditions of the first part
of Proposition 1 if and only if there exists spr € L(Trk,,) such that spi(0) = so
and spi (i) = sy for any i € I and any i’ € {0,1,...,k — 1}.

For the case of m = 0, we drop the subscript m in Ty, , for simplicity of no-
tation, i.e., Try := TFg,. It then follows from the definition of the state transition
function ap(ny1) of Tp(ni1) that Tr(yy1) generates all (2N + 3) traces that
satisfy the last three of the four conditions of the first part of Proposition 1.

To establish non-N-inference diagnosability, we must check Fny1(m) # @ for
any m € N, which represents the number of steps of post-fault executions. To allow
an arbitrary number of post-fault executions (equivalently, an arbitrary value of
m), the post-fault extensions in Tr(N+1) must visit cycles leading to an arbitrary
growth in the number m of post-fault executions. Note that a single cycle may
not elongate all (21 + 1) failure traces s;,, (ipny = 0,11,13,...,11,21,23,...,2])
because some of these trace elements may witness only e-transitions along that
cycle. Hence a multitude of cycles may need to be executed sequentially to elongate
all the (2141) failure trace elements. To keep track of which cycles elongate which of
the trace elements (by executing at least one non-e-transition), we collapse all the
maximal strongly connected components (max-SCCs) of Tp(n41) into individual
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nodes, labeling those nodes with the trace elements that witness at least one non-
e-transition in the corresponding max-SCCs, and build a nondeterministic acyclic
automaton over the node set of max-SCCs as follows [15]:

Trv+) = (Vewt1) Xrvt1)s Brv+1)s VE(N+1),00 VE(N 1), mark)
where

— The state set Vp(n 1) is defined as

Ven+1) = VP +1),00 VE(N+1),15 - -+ VE(N 41 Vi =11

where, for any k € {0,1,...,[Vpnvyn)l — 1}, Vevg1),e 18 @ max-SCC of
Tr(n+1)- Without loss of generality, we assume that 7p(n41),0 € VE(n+1),0-
— The set Vp(n41),mark of marked states is defined as

VE(N+1),mark = {VEN+1),k € VE(N+1) | VE(N+1),6 D RE(N+1),mark 7 0}

— The nondeterministic state transition function S8p(n11) : Ve(n+1) X X p(N+1) —
2Vrw+1) ig defined as

Brv+1) (VE(N+1),k OF(N+1))
={Vr(nt1) € VE(nt) | k# K
ANFrev41) € VE(N+1),60 ITE(N+1) € VE(N41)07

06F(N+1)(7"F(N+1), UF(N+1)) = T%(N+1)]}
for each VF(N+1)J<: S VF(N+1) and each OF(N+1) € ZF(N+1)'

A labeling function Jry : Vp(ni1) — 27Fn ig defined as

JEN(VE(N+1),k)
={irn €Irn | Frrv+1) € Ve(v+1),k : Tr(v+1) (iFN) € Q X {d}]
AEFre(v+1), TR(N+1) € VR(N+1),k I0F(N+1) € ERp(N41)

arn+1) (TE(N41), OP(N+1)) = TR(N+1) A Or(vt1) (irN) # €]}

for each Vip(n 11,6 € Vp(n+1)- Then, by the construction, iry € JrN(Vr(n41),k)
means that s;,, can be extended to an arbitrarily long failure trace in a max-SCC
Ve(N+1),k- Therefore, we can test whether Fny1(m) # 0 for any m € N as shown
in the following proposition.

Proposition 3 [15, Proposition 3] Consider the pair (L, K) of reqular languages.
Then, Fny1(m) # 0 for any m € N if and only if there exists a path Ve(ny1),0 =

(ko) (k1) (kp—1)

o o

o
VE(N+1),ko D, VE(N+1),k: T o) Ve(N+1).6, € VR(N+1),mark
in the acyclic automaton Tp(ny1) such that
U JrN(VE(N+1),k) = IFN- (13)

ke{ko,k1,..-,kn}
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Dually, to check the nonemptiness of Hy11(m) for any m € N, we construct
Tr(n+1) and Tg(n41) that are dual to Tp(n41) and Tp(nv41), respectively. Among
the (2N + 3) traces of the second part of Proposition 1 in the case of k = N + 1,
$10, S12, - - - , 811, S20, 822, - - - , S21 € L — K are failure traces, where

- {N, if N is an even number
N — 1, if N is an odd number,
and their index set is denoted by
Ign ={10,12,...,11,20,22,...,2]}.
For any m € N and any k € {1,2,..., N + 1}, we define a finite automaton

Turk,, = (RHk,,, XHk: XHk,, , " Hk,,,0: RHE,, mark)
as follows:
— The state set Ryy,, is defined as
Ry,
=Qr x Q10 X Q11 X -+ X Qr—1) X Q20 X Q21 X - X Qa(x—_1),

where

0 Q x Qk,,, if i’ is an even number
i — . . .
v Qx, if 7/ is an odd number

for any i € [ and any i’ € {0,1,...,k—1}.
— The initial state rgg, o0 € Ruk,, is given as
THE,,,0 = (qK,07 410,0,411,0, - - - ,Q1(k—1),07 420,0,421,0, - - - 7q2(k71),0)»

where ,
G0 = (g0, 4qx,0), if ¢ is an even number
v qK,0, if i’ is an odd number

for any ¢ € [ and any i’ € {0,1,...,k—1}.
— The set Ry, mark of marked states is defined as
Rk, mark = {T#k, € Rak,, |Vi€ I,¥i' €{0,1,...,k—1}:
ii/ clgn = erm(ii/) S Q X {dm}},

where, for each rgy,, € Ruk,,, THk,, (0) and rgy,, (id') (i € 1,4 € {0,1,...,k—
1}) are defined in the same way as rpg, (0) and 7rg,, (ii'), respectively, where
TFk,, € Rka-

— The event set Xy, is defined as X' gr = Yrg.

— For each
THk,, = (4K,410,q11, -, q1(k—1), 420,421 - - s Q2(k—1)) € Rk,

and each
ouk = (0,010,011, -+, O1(k=1), 020,021, - - -, O2(k—1)) € L HE,

ok, (THE,,,omk)! if the following five conditions are satisfied:
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- 0-7&€:>5K(QK70-)!,
—Vie LV €{0,1,... .k —1}:

Em(qiv, o)), if i’ is an even number
Sx(qisr, 0i3)!, if i’ is an odd number
) b) b

0'“'/756=>{

Vie I: M;i(o) = M;(o:),
k>2=Vie{0,1,...,k—2}:

Ma(o1ir) = Ma2(01(341), if i’ is an even number
Mi(o1) = Mi(o1(i741)), if ¢’ is an odd number,

—k>2=Vvie€{0,1,...,k—2}:

M (02ir) = Mi(oo(i741)), if ¢’ is an even number
MQ(O'QZ‘/) = MQ(UQ(i/+1)), if 7:, is an odd number.

If amk, (P, ,oHE)!, then

/ / ! ! / / /
ark,, (THk,,0Hk) = (9K, 910, 9115 - - - » d1(k—1)5920, 9215 - - - QQ(k—l))a
where
dh = Ok (qr,0),if o £ ¢
K qK, otherwise

and

Em(qivr 0i4r), if 040 # € A [i’ is an even number]

@i = < Ok (qisr, 0i4r), if 040 # € A [i’ is an odd number]
Qii’ otherwise.

For each opi € Xyi and each sy € Xk, ork(0), sgx(0), ouk(ii’), and
spr(id’) (i € I,4i € {1,2,...,k — 1}) are defined in the same way as ory(0),
srk(0), ork (i), and spy(ii’), respectively, where opr € Xpp and spi € Xip-

The following proposition can be obtained in a similar way to Proposition 2.

Proposition 4 For any m € N and any k € {1,2,...,N + 1}, consider any
(2k + 1) traces 5,810,811, -, 51(k—1)s 520,521, - .., 82(k—1) € L such that so € K
and

Vie ILVi' €{0,1,...,k—1}:ii' € In — Ign = sy € K.

Then these (2k+ 1) traces satisfy the last three of the four conditions of the second
part of Proposition 1 if and only if there exists sgr € L(THr,,) such that sgr(0) =
s and spi(1i') = si for any i € I and any i’ € {0,1,...,k —1}.

For the case of m = 0 and k = N + 1, we use the notation T (1), dropping

the subscript m = 0 for simplicity, and as with Tpn41) versus Tp(n41), using
T (N+1), We construct a nondeterministic acyclic automaton

Tan+1) = VaN+1), Xa(N+1): BH(N+1), VE(N+1),00 VE(N+1),mark)

over the set of max-SCCs of T (n41) as follows [15]:
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— The state set Vi(n41) is defined as

Vvt = {Va(n+1),00 VBN 1,10 VBN 41 Vivan | =10

where, for any £ € {0,1,...,|Vagnyn)l — 1}, Va(v41),k is a max-SCC of
Th(n+1)- Without loss of generality, we assume that 7y (vy1),0 € VE(N+1),0-
— The set Vi (n+41),mark of marked states is defined as

Va(N+1),mark = {VE®N+1),8 € VEN+D | VE(N41).5 O RE(N+1),mark 7 0}

— The nondeterministic state transition function S8 (v41) : Va(v+1) X X a(v+1) —
2Vaw+1) g defined as

/8H(N+1)(VH(N+1),ka UH(N+1))
={Vuv+iw € Vet | k# K
AEFrave1) € Vani)e Irave 1) € V(N1

ap(N+1) (TH(N$1) OH(N+1)) = Tr(v+1))}
for each VH(N+1),I<: € VH(N+1) and each OH(N+1) S EH(N+1)'
A labeling function Jgn : Vig(ny1) — 27N g defined as

Jan(Va(N+1),k)
={ign €Iun | [Frav+1) € Va(n+1)k : TH(N+1)(iEN) € Q X {d}]
ANFre(v+1), TH(N+1) € VE(N41), 5 IOH(N+1) € ZH(N+1)

apg(N+1)(TH(N+1), CH(N+1)) = T}J(N+1) Nogvtn(iaN) # €]}

for each VH(N+1)7]€ S VH(N+1)-
Similar to Proposition 3, we have the following result.

Proposition 5 [15, Proposition 5] Consider the pair (L, K) of regular languages.

Then, Hny1(m) # O for any m € N if and only if there exists a path Vi(ni1),0 =
U(Hk(nzzurl) qukb)wrl) Ug(hz{i;)

Va(N+1) ke — VEH(N+1) k1

in the acyclic automaton Ty (n41) such that

VE(N11),kn € VE(N+1),mark

U Jun(Va(n+1),6) = LN (14)
ke {koskrye.rkn}

Then the following theorem is obtained, which can be used to verify N-inference
diagnosability.

Theorem 2 [15, Theorem 8] The pair (L,K) of regular languages is not N-
inference diagnosable if and only if

(ko) (k1)
. IF(N+1) IF(N+1)
— there exists a path Veni1)o = Ven+1),ke —— VE(WN+1),k1

(kp—1)
IF(N+1) . .
Ve+1) k0 € VE(N+1),mark 0 the acyclic automaton Tr(n41)

that satisfies (13), and
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(ko) (k1)

. TH(N+1) PH(N+1)
— there exists a path Vg(nvyi1),0 = Va(n+i),ke —— VEH(WN+1),k:
(kp—1)
IH(N+1)

. VH(N+1),kn € VH(N+1),mark 0 the acyclic automaton Ty (n11)
that satisfies (14).

Remark 3 Two different finite automata Tr(n11) and Ty (n41) are used above to
test whether Fiyy1(m) # 0 and Hy41(m) # 0, respectively, for any m € N. It is
possible to construct a single more general automaton to do the same, as follows,
but with a higher complexity. To generate a nonfailure trace s € K in Tr(n11)
and Ty (n41), we used the generator Gk of the nonfailure specification language
K C L. Instead of Gk, the synchronous product G || Gk can be used by noting
that, for any s € L, s € K if and only if £((qo0,gx,0),s) € Q X Qk, i.e., the second
element of £((qo, gk ,0), s) is not the dump state d. With this observation, we can
define the following finite automaton:

Tni1 = (BN+1, N+1,aN+1,"N+1,0, RN +1),
whose various elements are defined as follows:

— The state set Ry41 is defined as

Ryi1=(QxQk) % (Q@xQk) x - x (Q x Q).
(2N + 3) times

— The initial state rn41,0 € Ry41 is given as
rv+1,0 = ((0,9x,0), (90, 9%,0); - - -, (g0, g ,0))-
— The event set Xny1 is defined as

i1 = U{e}) x (FU{e}) x--- x (ZU{e}) —{(e,e,...,)}.
(2N + 3) times

— For each

TN+4+1 = ((q, qK)leOlel, «++3yq1N,Q420,G921, ..., q2N) € Ry

and each
oN+1 = (0,010,011, ...,01N,020,021,-.,02N) € UN41,

an+1(rNt1,0n+1)! if the following five conditions are satisfied:
o 7& €= f((q7(j}()70')!,

Vi € I,Vil € {0, 1,....k— 1} L O 75 £ = f(q”/,oiir)!,
VieI: Mi(o) = Mi(oio),

vi' € {0,1,...,N — 1}:

Mas(014) = Ma(01(i741)), if ¢’ is an even number
Mi(01i) = Mi(o1¢i741y), if ¢’ is an odd number,
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- Vi’ €{0,1,...,N—1}

M (02ir) = Mi(0oo(i741y), if ¢’ is an even number
MQ(O'QZ‘/) = MQ(O'Q(i/+1)), if 7:, is an odd number.

If an+1(rN+1,0Nn+1)!, then

o~ ! ! ! ! / /
CMN+1(TN+1,UN+1) = ((q 7qK)aq10aq11a -~ q1N,4920,49215 - - - 7q2N)7

where
(¢ di) = L €@ ), 0), if 0 #
B (q’ QK)a otherwise

and

qiit otherwise.

1 {f(qn"voii')a if o300 # €
qiir =

Then both the conditions Frnt+1(m) # 0 and Himt1(m) # 0 for any m € N can be
described using the single automaton T 1. However, since |Qk| < |Q X Qk| =
1Q x (|Qk| + 1), we have [Rp(n+1)| < [Rn41] and [Ry(n41)| < [Ry4a], ie,
Tn+1 will have a larger state space than Tp(n41) and Ty (n41)-

4 Computation of delay bound

As in Section 3.3, we assume that I = {1,2} and N > 1. For the pair (L, K) of
regular languages that is N-inference diagnosable (so there exists m € N such that
Fny1(m) =0 or Hyit1(m) = 0), let my be a minimum integer m:

my =min{m € N| Fxnt1(m) =0V Hy41(m) = 0}.

For any m > m}y, the decentralized diagnoser {D;};cr : L — C for which the local
diagnosers are given by (8)—(11) can detect any failure within m steps. Hence, m}jy;
can be considered as the delay bound. Let Npy and Ny be the sets of delays
under which (L, K) is “N-inference disjunctive diagnosable” and “N-inference
conjunctive diagnosable”, respectively, i.e., Npxy = {m € N | Fy11(m) = 0} and
Ny ={m € N| Hy4+1(m) = 0}. Then we can define the minimum delays for the
disjunctive and conjunctive cases, respectively, as

* o minNFN, lfNFN#w
MEN = undefined, otherwise,

* o minNHN, lfNHN#Q)
MHAN = undefined, otherwise,

while the overall minimum delay as

min{mkx, myn}, if Nexy #OANgy #0
my = men, if Npy #O0ANgy =0
MmN, if Nen =0 ANgn # 0.

To compute mj;, we first develop methods for computing mzy and mjx when
Npy # 0 and Ngy # 0, respectively.
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Note that m¥% is the minimum number of post-fault events the system must
execute for a fault to be detected. We use the acyclic automaton 7T (n41) for
computing mpy when Npy # 0. Under this condition, we have Fn1(mpy) = 0.
Then from the inverse of Proposition 3, it holds for any path in the set Pr(n1)
of all paths from the initial state to marked states of the form Vp(ni1)0 =

Ug’k(of\)”rl) UE:LIJ\)JJA) ‘727;\1111))
Ve(N+1),00 —— VE(N+1),k1 Ve(N+1),kn € VE(N+1),marks
that Upeko.kr,.. b0y JEN(VE(v41),6) # Ipn. Then for a corresponding index

irN € Ipn — Uke{ko,kl,...,kh} Jrn(VE(n41),k), it holds that only the inter-max-
SCC transitions in Tr(n11) (that are also the transitions of TF(N+1)) witness a
post-fault event, whereas the intra-max-SCC transitions in Tr(n41) (max-SCCs
of Tp(n41) are states in Tp(ny41)) are simply e-transitions (otherwise that index
would already be included in Uke{ku,kl,...,kh} JrN(Ve(n41),k) by the definition of
JrN). Then for each such index, each transition along a path Pr(N+1) € Pr(nv+1)
may contribute to a post-fault event count depending on whether or not that tran-
sition is a non-e-transition for that index. Accordingly, for each path pp(ny1) :
o 0) kD) o(kh_1)

VE(N41),0 = VRO +1) k0 —— VE(N41) 00—+ — 0 Ve (n1) e €
VF(N+1),mark in PF(N+1) and each index ipy € IFN—Uke{ko,kl,“.,kh} JFN(VF(NJrl),k),
we define an index-specific post-fault event count of each transition of the path as
follows: For each j € {1,2,...,h},

Ky
WEN,ipy (VE(N+1) k15 U%(Nﬁly VE(N+1).k,)

. kj_ )
L, if [0yl (irn) # €]
ABrems1) € Ve 1)k, e(v1) € VRN .k,
kj_ .
aF(N+1)("'F(N+1): U%(NIH)) = TIF(N+1) A TIF(N+1)(ZFN) €Q X% {dH
0, otherwise.

Using the index-specific post-fault event count of transitions, we define an index-
specific post-fault event count for the path pp(n41) by simply adding the index-
specific counts along the transitions of pp(n41):

h
Ky
WEN,ipy (PFP(N+1)) = ZwFN,iFN(VF(N-&-l),kj,laU%(']Nl_:l)a VE(N+1).k,)-
j=1
Next, a minimum among all indices in Ipy — Uke{ko,kl,...,k;,} JrN(VE(Nt1),k) 18
taken to determine the post-fault event count across all such indices for the path
PFR(N+1)*

wFN(pF(N+1)) = min WFN,ipn (pF(N+1))-
ipNEIPN —Uke{kg,....kpt JEN (VE(N+1),k)

Finally a maximum of the counts along all paths in Pp(41) is taken to obtain
the required delay bound of diagnosis:

w . ) MAXpp v EPR(N4) 'LUFN(Z)F(N+1))7 if Prn+1) # 0
FN = .
0, otherwise.
Since Pp(n41) is finite, wry is effectively computable.
The following theorem shows that the value my can be computed as mppy =
WEFN -
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Theorem 3 For the pair (L, K) of reqular languages that is N -inference diagnos-
able, if Npy # 0 then min = wrn.

Proof First, we show that mpy < wppn. For the sake of contradiction, we suppose
that wpn < mEy. Since mpy = min Npy, we have wpy ¢ Npyn, which implies
Fni1(wpn) # 0. We consider any so € Fny1(wrn). By Proposition 1, there exist
2(N+1) traces s10, 811, - - -, SIN, $20, S21, - - - , S2n € L such that the four conditions
of the first part of Proposition 1 are satisfied for m = wrpny and k = N+ 1. Further-

. . -
more, by Proposition 2, there exists sp(n41) = Jg)()N+1)J§,1()N+1) . --J%(]\Z_l) €
L(Tr(n41)) (I > 1) such that sp(n41)(in) = siy for each ix € In. We consider
(0) (1) (1-1)
— O TN+, (1) Tr(N+Y) Traven (1) -
the path 7p(n11),0 = TR(N+1) " TR(N+1) TEp(N+1) 1

Tr(N+1) Obtained by executing sp(ny1). For each ipn € IpnN, if ipny = 0, then
sp(n+1)(0) = 50 € Fyy1(wrpn) € L — K. If ipn # 0, then we have by the second
condition of the first part of Proposition 1 that sF(N+1)(ipN) € Fo(wpn) C L—K.
Thus, we have T%%N+1)(iFN) € @ x {d} for each ipny € Ipn, i.e., rg2N+1) €
RF(N+1),mark-

For some ag,a1,...,an—1 € {0,1,...,1} (h > 1) such that ap < a1 < -+ <
(ag) (ay)
IR(N+1) TF(N+1)

ap—1, there exists a path PF(N+1) * VF(N+1),O = VF(N+1),k0 —_— VF(N+1),k1
(ap—1)

F(N+1) VE(N+1),k, € VE(N+1),mark that satisfies {TES()N+1), .. ,,r%“&z{_’_l)} C
(ao+1) (a1) (an-1+1) @)
Ve 1) ko {Te(ng1y 0 Te(vgen t © Ve ks {rp(v iy o Tevan €

VE(N+1),k, i the acyclic automaton Tp(n 1. Since pp(n41) € Pr(n41) # 0, the
count wFN(pF(NJrl)) of DF(N4+1) satisfies wFN(pF(N+1)) < wpgpy. Then there ex-
istsipn € IFN—Uke{ko,kl,...,kh} JFN(VF(N+1),k) such that wrN i,y (pF(N+1)) =
wrN (Pr(n+1))- By the definition of wr N iy (PF(N+1)), there exists a € {0,1,...,1—

1} such that r;fb()NH)(iFN) ¢ Q x {d}, rgl(J]r\,lJ)rl)(iFN) € Q x {d}, and

. 1) . -1 .
|0§““a()N+1)(ZFN)UEg(TVil)(ZFN) e O—;"(Nl—l)(ZFN)‘ = wrN(PP(N+1))-

Since Tgf()N_i_l)(iFN) ¢ Q x {d}, we have sp(ny1)(irn) € KXSWrNProvin) C
K X<"rN_ This contradicts sp(n41)(irn) € Fo(wpn) = LN (L — K)X2YrN,
Next, we prove that mpy > wgn. For the sake of contradiction, we sup-
pose that mpry < wpn. Since 0 < mpEy, we have 0 < wpy, which implies
Pr(N+1) # (. In the acyclic automaton Tr(N+1), there exists a path pp(ni1) :
agc(%\)erl) Uglz\)url) Of{}{fl))
Vev+),0 = Vet ke —— VE(N+1) k1 Ve(N+1),k, €
Vi(N+1),mark (b > 1) whose count wrn(pp(n+1)) satisfies wrn(Pr(N41)) =
wpy. For any ipy € Uke{ko,kl,...,kh} JrN(Ve(N+1),k), there exists VF(N+1)’kjiFN

(Jirn € {0,1,...,h}) such that

[Fre(vt1) € VF(N+1),ij.FN crp(N+1)(iFN) € Q X {d}]
AFre(v+1), TR(N+1) € VE(N+1),k;  »30R(N+1) € ER(N41)

Jip N

arn+1) (TE(N+1), OR(N+1) = TR(N+1) A Op(ntn) (irN) # &), (15)



Implementation of Inference-Based Diagnosis 21

U(O) (1) (z 1)
F(N+1) (1) TF(N+1) TF(N+1)

(0)
TR(N+1) T TF(N+1)

Then there exists a path 7p(n41),0 =

TJ(!«QNH) (I > 1) in Tp(n41) such that, for some ao,a1,...,an_1 with ap < a1 <

(0) (a0 +1) plan)
- < ap—1, {TF(N+1)"' Fa(nNH)} C Vi), ko’{TF(ON+1)"' ;(1N+1)}
(an—1+1) O (ap) __(kp)
VE(N+1) ks {TF('erl) R F(N+1)} C VeW+1).ki Op(N+1) = OF(N+1) (pe

{0,1,...,h —1}), and for ipN € Uke{kn,kl,.“,kh} JEN(VE(N+1),k)5

(a,l _1+1)
Tty () € @x{d (16)
and
(aj, —1+1) | (aj; . —1+2) . -1 .
|O-F(]]\ﬁ-vl) (ZFN)UF(JAf_fl) (irN) - .. O'gr(Nl_l)(ZFN)‘ > wry — 1. (17)

In addition, for any ipn € IFN—Uke{ko,kl,.“,kh} JFN(VF(NJrl)’k), since wFN(pF(N+1)) =

wrN, we have wFN,z'pN(pF(N+1)) > wpn. Thus, there exists ji.n € {0,1,...,h}
such that (16) and (17) hold.
l .
Let sp(nt1) = U;.()N+1)U;.1()N+1) ;(1\}+1) € L(Tp(n+1))- Since (16) and

(17) hold for each irn € Irn, it follows from wrpy—1 > mpy that sp(yvy1)(iFrN) €
LN (L—K)Z2wrn=l C [N (L — K)22™Fy = Fo(mpy). In addition, for each
in € IN—IrN, we have sp(n41)(in) € K. Then, by Propositions 1 and 2, we have
sp(N+1)(0) € FNyy1(mipy) # 0, ie., mEy & Npn. This contradicts the definition
of mpy. O

Dually we use T (1) to compute mj;n when Ny # (0. For each pr(n41)

o (ko) &k (kp—1)
H(N+1) TH(N+1) PH(N+1)
Vaw+1,0 = VH(N+1) ko SELGLON VE(N+1) 5, s 5 Vir(N+1) k€
Vi (N+1),mark in the set Py (n41) of all paths from the initial state to marked
states and each index igny € Ign — Uke{ko,kl,...,kh} Jan(Ve(N+1),k), we define
an index-specific post-fault event count of each transition of the path as follows:

For each j € {1,2,...,h},

Ky
'LUHN,iHN(VH(NJrl),kj_lvUj(r{gNlll)v VE(N+1).k,)
e (By )
1, if [G;I(Nlll)(’LHN) # €] /
ABraw+1) € Van+1),k,_1 IMa(v+1) € VEWN 1)k,
ko )
aH(N+1)(TH(N+1)7O-E-IENIJ,)-l)) =N+ ATaven (irN) € Q % {d}]
0, otherwise.

Then an index-specific post-fault event count for the path pyvy1) is defined as

h
kj_
WHN iy (PH(N+1)) = E :wHNviHN(VH(NJrl),kj—NU;IZN1+)1)’VH(NJrl)’kj)'
j=1

Next, a minimum among all indices in Iy — Uke{ko,kl,...,kh} JaN(Vi(n+1),k) 18
taken as the post-fault event count for the path pg(n11y:

wHN(PH(N+1)) = min WHN,igx (PH(N+1))-
iuNETuN—Uke (k... .k} JEN (VE(N$1).5)
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Finally a maximum of the counts along all paths in Py (n41) is taken as

WHN = MaXp y(n4+1) EPH(N+1) wHN(pH(N+1))9 if PH(N—}-I) 7é Q)
’ 0, otherwise.

Since Py (n41) is finite, wyn is effectively computable.
Similar to Theorem 3, the following theorem holds, which shows that the value
miy can be computed as miy = wgnN-.

Theorem 4 For the pair (L, K) of regular languages that is N -inference diagnos-
able, if Ngn # 0 then miny = wan.

Remark 4 The result of Theorem 3 (respectively, Theorem 4) on computing the
delay bound is reduced to that of Section IV of [7] (respectively, Theorem 2 of
[20]) in the case of N = 0 and reduced to Theorem 3 (respectively, Theorem 4) of
[23] in the case of N = 1.

Remark 5 In this remark, we discuss the complexity of computing the delay bound.
To compute the delay bound m} using Theorems 3 and 4, we first need to con-
struct the finite automata Tr(vy1) and Ty (1), Whose complexity is exponential
with respect to the number n of local diagnosers and doubly exponential with re-
spect to the levels N of inferencing, as shown in Table 1. Next, we construct the
nondeterministic acyclic automata Tp(n41) and Tg(n41) by identifying all max-
SCCs of TF(N+1) and TH(N+1)- This complexity is O((|RF(N+1)| + ‘RH(N+1)|) X
|4‘Z‘|1+Z’§:0"("71)’6)7 where

|Rp(N41)]

O(|Q|1+Zi’vﬁ =D |QK\1+E’<N:0 n(n_l)k), if N is an even number
- {O(|Q|1'~'Z§€ﬁrl)/2 n(n—1)*71, |QK\H_E’I"V:°"("_1)k)7 if N is an odd number,
|Re(N+1)
_ {O(|Q|E’€N—/5 n(n—1)% \QK|1+Z’CN:0 "(n_l)k), if N is an even number
B O(|Q|Z(’f:’51>/2 (=1 |QK|1+Z£’:O "("71)16), if N is an odd number,

and it is exponential with respect to the number n of local diagnosers and doubly
exponential with respect to the levels N of inferencing. Then m7j can be obtained
by exploring all paths of Tp(n41) and Ty (v41) that end with marked states. It
turns out that the complexity of the delay bound computation is of the same order
as that of verifying N-inference diagnosability—the former computes an exact
delay bound while the latter checks only the existence of a finite delay bound.

Remark 6 Since the finite automaton Tr(n41) is acyclic, the number of transitions
of a path in Pp(n41) is bounded by |Vp(n41y| — 1, where Vip(n41) is the state set
of Trp(n41)- By Theorem 3, mp is bounded by |Ve(n41)| — 1. Similarly, miy is
bounded by |Vi(n41)| — 1, where Vig(n41) is the state set of Ty (n41)-

The following example illustrates the results on computing the delay bound.
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Table 1 Complexity for constructing automata Tr(n41) and Ty(n41) [15]-

Complexity of constructing T'r(n 1)

Arbitrary even N O(|Q\1+Eg:§ n(n—1)%"1 (1Qx] - |2|)1+Z£’:0 "(nfl)k)
= 0(QI" =D 1) (jQk| - | £)On—1™))
Arbitrary odd N O(|Q\1+El(cll;r1> : 2Rt (1Qx| - |2|)1+21k\7:0 “("-Uk)
= 0((Q] - Qx| - |z n=D™))

n(n—1

N=1 o(QI"™ - (1Qk | - [Z)™ )
N=2 0(QI"™ 1 (1Qk| - |z +r (=D H1y
Complexity of constructing Ty (N 1)
Arbitrary even N 0(1QIZr20 "= (10| - | =) ERCo n(n=DF)

=00 Q] |Z)Omn-1))

—1)/2

Arbitrary odd N O(|Q‘Zk:0 72 n(n—1)?* Qx| - |2|)1+21k\7:0 n(n—l)k)
— O(‘QlO(n(nwa_l) (1Qx| - |E|)O(n(n—1)N))
N=1 o(QI" - (1Qk |- =)™+

N =2 O(QI™ =7 (|Q] - | B Hrtn =D

Ezample 2 We consider the setting of Example 1, where (L, K) is 2-inference di-
agnosable. As shown in Example 1, we have F3(m) = Hs(m) = ( for any m € N
with m > 1, which implies Ny # 0 and Ngo # 0.

We compute the delay bound m3 = min{m%,, mJo} using Theorems 3 and 4.
We construct the acyclic automaton Tr3 to compute mz,. A part of Tpg, which
includes a path from the initial state to a marked state in Vr3 mark, is shown in
Fig. 3. (By the definition of Tr3, each state of Trs is a set of states of Trs. Note
that this example is a special case where each state of Tp3 is a singleton.) Since
Prs # 0, we need to compute wpz(prs) for all paths prs in Prs. For example,

(ese,e,e.e,e,€) (f,b2,b2,b2,a2,a2,a2)

we consider the path pra : Vr3,0 = Vrs i,
(e,6,f,6,€,f,€)
Sommm,

V3, ke,

Vpg,kz VF3,k3, shown in Fig. 3. Since JFQ(VF:}JCU) U JFQ(VFB,JCI) U
Jr2(VEs,k,) U Jr2 (Vs k) = 0, the count of pps is given as

wra(pr3) = WF2,ipy (PF3)-

min
ip2€Ipa={0,11,21}
Since wr2, iy, (Prs) = 1 for each ips € Ip2, we have wra(pr3) = 1. For other paths
in Prs, their counts are computed in the same way. Then, by Theorem 3, we have
mpye = wpo = 1. Similarly, by applying Theorem 4, we have m¥9 = wgs = 1.
Consequently, the delay bound mj3 is obtained as m3 = min{mz,, myo} = 1.

Remark 7 As shown in Example 1, this example is not l-inference diagnosable,
i.e., it is neither disjunctive-codiagnosable nor conjunctive-codiagnosable, and also
it is nether conditionally disjunctive-codiagnosable nor conditionally conjunctive-
codiagnosable, meaning that the delay bound for diagnosis in those schemes is not
even defined (or may be considered to be infinity). In contrast the delay bound of
2-inference diagnosability is bounded, and in fact just 1.

We next show the following expected anti-monotonicity property that, for an
N-inference diagnosable system, as the levels N of inferencing are increased, the
delay bounds become smaller.
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!

VFs,ko ‘ 1((90, 90); 4x.0; (q0: qx.0) Q.05 1,05 (05 Qi 0), A0} ‘

e e e e e e e
(777,/,)

Vs ‘ {((99, 9 7), arc 7, (99, Arc.7) s G, Ar75 (G905 A7) A7) } ‘
(f; b2, b2, b2, a9, as, as)

Vs ks ‘ {((qu1, @), a9, (@12, Gr9)s G0, A (Qr0; Qres)s dics) ‘
(e,¢, f,e,¢, f,€)

{((q11, ), qrc, (16, d), a0, qrcss (@13, d), arcs) )

VE3 ks

Fig. 3 A part of the automaton Tg,.

Theorem 5 For any N € N such that the pair (L, K) of regular languages is
N-inference diagnosable, it holds that my ., < my.

Proof Since (L, K) is N-inference diagnosable, Fnxy1(my) =0V Hyi1(my) =0
holds, which implies Fyi2(my) =0V Hyy2(my) = 0. Then, (L, K) is (N + 1)-
inference diagnosable and my € {m € N| Fxy2(m) =0V Hy12(m) = 0}, which
implies my 1, < my. O

As shown in the following example, the converse relation of Theorem 5 need
not hold.

Ezample 8 We consider a plant modeled by the finite automaton G shown in
Fig. 4(a), which is obtained by slightly modifying the automaton of Fig. 2(a). Let
Ay ={a,d',c,dd e}, Az = {b,V,c,cd, e}, and

a, if o € {a1, a2}
a,if o € {a}, a5}
o, if o € {c,c,d, e}
€, otherwise,

b, ifo € {b1,b2}
W, if o € {b), by}

o, if o € {¢,c,d, e}
€, otherwise.

Mi(o) =

MQ(O') ==

In addition, let K C L be a closed regular language generated by the finite automa-
ton Gx shown in Fig. 4(b). We can verify that (L, K) is l-inference diagnosable
and that Ng; # 0 and Ng; # 0. Then it is also 2-inference diagnosable.

Similar to Example 2, we can obtain the delay bound m5 = 1 in the case
of N = 2. We show that the delay bound m] in the case of N = 1 is larger
than m3. To compute my; and mj;, the acyclic automata Tro and Tgo are
constructed. A part of Tp2 shown in Fig. 5 includes a path pp2 : Veao =

(f,ba,ba,az,a2) (e,6,f,6,f) (e,e,a3,e,b))
- = — Ve gy ————

(e;e.e,e5e)

VFE2, ko VEa,k, VFEa,k,

(¢;¢5¢5¢5¢)

Vro.k, Va2, ks in Pro. For this path pro, since Jp1 (Vrg 1, ) UJIr1 (VEz, g, )U
JF]_(VFQ,]CZ) U JF](VFQJCS) U JFI(VFQ’]C4) U JFl(VFQ,kS) = w, the count of ppo is
given as

wFl(PFZ) = WF1,ipy (PFz)-

min
ip1€1p1={0,11,21}



Implementation of Inference-Based Diagnosis 25

c J c .
21 Q22
d J
(a) G
dK,1
o d * e (IK 9
@»V l by aK0 as
c
K2 qK.3 IKa qK,10 qK11
bll/ c 6 al
K50 qx6 qK.12 4K 13
c c
qK,7 dK,8
d J
() Gk

Fig. 4 Automata G and Gk of Example 3.

Since wr1,0(pr2) = 2 and wr1,11(pr1) = wr1,21(pr2) = 3, we have wr1(pr2) =
2. For other paths in Pga, their counts are computed in the same way. Then,
by Theorem 3, we have m%; = wp1 = 2. Similarly, by applying Theorem 4,
we have mj;; = wgi1 = 2. Consequently, the delay bound mj is obtained as
mj = min{mp, m} = 2, which is larger than the delay bound m3(= 1) in the
case of N = 2.

For example, we consider a situation where the event c is executed after a
failure trace ef € L — K. The first diagnoser D1 cannot distinguish efc € L — K
from a nonfailure trace ebac € K. In addition, the second diagnoser D2 cannot
distinguish ebsc € K from a failure trace ebs fabe € L— K. Thus, D1 cannot detect
the occurrence of the failure event f using a single-level of inferencing. Analogously,
D> cannot detect the occurrence of f using a single-level of inferencing.

On the other hand, if the plant executes ebsfabhe € L — K, then D1 can
detect the occurrence of f unambiguously and can issue a failure decision with
the ambiguity 0. Then, for ebac € K, D2 can issue a nonfailure decision with the
ambiguity level 1 and, for efc € L — K, D can issue a failure decision with the
ambiguity level 2. Similarly, Ds can issue a failure decision with the ambiguity level
2 for efc € L — K. Using 2 levels of inferencing, the occurrence of f is detected
after c is executed, i.e., within one step delay.
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!

Viake | {((q0. 4x.0), qico; (0, @rc0): G0, (90, arc0)} |

(67 67 67 67 6)

Vizg, | {((q11, x0); @i, (11, 4rc0), arco, (@11, 4c0))} |
(f:ba, b2, a3, az)
VF2,ks ‘ {((q13: d), qre 115 (@145 G 11)5 Gk 10 (G125 Gic10)) ‘

(67ETf767f)

Viaks ‘ {((q13, d), gr115 (@s, d)s s (@15, d)) ”
(e,e,ab, e, bh)

VF21k4 ‘ {((fh& d), qK,11, ((1207 d), qK,11, (Q197 d))} H
(¢c,c,¢,c,0)

Vo ks {((q13,d), qrc 13, (g22, d), Grc 12, (g1, d)) } ”

Fig. 5 A part of the automaton Tg,.

5 Computation of ambiguity levels

Online diagnosis requires the computation of the ambiguity levels nf (M;(s)) and
nf (M;(s)) of the local failure and nonfailure decisions, respectively, in accordance
with (8) and (9). (As before we continue to assume that I = {1,2}). To compute
the language Hy(m) for each m € N and each k € {1,2,...,N + 1}, we use
the finite automata Ty, defined in Section 3.3, but replace each transition label
ork € Xup with its first element o4 (0) € X U {€} to obtain a nondeterministic
finite automaton

Tur,, = (Ruw,,, ¥, &xk,,, "Hk,, .0, Rk, mark)
over X, where the nondeterministic transition function &gy, : Ruk,, X (EU{e}) —
2fnkm s defined as follows: For each THEk,, € Ruk, and each o € XY U {e},
&uk,, Tk, ,0) = {ruk, € Ruk,, | 3our € Durk :
ouk(0) = o Aank, (FHk, OHE) = THk,, }-
In addition, for £ = 0, we regard Gx = (Qk, X, 0K, qK,0, @K ) as a nondetermin-
istic automaton

THo,, = (Ruo,,, >, &mno,,, rHo,,,0, RHO,,,mark)s

i.e., the transition function égo,, : Ruo,, X (¥ U{e}) — 25F#0m is defined as

{0k (qr,0)},if 0 # e N oK (g, 0)!
1)

apo,, (qx,0) = { ’ otherwise

for each gk € Rpo,, = @k and each 0 € Y U {e}. .
The following proposition shows that the nondeterministic automaton Tgy,
accepts the language Hy(m).
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Progosition 6 For any m € N and any k € N such that 0 < k < N + 1,
Lm(Tuk,,) = Hr(m).

Proof First, we prove that L,, (THkm) C Hy(m). We consider any s € Lm(THkm).
If k=0, then s € Lin(Gr) = L(Gx) = K = Ho(m) by the definition of Ty, .
We consider the case of 0 < k& < N 4 1. By the definition of Ty, , there exists
suk € Lm(THk,, ) such that spr(0) = s. Let rgr,, = amk, (THEk,, 0, SHE) and
siir = sgk(ii’) for each i € I and each i’ € {0,1,...,...,k — 1}. Since rgy,, (0) =
Ok (gK,0,8) € Qk, we have s € K = Ho(m). By Proposition 1, it suffices to show
that the four conditions of the second part of Proposition 1 hold.

For each i € I and each i € {0,1,...,...,k — 1}, if i’ is an even number,
then i’ € Ign. By the definition of the marked state set Ruk,, mark of Thr,,,
we have rgy, (i1") = €m((qo0, qK,0), Siir) € Q X {dm}, which implies s;;7 € L (G ||
éKm) = Fy(m). If i is an odd number, then rgy (ii") = dx(qK.0,81) € Qxk,
which implies s;» € K = Ho(m). It follows that the first condition of the second
part of Proposition 1 holds. In addition, by Proposition 4, the last three of the
four conditions of the second part of Proposition 1 are satisfied.

Next, we prove that Hy(m) C L (Twg, ). We consider any s € Hg(m). If
k =0, then s € Ho(m) = K = L(Gx) = Ln(Gx) = Lm(Two,,). We consider
the case of 0 < k < N + 1. By Proposition 1, s € Ho(m) holds and there exist
510,811 -+, 81(k—1)s 520, 821, - - -, S2(k—1) € L that satisfy the four conditions of
the second part of Proposition 1. Then, by Proposition 4, there exists sgr €
L(Tyy,,) such that sgr(0) = s and sy (ii’) = s for each i € T and each i’ €
{0,1,...,...,k —1}. Let rgx, = amk, (THE, 0,5HK). For any ¢ € I and any i’ €
{0,1,...,k=1},if i’ € Iy, then i’ is an even number, so we have s, (i1') = siir €
Fo(m) = Ln(G || Gg,,)- Tt follows that rgk, (ii') = &m((qo, qx,0), suk(ii")) €
Q x {dm}. By the definition of the marked state set Rk, mark, we have vy, €
Ruk,, mark and sgr € L (Thr,, ). Since sg(0) = s, we have s € Lm(THkm). m|

Dually to Ty, , we obtain a nondeterministic finite automaton Ty, from
Try,, as follows:

Trk,, = (RFk,, X, &Fk,,, "Fk,,,0: BRFk,, ,mark),

where the nondeterministic transition function dpy,, : Rk, X (YU{e}) — 25rkm
is defined as follows: For each 7y, € Rpg,, and each 0 € X' U {e},

dka(rka,U) = {T;:km S Rpkm | dopr € Xk :
ork(0) =0 Aagk, (TFk, ,0Fk) = TFk, }-

In addition, for k = 0, we regard G || Gk,, = (QxQx, , %, Em, (90, qrc.0), @x{dm})
as a nondeterministic automaton
Tro,, = (Rro,,, 2, &ro,,,TFo,,,0, RFo,, mark),

i.e., the transition function dro, : Rpo,, x (X U{e}) — 2%Fom is defined as

~ ~ m 9 q ) 1) f m ) q 9 '
éro,, ((¢,4x,,),0) = {éf ()} :)tflezéwgis/e\g (01,2

for each (¢, Gk, ) € Rro, = Q x Qk,, and each o0 € X' U {e}.
Similar to Proposition 6, the folloxiving proposition is obtained, which shows
that the nondeterministic automaton Try,, accepts the language Fy(m).
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Progosition 7 For any m € N and any k € N such that 0 < k < N + 1,
Lm(Trk,,) = Fe(m).

For the online computation of the ambiguity level n{ (M;(s)) of the local failure
decision for each M;(s) € M;(L), we define a state estimate function Epy, ;i :
A7 — 2B#km for each i € I and each k € {0,1,..., N + 1} as follows:

— Eug,,.i(e) =URyp,, ({ruk,, 0}), and
-Vt € A} Yo, € A -

Enk,, i(towm,)

=URgp,, U U GHk,, (THk,,» 0)

T Hkyy EEHpp,i () UEZOM[I(UMi)

Similarly, for the online computation of the ambiguity level nl'(M;(s)) of the non-
failure decision for each M;(s) € M;(L), a state estimate function Epg, ; : A7 —
2Rrkm i defined for each ¢ € I and each k € {0,1,...,N + 1} as follows:

- Epg,.i(e) =URz,, ({rrk,, 0}), and
-Vt e A} ,Vom, € A; -

Erk,,,i(ton;)
=URp,, U U &ph,, Pk, 0)
TFlm EEFkyy,,i(t) UEEOM{I(aMi)
Then it holds that

Eu, i(t) = {ruk,, € Rax,, | 3s € M; " ()NL(Tunr,,) : THk,, € &Hk,, (THE,.0,5)},

Erk,,i(t) = {rru, € Rrw, |3s € M (t) N L(Trk,,) : TFk,, € &Pk, (TFky,008)},

t ¢ M;(Hi(m)) & Enr,,,i(t) N Ruk,, mark = 0,

and
t ¢ M;(Fr.(m)) < EFg,,,i(t) N Rrk,, mark = 0

for each t € A}. Accordingly, the following result on the online computation of
the ambiguity levels n{(Ml(s)) and nl'(M;(s)) is obtained.

Theorem 6 Consider any m € N such that Fny1(m) =0 or Hy11(m) = 0.

1. For each s € L and each i € I, if {k € {0,1,...,N + 1} | Eng,, i(M;(s)) N
RHk,,,,,mark: = @} 7é @, then

nf (Mi(s)) = min{k € {0,1,...,N + 1} | Egn,. i(Mi(5)) O Rk, mark = 0};

otherwise nd (M;(s)) = N + 2.
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Table 2 Complexity for constructing automata T'ry,, and THy,, -

Complexity of constructing Ty

Arbitrary even k oQl - (1Qxk| + m))1+2f:f n(n—-1)2"1 |QK|Z;€:§ n(n—1)2t=2
'|E|1+Z;€=1 n(nfl)lfl)
=0((1Q - (IQx | +m))| O (=171 | Q| O(n(n=1 )
.‘EIO(n(nfl)k_l))

(k—1)/2 )2i-1 (k+1)/2

Arbitrary odd k | O((|Q] - (|Qk| +m))'T2i=1 (=1 Qx|Zi=1 T nnt
(k > 3) -|E|1+Zf':1 n(nfl)l_l)

= 0((1Q] - (IQx | +m))|OC (=D %) g Otn(n=DH)
| Z|On(n=1)F 1))

20—2
)

=1 Q[ @k [ m) - [QxT TS
k=2 o019l - (1Qk| +m)™ ~"* - |Qk|™ - | X" 1)
Complexity of constructing Txy,,
. S p(n—1)2—2 1+, n(n—1)2-1
Abitrary even k | O((1Q] - (1Qx| +m) iz (" Qi [ e

| DS (=1

=0((1Q - (IQx | +m))|Omr=D""2) | |O(n(n=D )
| Z[O((n=1)k1))

(k+1)/2 = k—1)/2 —
Arbitrary odd & | O((1Q] - (IQx| +m)Zi=1 =D g sy e
(k>3) | DSy (=D

= 0((1Q1 - (1Qx | +m))|Orn=D") Qe Oln(n=" %)
| Z[O((n=1)k"1))

F=1 O(QI (@[ m)" [Qx[ IZ[ 1)

k=2 O((QL- Qx| +m))" - Q[ ~"+1- |£[**+1)

2. For each s € L and each i € I, if {k € {0,1,...,N + 1} | Epg,,,«(M;i(s)) N
RFk,,,,,,mark = @} 7é @, then

n?(Mi(s)) = min{k € {0,1,...,N + 1} | Epx, :(Mi(s)) N Rk, mark = 0};
otherwise n'(M;(s)) = N + 2.

Remark 8 In this remark we discuss the complexity of computing the ambigu-
ity levels. This requires us to construct the finite automata Try, and Thy,,
(k =1,2,...,N + 1). The complexity of their construction is exponential with
respect to the number n of local diagnosers and doubly exponential with re-
spect to the levels k of inferencing, as shown in Table 2. Next, we construct the
nondeterministic automata Tpkm and THkm by replacing each event of the form
(0,010,011, .-+, O1(k—1), 020,021, - .., O2(k—1)) in Ty, and Ty, with its first el-
ement o. Note that the sizes of Tka and THkm are the same as those of Try,
and THy,,, respectively. In addition, for & = 0, Tpom and Tyo,, are the same as
G || Gk,, and G, respectively, and the complexity of constructing G || Gx,, is
o(lQl - (1Qx| +m) - ).

In online diagnosis, the ambiguity levels n{ (M;(s)) and n(M;(s)) of the local
failure and nonfailure decisions are computed by updating the values of the state
estimates Egyg,, i(M;(s)) and Epyg,, i(M;(s)), respectively, upon each local event
observation. The complexities of updating EFx,, :(Mi(s)) and Epyg,, :(Mi(s)) are
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O(|Ruk,,| - |E|1+Zf=1"(”_1)l71) and O(|Rrk |E|1+ZL1"(”_1)FI), i.e., linear

in the sizes of Trx,, and Txy,,, respectively.

ml

Remark 9 Note that if my = mpy (respectively, my = miy), then Fyy1(my) =
(0 (respectively, Hy41(m}y) = 0), which implies ¢t ¢ M;(Fn41(m}y)) (respectively,
t ¢ M;(Hny1(mYy))) for any ¢ € I and any t € M;(L). Thus, if my = myy,
then nf (M;(s)) can be computed for each s € L as follows: If {k € {0,1,..., N} |
Eurk,, i(M;i(s)) N Ruk,, mark = 0} # 0, then

nd (M;(s)) = min{k € {0,1,...,N} | Emx,, i(Mi(s)) N Rk, mark = 0};

otherwise nf (M;(s)) = N + 1, i.e., we do not need to construct TH(NH)M for
k = N + 1. Similarly, if m% = mjy, then n'(M;(s)) can be computed for each
s € L as follows: If {k € {0,1,...,N} | Epk,, «(M;i(s)) N Rrk,, mark = 0} # 0,
then

ni(Mi(s)) = min{k € {0,1,..., N} | Epx,, i(Mi(s)) N Rrk,, mark = 0};
otherwise n!'(M;(s)) = N + 1.

Remark 10 It would appear that to construct a local diagnoser at the ith local site,
we may not need to take the information of the ith local diagnoser into account
in the finite automata Tpkm and THkm (k=1,2,...,N + 1). But this does not
really help in reducing the complexity. To see this, we consider any s € L such
that MZ(S) S Mz(Fk(m)) and Ml(s) S Ml(Hk(m)), where k € {0,1,...,N}. We
can verify that

M;(s) & Mi(Hgy1(m)) < Mi(s) ¢ Mi(Hy(m) N M; " M;(Fi(m))),  (18)
M;(s) & Mi(Fyq1(m)) < Mi(s) & M;(Fx(m) N M; " M;(Hp(m))),  (19)

where {j} = I — {i}. By (18) and (19), acceptors of the languages Hy(m) N
Mj_le(Fk(m)) and Fi(m)N Mj_le(Hk(m)) can be used, instead of, TH(kJrl)m
and TF(k+1)m7 respectively, for computing the ambiguity levels using (8) and (9).
In the case of k = 0, for Ho(m) N Mj_le(Fo(m)) and Fo(m) N Mj_le(Ho(m)),
there exist their acceptors whose state sets are Qx x (Q X Qx,, ). Since Ry, =
Rk X (Q@xQk,,)x(@xQk,,) and Rp1,, = (@ XQk,,) X @k X Qk, such acceptors
have smaller state sets than Ty, and Tri, . However, for k = 1, if we construct
an acceptor for Hi(m)N M{le(Fl (m)) by composing Tr1, and Tr1, , then the

state space (Qx X (Q X Qk,,) X (Q X Qk,,)) x (Q X Qk,,) X Qx X Q) of this
acceptor is larger than the state space Qx X (Q X Qk,, ) X Qx X (Q X Qk,, ) X Qk
of THgm, i.e., there is an increase in the size of the state space. For this reason, we
chose the construction as reported above in this section.

Ezample 4 We consider the setting of Example 1, where (L, K) is 2-inference di-
agnosable. As shown in Example 2, the delay bound is computed as m3 = mpq =
mie = 1.

We present an example of computing the ambiguity level nlf(Mz(s)) of the
failure decision using Theorem 6. (The ambiguity level n? (M;(s)) of the nonfailure
decision is computed in a similar way.) We assume that the plant G executes a
failure trace s := efc € L — K. For computing n{(M,(s)), we need to construct
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!

‘ ((IK,07 ((10-, fJK.o)\, ((107 CJK,o)) ‘

(e,e,e)
(as, a27V (QKAL (go, QK,7)~, (99, 4rc.7)) N’Z’ £.bs)
‘ ((]1(,8«, ((110«, (IKZS)7 ((In, do)) ‘ ‘ ((IK,97 ((1117 do)\, ((112-, (IK,9)) ‘
(e, f,€) (€. f)
‘ (QK,& ((]137 d())s (Q117 do)) ‘ ‘ (QK,.‘% ((]117 d())a ((hfs, do)) ‘
(e, bh,€) (e,e,ah)
‘ ((]K,& (Q177 d1)7 ((1117 do)) ‘ ‘ (%’,97 (Q117 do)7 ((1187 dl)) ‘
(¢,c,0) (¢,c,c)
“ (QK,107 (l]17: dl), (l]n, dl)) ” “ (QK,117 (l]n: dl), (1118, dl)) ”
(a) Ty,

!

‘ (QK,Ov (%J]K,o)«, ((107(1K,0)) ‘

af/ (ar.7, (99, 9x.7), (g9, aK.7)) N’f
‘ ((IK,B, (l]10~, QK,8)7 (11117 do)) ‘ ‘ (QK.Q» (11117 do), (l]12, QK,Q)) ‘
€ 3
‘ (gxc.s; (@13, do), (q11, do)) ‘ ‘ (g9, (q11, do), (q16, do)) ‘
‘ ((JK,Sa (Q17~, d1)7 ((1117 do)) ‘ ‘ ((JK,Qa (Q11~, do)7 ((1187 dl)) ‘
“ (QK,10~, (Q17, d1)7 (Q11> d1)) ” “ (QK,11~, (Q11, d1)7 (lh& d1)) ”
(b) T,

Fig. 6 A part of the automaton T, and its corresponding part of THll-

THkm for kK =0,1,2 and m = m5 = 1. By the definition of THO” it is the same as
Gx shown in Fig. 2 (b). A part of T, and its corresponding part T, are shown
in Fig. 6 (a) and (b), respectively. In addition, a part of Txe, and its corresponding
part T, are shown in Fig. 7 (a) and (b), respectively.

For k = 0, we have by Fig. 2 (b) that

Ero,,1(M1(s)) N Ruo, mark = Ero,,1(ec) N Qx
= {qx,11}
£
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‘((11(,107((111 9K, 10) 9K, 107(!114 (H(lo) (H(loi ‘ ((JK 105 ((114 4K, 10) (IK 107((111 d1) (IK,n) ‘
(ccc,(,() (ccccc)
‘ (QK,S qu0, 9K 8), QK87 (1107111<s QKS ‘ ‘ QKS QI07QK8 dK 8 QU do), fIK ) ‘

‘ (ar.0: (q0: 4 0): 4K 0; (90, 450): 4x0) ‘

(02 Qg, a2, a2, @ g, ag, az, f,by)

(e,e,e,e,€)
(qx7, (g, qx7), QK,77((I97QK7 qx.7)
(b2, ba, by, by, bz (ba, £, az, b2, ba)
‘ ((IK,Qa (fI12-,QK,9>~,(IK.9a ((112#11(,9),611{,9) ‘ ‘ (fIK.ga ((11176[0)7!1&3, ((112,(11&9)-,9{1{,9) ‘
(c,c,c,c,c) l (c,c,c,c,c)
‘(%{,117 (Q157 QK,11)7 qK,115 (Q15> (IK,ll)7 (IK,M} ‘ (QK,lh (Q117 d1)~, qdK,10, (Q15, QK,11)7 QK,H) ‘
(a) T,
‘((IK.IU-, (q14, rc,10), Grc,105 (14, Gxc10) QK,loj ‘ (ar,10: (014, G10) G500, (qu1; di), qre 1) ‘
c c

—
fad

q107QK,8)7(1K18)‘ ‘ (gr.s, (910, 9K.8): O 8, (q11, do), Gx0) ‘

!

‘ (arc.0: (90: G 0): 4K 0, (90, 450); 4xc0) ‘

‘ (axs: (@10, e 8) Qi s

2
e

(QK,77 (qg, (IKJ)a qK,7, (qg7 QK,7)7 QK,7)

/
e

-
v

‘ (ar9: (@12, e 9) s Grc9s (i2: GK9): AK9) ‘ ‘ (gr9: (qu, o), axc s, (@12, qrc9), Ax9) ‘
c l lc
‘((IK,H: (f]157 QK,11)7 qK,115 (qlé» (11(,11)7 (11(,11} ‘ (QK,lh (C]117 dl): qdK,10, (Q15, (IK,ll)7 C]K,M) ‘
(b) T2,

Fig. 7 A part of the automaton Tf2, and its corresponding part of THQI.

and

Ero,,2(M2(s)) N Ruo, ,mark = Ero,,2(ec) N Qx
= {gx,10}
£ (.

For k = 1, we have by Fig. 6 (b) that

((gx 11, (g11,d1), (18,d1)) € Enr,,1(M1(s)) N RE1,,mark
= EHll,l(ec) N RHll,mark

#10
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and

((gr,10, (17,d1), (q11,d1)) € En1,,2(M2(s)) N Ru1, ,mark
= Ex1, ,2(ec) N Ru1, mark
# 0.
Furthermore, for k = 2, we have by Fig. 7 (b) that
Ep2,,1(Mi(s)) = Emz, 1(ec)
= {(gx,11, (915, g, 11), 9K, 11, (q15, 9K,11)5 4K, 11),
(gr,11, (q11,d1), 9K 10, (915, 4K ,11)5 9K, 11) }

and

Ena, 2(M2(s)) = Ena, 2(ec)
= {(QK,10, (q14, QK,10)7QK,107 (CI14,C]K,10), QK,10),
(gx,10, (914, 9K,10), 4K, 105 (@11, d1), qKc,11) }-
It follows that
B2, 1(Mi(s)) N Ruz, mark = 0
and
B2, 2(M2(s)) N Ru2, mark = 0.
By Remark 9, the ambiguity level n{(Mz(s)) is computed as

n{(Mz(s)) = min{k S {0, 1, 2} | EHkl,i(Mi(S)) n RHkl,mark = (Z)}
=2
for each 7 € I.

6 Conclusion

In [15], we presented a framework for inference-based decentralized diagnosis, sup-
porting multi-level inferencing for disjunctive as well as conjunctive decision mak-
ing schemes, and introduced the notion of N-inference diagnosability to charac-
terize the class of diagnosable systems. This paper presents results towards the
implementation of the inference-based diagnosis scheme of [15]. To this end, a
method for computing the delay bound of diagnosis was developed for N-inference
diagnosable systems. This delay bound is smaller than the one achieved under any
other framework subsumed by the N-inference diagnosability (such as disjunctive-
codiagnosability and/or conjunctive-codiagnosability with or without conditional
decisions). This delay bound was then used to identify a certain set of languages
using which the local diagnosers can compute the ambiguity levels of their fail-
ure and nonfailure decisions online. The computation of the said set of languages
was obtained, and a method for computing the ambiguity levels of local decisions
was also reported in the paper. The complexity of offline computations (of the
delay bound and the required set of languages) as well as of online diagnosis was
discussed. The complexity increases with the levels of inferencing, but that also
increases the class of diagnosable systems while decreases the delay of diagnosis.
The complexity of the offline computations could be made more efficient through
their structured representations (e.g., BDDs and symbolic computations), and can
be a subject of future research.
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