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Abstract

This paper considers supervisory control of discrete event systems with observation delay and control delay. We first extend the formulation
of networked supervisory control in the literature by allowing both the upper bound of observation delay and the upper bound of control
delay vary among different event strings, and accommodating dynamic observation in which past influence whether or not an occurrence
of an event is observable. We then combine observation delay and control delay and prove that satisfying both controllability and delay
observability over the combined delay is necessary and sufficient for the existence of a supervisor by which the desired language can be
obtained deterministically. After that, we reduce the type of problems concerning the networked supervisory control to the corresponding
type of problems concerning traditional supervisory control without any delay on observation or control. As an immediate application,
the verifier of observability can be used to test the corresponding delay observability. Finally, this reduction is used to leverage methods
for minimizing sensor activations for supervisory control without control delay to minimize sensor activations with control delay.
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1 Introduction

Supervisory control for discrete event systems (DES) has
been investigated for decades (Ramadge & Wonham 1987,
Lin & Wonham 1988a,b, Balemi & Brunner 1992, Lin 1993,
Heymann & Lin 1994). Its objective is to compute a su-
pervisor to prevent event occurrences that lead to undesired
event strings. For example, a supervisor of a traffic respon-
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sive signaling system may wish not to switch on a green
light of a path immediately after red lights of the conflicting
paths turned on, but to wait until the intersection has cleared
up, in this case events include signals on/off, an intersection
clearing up, etc. The majority of supervisory control builds
on the work of (Ramadge & Wonham 1987). In this frame-
work, if it is possible for not all events to be observed, the
condition that is necessary and sufficient for the existence
of a supervisor is to satisfy both controllability (Ramadge &
Wonham 1987) and observability (Lin & Wonham 1988b).
Controllability says that, if an event occurrence would lead
the system to produce some undesired strings, the supervisor
can prevent that event from occurring, i.e., that event needs
to be controllable. Observability says that, if two strings can
lead to the same partial observation to the supervisor, the
control action (event enablement/disablement) needed after
the occurrence of these two strings must be consistent.

Supervisory control has been extended in several other di-
rections, including decentralized control (Lin & Wonham
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1988a), where multiple supervisors are applied to control
the system; robust control (Lin 1993), where the controlled
system is not entirely known; and online control (Heymann
& Lin 1994), where a control action is calculated based on
the current observation of the system string. When agents
activate or deactivate sensors for observing events (Wang,
Lafortune, Lin & Girard 2010, Wang 2016) or decide when
and to whom to communicate which event occurs (Wang
et al. 2008), the observation or non-observation of an oc-
currence of an event depends on the prior events; this is
termed dynamic observation. Wang et al. (2007), Huang
et al. (2008), Wang et al. (2011) investigated supervisory
control under dynamic observations. The set of strings a
system can produce is called its language. Another exten-
sion considers the case when no supervisor can achieve the
desired language exactly, one task is to calculate a maxi-
mally permissive supervisor, which synthesizes its maximal
controllable and observable sublanguage (Yin & Lafortune
2016). Further Yin & Lafortune (2017b) consider range con-
trol, whose range is given by both an upper bound speci-
fication for the legal behavior and a lower bound specifi-
cation for the desired behavior. Considering extended mod-
els, Ouedraogo et al. (2011) investigate how to synthesize a
non-blocking supervisor for systems modeled by finite au-
tomata augmented with variables and predicates over them.
In addition, Rashidinejad et al. (2020) extend those results
for systems modeled by timed automata with resettable lo-
cal timers reset by forcible events, which are introduced to
avoid the explosion of the space of timer-reading labeled
states. The above works mainly focus on supervisory con-
trol with purely logical specifications. Recently, the supervi-
sory control theory has been extended to handle quantitative
specifications; see, e.g., (Ji et al. 2021, 2022).

Most of the above work assumes the network is ideal. Any
supervisor can observe any observable instances of an event
occurring instantly; any control commands are executed re-
liably and immediately; the communications among super-
visors are instantaneous and without any loss. These are
not valid assumptions in practices. For example, distractions
while driving cause delays and losses in observation and de-
lays in controlling vehicles, which lead to most traffic acci-
dents.

To investigate the supervisory control with an imperfect net-
work between the supervisor and the plant, Balemi & Brun-
ner (1992) proposed a framework that is different from the
one by Ramadge & Wonham (1987). In (Balemi & Brunner
1992, Balemi 1992), the controlled system is modeled as the
connection of two input/output processes: the plant and the
supervisor. Each of them outputs events in response to the
inputs from the other. A process observes all outputs of it-
self immediately, and the output events of the other could be
delayed, which causes them to appear in the string of obser-
vation later than they do in reality. Assuming all occurrences
of all events are observable to both processes despite the de-
lay, their problem is to compute a non-blocking supervisor,
by which a nonempty subset of the desired language can be
obtained. Although this framework has modeling flexibility

in representing strings of control actions, applying it to de-
sign the supervisor is complex, and few further results are
available.

The majority of work concerning the delay in supervisory
control uses the framework from (Ramadge & Wonham
1987, Lin & Wonham 1988b). In addition to all occurrences
of all events being observable, Park & Cho (2006, 2007) as-
sume that each controllable event is disabled by default and
cannot occur if any of the local supervisors disables it. Re-
cent research, including this paper, allows some occurrences
of events to be unobservable, and focuses on the existence
and construction of a supervisor that tolerates the delays in
observation and control (Lin 2014, Shu & Lin 2014, 2015,
2016, 2017). Shu & Lin (2017) assume that an event oc-
currence is disabled if and only if it causes the system to
leave the desired language, which is inherited by this pa-
per. Such a supervisor is different from the one presented
in Lin (2014), Shu & Lin (2016) because that work toler-
ated excluding a string within the desired language in some
situations, as long as that string could occur in at least one
situation. More recently, Liu et al. (2022) proposed a novel
online approach that completely solves the networked su-
pervisory control problem under control delays.

Another approach is to model the delays in observation and
control in units of time represented by the number of period-
ical occurrences of a “tick” event instead of regular events.
For example, Rashidinejad et al. (2018) show how to synthe-
size a supervisor to control a system in which both observa-
tion delay and control delay are constant. In (Rashidinejad
et al. 2018), as the system modeled by a timed automaton,
all observations occur N, ticks after the event, and all im-
plementations of control decisions occur N, ticks after their
issuance, although a non-deterministic extension to variable
delays is briefly proposed in (Rashidinejad 2021, p. 49).

Consider events being observed out of order. In (Balemi
1992), a processor observes events from itself immediately,
and can also observe events from another process after some
delay. Similarly, in (Lin et al. 2019) events are divided into
disjoint subsets such that different channels are used to com-
municate events in different subsets and have different up-
per bounds of communication delay. All these cause the ob-
servation order to differ from the order of generation. In
contrast, Rashidinejad et al. (2018) allow events that occur
between the same pair of ticks of the clock to be observed
in an arbitrary order. Balemi (1992), Lin et al. (2019) and
Rashidinejad et al. (2018) focus on supervision that tolerate
observed strings containing limited reordering induced by
the delays in their model, whereas Shu & Lin (2014, 2015,
2017), Liu et al. (2022) and this paper focus on uncertainties
in the delays and assume FIFO delivery to retain tractability.

There are two problems that have been considered, that are
related to ours. One is considering imperfect networks allow-
ing supervisors to communicate with each other, matched
with instantaneous communication with a plant (Tripakis
2004, Zhang et al. 2016). The other is designing supervisors



to be robust against a malicious adversary, which can alter
the event observations to manipulate the system (Su 2018,
Meira-Goées et al. 2020).

This paper builds on (Lin 2014, Shu & Lin 2014, 2015, 2016,
2017) by considering the existence and the construction of
a supervisor by which an event occurrence is disabled if
it causes the system to leave the desired language, under
the observation delay and control delay. This paper assumes
no observation and control losses exist, both observation
delay and control delay are bounded above in terms of the
numbers of events, which is similar to (Shu & Lin 2014,
2015, 2017). Moreover, the actuator always uses the most
recently received control command.

Comparing with (Lin 2014, Shu & Lin 2014, 2015, 2016,
2017), this paper has distinctive features as follows. This
paper allows upper bounds of observation delay and upper
bounds of control delay to depend on the string processed
so far, which is in contrast with the fixed upper bounds of
the works mentioned above. Moreover, for supervisor de-
sign, we then merge these two types of upper bounds to de-
fine one upper bound of observation-plus-control delay as
a function over the system language. In addition, the works
above assume that all occurrences of an event are either al-
ways observed or never observed. In this paper, we study
the impact of observation-plus-control delay under dynamic
observations. Then we reduce the type of problems concern-
ing deterministic networked control under delayed dynamic
observations and control to the corresponding type of prob-
lems concerning supervisory control under non-delayed dy-
namic observations and control. Moreover, we define the
upper bound of observation-plus-control delay over the state
space. This imposes structural restrictions to the upper bound
over the language, but is more flexible than the fixed upper
bound in (Lin 2014, Shu & Lin 2014, 2015, 2016, 2017).
With a modest complexity, we reduce the relevant supervi-
sory control problems to the corresponding problems with-
out delay. If a supervisor exists, it can apply the resulted
model to control the system as if no delay involved.

As many techniques have been developed to solve prob-
lems concerning supervisory control, this reduction lever-
ages these techniques to solve the corresponding problems
concerning deterministic networked supervisory control. As
an example, we reuse a verifier designed for observability
without any delay to test the observability with delayed ob-
servation and delayed control. For a second example, differ-
ent approaches have been proposed to optimize sensor ac-
tivation policy (SAP) while preserving a particular system
property such as observability (Wang, Lafortune, Lin & Gi-
rard 2010, Wang 2016, Wang & Gong 2017, Yin & Lafor-
tune 2017a), diagnosability (Cassez & Tripakis 2008, Wang,
Lafortune, Girard & Lin 2010), or detectability (Shu et al.
2013), etc. We present techniques to use the observability-
preserving methods that optimize SAP for supervisory con-
trol without control delay to optimize SAP for supervisory
control with control delay.

The rest of this paper is organized as follows. In Section 2,
we present a system model. We then show in Section 3 the
reduction from the type of problems concerning supervisory
control with both observation delay and control delay to the
type of problems concerning supervisory control without
these delays, and apply this reduction to leverage the verifier
by Wang et al. (2007) to verify observability with both ob-
servation delay and control delay. In Section 4, techniques
for minimizing SAP without observation and control delay
by Wang, Lafortune, Lin & Girard (2010), Yin & Lafortune
(2017a) are used to compute a minimal SAP with a delay
in control. Finally, we conclude the paper in Section 5.

2 Supervisory control under delayed observation and
delayed control

2.1 Preliminaries

A DES is modeled by a deterministic automaton G =
(0,%,0,T,qo0), where Q is a set of states; X is a set of events;
§: Q0 x X — Qis a transition partial function; I': Q — 2% is
a set of active events when the system is in a given state;
and g is a designated initial state.

Let £* denote the Kleene closure of X. Transition function
0 is extended to & : Q x X* — Q as usual by 8(¢,s0) =
0(0(q,$),0).Let Z(G) ={s € £*: 5(qo,s) is defined} de-
note the language generated by G. Assume that G is acces-
sible, i.e., any state in Q can be reached by some string in
Z(G) starting from ¢g. Let ¥, C X denote the set of observ-
able events and X, = X\ X, denote the set of unobservable
events. Let X, C X denote the set of controllable events and
Y. = L\ X, denote the set of uncontrollable events. Each
of the controllable events can be effectively disabled by a
“controller”, defined in Section 2.2.

Given s € X*, 5= {r : s =t} is the set of all prefixes of s.
A language is called prefix-closed if every prefix of a string
in that language is also in the language. Given language L,
L={t€5:s€ L} is the prefix closure of L. |s| is the number
of event occurrences in s. Given an s € Z(G), let s_; be
the prefix of s with |s_;| = max{|s| —i,0}. Given languages
Ly and Ly, let LiLy = {st :s € Ly At € L,} be the language
collecting strings each of which formed by concatenating
a string in L; with a string L,. We distinguish between an
event, which is a symbol ¢ € X, and an occurrence of the
event, which is a point in a string s € £* at which o occurs.

Let N be the set of natural numbers including 0 and for
NeN, let [N]={0,1,...,N}.

Definition 1 (Observation mapping ® and informa-
tion mapping 6%) Observations are said to be dynamic
if whether or not an event occurrence is observable is
described by an observation mapping ® : £ (G) — 2%
such that given so € £(G) with 6 € ¥, © is observable
after s iff 6 € @(s). Given o, the information mapping



(a) System G

(b) Desired system H
Fig. 1. Automata G and H in Example 1.

0 : Z(G) — X} is defined iteratively as, for the empty
string €, 0°(€) = €, and for all 5,50 € Z(G) with 6 €L,
0%(s0) = 0%(s)o if 0 € (s), and 0°(s), otherwise.

Given @' and ®” defined on £(G), @ C ®” means that,
for all s € Z(G), 0'(s) C @ (s). ® = @' U @" means that,
for all s € Z(G), o(s) = &' (s) Uo"(s). o C 0" means
that ® C @” and not ®' = @”. Given languages L and L' C
L and observation mapping @ : L — 2%, @|y : L' — 2%
denote the sub-function of @ that has domain L'. Given
languages L, o*! : L — ¥, denotes the observation mapping
that corresponds to all events in ¥, always being observed.

2.2 Deterministic networked control for DES

In this subsection, we motivate this study, generalize the
observation problem for deterministic networked control by
Shu & Lin (2017), and solve the generalized problem.

The following example shows an engineering imperative of
investigating delayed observation and delayed control.

Example 1 Consider a simple road transport model of a
vehicle x changing lane in a two-lane road, shown in Fig. 1.
In this model, the event set is ¥ = {my,my,0;,0r,c;,c,} with
the following events: m; occurs when x changes into the left
lane, m, occurs when x changes into the right lane, o; occurs
when another vehicle enters the part of the left lane that is
too close to x when that part is empty, o, occurs when an-
other vehicle enters the part of the right lane that is too close
to x while that part is empty, c; occurs when the last vehicle
in the part of the left lane that is too close to x leaves that
part, ¢, occurs when the last vehicle in the part of the right
lane that is too close to x leaves that part. As in practice,
we have ¥, = {m;,m,} and ¥, = X. Changing lane is un-
safe when the part of the targeted lane is occupied. Hence,
comparing desired system H with uncontrolled system G, m;
is not defined in states 2 and 3 in H but is defined in those
states in G, and m, is not defined in states 5 and 7 in H but is
defined in those states in G. Without observation delay and
control delay, this system is controllable and observable.

Any occurrences of m; and m, can be immediately observed.
But the observation of all other events are dynamic, which is
consistent with the fact that the driver only checks whether
the corresponding part of lane is occupied when necessary.
Moreover, observing oy, oy, c;, and c, usually involves de-
lay, as the driver observes whether the part of lane is occu-
pied or empty, instead of directly observing these events. The
observation delays and control delays of this system could
cause m, to be enabled at states 5 or T and m; to be enabled
at state 2 or 3, each of which could lead to a collision. We
will not limit ourselves to transport applications, but will
develop techniques for systematically handling observation
delays and control delays under dynamic observation in su-
pervisory control.

As defined in (Lin 2014, Shu & Lin 2014, 2015, 2016, 2017),
the observation delay is the number of occurrences of events
in between an event occurring and the supervisor observing
that occurrence. Similarly the control delay is the number of
occurrences of events in between the supervisor issuing an
control command and that command being implemented. In
the works mentioned above, the observation delays and con-
trol delay are both non-deterministic but bounded above by
fixed numbers of events for all strings. In contrast, we allow
both of these upper bounds to depend on strings. We then
show that for computing a supervisor, they can be combined
into a single upper bound of observation-plus-control delay.

Definition 2 (Observation delay) Recall that, given an s €
Z(G), s_; is the prefix of s with |s_;| = max{|s| —i,0}.
Observation delays are random. We say that an s € £ (G)
has an observation delay i in a particular instance if the
current string of the system is s and, at that time, the most
recent observation made by the supervisor is string s—_;. Let
O%(s,n) = {0 (s_;) : i € [n]} denote the set of information
mappings of s_;, i € [n], under .

Note that, in our model, the observed string is an informa-
tion mapping of a prefix of the string that actually occur. So,
with or without delay, the order of events in the string ob-
served and the order of events in the string that actually oc-
cur remain the same. Also note that ®® (s, n) is also termed
(delayed) information mapping by Lin (2014).

With the concept of observation delay being cleared, we
define the upper bounds of observation delay and control
delay as follows.

Definition 3 (Bounds of observation and control delays)
A DES is said to have a observation delay bound N, :
Z(G) = N if N, satisfies the following. For all s € Z(G),
No(s) <|s| and s may have delay i iff i € [N,(s)]. Cor-
respondingly, given ©, ®%®(s,N,(s)) is the set of possible
strings that might be observed by the supervisor in the half-
open interval of time starting from the occurrence of the
last event in s and ending just before the occurrence of the
first event after s. Moreover, a DES is said to have a control
delay bound N, : £(G) — N if N, satisfying the following.

If |t| € [N:(s)] then a control command issued following an



s € Z(G) could be implemented following st given that st
could occur. If |t| & [N.(s)] then the command cannot be im-
plemented following st.

If N,(so) > N,(s)+ 1 for some ¢ € X, then the supervisor
can become aware of the symbol at position |s| — N, (s), but
then be unaware of that same symbol after the extra symbol
o occurs. This does not reflect the physical process of infor-
mation gathering, which is why we impose the requirement
of N,(s0) < N,(s) + 1. Similarly, if N.(so) < N.(s) —1, it
becomes possible that the control command issued follow-
ing s implemented after the control command issued after
so being implemented. We should avoid this during the pro-
cess of designing the control system. Therefore, we impose
Assumption 1 on the upper-bound of observation delay and
the upper-bound of control delay.

Assumption 1 For all 5,56 € £(G) with 6 € L, N,(s0) <
No(s)+1 and N.(s6) > N.(s) — L.

Let K C Z(G) be the specification language for a given
control objective. That is, we wish to control the DES such
that only strings in K can be generated. We assume that K
can be generated by an automaton H = (Qp,X,p,I'p,qo),
which is a sub-automaton of G, denoted by H C G. Corre-
spondingly, Op C Q and 6p C §. In this case, both £ (G)
and K are prefix closed, as defined in (Cassandras & Lafor-
tune 2009). Assume that H is accessible.

Control is performed by a networked supervisor defined in
(Lin 2014, Shu & Lin 2016), which controls the process-
ing of event occurrences subject to X, N,, and N,. The net-
worked supervisor is a function S : € (.Z(G)) — 2* where
S(t),t € 0°(ZL(G)), is a set of events allowed to occur when
the networked supervisor observes ¢. Following (Wonham &
Ramadge 1987), we restrict S such that for all 7, S(t) D X,¢
if S(¢) is defined, which models the fact that an occurrence
of an uncontrollable event is unpreventable.

To use the upper-bounds defined in Definition 3, we extend
the definitions in (Lin 2014, Shu & Lin 2016) of the small-
est language and of the largest language generated by the
supervised system.

Definition 4 Given system G with observation mapping
o, observation delays bounded by N,, and control delays
bounded by N, iteratively define the smallest language
(lower bound) £,(G,S) generated by the supervised system
as: Start with € € £,(G,S), and repeatedly apply

(Vo € X)[so € .4 (G,S) < (s € Z(G)As € £(G,S) |
AV [Ne(s—;) > i= (Vr € ®®(s_;,N,(s-;))) o € 8(t)])]

and iteratively define the largest language (upper bound)
Z.(G,S) generated by the supervised system as: Start with

€ € Z,(G,S), and repeatedly apply

(Vo € X)[so € Z(G,S) & (s € L(G)As € fa(G,S)(z)
AF)[Ne(s—;) > iA (3 € OP(s_;,N,(s-;))) o € S(t)])]

Here .%,(G,S) and .%,(G,S) generalize the corresponding
definitions in (Shu & Lin 2017) by allowing upper bounds
of delays to depend on which string follows that after which
the control command is issued. Language .4, (G, S) includes
all strings, that are not possibly excluded by the supervisor
S. In other words, for all so € Z.(G,S) with some ¢ € £, all
possible control commands, in term of the set of events al-
lowed to occur, implemented following s include &. In con-
trast, .%,(G,S) include all strings that may occur under the
control of S, including strings in .%,(G, S) and those so with
o which is disabled following s in some circumstances but
is allowable following s in at least one circumstance. Tech-
nically, the only difference between the definitions .%, and
%, is the use of universal versus existential quantifiers in
the last line. In fact, the networked supervisor may have dif-
ferent observations for the same string and the correspond-
ing control commands adopted are therefore different as dis-
cussed by (Shu & Lin 2016). ' Even for the same observa-
tions, the controls may be different due to control delays.
As shown by (Shu & Lin 2017), the supervised system can
potentially generate many languages (nondeterministically)
between .%,(G,S) and .Z,(G,S).

We define predicate P to indicate the existence of a super-
visor under which the desired language K can be obtained
deterministically.

Definition 5 Consider a networked DES G with the set of
uncontrollable events ¥,., desired language K, observa-
tion mapping ®, upper bounds of observation delays given
by N,, and upper bounds of control delays given by N..
Let P(Z(G),K,%,c,0,N.,N,) be true if there exists a net-
worked supervisor S such that %,(G,S) = £,(G,S) =K,
and false otherwise.

Given an s € .Z(G), Definition 6 captures the length differ-
ence between the shortest s’ € § and s such that, if a con-
trol command is issued right after an observation of s’ is
made, that command may be implemented following s due
to observation-plus-control delay defined below.

Definition 6 (Observation-plus-control delay) Given N,
N,, and s € Z(G), define the upper bound of observation-
plus-control delay N, : £(G) — N as, for each s € £(G),

Nyie(s) = min{|s|, max{N,(s_;) +i:i € [Ne(s_)]}} 3

1 The definition of network observability, found in (Lin 2014), is
omitted for brevity.



Lemma 1 N, satisfies the part for observation delay of
Definition 3 and of Assumption 1, i.e.,

(1) Forallt € Z(G), Notc(t) <]
(2) For all s6 € £L(G) such that ¢ € ¥, Nyi(s0) <
N0+C(S)+1.

PROOF. The first part follows directly from (3).

For the second part, consider an arbitrary ¢ € X and an ar-
bitrary so € .Z(G). Let k = argmax;en{N,((s0)_;)+i:i €
[N:((so)—;)]}. Suppose k = 0. The minimum of the right-
hand-side of (3) takes the second term. By the part of As-
sumption 1 concerning observation delay and (3),

Noic(56) = Ny(50) < No(s)+1 < Npje(s)+1

Suppose 1 < k < |so|. The minimum of the right-hand-
side of (3) takes the second term. By (3), k € [N.((so)_¢)].
Then, by the part of Assumption 1 concerning control delay
and (s0) = s_(x_1), we have k—1 € [Nc(s_(_))] Thus,
Noyc(50) = No((s0) &) +k = No(s—(k—l)) +(k—-1)+1<
Noy+c(s)+ 1. Suppose k > |so|. The minimum of the right-
hand-side of (3) takes the first term. Note that, by Definition
3, for all i, N,((so)—;) <|(so)—i|. Then, by (3), we have
Ne(s_j5) = Ne(€) = Ne((s0)_56|) > |so| > [s]. Then, also
by (3), Npic(s0) = |so| = |s| + 1 = Nytc(s) + 1. Overall,
since ¢ and so are arbitrary, we complete the proof. O

Lemma 2 Given an arbitrary s € £(G), we have

®w(SaN0+L'(S)): U @“’(_L” ()(S z)) (4)

i:Ne(s—i)>i

PROOF. Let L denote the language of the right-hand-
side of (4). By Definition 6 and the definition of ®%,
for all i such that N.(s_;) > i, we have O (s,N,1.(s)) 2
O%(s_;,Ny(s—;)). Hence, O®(s,N,1.(s)) 2 L. We show
O%(5,Ny1c(s)) C Las follows. Let k = argmax; {N,(s_;) +i:
i € [N.(s—;)]}. By definition, N,1.(s) = min{|s|,N,(s_x) +
k}. Consider the case of N,(s_x) +k < |s|]. We have
0 < k < |s|. Consider an arbitrary j such that k <
J < Ny(s_p) + k. By the definition of ®@®, we have
0 (s_j) € O®(s_g,No(s—)). Then, since N.(s_¢) > k by
Definition 6, 6“(s_;) € L. Consider an arbitrary j such
that j € [k]. Since N.(s_x) > k, by iteratively applying the
part of Assumption 1 for the upper-bound of control delay
for s i,s_(k—1),---,5—; in this order, we have N.(s_;) >
J. Then, since 0®(s_;) € @“(s_;,N,(s—;)), we have
0®(s_;) € L. Therefore, in this case, for all j € [N,¢(s)],
we have 6%(s_;) € L, which gives ®®(s,N,.(s)) C L.
Consider the case of k > [s|. Then, we have, for all
L= [sl,.ks ©9(s 1, No(s.1)) = ©%(e,Ny(e)) = {e}
and Nc(s,;) = N.(¢) = k. Then, applying the same
reasoning as for the second occasion of the previous

case, we have, for all / =0,...,|s|, 6“(s_;) € L. Thus,
O%(5,Nyie(s)) ={0%(s_;) : 1=0,...,|s|} C L. O

As the control command implemented following s € .Z(G)
could have been issued when the supervisor made an obser-
vation of any s” € § with |s”| > |s| — Nptc(s), we can com-
bine N, and N, in P as follows.

Proposition 1 Suppose G, K, ¥,., ®, N,, and N, are given.
Then, P(Z(G),K,Zyc, ®,0,N,y ) is well defined and

P(X(G)7K7ZML'7(03NL'7N0) < P("%(G)7K32M07a)a07NO+L‘)

PROOF. Since N, satisfies the part of Definition 3 and
of Assumption 1 concerning observation delay (Lemma 1),
P(Z(G),K,Lyc, ®,0,N, ) is well defined.

By Lemma 2, for each S, (1) and (2) are equivalent to

(Vo € X)[so € Z(G,S) & [so € Z(G) 5)
As € ZH(G.S) A (Wt € ©(s,Nyso(s))) & € S(1)]]
(Vo €X)[so € Z(G,S) & [so € Z(G ©)
As € Z4(G,S) N (Tt € OP(5,Ny4¢(s))) o € S(1)]]

Since these depend on N, and N, only through N,,, this
completes the proof, by Definition 5. (]

We now introduce controllability, delayed observability.

Definition 7 (Controllability) We say K is controllable
with respect to (w.r.t.) X, and £(G) if for all s € K and
all 6 € X, so € Z(G)\K implies 6 € X,..

To test whether the language generated by the supervised
system is deterministic and is K, delay observability is in-
troduced as follows:

Definition 8 (Delay observability) K is delay observable
wrt. @, X, N,, and Z(G) if, for all 6 € X, and all 56,5’ €
K, s'0 € £(G)\K implies ®%(s,N,(s)) NO®(s',N,(s)) =
0.

Definition 8§ generalize the corresponding definition in (Shu
& Lin 2017) by allowing bounds of delays depend on
which string. When there are no observation delays, that is,
(Vs)N,(s) = 0, delay observability reduces to observability.

Theorem 1 has a counterpart in (Shu & Lin 2017).
Theorem 1 P(¥(G),K %y, ®,N;,N,) is true iff K C

Z(G) is controllable w.r.t. ¥, and £ (G), and K is delay
observable w.rt. ®, ., Nyi, and Z(G).



PROOF. By Proposition 1, it is sufficient to show this for
the case of observation delay bounded by N,. and no con-
trol delay.

For sufficiency, suppose K is controllable and delay observ-
able. Define the supervisor S : 8€(.Z(G)) — 2 as

(Vt € 0°(Z(G))) (Vo eX)[o € S(t) —

(0 €%y V(3s€K)[so € KNt €O(s,Nyie(s))])] "

Note that S(¢) 2 X, for all ¢ as required.

Since %(G,S) C %,(G,S) by Definition 4, to prove
2.(G,S) = %4(G,S) = K, we prove K C .Z,(G,S) and
K 2 %,(G,S) as follows. We show K C %,(G,S) by con-
tradiction. Suppose K \ .Z,(G,S) # 0. Let s be a shortest
string in K\ .Z(G,S). By definition both K and .Z,(G,S)
are prefix closed and € € KN .%(G,S). Hence we can
write s = 5’0 for some o € X. Then, since s’ is shorter
than s, we have s’ € KN .%(G,S). Then, by (1) and
(7), s =50 € %(G,S), which is a contradiction. Thus,
K C %.(G,S). We show K 2 .Z,(G,S) by contradiction.
Suppose Z,(G,S)\ K # 0. Let u be a shortest string in
%,(G,S)\ K. By definition both K and .%,(G,S) are prefix
closed and € € Kﬁ.i”a(G,S). Hence we can write u = u'c
for some o € X. Then, since u’ is shorter than u, we have u’ €
KN .%,(G,S). Then, by (2), (3t € @, (No+c)()))o €
S(t). Moreover, since K is controllable, we have ¢ &€ L.
Then, by (7), (3 vo € K)t € O%(v,N,4.(v)). Hence,
t € O°u Notc(t')) N OP(V,Nysc(v)). Then, by Defini-
tion 8, K is not delay observable, which is a contra-
diction. Thus, K D .,2”( S). Together, these establish
2.(G,S) =%4,(G,S) =

We prove necessity by proving the following contraposi-
tive. If K is not controllable, since, for all S and all ¢,
S(t) DXy, then (VS)[.Z(G,S) D K = .%4,(G,S) DK]. Thus,
P(Z(G),K,Lyc,®,0,N,.) is false. If K is controllable but
not delay observable, by Definition 8§,

(Jo €X)(3s,s' €K)[sc € KNs'o € L(G)\K
AO?(5,Npic(5)) MO (s, Npie(s')) # 0]

We write t € O%(s,Npic(s)) NOP(s",Npyc(s")). If there
exists S such that .Z( ,S) =K, by (1), o € S(t). Then,
since .Z(G,S) C Z,(G, )adseKse.Z(GS)
Then, since t € @“’(s’,NHC( ") and s'oc € Z(G), by
(2), s'o € Z,(G,S), which implies %.(G,S) # Z,(G,S).
Since § that satisfies .%.(G,S) = K is arbitrary, there
does not exist S such that .%,(G,S) = %.(G,S) =K, ie.,
P(Z(G),K,Lyc,®,0,N,.) is false. O

Example 2 Continue with Example 1. The observation of
01,0y, ¢y, and ¢, involves a delay of at least one event occur-
rence. Suppose all events are observable and control delay
does not exist. We have that, for all s such that 8p(qo,s) =0,

all

0% (s) € " (s) neo" (s0;). Then, since dp(qo,s0;) =2,
my € Tp(0), and m; € T(2)\T'p(2), by Definition 8, £ (H) is
not delay observable. Hence, by Theorem 1, given N,(so;) >
1, P(Z(G),Z(H),0,0% 0,N,) is not true.

3 Reduction from delay observability to observability

In this section, we investigate the relationship between on
one hand deterministic networked control defined in Section
2.2 and on the other hand the traditional supervisory con-
trol specified by Ramadge & Wonham (1987) and Lin &
Wonham (1988b).

3.1 Delay upper-bound is a function over the language

Definition 9 (Observability) K is observable w.r.t. ®, ¥,
and £ (G) (Lin & Wonham 1988b) if, for all o € ¥, and all
5,5 €K, (sc € KAs'o € L(G)\K) = 6%(s) £ 0°(s).

Definition 9 says that, for two strings s and s’ in K followed
by o, if one of the resulting strings is in the desired language
K and the other is not, then our limited observations 8% are
able to distinguish between s and 5. Obviously, observability
is a special case of delay observability that has N, = 0.
However, we will form a new DES that is observable if and
only if the original was delay observable. This task can be
stated formally as follows:

Problem 1 Consider G and K C £ (G) with ¥, and X,
o : Z(G) — 2%, and delay bounds given by N, and N,
yielding Ny. Find languages L and K, together with their
corresponding set of events ¥, set of controllable events ¥,
and observation mapping @ : L — 2% such that K is both
controllable and delay observable w.rt. Z(G), X., ®, and

N, iff K is both controllable and observable w.rt. L, ¥,
and ®.

The first part of the solution to Problem 1 is to specify L
and K. The definition of ® will follow.

In the following definition, the symbol a following s € K
precedes the last symbol ¢ if o should be allowed while the
current observed string is (the information mapping of) s,
and the system is waiting for the next observation; recall that
observation delay cannot reorder observations. Similarly b
following s € K precedes o if o should be blocked.

Definition 10 Given G and K, let ¥ =YX U{a,b} with a,b ¢
Y S. =%, and ¥, =13, so that a and b are uncontrollable
and unobservable. Define

K' = {sa,sb:s €K} (3)
K" ={sac: (3t)[stc € KANo € Z Alt| € [Notc(st)]]} (9)
L'={sce Z(G)\K:s€K} (10)
L"={sbc:s€eKNo X N (3)(st €K

A5t € L(G)\K Alt] € Nose(st)])} an



Then, define desired language K = K UK UK" and uncon-
trolled language L= KUL' UL".

Recall that, by the time s € K is observed, the string that
has actually occurred can be some st’ such that |¢'| < N, (st')
and the control command issued can still be in effect when
some string st't” satisfying || < N.(st') occurs. Defini-
tion 6 states |¢'t”| < N,y.(st't"), and Theorem 1 states that
the existence of a supervisor such that the supervised system
language is K deterministically depends on the delay ob-
servability with delay bound above by N, .. Note that, later
in Definition 11, a and b are set to be unobservable. Thus,

for st 't € K and all symbols o such that st't" o € £ (G), if

st't"o € K, we include sac into K in (9) to denote that &
should be enabled when s is observed. If st't" 0 € £ (G) \ K,
we include sb into K and sbo into ﬂ\l? in (11) to denote
that o should be disabled when s is observed.

The following definition says that the observation mapping
of the augmented system is essentially that of the original,
except after strings of the form sac and sbo, which cannot
be followed by any new events — even in the augmented
system — and so may allow arbitrary observation mapping
follow them, without affecting the information mapping 6.
This flexibility will be used in Section 4.

Definition 11 Given languages K, L, L', and L" in Defini-
tion 10 and @ over £(G), define @ over L as:

e Forallse KUL, @(s) = o(s).

e Forall sa,sb € L\K, a)(sa) @(sb) = o(s).

e Foreach sac and each s'bc’ in L\K with some 0,06’ € %,
use arbitrary @(sac),®d(s'bc’) C £,.

This @ over L is well defined since three cases in the def-
inition are mutually exclusive and collectively exhaustive,
and o is well defined. To understand Definition 11, consider
the supervisor who controls L to obtain K. Since events a
and b are artificial, all strings in L that may occur (without
control) are given by K UL'. For an arbitrary string s that
possibly occur, the first line states that the new definition
does not change the observation mapping of s. Then, since
K UL is prefix closed, information mapping 8% (s), which is
how s appears to the supervisor, remains the same as 0%(s).
Since neither a nor b is defined in the original system, both
are excluded from @(s) = w(s) and are unobservable. Con-
sequently, the decisions of not disabling events following a
but disabling events following b are based on the observa-
tion of s, and K UL’ contains all strings whose observation
mappings can affect the supervisor’s decisions. Although
the observation mappings of other strings have no influence
on the observability, the way that we specify them (second
and third lines) facilitates the application of the reduction in
Section 4.

Theorem 2 establishes that P(Z(G),K,Lyc, @,N¢,N,) =
P(L,K,Xyc,®,0,0).

Theorem 2 Given K, Z(G), X, ®, and Ny, let L, K, £,
and @ to be obtained by Definitions 10 and 11. Then,

e K is controllable w.r.t. £ (G) and X. iff K is controllable
w.rt. L and £..

e K is delay observable w.r.t. £(G), @, L., and N, iff K
is observable w.rt. L, ¥, and ®.

PROOF. For the first part, note that K, L, and L" are mutu-
ally exclusive. For all sho € L”, by (10), 0 € £, = X.. Then,
by Definition 7, the proof of this part follows (11).

The proof of the second part is as follows.

For sufficiency, if K is not delay observable w.r.t. o, X,
Nyie, and Z(G), by Definition 8,

(Jo€X)(3s,s €K)[soc € KAs'oe L(G)\K

12)
NO(5,No1c(5)) NO(s', Noyc(s')) 7 0]
Then, by the definition of @2, there exist i € [Nytc(s)]
and j € [N, ,,+C( ] such that 69 (s_;) = 0% (s" ) We write
s=s_;t and s’ = s ;t'. Then, we have s_;,s' ; € K, [t| €
[Notc(s—it)], and |¢'| € [ o+c(s” ;t")]. Then, by Deﬁnltlon 10,
s,ia,s,,ac,s_jb € K and s_ bG cL\K. Then, by Defini-
tion 11, 0 (s_;a) = °(s_ )f O(s"_;) = 0°(s'_;b), which
implies that K is not observable w.r.t. I: 2., and @.
For necessity, suppose K is not observable w.r.t. Z,Nic, apd @
According to Definitions 10 and 11, we partition K x (L\ K)
into A=KxL,B=(K\K)xL", C=KxL", and D =
(K\K) x L. Then, by Definition 9, there exists ¢ € X, and
s,s" € K such that at least one of (13), (14), (15), and (16)
is true.

(s0,5'c) €ANO®(s) = 0°(s (13)
(sac,s'bc) € BAO®(sa) = 6°(s'b) (14)
(s0,5'bc) € CAO®(s) = 0°(s'b) (15)
(sac,s'c) € DAO®(sa) = 0°(s) (16)

If (13) is true, since 8 (s) = O°(s), by the definition of @2,
we have 0%(s) € O®(s,Np+c(s5)) NO?(s',Npse(s')), L., K
is not delay observable. If (14) is true, let w = 6% (s). Then,
by Definition 11, w = 0°(s) = 8% (sa) = 8°(s'b) = 0% (s').
By Definition 10, in particular (9) and (10),

(Fr,!")[(sto,s't e K)Ns't'o € L(G)\KA|t| € [Nyie(st)]A
[t'] € [Nose(ST) Aw € O (51, Npyc(51)) NOP(5't' Ny (s'1))]

i.e., (12) is true, and K is not delay observable. If (15) is
true, then because [€] € [Ny+c], (9) implies that there is an
sac € K\ K such that 8% (sa) = 0 (s'b). Then, the rest of
proof follows the case of (14) with w = 0% (s). If (16) is true,



by (10) and (11), we have s'bc € L” such that 6®(sa) =
0% (s'D). Then, the rest of proof also follows the case of (14)
with w = 09 (s). O

When P(L,K,%,.,®,0,0) is true, there exists a supervisor
§:6%(L) — 2* under which K can be exactly obtained.
Theorem 2 says that this implies P(-Z(G), K, Xy, ®,N,,N,)
is true, and the supervisor S for controlling .Z(G) to obtain
K can be implement using S as, for all s € K, S(0%(s)) =
S(6%(s))NX.

3.2 Delay upper-bound is a function over the state space

In the rest of this paper, we assume that G is a finite-state
automaton and K = Z(H), in which H = (QOp, X, 6p,I'p,q0)
is a subautomaton of G, denoted by H C G, and the upper
bound of observation-plus-control delay is state-dependent,
rather than depending on the full string so far.

The following definition introduces a new parameterization
N of observation and control delay. Each control decision is
in response to an observation. NT expresses the delay bound
as a function of the state the system is in at the end of the
substring that causes the control decisions to be issued. In
that sense, it considers delay looking forward. In contrast,
N,+. measures the same delay bound as a function of the
longest string following which the control decision could
be in effect. In that sense, it considers delay looking back-
ward. By parameterizing the delay upper bound as N', we
can construct a model such that if the supervisor uses this
model and ignores the possibility of delay, it will make the
correct decisions to implement the desired language deter-
ministically in the true system with nondeterministic delay.

Definition 12 (State-based upper bound of observation-
plus-control delay) Given G = (Q,X,6,1,qo) that is finite
state, K = £ (H) with H C G, and Nyi, let N': Q — N
denote the function such that, for all g € Q,

N'(q) = max{|t| : (3s € Z(G))[8(qo,s) = q a17)
Ast € Z(G) Alt| € [Noye(st)]]}

Then, we call N' the state-based upper bound of observation-
plus-control delay if its corresponding N, . satisfies

(¥q € 0)(¥s € Z(G)[8(a0.) =g = )
(1) (st € Z(G) Al € N (@)]] = I € [Nove(s)])]

If NT is a state-based upper-bound of observation-plus-
control delay, Definition 12 says that, given observation
mapping @, for all s € Z(G), a control command issued
after the supervisor observes 0 (s) could be implemented
following st if st can occur and |¢t| < NT(8(qo,s)), but is

not implemented following st otherwise. Lemma 3 presents
bounds on N'.

Lemma 3 Let T = max{|t| : §(8(q,0),t) is defined}. Then
forall g€ Q and all 6 €T (g),

if T>N'(q) -1

N'(8(q,0)) = N'(q) -1
{ =T otherwise (19)

N'(8(q,0))

PROOF. Consider an arbitrary g € Q and an arbitrary
o €T(q). Let s € Z(G) such that §(qo,s) = ¢ be arbitrary.
Consider N'(q) = 0. Since by definition N'(§(¢g,0)) > 0,
we have N'(8(¢,0)) > N'(g) — 1. Consider N'(g) > 0.
If there exists string ¢ such that sot € Z(G) and
|ot] = N'(g), then by (18), we have |ot| € [Ny .(sot)],
which implies |¢| € [Nytc(sot)]. Then, by (17), we have
NT(8(qo,s0)) > [t], i.e., NT(8(q,0)) > NT(¢q) — 1. Other-
wise, applying (18) and then (17), we have N'(8(g,0)) =
max{z: 6(6(g,0),t) is defined}. O

Given N, Definitions 13 and 14 specify the unique N,
that corresponds to it.

Definition 13 Given N', define the following subsets of
Z(G):

mo={s € Z(G):|s| <N'(g0)} (20
and, for each q € Q and each ¢ € T'(g),

n(q,0) ={sot € £(G): 8(q0,5) =q
AN (g)—1<|t| <N'(8(¢,0))} (@D

Lemma 4 The set of nonempty subsets given in Defini-
tion 13 forms a partition I1 of £ (G).

PROOF. For an s € £(G), write s = 01-- 0} for some
O1,...,05 € Y. Also write s = S_(|s]—i)fi+1 for i e [M — 1]
such that the subscript of suffix #;;; denotes f;; starting at
i+ 1% event occurrence in s.

Consider an arbitrary s € .Z(G). If N'(qo) > |s|, then, by
(20) in Definition 13, s € my. To see that this is the only
subset containing s, iteratively applying Lemma 3 for each
i=1,...,]s|] — 1 in this order gives NT(S(qo,s,(M,i))) -
1 > |s| — (i+ 1) = |tiso| regardless of which case in
the lemma applied, which implies, by (21), that s ¢
7(6(qo,5—(js/—i)), Oi+1), as required. Otherwise, let U =
{J € llsI=1]: N"(8(q0:5— (51— Tj+1)) = |s| = (j+1)}. We
have |s| — 1 € U, which implies U # 0. Let k = minU,
and we have N'(8(qo,5_(s-x)Ok+1)) > |s| = (k+1) =

tary+1| and  NT(8(qo,s— (/- (k-1))O-1)+1)) < Is| —



((k—=1) +1) = [t(41)+1] + 1. Then, by (21), we have
NS ﬂ(S(qo,S,(‘s‘,k)),Gk+1). To see that this is the only
subset containing s, note that applying Lemma 3 iteratively
from i=k+1 to |s| — 1 gives NT(5(q07s,(‘s|,i))) -1>
|s| — (i4+1) = |ti42| regardless of which case in the lemma
applies, which implies s & 7(5(qo,5_(|s—i)), Gi+1) by (21).
Thus, no element in IT other than 7(8(qo,5_(|s—x)), Ok-+1)
contains s. Hence, there is a unique element in IT containing
s. The lemma follows since s € .Z(G) is arbitrary. O

Definition 14 Given N' and the partition T1 of £ (G), define
Nyic as follows.

o For each s € my, set Npic(s) =|s|.

e For each q € Q, each 6 € I'(q), and each (s,t) such
that sot € n(q,0), 8(qo,s) =¢q, and N'(g) —1 < [t| <
N'(8(q,0)), set N, (sct) = [t|.

Proposition 2 Given a state-based upper-bound of
observation-plus-control delay NV, there is a unique N,
from which N can be computed using Definition 12, and
that N, is computed by Definition 14.

PROOF. For an s € Z(G), write s = 0 - Ol for some
O1,...,0] € L. Also write s = s_(_jti+1 for i € [|s| — 1]
such that the subscript of suffix #;;| denotes #;;; starting at
i+ 1% event occurrence in s.

Consider an N satisfying (19) in Lemma 3. By Lemma 4,
IT defined by Definition 13 is a partition of .#(G). Then,
by definition, N,. is a function that has domain .Z(G).
We also need to show that N,. satisfies the two condi-
tions in Lemma 1 as follows. The first condition is satis-
fied since, by definition, N,;.(s) < |s| for all s € Z(G).
The proof that the second condition is satisfied will be
by contradiction. Consider an arbitrary s € .Z(G) with
Is| > 1. Let k = Npic(s) and I = Nyic(s—1). It is suffice
to show k <[+ 1. Suppose instead k > [+ 1. If k = |s|,
then s € my. Since k > 1+ 1 and |s| = [s_1|+ 1, I < |s_1].
Thus, s_; € 7'[(6(q0,(S_l),(pr])),G(M,l),ﬂ. We write
S_1 = (Sfl),[l(|s‘,1>,l+1 and have |I(M,1 _i+1] = L. Then,
by Definition 14, we have NT(8(qo,(s—1)_¢+1))) —1 <
|t| (]s|-1) [+1| —l whichgivesNT(S(qo,(s 1) (I4+1) )) <Il+1.
Then, by repeatedly applying Lemma 3, NT( ( ,€)) =
N'(go) <1+ 1+ (s|— (1 +({+1)) = |s| — 1. This
contradicts N'(gqg) > |s| required by s € m. Other—
wise, we have s € 7(6(q0,5_(k+1)),0)—«) and s_1 €
7(6(q0, (5-1)—(141))s O(s)—1)—1)- Then, by the same argu-
ment for the previous case, we have NT(8(qo, (s-1)—@+1))) <
14 1. Then, by repeatedly applying Lemma 3, N'(8(g0,5_1)) <
I+1+(k,k—-(1+({I+1)) =k—1. This contradicts
N (8(qo,s 1)) > k required by s € £(8(g0,5_(c41)>0ly 4)-
Therefore, k < [+ 1, whence Notc(s) < Npte(s—1) + 1.
Since s € Z(G) with |s| > 1 is arbitrary, the second condi-
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tion of in Lemma 1 holds. Overall, N, is an upper-bound
of observation-plus-control delay.

Using this N,., the corresponding N can be recovered
using (17) subject to (18). So far, we have established that
N,+. computed by Definition 14 from which NT computed
using Definition 12 is an upper-bound of observation-plus-
control delay.

The uniqueness of N,;. follows from two facts: By (17),
for an arbitrary s € Z(G), increasing N, .(s) by i > 0 with
i+ Nyic(s) <|s| strictly increases NT(5(610,S7(N0+C(S)+I-)))-
While keeping N fixed, decreasing N, .(s) for any s €
Z(G) causes N¢(5(qo,s,No+(,(x))) violating (18). O

P

Fig. 2. Automata G in Example 3.

Example 3 Consider system G Shown in Fig. 2. Sup-
pose NT(0) =1, N'(1) = N'(3) =2, and N'(2) = 0.
Then, by Definition 14, my = {e,y}, n(2,B) = {sPt :
6(qo0,5) = 2Nt € {ya,yB}}, (2, a) = {sat : 6(qo,s) =
2At € {aa,aB, By}, m(3,y) = {sy: 6(q0,8) =3 At €
{ae,a3,By}}, and m(1,0) = {sar : 6(qo,s) = 1 At €
{ao,a3,By}}. Note that, since w(0,y) = n(1,B) =0
and partition 11 only includes nonempty set, we have
(0,y),m(1,B) € Il. N,y is specified in the follow-
ing way. Since €,y € My, N,ic.(€) = 0, by definition,
Notc(y) = 1. Consider saff € n(2,a) for instance, we
have N'(2) —1 = —1 < |B| < N'(1) = 2, which gives
Notc(saf) =|B[=1. 0

From now on, we use N exclusively for denoting state-based
upper-bound of observation-plus-control delay. Proposition
2 says that the N,. by Definition 14 is equivalent to the
given N T. Therefore, all results derived for Ny hold for N T,

The supervisor that implements A when run on G, if one
exists, can be applied to the real system G. This yields the
desired language .Z(H).

Due to delays in observation and in implementing decisions,
the supervisor cannot apply the original models G and H
directly to perform the control. Instead, given automaton
H=(0p,X,0p,I'p,q0) C G that models the desired system
and NT, we use Algorithm 1 to compute G and H C G
such that L = .Z(G) and K = .Z(H), for L and K given by
Definition 10. The supervisor that implements H when run
on G, if one exists, can be applied to the real system G. This
yields the desired language % (H).

Due to observation delay, a control decision at time ¢ is
based on observation of a string at a previous time ¢ < ¢.



Algorithm 1 DELAY-OBS-TO-OBS
Input: Automata G and H C G that generate respective
Z(G) and K, state-dependent upper bound N' on
observation-plus-control delay;
Output: Automata 5= (0,%,8,1,q0)
(0p,%, 00,1, 90);
I G+ Hand H < H;
20 L+ XU{q, b} with a,b ¢ X,
3: QD <~ 0Op UA(Qp)UB(Qp)U{d} and 0« QD, where

and H :=

A and B are both bijective, and Qp, A(Qp), B(Qp), and
{d} are mutually exclusive;

4: for each g € QD do

- 8(g,a) + A(g) and p(g.a) + A(q);

6 8(q,b) « B(g) and p(q.b) + B(q):

7: For each 0 € I'(¢) \I'n(q), 6(q,0) + d;

8: Compute (EN(gq),Dis(q)) < REACH(q);

9: for each 0 € EN(¢) NX, do

10: 5p(A(g),0) «d and §(A(q),0) « d;

11: end for

12: for each o € Dis(g) NZ, do

13: 0(B(q),0) +d;

14: end for

15: end for ~

16: return G = (0,£6,,q0) and H :=

(QD727 SD7FD7QO);

17: function REACH(q)

18: A+Tp(q), B« T(9)\I'n(q), C+{q}, D+ Op\
{g}, and k < 1;

19:  while k <N'(q) AD # 0 do

20: C+ {dp(x,0)eD:xeCNhoeTpx)};
21: A AU (UrecTp(x))s

22: B+ BU [Uxec(T(x)\T'p(x))];

23: D+« D\C and k + k+1;

24: end while

25: return (A, B);

26: end function

The key function REACH relates past states to present con-
trol decisions. The argument ¢ of REACH is the state the
system is in at time #’. The control decisions at ¢ are to en-
able the set of events in the first return value of REACH(g),
and disable those in the second return value. The algorithm
incorporates auxiliary states A(g q) and B(q) into G and H
by setting 8(g,a) < A(q ) and 8p(g,a) + A(q) on line 5,
and 8(g,b) < B(q) and 8p(q,b) + B(g) on line 6. Then,
through executing the for-each loops on lines 9 and 12, it
calculates the set of controllable events that the supervisor
should enable at A(q), and those that the supervisor should
disable at B(q), respectively. Recall that both a and b are
auxiliary events that are uncontrollable and unobservable.
So the control required following them in A(g) and in B(q),
respectively, must depend only on the string of events pre-
ceding them in g. A supervisor controlling .2 (G) by which
Z(H) can be obtained deterministically exists if and only if
Z(H) is controllable and observable with respect to .Z(G),

11

Y., and @ specified by Definition 11.

The remainder of this subsection proves that Algorithm 1
and Definition 11 solve Problem 1 with upper-bounds of
observation-plus-control delay being state-dependent.

Theorem 3 Given inputs G, K modeled by H C G, ¥,., ®
over £(G), and N, and N, that have corresponding NT, let
G and H be the outputs of Algorithm 1, ¥. = X, and @ over
Z(G) specified by Definition 11. Then,

e K is controllable w.r.t. £ (G) and X. iff £ (H) is control-

lable w.rt. £(G) and ...
e K is delay observable w.rt. .,Q”QG),~ , X., N,, and N, iff
Z(H) is observable w.rt. £(G), £, and @.

PROOF. To apply Theorem 2, we prove .#(G) = L and

Z(H) =K', where L and K’ are given by Definition 10, as
follows. Given an arbitrary g € Qp, define
K(q) = {s:s€KAdp(qo,5) =q}
K'(q) = {sa,sb:s € KA8p(qo,s) = q}
K"(q) ={sac :s € KA\8p(qo,s) =qN0O €L,
A(Fr)(sto € KA t| € [Note(st)])}
L"(q) = {sbo :5s € KAp(qo,5) =qN0C EX,

A(Fr)[st € KAsto € L(G)\KAt] € [Nyte(st)]]}
L'(q)= {so:s€ KA €XAp(qo,s) =g
so € Z(G)\K}

Then, by Definition 10, we have

L= | (K(q)UK'(qg)UK"(q) UL"(q) UL (q)) (22)
q€0p

K= | (K(q)UK'(9)UK"(q)) (23)
q€0p

Since K = £ (H), for each ¢ € Qp, K(g) is included into
both .Z(H) and .Z(G) on line 1. Then, during each iteration
for each ¢ € Qp on line 4, Z(H) and .Z(G) are extended
through adding transitions into A and G, which is detailed
as follows. K’(g) is included into both .Z(H) and .#(G) on
lines 5 and 6. L' (g) is included into .Z(H ) on line 7. Consider
K"(q) and L"(g). In the iteration for g, EN(g) computed
by REACH(q) is the union of the active event sets I'p(p)
with states p being reachable from g within NT(q) event
occurrences in H, and DIS(g) is the union of the sets T'(p) \
I'p(p) for states that are reachable from g within NT(g) event
occurrences. According to Definitions 12 and the definitions
of K and L” in Definition 10, K”(g) is included into both L
and K by executing the for-each loop on line 9, and L"(q)
are included into L by executing the for-each loop on line 12.

Since g € Qp is arbitrary and the algorithm never delete tran-
sitions from intermediate G and H and no other strings are



added to the language by these operations, by (22) and (23),
we have L = .,2”( yand K = Z(H). Thus, @ over .Z(G) by
Definition 11 is well defined. Moreover, by Proposition 2,
Definition 14 gives N, that is equivalent to NT. Then, the
proof is completed by applying Theorem 2 with N,o.. U

a
B a
B ’@C
Y
a a
v»é}s Y —»

(a) System G (b) Desired system H

Fig. 3. Automata G and H in Example 4.

(b) Automaton H

(a) Automaton G

Fig. 4. Automata G and A in Example 4.

Example 4 Consider system G and desired system H with
Y=Y.=X%,={a,B,y} shown in Fig. 3. Let @ = & be
the observation mapping. Assume NT(0) =1, NT(1) = 2,
and N'(2) = 0. We can check that this N satisfies con-
ditions in Lemma 3, by Proposition 2, the corresponding
Nyt is given by Definition 14. We construct G and H
from G and H using Algorithm 1 as shown in Fig. 4. It
can be verified that £ (H) is not observable w.rt. L., @
and £ (G): For each s € £ (H) such that p(qo,s) = 1,
we have sa,sb,safp € £ (H), sbp € L (G)\ Z(H), and
0% (sa) = 0 (sb). By the definition of observability, £ (H)
is not observable. By Theorem 3, £ (H) is not delay observ-
able w.rt. ®, X, N and £ (G).

We have Lemma 5 about the complexity of Algorithm 1.

Lemma 5 The time complexity of Algorithm 1 is O(|Z||Q]?).

PROOQOF. The number of iterations of the for-each loop on
line 4 is no larger than |Q|, and, executing function REACH
has complexity of order |X||Q|. The time complexity of Al-
gorithm 1 w.r.t. |Q| and |X| is the product of these two, which
gives 0(|2/|0P). O
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It is worth mention that the output systems G and A have
sizes that are linear in the size of G in terms of both the state
space and event set. When we apply the reduction to solve
other observation problems using the same system model
G, if the complexity of solving the corresponding problem
without delay is polynomial and has an order not lower than
that of the reduction (€'(|Z||Q|?)), the former determines the
order of the complexity of the whole computation. In this
case, solving the original problem and solving the problem
without delay have the same order of complexity.

Next, we present how to use the reduction techniques to
verify delay observability under transition-based dynamic
observation that has state-dependent delays.

Definition 15 Given G, H C G, and X., we say that two
states q,q' € Qp have control conflicts if there existsa 6 € X,
such that 6 € T(q)\T'p(q) but 0 € I'p(q'). Let A(G,H) =
{{9,4} € Opx0p: (Fo € X))o €Tp(g) Ao € (T(4)\
I'n(q'))]} be the set of all pair sets, each of which consists
of two states of H that have a control conflict.

To proceed further, we define observation mapping over a
partition of a language.

Definition 16 Given language L with observable event set
Yo and a partition I1 of L, we say that an information map-
ping @ : L — 2% is also over I if. for all & € I and all
5,5 € w, o(s) = (s'). With a slight abuse of notation, in
this case, we define @ : 11 — 2% as, for all © € I1 and all
seE® o(m) = 0(s).

Given finite-state automaton H = (Qp,X,dp,Ip,qo), a par-
tition IT of Z(H) is called transition-based if each of its
elements has the form n(g) = {s € Z(H) : 6p(qo,5) = q}-
With a slight abuse of notation, in this case g € Qp is used to
represent 7(g) with the corresponding observation mapping
given by o : Qp — 2%°.

Given G, HC G, X, ®, N', G and H being the outputs of
Algorithm 1, and @ over .Z(G). We have H C G. In this
case, Wang et al. (2007) show that satisfying observability is
equivalent to the supervisor always being able to distinguish
two states in each pair set that have control conflicts. We
repeat this result as Lemma 6.

is ob-

1)
0°(s") =

servable iff, for all s,s' € Z(H), 6°(s)

{SD(Q(% )35D(q07 )}gA(~ FI)

Lemma 6 Given G and HC G, @&, Z(

PROOF. The proof follows from H C G and Definition 9.

The verifier in (Wang et al. 2007, 201 1~) is for a transition-

based observation mapping @ : Op — 2. Given @ over Qp,
by Definition 11, we specify @ as: for each g € Qp, ®(q) =



@(A(q)) = ®@(B(q)) + o(q) and @(d) < 0. Then, applying
Theorem 3, delay observability of .Z(H) is equivalent to
observability of .Z(H). As shown by Lemma 6, verifying
observability can be reduced to distinguishing states.

4 Minimal sensor activation policy

To illustrate the applicability of this reduction, we adapts
existing algorithms to calculate a minimal sensor activation
policy (SAP) for deterministic networked control purposes.
Let us consider the case in which not all sensors are active
at all times. This may be done to reduce power consump-
tion in a battery powered sensor. Alternatively, it may model
the case that one physical sensor is shared between multiple
sensing tasks, such as a camera that can observe different
light wavelengths by applying different filters, but only one
filter can be applied at a time. The challenge here, sensor
activation, is to choose which sensors should be on when
(Wang, Lafortune, Lin & Girard 2010, Wang 2016, Yin &
Lafortune 2017a, Wang & Gong 2017). Next, we take meth-
ods in (Wang, Lafortune, Lin & Girard 2010, Yin & Lafor-
tune 2017a) for calculating minimal SAPs that satisfies the
requirements of supervisory control without control delay
and apply them to calculate minimal SAPs that satisfies the
requirements of supervisory control with control delay.

In the case of no delay in observation, for any strings that
look the same to the supervisor, the sensor activation de-
cisions and corresponding observations after these strings
must be consistent (Wang, Lafortune, Lin & Girard 2010).

Definition 17 Given some prefix-closed language L, for an
observation mapping ® : L — 2% to be a sensor activation
policy (SAP), it needs to satisfy

(Vs,s’ € L)[0%(s) = 0%(s') = 0(s) = o(5)] (24)

Since (24) is only relevant to sensor activation decisions and
irrelevant to implementing supervisory control decisions, if
(24) is true without delay in implementing supervisory con-
trol decisions then it is also true with delay.

When considering SAPs, we assume the system G has finite-
state, and the desired system is modeled by H C G. More-
over, for implementation purposes, we partition K = % (H)
so that each element of the partition corresponds to one set of
active sensors. Formally, we specify a partition IT of . (H)
first, and restrict the solution space of an SAP problem to
be all functions over Il. So we only consider those SAPs
o over .Z(H) satisfying, for all £ € I and all 5,5 € 7,
o(s) = ®(s"). The set of SAPs that are transition-based dy-
namic observations is the solution space of the SAP problem
in (Wang, Lafortune, Lin & Girard 2010). Here we define
IT as a partition of .Z’(H) instead of £ (G) because, under
successful control, strings in .Z(G)\ £ (H) cannot occur
and, thus, should not have an SAP associated with them.
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In this paper, we assume no observation delay and the control
delay is state-based when we optimize SAP.

Definition 18 We say that N, over £ (H) is state-based if,
foralls,s' € Z(H), 8p(qo,s) = p(qo,s') = Ne(s) = Ne(s).

Assumption 2 When optimizing SAP, we assume N, = 0
and N, is state-based.

Lemma 7 Assumption 2 holds iff the corresponding N' can
be obtained by Definition 12 and NT = N,..

PROOF. Since N, = 0, by Definition 6, N,. = N,. Then,
the proof follows from comparing Definition 12 with Defi-
nition 18. O

Lemma 7 says that we can directly use the results in Section
3.2 when optimizing SAP.In the rest of this section, we use
NT = N, in the place of Assumption 2.

Problem 2 Given G and H T G with ¥, and X, a
partition I1 of K = £(H), and state-based N, sup-
pose P(Z(G),K,Zy,®""" N,.,0) is true. Find an SAP
o* : T1 — 2% such that

(a) P(ZL(G),K,Lye,0*,N;,0) is true.
(b) For each SAP ' :TI — 2%, o' C w* implies
_‘P(D‘Z(G)7K72M07w/7NCaO)'

Note that by definition, @ = %, is an SAP. We call a
solution ®* to Problem 2 a minimal SAP.

To proceed further, we need the concept of control conflict
between two strings. We say two strings 5,5’ € K conflict
with each other if there is a controllable event ¢ such that
both so and s'c are in the uncontrolled language, but only
one of them is in K.

The reduction in Section 3 allows us to apply techniques
from Wang, Lafortune, Lin & Girard (2010), Yin & Lafor-
tune (2017a) to solve Problem 2. The problem remaining is
that, in general .#(H) is a proper superset of .Z(H), and
the part of SAP over . (H) \ .#(H) could affect its optimal-
ity and restrict the specification of SAP over .Z(H) through
satisfying (24). This problem is further complicated by re-
stricting SAPs over given II. To resolve this, we devise a
sublanguage of . (H) and optimize SAP with no control
delay over that sublanguage. Then, the optimal SAP under
control delay over .Z(H) can be obtained from that result.

Definition 19 is used to specify the system to model the
sublanguage mentioned above and the partition of that sub-
language that corresponds to the partition IT of £ (H).

Definition 19 Given G, H C G, X, and N, with N. = N',
partition I1 of £ (H), G and H computed by Algorithm 1,



let H = (QD,i, SD,fD,qo) C H be the automaton obtained
from H by deleting state d and all transitions ending at d
in H, and m(T1) be a partition of £ (H) such that, for all
n eIl n(w) = {s,sa,sb:s € n}.

Proposition 3 says that to optimize SAP & over .Z(H), we
only need to optimize SAP over K UK’, where K’ is given
by (8).

Proposition 3 Suppose G, H C G, ¥,., ®, and N, with N, =
N', G, H, HC H, @ over £ (H), and A(G,H) being the
set of pair sets of states representing control conflicts are
all given. Then, £ (H) is delay observable w.r.t. £(G), Lyc,
o, and N' = N, iff, for all s,s' € L (H),

0%(s) = 0°(s') = {8p(q0.5).6p(q0.5)} € A(G,H) (25)

PROOF. For necessity, suppose .Z(H) is delay observable
wrt. Z(G), X4, @, and N'. By Theorem 3, Z(H) is
observable w.r.t. Z(G), L., and @. Since Z(H) C .Z(H),
by Lemma 6, (25) holds. For sufficiency, suppose (25)
holds. By Algorithm 1, we have £(H) = KUK’ and
['p(d) = 0. So, for an arbitrary s € .Z(H) \ .Z(H), we have
8p(qo,s) = d. Then, since T'p(d) = 0, Definition 15 implies
that, for all s’ € Z(H), {dp(qo,s),8p(qo,s)} & A(G,H).
Since s € Z(H)\ .Z(H) is arbitrary, (25) implies, for all
1t € ZL(H), 0°(t) = 6°(t") = {dp(qo,1),6p(90,)} ¢
A(G,H). Then, by Lemma 6, Z(H) is observable w.r.t.
Z(G), £, and @. Finally, by Theorem 3, K is delay ob-
servable w.r.t. .Z(G), Ly, @, and NT. O

Under the assumption of no delay, i.e., N, = 0, Wang,
Lafortune, Lin & Girard (2010), Yin & Lafortune (2017a)
each presents an offline algorithm for computing a mini-
mal SAP that solves Problem 2 w.r.t. each specific type of
SAP domain IT. Using one of these results with A and G
modeling the desired system and the uncontrolled system,
respectively, as a subroutine on line 4, Algorithm 2 com-
putes a minimal SAP w* over IT with state-based upper-
bound of control delay N, offline. To simplify exposition,
define function W(H,n(I1),A(G,H)) as the function that
implements the algorithm of (Wang, Lafortune, Lin & Gi-
rard 2010, Yin & Lafortune 2017a) and returns a minimal

SAP @* : n(IT) — 2% under which (25) holds.

To prove the correctness of Algorithm 2 in Theorem 4, we
will use the following lemma proved in (Wang, Lafortune,
Lin & Girard 2010).

Lemma 8 Given H, ¥, ¥, and SAPs @ and @' over £ (H)
with ® C ', then, for all s,s' € L(H), 89 (s) = 0%'(s')
implies 0% (s) = 0°(s').

We then have the following conclusions.
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Algorithm 2 MIN-SAP-WITH-CONTROL-DELAY
Input: G and H C G with X, and ¥, I1, and N,;
Output: An SAP o} : IT— 2%;

1: if -P(Z(G), £ (H), Ly, ®"" N,,0), then

2 return “No solution exists”;

3: end if ~ ~ _ _
4: Run Algorithm 1 to compute G and H with X,. and X,;
5: Compute A(G,H) and H (Definitions 15 and 19);
6
7
8

@« Y(H,n(M),A(G,H));
: For each @ € I1, 0*(7) « ®@*(n(n));
: return ©*;

Theorem 4 SAP @* computed by Algorithm 2 is a solution
to Problem 2 if such a solution exists and “No solution
exists” otherwise.

PROOF. Consider that P(Z(G), Z(H),Lyc, @, N,,0) is
false (line 1). By Theorem 1, £ (H) either is not controllable
or is not delay observable with upper-bound of state-based
observation delay NT = N,.. There are two cases.

If #(H) is not controllable, then, by Theorem 1, for each
SAP 0, P(Z(G),Z(H),Lyc, 0,N,0) is false, i.e., Problem
2 does not have a solution. If .Z(H) is controllable but is
not delay observable, then, let @/ over .% (I:I ) be the SAP
that corresponds to @/’ by Definition 11. By Proposition 3,
(25) does not holds under @*/. Then, by Lemma 8, there
does not exist an SAP @ over .Z(H) such that (25) holds
under @. Then, applying Proposition 3 and then Theorem
1, we conclude that there does not exist an SAP @ such
that P(.Z(G), £ (H), Xy, ®,N,,0) is true, i.e., Problem 2
again does not have a solution and the algorithm returns “No
solution exits”.

Consider that P(Z(G), Z(H),Zyc, ! ,N,,0) is true (line
1). We first prove @* is an SAP. By Definition 19, for all
m €Il, ©# C n(x). Hence, by line 7, for all s € Z(H),
o*(s) = @*(s), which implies 8" (s) = 8% (s) by Def-
inition 1. Then, since SAP ®* over .Z(H) satisfies
(24) and Z(H) C Z(H), o* over £ (H) satisfies (24),
i.e., ®* over Il is an SAP. For (a) of Problem 2, since
P(Z(G),Z(H),Lu,®" N.,0) is true, by Theorem 1,
Z(H) is controllable w.r.t. .Z(G) and X,.. Moreover, by
line 6, @" satisfies (25). Then, by Proposition 3, Z(H)
is delay observable w.r.t. Z(G), L, ®, and N' = N,.
Hence, by Theorem 1, P(Z(G), £ (H),Luc, Wy, ,Ne,0) is
true as required. We prove (b) by proving the contrapos-
itive. Suppose SAP ®* computed on line 7 is not mini-
mal. Then, there exists a minimal SAP, say o’ : IT — 2%o
with @' C @*, under which P(Z(G), £ (H),Lyc, &' ,N.,0)
is true. Define @' : n(IT) — 2% as, for all s € Z(H),
@'(s) = @'(sa) = @' (sb) + @' (s). Since @' C w*, by the
definitions of @*, which is computed on line 6, and @',
@' C ®*. Then, by Theorem 1 and Proposition 3, (25) for
Z(H) and @' holds, which contradicts the fact that @* is a
minimal SAP under which (25) holds. O



By Theorem 4, all the procedures in (Wang, Lafortune, Lin
& Girard 2010, Yin & Lafortune 2017a) for computing a
minimal SAP, under which observability is satisfied, can be
used to calculate a minimal SAP for a deterministic net-
worked control problem with control delay but without ob-
servation delay.

(b) Automaton H

(a) Automaton G

Fig. 5. Automata G and A in Example 5.

Example 5 Consider system G and desired system H with
X=X =%, ={a,B,y} shown in Fig.3. Also suppose
NT(0) =1 and N'(1) = NT(2) = 0. Applying Algorithm 2,
we solve Problem 2 for a minimal SAP that is a transition-
based observation mapping presented at the end of Sec-
tion 3.2. We have P(Z(G),K,Lyc, @' N,,0) is true on
line 1. Executing line 4 gives G shown in Fig. 5(a) and
H shown in Fig. 5(b). Executing line 5 gives A(G,H) =

{{0,1},{0,8},{1,2},{1,7},{1,9},{4, 1},{4,8},{5,2},{5,7},

{5,9}}. Wang, Lafortune, Lin & Girard (2010) write
transition-based SAP @ as a set Q={(q,0) :q € QOpN o €
o(q)NT'p(q)} and compute a minimal set Q* under which
observability holds. Using this form, executing line 6 gives
minimal SAP Q* = {(1,),(2,a)} for H. The minimal SAP
for H computed by line 7 is Q* = Q*. O

In the case of observation delay, the delayed information
mapping of a string could contain several strings, which
complicates sensor activation decisions. Minimizing SAP
with observation delay remains as future work.

5 Conclusion

We have extended the formulation of deterministic net-
worked control problems in (Shu & Lin 2017) in the follow-
ing two directions: 1) We allow the upper bounds of both
observation delay and control delay to depend on strings,
and show that important properties depend only on the sum
of these two delays. 2) We have considered the determinis-
tic networked control problem under dynamic observations
rather than static observations. Based on the extended for-
mulation, a new necessary and sufficient condition for the
existence of a deterministic networked supervisor was in-
troduced in Theorem 1, which is more general yet simpler
than the one in the literature. Then, we have reduced the
problem of deterministic networked supervisory control to
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the problem of supervisory control. As an immediate ap-
plication, this allows us to use the verifier for observability
to test the corresponding delay observability. Finally, this
reduction was used to leverage techniques for optimizing
sensor activations for supervisory control without control
delay to optimize sensor activations for supervisory control
with control delay.

This work has raised many questions. One such is how to
represent delay. This work has considered delays bounded
by the number of events, but in many cases it would be useful
to bound the actual time of the delays. An interesting open
problem is how to use models like those defined in (Balemi
1992, Rashidinejad et al. 2018) and extend this work for
delay bounded above by time.
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