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Preface

This dissertation treats M-ary optical code division multiplexing using a single multi-port
encoder/decoder, which is based on the reseach the author carried out during his Ph. D. course at the
Division of Electrical, Electronic, and Information Engineering, Graduate School of Engineering, Osaka
University. The dissertation is organized as follows:

Chapter 1 is a general introduction, where the background and problem of current encryption
technologies on the Internet are briefly reviewed. Then, physical layer security technologies for high secure
network for the next generation, is introduced. Finally, the motivation of this study including the reason to
focus attention on the optical code division multiplexing (OCDM) /optical code division multiple access
(OCDMA) is also presented.

Chapter 2 describes the optical encoding/decoding technique. Moreover, the confidentiality evaluation
methods of bit-ciphered and block-ciphered (M-ary) OCDM are also described in this chapter. Finally, we
introduce the properties of multi-port encoder/decoder (E/D) and phase shift keyed (PSK) OC which are
suitable for M-ary OCDM system.

Chapter 3 extends M-ary OCDM system with exclusive OR (XOR) using a single multi-port E/D, which
is used the optical implementation of the cipher block chaining (CBC) mode. Then, we experimentally
demonstrate 16-ary OCDM system with XOR. With this system, we achieve its 50 km transmission for the
first time.

Chapter 4 extends polarization multiplexed (POL-MUX) M-ary OCDM system using a single multi-port
E/D. Then, we experimentally demonstrate POL-MUX 256-ary OCDM system. In conventional M-ary
OCDM, the number of OC is limited by the port count of multi-port E/D, and it would be desirable if the
M-ary number can be increased without increasing the number of OC. By using POL-MUX M-ary OCDM
method, the number of M can be increased. Moreover, the physical confidentiality is also improved. We
also discuss and analyze the corresponding data security in terms of data confidentiality.

Chapter 5 extends M-ary OCDM system using multidimensional codes. Multidimensional codes consist
of OC combinations generated by a single multi-port E/D. Therefore, high M-ary number is achieved by
using these codes. We experimentally demonstrate the operation principle of 4096-ary OCDM system for
the first time. Then, we show that the impairment due to multiple access interference affects the system
performance. We also analyze the data confidentiality. Moreover, we propose M-ary OCDMA-based
passive optical network (PON) system, that uses a multi-port E/D in the central office and in the users
premises. Finally, we show the feasibility of a 10 Gbps, 4096-ary OCDMA-based PON system using
multidimensional code by numerical simulation.

From all the obtained results, it is concluded that, the proposed M-ary OCDM using a single multi-port

E/D has the feasibilities of properly operations. Each proposed technique can be expected to support secure



optical access networks.

All the results described in the dissertation were published in IEEE/OSA Journal of Lightwave
Technology, Optics Express, Proceedings of Optical Fiber Communication Conference and National Fiber
Optic Engineers Conference (OFC/NFOEC2009, OFC/NFOEC2011), Proceedings of The Conference on
Lasers and Electro-Optics and The Quantum Electronics and Laser Science Conference (CLEO/QELS
2009), Proceedings Updating Quantum Cryptography and Communications (UQCC 2010), and domestic

conferences in Japan which are shown in the list of publications by the author.
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Osaka Japan
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Chapter 1

Introduction

1.1 Demand of Secure Photonic Networks

The data transmission of valuable information, such as military or financial transactions, medical
records, and confidential intellectual property, has currently been relying on the Internet via high
speed, large capacity optical networks, thanks to the cost effectiveness of Internet protocol (IP)
networks. A loss of data confidentiality on the Internet would have a tremendous impact on society
as a whole and the information security of communication systems has currently become our
primary concern. The main objective is the protection of confidentiality, integrity and availability
(CIA) which are known as the CIA triad [1]. Each category has different branches, which are listed
in Fig 1.1. Issues arising in the different branches are distinct through overlapping. According to the
International Organization for Standardization (ISO) definition of CIA, confidentiality means which
information is not made available or disclosed to unauthorized individuals, entitles or processes;
integrity means which data have not been altered or destroyed in an unauthorized manner; and
availability indicates being accessible and usable upon demand by an authorized entity.

In the current Internet, various security protocols and mechanisms are utilized to protect the CIA
triad. At the boundary between transport layer (layer 4) and session layer (layer 5), secure socket

layer (SSL) can tunnel an entire network’s traffic. In network layer (layer 3), Internet Protocol

1



2 Chapter 1. Introduction

security (IPsec) is a common and standards-based security protocol. In data link layer (layer 2), the
virtual private network (VPN), uses of a combination of Ethernet and generalized multiprotocol label
switching (GMPLS). All these secure protocols and mechanisms are based on modern
cryptographies such as Secure Hash algorithm 1 (SHA-1) for integrity protection and authenticity

and advanced encryption standard (AES) for confidentiality.

Signal
detection

Traffic
observation
analysis,

dropping

Existence of
transmission

Physical
infrastructure
attacks

Information
security

Packet flooding,
Bug exploitation

Intercept
and alter

Trojan attacks,
Bug Explosion,
Sabotage

Fig. 1.1: Overall picture of information security.

In contrast to security technologies for the aforementioned layers, security protection in layer 1
has not been attracting much attention. In fact, physical protection of routers, interface cards, and
optical fibers has been outside the scope of cryptographic research. The importance of layer 1
security should be stressed because once a security breakdown occurs, a quick stopgap measure will
not be easily implemented, but it takes a painfully long time to remedy a physically damaged

photonic layer. This is in sharp contrast to the vulnerability in which the upper layers can be restored



in a relatively short time by patching software or releasing new codes online. It should be noted that
the security is said to be a chain of trust, and the weakest part is the security level of the whole
system. There have been studies on photonic network security. Medard et al. raised early on that
security issues of the physical layer, suggesting possible attacks such as crosstalk attacks at optical
nodes and fiber tapping [2]. This was followed by studies on monitoring and localization techniques
of crosstalk attacks [3], [4], quality of service (QoS) degrading/disruptive attacks [5], such as optical
amplifier gain competition attacks, and low-power QoS attacks [6]. Kartalopoulos suggested a
possible method of implementing quantum cryptography in optical networks [7]. However, a
comprehensive study taking into account physical-level security issues in photonic network remains
to be studied.

One may simply assume that network facilities and outside plants can be physically isolated from
adversaries. However, optical fiber cables are exposed to physical attacks in customer premises
owing to the wide use of fiber-to-the-home (FTTH) systems, and tapping of the optical signal from a
fiber could be easily done by using inexpensive equipment [8]. Recently, risk of information leakage
occurring in a fiber cable has been pointed out [9]. A small fraction of optical signals, even in a
coated fiber, often leaks into adjacent fibers in a cable at the bending points. The amount of light
leakage is small but detectable with a photon counting detector. Although, the optical signal in fiber
may be encrypted using modern cryptography in the upper layers, its security is not entirely free
from constant threats. For example, it was reported that the 768-bit Rivest, Shamir, and Adleman
(RSA) cryptosystem was broken by collaborating computing by an international team of Japanese,
French, and German researchers in December 2009 [10]. To overcome these problems, demand for

high-level photonic layer security technology is growing.

1.2 Photonic Layer Security Technology

The data cannot be recovered from the ciphertext by an eavesdropper without any knowledge of
the encryption key. This makes encryption an effective way of securing a signal and enhancing the
confidentiality of a network. There has been considerable effort to develop optical architectures for
implementing fast encryption functions in the optical domain.

Recently, progress has been made in security technologies for layer 1, especially for the photonic
layer. Such technologies include quantum key distribution (QKD) which is based on a NO-GO
theorem that non-orthogonal quantum states cannot be perfectly discriminated nor copied without

errors [11], secure communications using optical chaos (SCOC) which have been studied for secure
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communications by masking transmitted data from third parties [12], a quantum noise randomized
cipher (QNRC) which can be regarded as a kind of stream cipher enhanced by quantum noise
randomization [13], optical code division multiplexing (OCDM) and optical code division multiple
access (OCDMA) which have a good data confidentiality using optical code (OC) [14], [15]. All rely
on direct control of physical properties of light and hence, are implemented in the photonic domain.
They may be referred to as the photonic layer 1 security technology (PL1sec). They can useful for

protecting confidential data in photonic networks.

1.3 Trend of Optical Access Network

WDMA

Wavelength
Wavelength
Wavelength

DRI
AR RRRERRRTOON

1

5 S I S I I S S

Time Time

Fig.1.2: Optical access technologies.

In current optical access network, the massive growth of bandwidth in access networks promotes
the progress of passive optical networks (PON) system because of the user-shared cost effective
facilities. Well known existing optical access techniques include time division multiple access
(TDMA), wavelength division multiple access (WDMA) [16], [17], and OCDMA based on OCDM.
Figure 1.2 compares the schematic representation of the above technologies.

Figure 1.3 shows the recent trend of optical access network. Recently, the capacity of standardized
time division multiplexing (TDM)-PON is reached to 10 Gbit/s (bps) [18], [19]. Therefore, 10 G
TDM-PON will appear in the near future. On the other hand, wavelength division multiplexing
(WDM)-PON is also considered as Next-Generation (NG)-PON which is an evolutional growth of
gigabit-PON. In order to realize more effective future optical access network, NG-PON2 coming
after NG-PON1 will bring a revolution change and is planned to be standardized by 2015. NG-PON2

includes several technology candidates such as 40/100 G TDMA, dense wavelength division



multiple access (DWDMA), OCDMA, orthogonal frequency division multiple access (OFDMA)
[20].

OCDMA and OFDMA are suitable for optical distribution network (ODN) compatible, and they
have unique advantages over TDMA and WDM. Unique advantages of OCDMA include
asynchronous “tell-and-go” multiple access capability, soft-capacity on demand, low-latency access

due to all-optical en/decoding, and high data confidentiality [21-26].

NG-PON2
NG-PON1
100G [ Next generation of ] 40/100G TDMA
% Gigabit-PON DWDMA
&
=3
= WDM-PON OCDMA
= 10G TDM-PON =
R OFDMA
2
g
|72]
g
£ 1G
=
*Based upon the study of FSAN NG-PON TG
~ Current Early 2010s Late 2010s

Fig 1.3: Recent trend of optical access network.

1.4 Security Issues of Optical Access Network

Access networks will be an easy target for security attacks since the optical signals are at a
relatively low bit rate and most of the facilities, such as optical fiber cables, are installed in the open
outside plant. Moreover, PON systems, in which an optical fiber is shared by typically up to 32 users,
have been widely deployed in access networks, as shown in Fig. 1.4. This point-to-multipoint
network topology is inherently prone to security threats, for example, tapping by detecting the
leakage of light signal at the bent portion and spoofing by connecting an unauthorized optical
network unit (ONU). To prevent such attacks, encryption, such as AES for payload data and

authentication for individual ID of the ONU, is generally used for communication between the
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optical line terminal (OLT) and each ONU. Thus, PON systems provide reasonable security using
currently available techniques. However, it seems worth pursuing newly emerging PL1 security
technologies in the long run. Jamming by injecting high power light from the optical fiber is another
possible attack, which would paralyze the PON with the breakdown of the receiver, leading to
service denial, as shown in Fig. 1.4. This can be prevented by isolating the drop fiber from the
optical splitter. For example, jamming light can be shut out by attaching an optical gate, controlled
by a photovoltaic module to the fiber [27].

OCDMA originally possesses to provide security functions such as jamming resistance, covertness,
and authentication. Nevertheless, confidentiality is one of the most important and widely needed

types of security, and beginning chapter 2 will focus primarily on confidentiality.

Splitter (m)
} OLT

Optical fiber

Unauthorized user
@ High power
light source

ONU #N

Customer premises Optical fiber link Central office

Fig. 1.4: Security threats in PON system.

1.5 Overview of the Dissertation

In the following chapters, some OCDM/OCDMA techniques of enhancing confidentiality are

discussed. As a method to improve the confidentiality of the block-ciphered M-ary OCDM system,



there are two approaches, such as improving the block-cipher mode and increasing the number of M.
Chapter 3 introduces block-ciphered M-ary OCDM system using cipher block chaining (CBC) mode
which is said to be high confidentiality than usual electronic codebook (ECB) mode. In chapter 4
and 5, the number of M can be achieved compared with the conventional M-ary OCDM under the
same OC number. All M-ary OCDM systems of Chapters 3, 4 and 5 are summarized in Table 1.1.

The contents of each chapter are summarized as follows:

Table 1.1: Comparison of all M-ary OCDM systems.

System Ary number oC Block-cipher| Chapter
name (Bit block size) | number mode number
M-ary OCDM system y
with XOR 16 (4) 16 CBC 3

M-ary OCDM system
using polarization 256 (8) 16 ECB 4

multiplexing

M-ary OCDM system
using multidimensional 4096 (12) 15 ECB 5

optical codes

Chapter 2 describes the optical encoding/decoding technique. Moreover, the confidentiality
evaluation methods of bit-ciphered and block-ciphered OCDM are also described in this chapter.
Finally, we introduce the properties of multi-port encoder/decoder (E/D) and PSK OC which are
suitable for M-ary OCDM system.

Chapter 3 gives an explanation of M-ary OCDM system with XOR using a single multi-port E/D,
which is used the optical implementation of the CBC mode. Then, we experimentally demonstrate
16-ary OCDM system with XOR. With this system, we also demonstrate 50km transmission for the
first time.

Chapter 4 discusses polarization multiplexed (POL-MUX) M-ary OCDM system using a single
multi-port E/D. Then, we experimentally demonstrate POL-MUX 256-ary OCDM system. In
conventional M-ary OCDM, the number of OC is limited by the port count of multi-port E/D, and it
would be desirable if the M-ary number can be increased without increasing the number of OC. By
using POL-MUX M-ary OCDM method, the number of M can be increased. Moreover, the physical
confidentiality is also improved. We also discuss and analyze the corresponding data security in
terms of data confidentiality.

Chapter 5 discusses M-ary OCDM system using multidimensional codes. Multidimensional codes
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consist of OC combinations generated by a single multi-port E/D. Therefore, high M-ary system is
achieved by using these codes. We experimentally demonstrate the operation principle of 4096-ary
OCDM system for the first time. Then, we show that the impairment due to multiple access
interference affects the system performance. We also analyze the data confidentiality. Moreover, we
discuss an extension M-ary OCDM to multiple access, M-ary OCDMA-based PON system, that uses
a multi-port E/D in the central office and in the users premises. Finally, we show the feasibility of a
10 Gbps, 4096-ary OCDMA-based PON system using multidimensional code by numerical
simulation.

Chapter 6 gives the conclusions of the dissertation by summarizing the overall results.



Chapter 2

Overview of Optical Code Division

Multiplexing

2.1 Introduction

The OCDM technology has gained attention for the secure optical access network based on PON.
A key issue in the OCDM approach is the method of enhancing the data confidentiality. In Section
2.2, fundamentals of an optical encoding and decoding are described. Sections 2.3 and 2.4
describes the bit-ciphered and block-ciphered OCDM schemes, respectively. Section 2.5 shows the
method of confidentiality analysis and compares these methods. Section 2.6 describes multi-port

E/D and PSK OC.

2.2 Principle of Optical Encoding/Decoding

2.2.1 Optical Encoding

There are a number of different optical encoding schemes, which can be classified according to
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their operation principle as incoherent or coherent schemes, or according to their processing
dimensions as one-dimensional (1-D), or two-dimensional (2-D) schemes. Figure 2.1 shows an

illustration of these classifications.

1-dimensional (1-D) 2-dimensional (2-D)

Time-spreading (TS) Spectral coding (SC) TS/SC

A Wavelength
=

Incoherent
Intensity
Intensity

t Time A Wavelength 1]

t Time

Coherent
Amplitude
Amplitude

t Time A Wavelength

Fig. 2.1: Classification of different optical encoding schemes.

In incoherent scheme, the coding is performed on optical power basis, therefore, the OCs are
handled in unipolar (0, 1) manner, which results in disadvantages such as small code size, low
optical power and bandwidth efficiency, and poor correlation property [21, 22, 24, 25, 28-39]. In
contrast, coherent schemes, which work on a field-amplitude basis, process OCs are handled in the
bipolar (-1, +1) manner all optically; thus coherent schemes are superior to incoherent schemes in
the overall performance [24, 25, 28-30, 40-48]. On the other hand, OCs could be processed in
either the time domain [32-34, 43-48] or the wavelength domain in 1-D schemes, and in
wavelength and time domains [35-39] simultaneously in 2-D schemes.

Hereafter, a focus will be on the coherent approach. There are two encoding schemes; encoding
in time domain and that in wavelength domain. As shown in Fig. 2.2, the encoder generates
phase-shift keying (PSK) signals with N time-resolved chip pulse code within one bit time duration
in which the phase shift of each chip pulse represents a code sequence [49-51]. On the other hand,

as shown in Fig. 2.3, the spectrum encoder creates N space-resolved code [32, 52, 53].
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Fig. 2.3: Encoding model of SC-OC.
2.2.2 Optical Decoding

Matched filtering in optical domain is a basis of the optical decoding. In general, matched
filtering is a detection technique which maximizes the signal-to-noise ratio of the received signal.

The impulse response of matched filter /1,(¢) along with its Fourier spectrum H ,(@) is the

complex conjugate of optical encoder output, and it is given by

H,(w)=H, (w) " (2.1)
h,(t)=h,(t,—1) 2.2)
where j denotes the imaginary unit, /2, (¢) denotes the function of OC, H (&) denotes its Fourier

spectrum, and Tis complex conjugate unit. Then, the output of matched filter 1, (¢) is expressed by

the convolution of the impulse responses of the encoder and the matched filter
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where W/ (f) represents the auto-correlation function of the input OC. The matched filtering response

can be physically realized in optical domain by time-reversing the input/output of the optical

encoder. Two different schemes of optical decoding are illustrated in Figs. 2.4 and 2.5.

Optical code (code length: N=8)

0x0xn0xo0x t

Crosscorrelation

Autocorrelation

A R R

15(2N—1)
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Fig. 2.4: Decoding model of TS-OC.
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Optical code (code length: N=8)

0z 0x0no0nx A

Crosscorrelation

Autocorrelation

1S(2N—1)
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Fig. 2.5: Decoding model of SC-OC.

ing
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2.3 Bit-ciphered Optical Code D

A bit-cipher cryptographic system creates a one-to-one correspondence between each bit from

each user and an OC. This encryption scheme can be designed to be computationally secure against

cipher-text only attacks (COA) by increasing the number of codes, but it is completely vulnerable

against some of the cryptographic attacks. Since COA is the simplest attack for the eavesdropper to

perform, bit-ciphering schemes present the weakest form of security, even though they are the only

kind of confidentiality considered in the literature on OCDM [54].
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In conventional bit-ciphering schemes as shown in Fig. 2.6, on-off keying (OOK)-,
differential-phase-shift-keying (DPSK)-, and code-shifting-keying (CSK)-OCDM systems have
been investigated and experimentally demonstrated during the past decade. However, a careful
analysis of the security reveals that the bit-ciphering approach of a conventional OCDM system,
where each bit is transformed into an OC, is not resistant against the main confidentiality attacks. In
OOK-modulated OCDM systems, an eavesdropper can break the confidentiality by simple data-rate
power detection without any information about the OC [54-56]. In DPSK-modulated OCDM
architectures [57], an eavesdropper can decipher the transmitted data, without any knowledge about
the OC, using a commercial DPSK decoder and a data-rate power detector [58]. On the other hand,
in CSK-modulated OCDM transmission [59, 60], an eavesdropper who is able to detect any
difference between the two codes (with a time or a spectral analysis) can break the confidentiality,
without any optical decoding process. Therefore, a through security analysis has shown that
conventional OCDM bit-ciphering schemes, where each bit is transformed into an OC, is not robust
against most confidentiality attacks. To overcome these problems, block-ciphering method is

proposed [61, 62] and demonstrated [63, 64].

PR o' T 1, 0 —
! OOK signal OP";_“I ocC ‘:
1 0 1 encoding
I a0,
D 1) ) 0 ) 1)1
/ Differentially- Phase Optical |
OOK signal encoding DPSK signal modulating encoding ocC
10 1 1 1 0 T 7t 0

7 CSKAOCDM oo
1‘ OOK signal Optical ocC :

oC1 o0cC2 ocl

Fig. 2.6: Classification of different bit-ciphered OCDM schemes.
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2.4 Block-ciphered (M-ary) Optical Code Division

Multiplexing

In this scheme, data confidentiality relies on the correspondence of a message block of m bits and
a ciphertext with at least M=2" determinations. Symmetric encryption systems, like data encryption
standard (DES) or AES are also used 2"-bits block ciphers, designed to generate a one-to-one
mapping that looks random, according to the Feistfel method [65].

The simplest block-cipher mode is the ECB encryption as shown in Fig. 2.7, where the message
is divided into bit blocks, that are encrypted separately. This ciphering scheme corresponds to
M-ary OCDM as shown in Fig. 2.8. In M-ary OCDM, a set of M code words is assigned to each
user, and different sequences of log,M bits of a message are mapped onto different OCs. The code
lookup table is shown in Table 2.1. This scheme presents two levels of confidentiality:
physical-layer confidentiality, because an adversary should be able to correctly detect the OC, and
computational confidentiality, since he or she does not know which sequence of bits corresponds to
a given OC, and the number of possible combinations equates M!. In conventional M-ary OCDM
experiments, 4-ary OCDM using integrated passive optical phase decoders have been demonstrated
with a set of log,M parallel receivers [64]. However, the number of E/D required for each user is
larger. To overcome this limitation, M-ary OCDM system using the unique device, which is a
multi-port E/D [66-68] that can simultaneously generate as many codes as the number of its port,

has been proposed [69].

Bit-block stream

) 1100101]001001 [110111]001110] 011000

v
Encryption equipment F—@ Secret keys

v Encrypted bit-block stream

Fig. 2.7: Configuration of ECB mode.
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Fig. 2.8: M-ary OCDM architecture.

Table 2.1: Code lookup table.

Bit block oC

o1001101 | () ocx
01011010 | (@) oc2
1111011 | () oca

2.5 Modeling of Confidentiality Evaluation

As already mentioned, OCDMA systems are often considered potentially secure because multiple
users transmit simultaneous encoded signals. However, their vulnerability must be analyzed
considering the worst-case condition, assuming that the eavesdropper is able to intercept isolated
signal. The analysis is considered that the security performance of a point-to-point (P2P) optically
private-key transmission, and, according to the Kerckhoft’s principle [70]. Under this principle, the

eavesdropper knows the OCDM encoding technique, in terms of data and chip rates, code length,



2.5. Modeling of Confidentiality Evaluation 17

modulation formats, wavelengths, etc; the only unknown parameter is the particular code of a
known code family that the user is employing [71]. Therefore, OCDM confidentiality has been
often analyzed as a function of the number of keys, that given device is able to generate. To give a
quantitative confidentiality evaluation of OCDM system, we consider two cryptographic attacks,
COA and chosen plaintext attacks (CPA) in subsequent chapters. Figure 2.9 shows the simple
model of CPA. In CPA, the eavesdropper has access to the encryption function and can encrypt any
plaintext message unit of his choice, trying to determine the key. For instance the knowledge that a
common message (like a ‘Hallo’ packet) is transmitted can be used to break the network security
within this attack.

To give a quantitative evaluation of the confidentiality of bit- and block-ciphered OCDM
schemes, COA is firstly considered as shown in Fig. 2.10. The average number of trials needed to
break the confidentiality is 2”'!/2. Then, the number of bits encoded in a single block is m=log,M,
and the possible correspondences between a bit sequence and M-ary number. In the case of
considering CPA, the average number of trials versus bit block length is shown in Fig. 2.11: in a
bit-ciphering scheme, just single attack allows the eavesdropper to intercept the data. In

block-ciphered scheme, instead, the number of trials required are 2"-1 [72].

#lData-OUT Code lookup table

. . b1|b2|b3[b4
Block-ciphering |#2___ W < Jololo]o
. . cs [1lololo
equ1pment #16 * ci4 Jo[1]o]o
co [1[1]0]0
A c1_|olo[1]o
cit [1]o[1]0
Data-IN Cc3 _Jo[1[1]0
C15 |1[1]1]0
Ccs olojo[1
c13 [1]o]o0[1] ¢
c2 [o[1]o0[1
7 [1[1]0]1
> [olo]1[1
v Vvv 7 |1fo[1]1
> o[ 1[1]1
> |1l 1]1]1
0101

Fig. 2.9: CPA model.
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Fig. 2.10: Number of trials to break the confidentiality with COA.
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Fig. 2.11: Number of trials to break the confidentiality with CPA.
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2.6 PSK Optical Code Generated by Multi-port

Encoder/Decoder

2.6.1 Configuration of Multi-port Encoder/Decoder [67]

L+lAL
Fig. 2.12: Multi-port E/D configuration.
Table 2.2: Parameters of multi-port E/D
Symbol Description Value
@, center angle frequency (A1 =1550.984nm) |193.292 THz
N port count 16
R input/output slabs focal length 20.85 mm
d AWG spacing 246 um
w, AWG waveguide width 7 pm
d, waveguide spacing in the input grating 5647 ym
d, waveguide spacing in the output grating 56.47 pm
Wy | waveguide width in the input/output grating 50 pm
/L differential path length 1.0316 mm
ng effective refractive index 1.468

The mechanism to build a set of OCs can be easily described analyzing the AWG in the time

domain: If a short pulse light source is driven into one of the device inputs, N copies of the pulse
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are generated by the input slab coupler, with phases given by the Rowland circle configuration [66].
The optical pulses travel different paths in the grating and the output slab coupler recombines the
pulses to build N codes at the device outputs. Each PSK code is composed of N optical chips, and
the differential path delay in the grating is chosen larger than the input pulsewidth, so that the chips
in the OC do not overlap. Referring to Fig.2.12 and the parameters listed in Table 2.2, the impulse

response between the input i and the output k can be written as

N-1
h, ()= Zexp{— iz nd (21— N +1)(sin @, +sin b, )} X 5(t —n,

L+lALj
1=0 /1

c

(2.4)
i,k=01,..,N-1

where j=+/—1, d(2) is the Dirac’s delta function, L is the smallest waveguide length, and 8, 6,

are the diffraction angles in the input and output slabs, respectively

d
< 25
R 2.5)

sin@s(Zi—N+1)2ci—Ii€, sinf =(2k—N+1)

For the sake of simplicity, the condition is assumed L =0, as its value does not affect the code
generation/processing, but it only corresponds to a constant time delay. The chip interval, i.e., the
time distance between two consecutive pulses in each code is A7 =n AL/ cand it equates with
the inverse of the free spectrum range (FSR) of an arrayed waveguide grating (AWG)
multiplexer/demultiplexer, and the correlation time is given by (N —1)A7 . From the parameters
listed in Table 2.2, itis AT =5 ps.

The exponential term in Eq. (2.4) corresponds to the phase of each chip in the code: We set

d, =d,i.e., identical spacing in the input and output gratings, and then Eq. (2.4) can be reduced

h, () = fexp[— j%(zz ~N+D@i+k+ 1)} S(r—IAT). (2.6)

=0

i,k=01,..N-1

The OCs are N-ary PSK codes; in particular, for a given input port 7, the code generated at the

output k =N —i—1 has all the chips with identical phase.
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2.6.2 Correlation Property

The multi-port E/D is able to perform all the correlations, simultaneously. In fact, if an OC is sent
to the input port i, at all the output ports [ =0,1,...N —1, The autocorrelation peak (ACP)
detected at one of the device outputs univocally discriminates the incoming OC. According to the
Parseval theorem, the correlation function between two OCs generated at the outputs k and k” can

be evaluated in the frequency domain
hy ()% (0 = [ Hy (@) H (@) exp(jnd @.7)
k,k =0,,...N -1

where * denotes the convolution unit and H, ( f) is the transfer function from the input i to the

output k, obtained by Fourier transform of Eq. (2.6)

& i+k+1 @At
H, (@)=Y exp| —jz2l- N +1)(——+ =2
A)%p[u Iy 27[)}
WNAT
in| z(i+k+1+ 2.8
[ jw(N—l)Ame[ ¢ 27 } @8)
=exp| —
2 . (i+k+1 a)ArJ
smzfl ——+—
N 27
i,k=0,1,...N—1.

The power spectra are plotted in Fig. 2.13. Two OCs are orthogonal if the crosscorrelation function
of Eq. (2.7) vanishes everywhere, and this happens if the two corresponding transfer functions
H, (@) and H, (@) do not overlap and their product is zero. Therefore, Eq. (2.7) links the
code-recognition capability of a full E/D to the spectral response of a multiplexer/demultiplexer,
and the lower the crosstalk between two adjacent frequency channels, the “more orthogonal” are
the corresponding OCs. The OC generated at two adjacent outputs are “less orthogonal” since the
crosstalk between the two adjacent frequency channel is higher; the detection capability of a code
set is defined as the ratio between the ACP and the maximum crosscorrelation peak (CCP), and in
line with the previous reasoning, we can say that the lower parameter corresponds to the OCs

generated at two adjacent outputs.
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Fig. 2.13: Transfer function at two adjacent output ports.

The correlation signal is computed by substituting Eq. (2.6) into (2.7) and performing simple

algebra

N-1IN-1

h ()% B (f) = Zz_exp[— j%(Zl ~N+DG+k+ 1)}
=0 1I'=0
X exp| — j%(Zl'—N TG+ k'+1)}
x Ot — (1 +1)A7]
N—lexp|:_j 27;(]lv +1)

l

= (i+k+ 1)} (2.9
=0
] '
X exp{—j%(k'—k)}é'(t—mf)
1'=0 N
2N-2
+ z exp[— jw(i +k+ 1)}
=N
2N-1 '
x>y exp[— j%(k'—k)}é(r —IAT)
I'=1+1

i,k,k'=0,1,...N —1.

To evaluate the autocorrelation function, k'=k is considered in the previous expression
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hy, (1) % hy,. (1) = gexp{—l] *1 (i+k+ 1)}(1 +1)o(t—IAT)
I'=0

2N-2
+ Z ex [ 2”(;]”)( +k+1)} (2.10)
><(2N—l—1)§(t—lAT)
i,k=01l,..N-1
and the ACP occurs at t = (N —1)A7 and
ACP =l () by D]y a0 =N @.11)
i,k=01,...N-1.

Furthermore, the maximum sidelobe (MSL) of the autocorrelation function is MSL = (N —1).1In

the case k'# k , the crosscorrelation function of Eq. (2.9) becomes

k—k
By (2) % By (1) :eXP|: 7[(2—]\,)}
xzizex [ 27[(]{]“)( +1+k;k')} 2.12)

Sin[n(l +1)(k—k")
N

L(z—mr)
. {ﬂ(k—k')}
simnf ————

N

i,k,k'=0,1,...N -1

and the  maximum  CCP  occurs at t= [(Zq +1)/2(k-k")— 1]AZ' with
qg=0,1,.. .\_2(2N —-1)(k— k')/NJ, where \_ J denotes the integer part, and is

S . — 2.13)

(k k)l} Sin|:ﬂ-(k_kv)}

CCP =|h, (1) * h. (r)|[

i,k=k'=01l,...N—1.
Figure 2.14 (a) shows the intensity and the phase of OC generated by a 2 ps width Gaussian-shape
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pulse, and the corresponding autocorrelation function is shown in Fig. 2.14 (b). Figure 2.14 (c¢) and
(d) show the crosscorrelation functions between OCs generated at two adjacent output ports and at

two far-apart ports, respectively. The code-detection parameter is

2 '
_ (ACP) — N2 Sin2|:7r(k_k ):| (2.14)

~ (CCPY’
ik=k'=0,1,...N—1.

The lower value of r corresponds to two OCs generated at two adjacent outputs (i.e., k =k'+1).

a)
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|— Crosscorrelation
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Fig. 2.14: (a) PSK code generated by the device, for an input 2-ps Gaussian-shape pulse. (b)
Autocorrelation waveform. (¢) Maximum crosscorrelation waveform. (d) Minimum

crosscorrelation waveform.

2.6.3 Dispersion Effect to Optical Coded Signal

Optical Multi-port Multi-port —— Optical signal
light optical optical | Electrical signal
source encoder OBPF SMF decoder
wavejorm
H, (w) P| H, (w) P| Hy(w) P Hy(w) P Hs(w) > PD > LPF p mom‘z{m'ng

Fig. 2.15: Model of transmission link.
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Table 2.3: Parameters used in numerical simulation.

Pulse shape: Gaussian
Center wavelength: 1550 nm

Input optical puls
fiput optical puise Repetition rate: 10 GHz

Pulse width: 2 ps

Filtering shape: Rectangular

OBPE -3 dB band width: 1.6 nm
SMF Fiber length: 25, 50, 75, 100, 125, 150 km
Filtering shape: Gaussian
LPF

-3 dB band width: 0.85 nm

OC transmission system is modeled by the cascaded optical transfer functions of single mode
fiber (SMF), multi-port E/D which has port count 16, optical band pass filter (OBPF), followed by
the photo-detector, and low pass filter (LPF) as shown in Fig. 2.15. Table 2.3 shows the parameters
used in the numerical simulation. Single pulse propagation in SMF can be expressed using

nonlinear Schréodinger (NLS) equation [73]. The equation can be written as:

OU  ja,, B,0U 2
Jaz 2 2 or? },I | @15

where U (z, t) represents a complex envelope of electrical field, a is a loss parameter, and y is a
nonlinear parameter. Here, transmission distance is considered below 150 km. The simulation is
performed in a linear regime by ignoring the fiber nonlinearity. The effects of group velocity
dispersion (GVD) on optical pulses propagating in a linear dispersive medium are studied by
setting y=0 and a=0 (loss less) in Eq. (2.15). Then, U satisfies the following linear partial

differential equation:

U _pou

Jaz > o (2.16)

Equation (2.16) is readily solved by using the Furier-transform method. If U (z, ) is the Fourier

transform of U such that
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U(z,t)= LJm('i(z,a)) exp(—jar)dw, 2.17)
27 o

thenU satisfies an ordinary differential equation

.aﬁ 1 27
—_—=—— U 2.18
J 9z 2162(0 ( )

whose solution is given by
U(z,0)=U(0,) exp(% ,Bzwzzj . (2.19)

Equation (2.19) shows that GVD changes the phase of each spectral component of the pulse by an
amount that depends on both the frequency and the propagation distance. Even though such phase
changes do not affect the pulse spectrum, they can modify the pulse shape. By substituting Eq.
(2.19) in Eq. (2.17), the general solution of Eq. (2.16) is given by

U(z,t) = 1 j “U(0, w) exp(i B’z — jaxjdw (2.20)
27 - 2
where U (0, w) is the Fourier transform of the incident field at z = 0 and is obtained by
U(0,w) = fU(O,t) exp(jar)dt . 2.21)

Consider the case of Gaussian-shape OC chip pulse for which the incident field is of the form

t2
G(0,1) = exp(—— 2.22
(0,7) = exp( 2T2) (2.22)

0

where T is the half-width (at 1/e-intensity point). By substituting Eq. (2.22) in (2.10),

autocorrelation waveform after decoding is given by
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2

= 27 +1 t
U, = exp{—j (i+k+ l)}(l +Dexp(— )
Z N 21y
2N-2
+ exp{— j@(z‘ +k+ 1)} (2.23)
I=N

£
X(2N-1-1 ——).
( Jexp( 2T2)

0

By substituting Eqgs. (2.21) and (2.23) in (2.20), autocorrelation after transmission can be expressed.
In Fig. 2.16, the numerically calculated autocorrelation waveforms after the propagation up to 150
km are shown. As the transmission distance is extended, we can confirm the spread of waveform
due to the dispersion effect. Figure 2.17 shows the evolution of autocorrelation train along the fiber
length. Here, 10Gbps, OOK-OCDM signal of 7-bit random data pattern is considered to confirm
the dispersion effects clearly. As longer the propagation becomes, the inter-symbol interference

(ISI) becomes visible as dashed circle part.
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Fig. 2.16: Normalized intensities of autocorrelation waveform.
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Fig. 2.17: ISI effect of autocorrelation train: (a) 0 km, (b) 50 km, (c) 100 km, (d) 150 km.

2.7 Conclusion

In this chapter, the overview of the OCDM has been presented. In Section 2.2, fundamentals of
OC encoding and decoding have been described. In Section 2.3, various bit-ciphered OCDM
schemes have been introduced and pointed out the vulnerability of the confidentiality. In Section
2.4, block-ciphered OCDM scheme has been introduced. In Section 2.5, these schemes have been
compared using the confidential analysis method. In Section 2.6, configuration of multi-port E/D
and property of PSK OC have been described. Using these devices and OC techniques forms the

basis for the proposed system of the following chapters.
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M-ary OCDM System with XOR

3.1 Introduction

A block-ciphered M-ary OCDM can provide higher security than a conventional OCDM system
based on bit ciphering. In the previous research, M-ary OCDM system, using a single multi-port
optical E/D has been described [69]. Recently, 4-ary dual code incoherent OCDM using optical layer
exclusive OR (XOR) has been proposed [74, 75], and 16-ary coherent OCDM has been
demonstrated [76]. However, M-ary OCDM transmission experiment with true clock data recovery
(CDR) has not been demonstrated.

In this chapter, secure 2.5 Gbps, 16-ary coherent OCDM-based block-ciphering with XOR using a
single multi-port E/D and its 50 km transmission with true CDR has been experimentally

demonstrated.

3.2 16-ary OCDM System with XOR

To increase the confidentiality of M-ary OCDM, it is necessary to encrypt many times the message,

generating different OCs, by changing the state of the code lookup table. It will be noteworthy that

29
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M-ary OCDM with XOR is the optical implementation of the CBC mode, where the OC depends not
only on the bit sequence, but on all the bits of the message processed up to that point. Figure 3.1
illustrates the architecture and the operation principle of a 16-ary OCDM-based block-ciphering
system using on-line XOR at the transmitter and receiver.

At the transmitter, a serial data bit stream is segmented every four bits b, (n=1, 2, 3, 4) by the
serial-to-parallel (SP) converter. XOR between the 4-bit block data and the previous block data that
is stored in the memory is operated on-line and the resultant 4-bit block is mapped onto a code word
(as shown in Table 3.1), i.e. an optical code C, (n=1, 2,..., 16) by the 4-to-16 line coder with sixteen
output ports, according to the code lookup table. Each output of this line coder generates the
corresponding optical code by driving the 16-channel optical gate array that is connected to the 16ch
LiNbOj; intensity modulator (LN-IM) array. Only the optical pulse train passing through the optical
gate is forwarded to a designated input port of the optical encoder, and one of 16 optical codes is
generated. The multi-port E/D has an AWG configuration with N input/output ports. It can generate
simultaneously N phase-shifted keyed codes, composed of N chips with equal amplitude and
different phases. The device is a direct-sequence spread spectrum (DS-SS) encoder, since the codes
are generated and processed in the time domain. The orthogonality of the codes stems from the fact
that they occupy different subbands, according to the Parseval’s theorem. A detailed description of
the coding/decoding features can be found in Ref. [67]. As an example, the incoming block bits (1, 0,
0, 0) is XORed with the initial bit set (initialization vector) (0, 1, 1, 0) stored in the 4-bit memory,
resulting in Outputl, (1, 1, 1, 0). Outputl is encoded into the optical code Cg, according to the code
lookup table, and it is also stored in the memory. At the next step, the incoming bit block (0, 1, 1, 1)
is XORed with Outputl, from the memory, generating Output2, (1, 0, 0, 1), that, in turn, is optically
encoded into Cj.

All the codes are generated at the same output port, so that the selection of the input port of the
encoder determines which optical code is generated. Furthermore, the pulse repetition rate equates to
the symbol rate, i.e. the bit rate divided by log,16=4. At the receiver, the received optical codes are
sent to the 16 X16-port optical decoder, which has the same configuration as the encoder. An
auto-correlation waveform appears only at one of the 16 output ports of the optical decoder, and the
output port number indicates which is the received OC. The output optical pulse from the decoder is
converted into an electrical signal by the 16-channel O/E array. The output signal is launched into
the 16-to-4 line decoder. After XOR operation, the original four-bit data sequence is recovered via
the parallel-to-serial (PS) converter, using the code lookup table of Table 3.1.

In this system, the SP/PS converters, the code lookup table, and the line coders are fabricated with

field programmable gate array (FPGA) (Xilinx Inc., mode number: XC4VLX25SF363, response
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time: 10 ns, maximum interface frequency: 622.08 MHz).
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Fig. 3.1: Architecture of 16-ary OCDM block-ciphering system with on-line XOR.

Table 3.1: Code lookup table.

b1 (b2 |b3 | b4

C1 0(0]|0]0 C9 0[0] 0] 1
C2 110]0]0L_C10 11001
C3 ol1l01l0 C11 0|1(0(1
C4 111/l0l0 C12 111(0(1
Cs 0(0]|1]0 Ci13 |0[{O0|1]1
C6 1101110 C14 1{0]1]1

7 | | Cis |O0(1]1]1

L c8 _J1/1]1{0] C16 |1]/1]1]1
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3.3 Experiments

3.3.1 Experiment without XOR
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Fig. 3.2 (a) Experimental setup of 16-ary OCDM using single multi-port E/D. (b) Electric gate
signals at each output of the 4-to-16 line coder for fixed and random patterns. (c) Electric gate

signals at each output of the 16-to-4 line decoder for fixed and random patterns.
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Figure 3.2 shows the experimental setup and results of 16-ary OCDM using 50 X 50-port optical
en/decoder. Total of 16 ports are used with 2 ports spacing in the 50x50-port optical en/decoder. At
the transmitter, a pulse pattern generator (PPG) generates a fixed pattern data, which includes all the
code words in order, or a random pattern data, which consists of 128-bit long pseudo random bit
sequence, at 2.48832 Gbps (as shown in inset (i)). Each group of four bits in the data sequence is
mapped onto a code word according to the code lookup table by the FPGA-based 16-ary line coder.
Depending on the code word, the gate signal is sent into the corresponding LiNbO; switch (LN-SW)
of the 16-channel LN-SW array. A super-continuum (SC) light source is employed, which is
composed of a mode-locked laser diode (MLLD), an erbium-doped fiber amplifier (EDFA), and a
2-km dispersion-flattened fiber (DFF). The MLLD at 1565 nm is driven at 9.95328 GHz (as shown
in inset (ii)). The spectrum of the SC signal is shown in inset (iii). The SC signal is fed into an
OBPF with 7.5 nm bandwidth at the center wavelength of 1550 nm (as shown in inset (iv)). These
pulse streams are down-converted to 622.08 MHz by the LN-IM (as shown in inset (v)) and split into
sixteen arms by optical couplers. Each arm is connected to an LN-SW, respectively. In each LN-SW,
only when the pulse arrival timing corresponds to the gate signal from the line coder, the optical
pulse is sent through. Fig. 3.2 (b) shows the gate signals at each output of the 4-to-16 line coder for
the fixed and random patterns, respectively. Inset (vi) of Fig. 3.2 shows the output pulse of an
LN-SW. Each output of LN-SWs is connected to a different input port of the multi-port optical
encoder, which generates 500 Gchip/s, 50-chip PSK optical codes. Phase information patterns of
chip in 16 OCs which are used in this demonstration are shown in Fig. 3.3. Inset (vii) in Fig. 3.2
shows the waveform of the multi-port optical encoder output. Therefore, the multi-port optical
encoder generates a 16-ary, 622.08 MSymbol/s OCDM signal with a single code word in each
symbol time interval. This 622.08 MSymbol/s OCDM signal is amplified and launched into the
50-km transmission fiber, which is composed of a SMF and a dispersion compensation fiber (DCF).

In an M-ary OCDM transmission experiment, to recover the original data from the transmitted
16-ary OCDM signal, we newly develop the instantaneous-response-type CDR circuit to recover the
622.08 MHz clock. Figure 3.4 shows the configuration of the developed CDR circuit. It is composed
of some logic devices and two capacitors. The operational principle is that input signal is converted
to 622.08 MHz clock by the loop circuit. At the receiver, the transmitted signal is divided into two
lines by a 10 dB coupler. The main line (90 %-branch) and sub line (10 %-branch) are directed to the
optical decoder and the CDR. Inset (viii) in Fig. 3.2 shows the recovered clock data that can be
extracted from the 16-ary coding signal using the developed CDR circuit. In the optical decoder,
each output port generates the auto-correlation waveform corresponding to each optical code. Inset

(ix) in Fig. 3.2 shows one of the auto-correlation waveforms. These auto-correlation pulses are
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launched into sixteen photo detector (PD) array, respectively. The received signals are converted to
electric gate signals by a 16-ch O/E converter array and the recovered clock (as shown in Fig. 3.2
(c)) and then converted to four parallel bits according to the input port by the FPGA-based 16-to-4
line decoder. Each four parallel bits is converted into the 2.48832 Gbps serial data by the PS
converter. Inset (x) in Fig. 3.2 shows the waveform of the recovered serial data, which corresponds

to original serial data.
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Fig. 3.4: Structure of instantaneous-response-type CDR circuit.
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3.3.2 Experiment with XOR
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Fig. 3.5: Experimental setup of 16-ary OCDM transmission system with on-line XOR. (a) A PPG
generates a fixed pattern data sequence and random pattern sequence. (b) Electric gate signals at
each output of the 4-to-16 line coder for fixed and random patterns. (c) Power spectrum after

50x50-port optical encoder.

Figure 3.5 shows the experimental setup of 16-ary OCDM-based block-ciphering transmitter with
on-line XOR using single multi-port optical encoder. Compared with Fig. 3.2 (a), the only difference
is that a 4-bit memory and a XOR have been added before the 4-to-16 line coder. The PPG generates
a fixed pattern, or a random pattern data sequence (as shown in Figs. 3.5 (a)). Figures 3.5 (b) shows
the waveforms at each output of the 4-to-16 line coder for both cases, respectively. The power
spectrum after 50x50-port optical encoder is shown in Fig. 3.5 (c). The central wavelength is about
1550 nm.

A close-up look at the 16-ary OCDM-based block-ciphering receiver is shown in Figure 3.6.
Figures 3.6 (a) show the gate signals before the 16-to-4 line decoder. Figures 3.6 (b) show the
waveform of the recovered serial data that coincides with the original transmitted serial data. Figures
3.7 show the power spectra for each output port of the multi-port optical decoder. The two peaks of
each spectrum in Fig. 3.7 are used to retain the information at 500 Gchip/s. It should be mentioned
that the theoretical power spectrum has sidelobes with the frequency interval of 500 GHz on both
side of the central peak [67], and the measured spectrum shows a sidelobe along with the central

peak. Each output signal has a wavelength shift of 0.24 nm with respect to the signal generated at the
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adjacent output port; as an example, the peak spectrum at output port 4 is shifted of 0.24 nm with
respect to the spectrum at output port 1. Figures 3.8 show the auto-correlation waveforms generated

at each output port of the multi-port optical decoder.
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Fig. 3.6 Experimental setup of 16-ary OCDM receiver system with on-line XOR. (a) Electric gate
signals at each output of the 4-to-16 line coder for fixed and random patterns. (b) Waveforms of the

regenerated serial data.
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Fig. 3.8: Autocorrelation waveforms generated from each output port of the multi-port optical

decoder.

Finally, we measured the bit error rates (BERs) of the received serial data in eight cases. Figure
3.9 shows the measured BERSs: the fixed and random patterns without/with on-line XOR in case of
back-to-back (B-to-B) and after 50 km transmission. In all cases, error free transmission (BER <
10”°) has been achieved. We define the power penalty as the receiver sensitivity difference at BER =
10°. The power penalties between B-to-B and after 50 km transmission in original random and fixed
pattern are about 1.2 and 0.4 dB, respectively. On the other hand, in XORed case, the power
penalties between B-to-B and after 50 km transmission in random and fixed pattern are about 0.6

and 1.2 dB, respectively. Therefore, the power penalty of the original fixed pattern case is the lowest.
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Fig. 3.9: Measured BERSs of back-to-back and 50-km transmission.

3.4 Conclusion

Secure 16-ary, 622 MSymbol/s coherent OCDM-based block ciphering with online XOR and its
50-km transmission have been experimentally demonstrated. The newly developed
instantaneous-response-type CDR circuit is a key enabler for the transmission to recover the clock
data from 16-ary OCDM signal, and the use of a single multi-port E/D has simplified the optical
implementation. The proposed scheme guarantees enhanced both physical and computational data
confidentiality. Finally, we have observed that this point-to-point transmission can be extended to

multiple users, realizing a secure OCDM-based access network.



Chapter 4

M-ary OCDM System Using

Polarization Multiplexing

4.1 Introduction

In conventional M-ary OCDM, the number of OCs is limited by the port count, and it would be
desirable if the M-ary number can be increased without increasing the number of OCs. To
overcome this limitation, a novel POL-MUX M-ary OCDM system is proposed, as shown in Fig.
4.1. The code lookup table is shown in Table 4.1. This method can largely reduce the number of
codes needed. In this chapter, we demonstrate a POL-MUX 2.5 Gbps, 256 (= 16 x 16)-ary OCDM
transmission using 16 OCs generated by a multi-port optical E/D, we remark that in a conventional
M-ary system, the number of OCs required would be 256, that is beyond the capability of the
current OCDM technology. We also analyze the corresponding data security in terms of data
confidentiality against COA and CPA, and show that POL-MUX OCDM doubles the spectral

efficiency and enhances the data confidentiality.

39
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Fig. 4.1: Scheme of polarization-multiplexed M-ary OCDM.

Table 4.1 Code lookup table

Bit block X
otoo1101 | Ml | ()
oto11010 | () | M
1orao11 | () | M

4.2 256-ary OCDM System Using Polarization
Multiplexing

Figure 4.2 shows the architecture and the operation principle of a POL-MUX 256-ary OCDM
system. At the transmitter, a serial data bit stream at B bps is segmented every 8 bits by a SP

converter and each 8-bit block is sent to a 8-to-32 line coder. The former 4-bit block (higher-order



4.2. 256-ary OCDM System Using Polarization Multiplexing 41

bits: HX) and the latter 4-bit block (lower-order bits: LX) are mapped onto two codewords,
according to Table 4.2. We remark that the segmentation in the HX and LX blocks is used only for
sake of clearness, and that in a secure POL-MUX OCDM system, a message of 8 bits can be

decomposed in two parts of 4 bits each in a complete arbitrary way.

The 32 outputs of the line coder are time-interleaved into 16 lines by an electronic 32:16
multiplexer (MUX) and each output is connected to one of 16 ports of a LN-IM array, to generate a
gate signal that selects an optical seed pulse corresponding to the OC. We observe it would be
possible to encode the LX and HX blocks onto two orthogonal polarizations using two identical
E/Ds, and that the proposed configuration requires only a single multi-port E/D. Therefore, the
transmission system of Fig. 4.3 presents the same performance of a OCDM system, where the LX
and HX codes are time interleaved; however, the use of two orthogonal polarizations allows us to
simplify the receiver (see Fig. 4.4), because in this case we can avoid expensive time-gating

devices.

In the optical domain, the optical seed pulses at B/4 bps are launched into 16 port LN-IM array,
and only the optical pulses passing through the optical gate are forwarded to a designated input port
of the multi-port optical encoder. The multi-port optical E/D has an AWG configuration with N
input/output ports and it can generate simultaneously N phase-shifted keyed codes, composed of N
chips with equal amplitude and different phases [67]. As an example of operation, the incoming
block bits (1, 0,0, 0, 0, 1, 1, 1) is divided into the HX 4-bit block (1, 0, 0, 0) and the LX 4-bit block
(0, 1, 1, 1), that are encoded into the C, and C,5 codes, respectively. All the 16 codes are generated
at the same output port, and the selection of the input port of the multi-port optical encoder
determines which OC is generated. However, in the proposed system, we use two different output
ports (#1 and #25) of the multi-port optical encoder for the HX and LX blocks, respectively. The
switches (SWs) at these two outputs select the HX and LX codes and the polarization controllers
(PCs) rotate their polarization of 90° and 0°, respectively. Therefore, the code repetition rate at each

polarization state is equal to the symbol rate at B/§ Symbol/s.

At the receiver, the 256-ary OCDM signal is split into two encoded signals with orthogonal
polarization states by the PCs, and each code is processed by the multi-port optical decoder, which
has the same configuration as the encoder. An auto-correlation waveform appears only at one of the
16 output ports of the optical decoder, and the output port number clearly identifies the received
OC. The output optical pulse from the decoder is converted into an electrical signal by the

16-channel optical-to-electrical (O/E) converter array, and it is launched into the 16-to-8 line
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decoder, so that the original 8 bit data sequence is recovered via the PS converter, using the same

Chapter 4 M-ary OCDM System Using Polarization Multiplexing

code lookup table (Table 4.2).

The SP/PS converters, the code lookup table, and the line coders are fabricated with FPGA

(Xilinx Inc., mode number: XC4VLX25SF363, response time: 10 ns, maximum interface

frequency: 622.08 MHz).
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Fig. 4.2: Architecture of polarization-multiplexed 256-ary OCDM system.
Table 4.2: Code lookup table.
X e 2 3 C4 Ci5 C16
C1 | 00000000 | 00001000 | 00000100 | 00001100 LLLLD 00000111 | 00001111
C2 | 10000000 | 10001000 | 10000100 | 10001100 @00111 10001111
C3 01000000 | 01001000 | 01000100 | 01001100 01000111 | 01001111
C4 | 11000000 | 11001000 | 11000100 | 11001100 11000111 | 11001111
C15 01110000 | 01111000 | 01110100 | 01111100 01110111 | OT111111
C16 | 11110000 | 11111000 | 11110100 | 11111100 11110111 | 11111111
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4.3 Experiments

Figure 4.3 shows the experimental setup of the 256-ary OCDM transmitter, where two data
patterns (shown in the inset (i)) have been used: a fixed pattern and a 271 pseudo-random bit
sequence (PRBS)). In the first case, the sequence of input bits is such that all the codes are
generated in an ordered sequence (see inset (ii)), where the PRBS emulates a standard
communication signal. At the transmitter, the serial data bit stream at 2.48832 Gbps is segmented
every 8 bits by the SP converter; the 8-bit sequence is then halved to generate the HX and LX 4-bit
blocks, that are separately mapped onto one of the 16 OCs, according to the code lookup table. The
outputs of the line coder are time interleaved by a 32:16 electronic MUX and, as a result, a gate
signal for HX and LX is alternately generated at the 16 outputs of the FPGA-based line coder to
drive the 16-channel LN-IM array. Inset (ii) of Fig. 4.3 shows the gate signals at each output of the
4-t0-16 line coder for the fixed and the random patterns, respectively. We used a SC light source,
which consists of a MLLD, an EDFA, and a 2-km DFF. The MLLD at the wavelength of 1565 nm
is driven at 9.95328 GHz, as shown in inset (iii). The spectrum of the SC signal is shown in inset
(@iv). The SC signal is fed into an OBPF with 7.5 nm bandwidth at the center wavelength of 1550
nm (as shown in inset (v)). The pulse streams generated by the PPG are down-converted to 622.08
MHz by a LN-IM, as shown in inset (vi), and split into 16 arms by optical couplers.

Each arm is connected to the 16-channel LN-IM array: the pulse passes through only if its arrival
time corresponds to the gate signal from the line coder; we used a tunable delay line to synchronize
the optical and electrical pulses. Inset (vii) of Fig. 4.3 shows the output pulse from one channel of
the LN-IM array. Each output of the LN-IM arrays is connected to a different input port of the
multi-port encoder, which generates 16 different OCs composed of 50 chip at 500 Gchip/s; the
phase shift keying OC that is generated depends on which input and output ports have been used. In
this experiment, only 16-input ports (p,=1+3n (n=0, 1, 2,..., 15)) have been used, i.e. a port every
three of the 50-port optical encoder. On the other hand, the ports p; and p,s have been used as
outputs, each of them generates a 16-ary, 622.08 MSymbol/s OCDM signal with a single codeword
in each symbol time interval. The codes of HX and LX are time interleaved, and they are shown in
the insets (viii) and (ix) of Fig. 4.3. The PC rotates their polarization of 90° and 0°, respectively, and
finally the HX and LX encoded signals are combined together by a polarization beam splitter (PBS),

as shown in the inset (x); the inset (xi) shows the spectrum of 256-ary OCDM signal.
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Fig. 4.3: Experimental setup of POL-MUX 256-ary OCDM transmission system.
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Fig. 4.4: Experimental setup of polarization-multiplexed 256-ary OCDM receiver system.

Figure 4.4 shows the experimental setup and the outputs of the POL-MUX 256-ary OCDM
receiver. At the receiver, the transmitted signal is divided into two branches by a 10 dB coupler. The
main branch (90 %) and sub branch (10 %) are directed to the optical decoder and clock data
recovery (CDR) circuit, respectively. The inset (i) in Fig. 4.4 shows the recoveryed clock from the
256-ary OCDM signal using the CDR circuit. In the main branch, the received OCs are split into
two arms to be polarization-demultiplexed by using a PC and a polarizer (Pol). The insets (ii) and

(iii) of Fig. 4.4 show waveforms of polarization-demultiplexed HX and LX signals, respectively,
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that are sent to different input port of the multi-port optical decoder, which has the same
configuration as the encoder. An auto-correlation waveform appears only at one of the 16 output
ports of the optical decoder, and the output port number indicates the received optical code, as
shown in the inset (iv).

The output optical pulse from the decoder is converted into an electrical signal by a 16-channel
O/E converter array (as shown in Fig. 4.4 (v)) and then converted into 8-parallel bits by the
FPGA-based 16-to-8 line coder. Finally, the 8 parallel bits are converted into the 2.48832 Gbps
serial data sequence by the PS converter. Inset (vi) in Figs. 4.4 show the waveform of the recovered
serial data in case of the fixed and random patterns, respectively.

We measured the BER of the received data, that are reported in Fig. 4.5, for fixed and random
patterns, respectively. In both cases, error free operation has been achieved. The power penalty
between the fixed and random cases in case of BER=107is 1.1 dB, and it is presumable due to the

fact that the random pattern does not include all the code words.

O Fixed pattern
[J Random pattern

Log(BER)

) .o

-6 -4 -2 0 2
Decoder input power [dBm]

Fig. 4.5: Measured BERS in case of the fixed and random patterns.
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4.4 Data Confidentiality Analysis

In this section, we analyze the confidentiality of a POL-MUX M-ary OCDM system, making a
comparison with a conventional M-ary OCDM system. In both cases, a stream of m bits from a
single user is encoded into different codewords: in a conventional OCDM transmission, M=2" OCs
are necessary, whereas in POL-MUX M-ary OCDM, each block of data is split in the HX and LX
parts, that are converted into OCs, with the same 22 determinations. Therefore, the number of
different OCs is reduced from M to \/M , and we have demonstrated a 256 (=16x16)-ary
POL-MUX OCDM, using only 16 OCs; we remark that standard 256-ary OCDM transmission
would be very difficult to experimentally demonstrate. POL-MUX OCDM system presents the

following additional advantages, to conventional OCDM.

1) reduced complexity of the electrical block-ciphering components;
2) the symbol rate at each polarization state is reduced and therefore fast response receivers are not
required;

3) the spectral efficiency is doubled;

We observe that both conventional M-ary and POL-MUX M-ary OCDM systems furnish both
‘optical’ and ‘electrical’ confidentiality, since an eavesdropper has first to decrypt the optical code,
and later he or she has to find the correspondence with a sequence of bits. The ‘optical’
confidentiality of the two systems is identical, since they use the same number of optical codes.
Therefore, to analyze the system security, we considered only the ‘electrical’ confidentiality
evaluating the average number of trials that adversary has to make to decrypt a message. To give a
quantitative evaluation of the confidentiality of conventional and POL-MUX systems, we consider
COA. In a conventional M-ary system, M equates the number of OCs, and the average number of
trials needed to break the system security equates the half of all the possible combinations, that is
M!/2 [72]. In a POL-MUX OCDM, only \/ﬁ OCs are used, and the confidentiality can be
evaluated in the following way: first of all, the message of m bits is split in two parts, that can be
chosen in a complete arbitrary way. Since the eavesdropper cannot know which m/2 bits have been
selected to be encoded on the same polarization, he or she has to make some guesses and the only
way to tell if his/her guess is right is looking at the deciphered output to see if it is meaningful. The
number of possible m/2-combinations of m elements, i.e. the number of sequences of m/2 bits taken

over a set of m is m(m-1) ... (m-m/2+1)/(m/2)! =m!/[(m/2)!])* and it is 8!/(4!)*=70 in our case. The
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two groups of m/2 bits are separately encoded ontov M OCs, using two independent lookup tables
for the two polarizations, and the total number of possible choices is-(v/M )!x(~/ M )!. Therefore,

the average number of trials that the eavesdropper has to make is [( VM )!]2m!/ {2*[(m/2)!]2} and it
is plotted in Fig. 4.6 (a), as a function of the number of OCs. We observe that the ‘electrical’

confidentiality of a POL-MUX M-ary system is enhanced with respect to that one corresponding of
a conventional system with the same number of OCs.

Using 16 OCs, the system confidentiality against a COA in a POL-MUX M-ary OCDM system
is more than 10%*, if two different lookup tables have been used for the two polarizations and the
eavesdropper does not know how the 8-bit sequence has been split in the LX and HX blocks; on the
other hand, 10" trials are needed to break the confidentiality of a conventional M-ary system that
uses 16 OCs.

The lowerbound security parameter of modern cryptanalysis is the number of plaintexts that an
eavesdropper needs to know in a CPA, to break the system confidentiality. In a conventional M-ary
system, a CPA could reveal the cryptographic secret key, i.e. the scheme that has been used to
couple each sequence of m bits with one of the M OCs. We assume that the lookup is completely
arbitrary (i.e. no recursive scheme for the secret key has been used), so that the adversary has to be
able to encrypt all the codewords, except one, i.e. M-1 codewords to intercept the data. As an
example, considering m=8 bits, the eavesdropper should encode all the sequences 00000000,
00000001,..., 11111111 minus one to find all the information, and this operation requires M-1=255
trials. In a POL-MUX M-ary OCDM system, the eavesdropper can easily reveal how the message
is split into the HX and LX blocks, just encoding a single message. For each polarization, the
adversary has to find all the correspondences (minus one) between the sequences of m/2 bits and

the VM OCs, making v M -1 attempts. If we assume that the lookup tables of the two

polarizations are independent, the total number of trials required to decrypt all the codewords in a
POL-MUX M-ary OCDM system is 2(\/M -1), and it is 30 in our case. Figure 4.6 (b) shows the
confidentiality against CPAs for a conventional and a POL-MUX M-ary OCDM system, using the
same number of OCs from an inspection of this figure, we observe that the POL-MUX technique
doubles the ‘electrical’ confidentiality against CPA, with respect of a system that uses the same

number of OCs, if two different look up tables have been used for the two polarizations.
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Fig. 4.6: (a) Number of trials to break the confidentiality with a COA, (b) Number of trials

necessary to break the confidentiality with a CPA.

4.5 Conclusion

In this chapter, we propose a novel M-ary OCDM system using polarization multiplexing
technique and a single multi-port optical E/D. We show that POL-MUX M-ary OCDM system can
reduce the number of OCs requested and doubles the spectral efficiency, compared with a
conventional system. We have demonstrated a 2.5 Gbps, 256-ary POL-MUX OCDM system using

a single multi-port E/D and analyzed the corresponding confidentiality.






Chapter 5

M-ary OCDM System Using
Multidimensional Optical Codes

5.1 Introduction

To make M-ary OCDM scalable with respect to M count, the M-ary OCDM scheme shown in Fig.
5.1 has been proposed, based on multidimensional PSK OCs [69], [77]. The code lookup table is
shown in Table 5.1. To the best of our knowledge, however, this technique has been not
experimentally demonstrated yet, and its implementation is one of the main achievements of the
present research.

The remainder of this chapter is structured as follows. Section 5.2 describes the principle of
multidimensional PSK OCs.

In Section 5.3, we propose and describe the principle of 4096-ary OCDM system using
multidimensional PSK OCs generated by a single multi-port optical E/D.

In Section 5.4, we experimentally demonstrate the 4096-ary (=16 x 16 x 16)-ary OCDM at 2.5
Gbps for the first time. The number 4096 of different OCs that have been experimentally
generated/processed by a single device is a world record for fiber optics system.

In section 5.5, we show that the impairment due to multiple interference affects the system
performance more than other kind of noises (e.g., thermal, shot, phase induced intensity noise (PIIN)).

Section 5.6 analyzes the data confidentiality against COA and CPA.

Section 5.7 proposes a 10 Gbps, 4096-ary OCDMA-based PON, that uses a multi-port E/D in the

central office and in the users premises. We also analyze the influence of the MAL.

51
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Fig. 5.1: Scheme of M-ary OCDM using multidimensional OC.

Table 5.1: Code lookup table.

Bit block 0OCs

ot001101 | @R A ()
otorio10 | ()
o011 | @)

5.2 Multidimensional Optical Code Processing

Figure 5.2 show the concept of proposed multidimensional OC processing. In the proposed
multidimensional OC processing, some OCs are assigned to one bit-block. In the multi-port optical
decoder, multidimensional OCs are launched into and correlated. An autocorrelation waveform
emerges only when the code matches, while in contrast, all the other correlations show

crosscorrelation outputs. As a result, we can recognize the desired OC.
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Fig. 5.2: Multidimensional OC processing.

5.3 4096-ary OCDM System Using Multidimensional
PSK Optical Codes

A multi-port E/D is a planar device with an AWG configuration that is able to generate/process as
many PSK OCs as the number N of its ports. If a short laser pulse is sent into one of its input ports, a
set of N OCs are simultaneously generated at the E/D outputs. Furthermore, forwarding an OC into
one of the E/D input ports, at the output ports we obtain all the crosscorrelation signals, and the ACP
detected at the matched port, clearly identifies the OC.

To increase the number of OCs, without increasing the number of the device ports, we can refer to a
multidimensional configuration. In this case, 1<n <N short laser pulses (even at the same wavelength)
are forwarded into n input ports, and a set of N multidimensional OCs are generated at the device
outputs; each multidimensional OC is the superposition of n PSK OCs, and it is detected by the same
E/D measuring n ACPs at the matched ports [69]. The total number of different multidimensional OCs
that can be generated/processed by a single E/D is 2"1 (considering that at least n=1 laser pulse must
be sent to the E/D inputs), and thus the case with n=0 is eliminated.

A block-ciphering (or M-ary system) is a transmission scheme where the stream of bits is
segmented into blocks (sequences of m=log,M bits), that are encoded into OCs. Therefore, to transmit
all the data, M different OCs are necessary, and if we use the multi-port E/D in the multidimensional
configuration, we need a device with N>m ports. The code lookup table that transforms a sequence of
m=12 bits into M=4096 multidimensional OCs is shown in Table 5.2 (a): The columns represent the
input ports of an E/D with N=13 ports and the circles mean that a short laser pulse is sent into that port.
In this demonstration, for sake of simplicity, we used a very basic code assignment method and the OC
combinations are sequentially assigned to bit blocks, following the lookup tables of Table 5.2. For
instance, for the case d=3, the bit blocks 0000(=0), 0001=(1), 0010=(2), 0011(=3), 0100(=4), 0101(=5)
correspond to Cy, C;, Cs, C4, Cs and Cg, respectively. Then, the bit block 0110(=6) corresponds to the
combination of C; and C,, whereas 0111(=7) is the combination of C; and C; and so on...

To simplify the encoding process, we can further split the block of m bits into d groups, and
separately encode the sequences of m/d bits into different OCs. For each group, we use m/d+1
different ports of the E/D and Tables 5.2 (b)-(d) shows the correspondence between the data sequences
(segmented in d=2, 3 and 4 parts, respectively) and the multidimensional OCs.
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Table 5.2: Code lookup table (a) d=1, (b) d=2, (c) d=3, (d) d=4.

(a) (b)

X #1|#2| #3| #4| 45 | #6 | #7 | #8 | #9 |#10 #11|#12[#13 LX |#|#fus]#al#5 6 [#7] HX [#8|wolnogpilnzluizlung
000000000000 |O 000000 |O 000000 |O
000000000001| |O 000001 |O 000001| [O
000000000010 O 000010 O 000010 O
000000000011 @) 000011 @) 000011 @)
000000000100 @) 000100 @) 000100 @)
000000000101 @) 000101 @) 000101 @)
000000000110 0 000110 O 000110 @)
000000000111 @) 000111 |0 [0 000111 |0 ]O
111111111100 @) olololo]o 111100 @) O 111100 0|0] |0
111111111101 Ol|0|0|0]0 111101 O] |o]o]|11101 o] |o]lo
111111111110 O|0|0|0]|0|0 111110 01010 111110 [el[el[e]
nonunn|Of (O [0 TOI 1o 1O TO nunlOl [0 [0 [10hnmlo] [0 [0] [0

(© @

LX | #1]#2]#3[ #4 #5] Mx [#6]#7]#8[#ole10] Hx 1ik1odndus LX | #1[#2]#3|#a|MLX #5 6] 7] #8 MEx#o g1 17 Bx 11341413416
0000 |O 0000 |O 0000 |O 000 | O 000 |O 000 |O 000 O
0001| 1O ooot| [O 0001] [O 001 @) 001 O 001 O 001 O
0010 @) 0010 O 0010 @) 010 @) 010 @) 010 O 010 O
0011 O] |oout Ol _oonr O 011 Olot Olott Oloi O
0100 O] 0100 O|ot00 o 100 |O]0 100 |O|O 100 |O]O 100[ O[O
01011010 0101010 0101010 1] [0l0] [wi| (O[O [wi] |0]O] [t [0]O
o110]0] [O o110/0] [O o110[O| [O
0111|O Ol To1|O ol Ton1]O 0 110 00| 110 O]|O[110 0|0 110 [e]ie)
10000 Ol100010 Ol100010 o 11O Ol 1m |0 Ol111 |0 Olm|o @)
1001| |O|O 1001 |O|O 1001| |O|O
1010] [O 1010] |O 1010 |O
1| O Ol1o11] |O Olwot1| |O O
1100 O 1100 @) 1100 [@)[©)
1101 Ol |0O]1101 Ol |0]1101 @)
1110 Ol 1110 Ol1110 O
111110 Olun o Ol1111/0 O

The implementation of electric code lookup table is based on a memory device, whose memory
size S [bit] equates the number of its elements. It is easy to verify that the number of elements of the
lookup tables shown in Table 5.2 is

log, M
S=dx2 ¢ x(log#M+lj 5.1

The numerical S is plotted as a function of d in Fig. 5.3 for M=4096. It is evident that a large value of d
reduces the required memory size and simplifies the electronic circuit. Therefore, in our
implementation, we have chosen d=3, so that the memory size is §=240 bit.
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Fig. 5.3: Memory size S against d parameter.

Figure 5.4 shows the configuration of the FPGA (Xilinx Inc., mode number: XC4VLX25SF363,
response time: 10 ns, maximum interface frequency: 622.08 MHz), that consists of d=3 sets of the
4-to-5 line coders and 1:n (n=1, 2, 3) demultiplexer (DEMUX), so that each one of the three parts of
the lookup table is implemented by a different 4-to-5 line coder. This scheme presents the additional
advantage of large flexibility, because the M-ary number can be easily changed, according to the status
of the electrical SW, as shown in Table 5.3.

#ﬁ #2? #31 #4? #5? #6? #7? #8| #9|%10| #ll|#12|#13|#14|#15|
4-to-5 4-to-5 4-to-5
line coder line coder line coder
1:4 DEMUX 1:4 DEMUX 1:4 DEMUX
Data-IN CLK-IN: :Data-IN CLK-IN: :Data-IN CLK-IN
M\ M SW MN— SW
CLK #1 #2
8bit- 4bit-
delay delay
SW
1:n #1
— SwW
Data = hpmux 0

Fig. 5.4: Detailed structures of FPGA (1:12 DEMUX and 12-to-15 line coder ).
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Table 5.3: Correspondence table of SW and M.

SW#1 SW#| M
OFF | OFF | 16

OFF | ON | 256
ON | OFF | 256
ON ON | 4096

We have implemented the 4096-ary OCDM architecture shown in Fig. 5.5. At the transmitter, a
serial data bit stream at B bps is segmented every m=12 bits by a SP converter and each 12-bit block is
sent to the line coder. The sequences of 12 bits are mapped into OCs, according to the code lookup
table shown in Table 5.2 (c). Each output of line coder is connected to one of the m=12 ports of a
multi-channel LN-IM gate switch array, that selects optical seed pulses corresponding to the OC. In
the optical domain, the optical seed pulses at B/12 Hz are launched into the multi-channel LN-IM
array, and only the pulses passing through the optical gate are forwarded to a designated input port of
the multi-port E/D. Note that the selection of the input ports of the multi-port optical E/D determines
which multidimensional OC is generated and that the code repetition rate equates to the symbol rate
B/12 Hz.

At the receiver, the 4096-ary OCDM signal is processed by a multi-port optical E/D, that is identical
to the one used at the transmitter. The autocorrelation waveforms detected at the matched output ports
identify the multidimensional OC and are converted into an electrical signal by the multi-channel O/E
converter array, and then launched into the line decoder, so that the 12-bit data sequence is recovered

via the PS converter, using the same code lookup table of Table 5.2 (c).

Transmitter Receiver

B bit/s Recovereddata:0 1 0 0 0 1 0 0...

4

B bit/s Original data: 0 1 0 0 01 0 0...

| FPGA H ! i
| SP converter i # Port- Number - !
3 v v v v v 3] — Optical Path o :
i ! P| e Electrical Path oo} '
: rHEE ! | gl 5 :
: . o 3 £ :
C ANAAA ! : A ég ...... 5
: . : : : ° e = 1
{3 B/I2H: #6 MultiportMMulﬁport Y 2 HENP: i
i + Input pulse| | N.1M optical |+ { optical - SnH N :
v /\ /\ 0 Q array encoder || pj2 | decoder |, ¢ °' - i
i ' 'symbol/s | 2] i
! 5 ! Multi-ch FPGA i
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Fig. 5.5: Architecture of the 4096-ary OCDM system.
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Fig. 5.6: Experimental setup of 4096-ary OCDM system (d=3).

Figure 5.6 shows the experimental setup of the 4096-ary OCDM transmitter; the serial data bit
stream at B=2.48832 Gbps is segmented every 12 bits by the 1:12 DEMUX. We have further split the
12-bit sequence into d=3 blocks, and each 4-bit block is separately encoded using 5 inputs of the E/D.
Therefore, in total we used m=15 E/D input ports and 15-dimensional OCs. The gate signals generated
at the outputs of the 12-to-15 line coder (shown in Inset (ii)) are used to drive the 15-channel LN-IM
array. We transmitted a fixed 96-bit data pattern, which includes all the codes in a period (shown in

the Inset (i)).
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A SC light source has been used at the transmitter, which consists of a MLLD, an EDFA, and a
2-km DFF. The MLLD at the wavelength of 1565 nm is driven at 9.95328 GHz and the SC signal is
fed into an OBPF with 7.5 nm bandwidth at the center wavelength of 1550 nm. The pulse streams are
down-converted to B/12=207.36 MHz by a LN-IM, and split into 15 arms by optical couplers. Each
arm is connected to a LN-IM: the pulses pass through only if their arrival time coincides with the gate
signal pattern from the line coder. Each output of the LN-SWs is connected to a different input port of
the multi-port E/D; we used 15 input ports (every 3 port) of a 50x50 multi-port E/D. Please note that
16 ports out of 50 ports are used by selecting every 3 ports. The multidimensional OCs are the
superposition of 15 PSK OCs, each of them is composed of 50 chips at 500 Gchip/s chip rate. Inset
(iii) of Fig. 5.6 shows the waveform and spectrum of the 4096-ary OCDM signal. The output power of
the encoder and input power of the decoder are -18.5 and -10.2 dBm.

At the receiver side, the 4096-ary OCDM signal is sent to the multi-port optical E/D and the
autocorrelation waveforms are detected at the matched output ports. Inset (iv) show the calculated (left
trace) and measured (right trace) autocorrelation waveforms of a multidimensional OC composed by 3
and 9 PSK OCs, respectively. We observe that experimental data are in good agreement with the
theoretical model.

The output optical pulses from the multi-port optical E/D are converted into an electrical signal by
the 15-channel O/E converter array (as shown in Inset (v)). All the electrical gate signal patterns show
a clear opening and there is a perfect correspondence with the gate signals at the transmitter (Inset (ii)).
We used a CDR circuit for data synchronization at the receiver, which has been described in Ref. [78].

The BER of an M-ary OCDM system was measured in Ref. [78], using a FPGA at the receiver. In
this Chapter, we were not able to measure the BER, but the performance of the system is deducted
from an inspection of the eye opening. Therefore, we can claim that the operation principle of a
4096-ary system has been successfully demonstrated.

50 km transmission of 16-ary OCDM signal through a SMF and DCF has been demonstrated in
Chapter 3, showing that the M-ary signal can be transmitted over long link, if chromatic dispersion is
properly compensated for. In addition, the transmission of multiplexed OCs has been demonstrated
over 40 km fiber in Ref [77].

5.5 System Performance Analysis

In the analysis of the performance of multidimensional OCs, there are two main noise sources that
we have to take into account: the cross correlation signals arising from unmatched PSK OCs and the
beat noise at the detector. Figure 5.7 shows the model for the receiver that we have used for the
numerical simulations: the received M-ary OCDM signal is correlated by the multi-port optical E/D
with N input/output ports and transformed into electrical signals by the O/E converters. The bandwidth
of the O/E converters for 10 Gbps data rate is limited to 8.5 GHz. The electrical signals are then
integrated over the time and dumped to a threshold circuit in order to determine the received signal.
The time interval of the integrated-and-dumped circuit is the symbol duration Tj i.e. the inverse of the
symbol rate.
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We assume that the multidimensional OC is composed of m PSK OCs, so that the received optical
field at the matched output i can be written as [67]:

E(t) = f(l +1)exp

1=0

2
[_j27z(]l\’+1) G+ H)}Xp{_ (t-IAT) }

217

82 2+, . } (t—IAT)?
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At is the time spacing between two consecutive chip pulses in each code (i.e. 1/47is the chip rate),
whereas k (k=k’) is the matched input port and k (k#k’) are the input ports of the encoder where pulses
are sent to generate multidimensional codes. The chip pulse waveforms are assumed to be Gaussian
and Ty is their full width half maximum (FWHM) of the input pulse. We assume that consecutive chips
(with different /) partly interfere with each other, according to the experimental setup described in

Section 5.4.
VA
1-level

T signals
7777777777 ZLI-min
— Optical path .
Power margin
"""""" Electrical path
”””””” Z1pmax
- & 0-level
signals
0 Number of points
Receiver N
#1__[Oo/E}...]  ]. g Lot 2 Joveeenerens .
" |Multiport #.2 O/E}-— | A R B >
—— optical |: |O/E : ‘L' dr| :
1 decoder | P
Z
#N O/E}{  feees A PO, >
Threshold

Fig. 5.7: System evaluation model of the receiver.
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We calculate the signal Z detected at the outputs of the O/E converter array as [30]:

Z= 9{[“ E(t)-E*(t)dt
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(5.3)

where R is the responsibility of the photodetector. In this expression, the first and second terms are the
intensities of the autocorrelation and the crosscorrelation signals, respectively. The third and fourth
terms are the beat noise between the autocorrelation and the crosscorrelation. For the PSK OCs, we
have to take into account the beat noise as we use a coherent source with coherent time z. much longer
than the chip duration A7 since all chips of OC are generated by a passive device, the phase relation
between two different interfering signal is kept during the integration time 7. Therefore, we cannot
neglect the last terms in Eq. (5.3) which represents the beat noise between the m crosscorrelation
signals. It is noteworthy that we assume that all the input signals have the same polarization in the
worst-case scenario. We exploit the key property of the PSK OCs of Eq. (5.3), i.e. the fact that the
crosscorrelation signals detected at non-adjacent ports are very small and can be neglected [67], [68].

In our numerical simulations, we consider a multi-port E/D with N=50 input/output ports and a
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Gaussian input pulse with 7y=2.2 ps. The integration time is 7, =12/B =4.8 ns and the chip interval is
Ar=2 ps. The results from our numerical simulations, for all values of d (d=1, 2, 3 and 4), confirm a
clear separation between O-level signal (related to the crosscorrelations) and 1-level signal (related to
the autocorrelation) at every E/D output port. The power margin is defined as the difference between

the minimum power of 1-level signal Z;;.,,,, and the maximum power of O-level signal Z;pyax as
shown in Fig. 5.7.

Power margin[dB]=10log,, Ziimin (5.4)

LO-MAX

Figure 5.8 (a) shows the power margin evaluated at each port of the E/D, for various values of the
parameter d. The values obtained at the first and the last ports are higher with respect to the values
corresponding to the other ports, because the effect of multiple interferences is smaller. The minimum
power margin is slightly enhanced by increasing the value of d, as it is evident by an inspection of Fig.
5.8 (b) and it assumes the values of 8.9, 9.1, 9.2 and 9.4 dB, respectively. These results will confirm
the decoding in the experiment with a good margin of the thresholding.
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Fig. 5.8: (a) Power margin at each port against d. (b) Minimum power margin versus number of d.

5.6 Data Confidentiality Analysis

An M-ary OCDM system that uses multidimensional OCs presents the following advantages, over
conventional OCDM:

1) Increased code cardinality;

2) Reduced response speed of the electrical device at the receiver;
3) Enhanced data confidentiality [69];

In this section, we analyze the data confidentiality and we observe that M-ary systems that use
conventional and multidimensional OCs provide both ‘optical” and ‘electrical’ confidentiality, since an

eavesdropper has first to decrypt the OC, and then he or she has to find the correspondence with the
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sequence of bits. The ‘optical’ confidentiality of the M-ary system that uses multidimensional codes is
m times larger than the one corresponding to a conventional system. In fact, in a multidimensional
system, m PSK OCs are transmitted simultaneously and an eavesdropper must detect all of them
correctly in order to decrypt the message. However, to analyze the system security, we considered
only the ‘electrical’ confidentiality, evaluating the average number of trials that adversary has to make
to decrypt a message. To give a quantitative evaluation of the system confidentiality, we first consider
an exhaustive key search attack, or brute force attack, that is the simplest cryptanalysis attack; in this
case, the eavesdropper is able to intercept only the ciphertext, i.e. the multidimensional OCs, and he or
she has to guess which lookup table that has been used, i.e., the correspondence between the
multidimensional OCs and the sequence of m bits.

According to the Kerckhoffs’ principle, we assume that the eavesdropper knows everything about
the OCDM encoding technique, in terms of data and chip rates, code length, modulation formats,
wavelengths, and so on. In addition, if the message of m bits is split into d parts, the adversary knows

also the segmentation rule. The d groups of m/d bits are separately encoded onto m/d+1 OCs, using d

independent lookup tables, so that the total number of possible choices is d(zj !J =d@/m)- Figure

5.9 (a) shows the number of trials necessary to break the system confidentiality in a 4096-ary system,

as a function of d. In our demonstration, the 12-bit message is split in d=3 parts, and the number of

COA necessary is 3x(16!) =7x10".
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Fig. 5.9: (a) Number of trials to break the confidentiality with COA, (b) Number of trials necessary
to break the confidentiality with a CPA.

The lowerbound security parameter of modern cryptanalysis is the number of plaintexts that an
eavesdropper needs to know in a CPA, to break the system confidentiality: this attack assumes that the
eavesdropper has the capability to choose arbitrary plaintexts and he or she can encrypt them to obtain
the corresponding ciphertexts, i.e., the OCs. In M-ary OCDM that uses multidimensional PSK OCs,

the eavesdropper can easily reveal how the message is split into the d blocks, just encoding a single
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message. For each block, the adversary has to find all the correspondences (minus one) between the
sequences of m/d bits and the OCs, making 4/M —1 attempts. If we assume that the lookup tables of
the d blocks are independent, the total number of trials required to decrypt all the codewords in a

multidimensional M-ary OCDM system is d(4/M —1) . Figure 5.9 (b) shows the confidentiality against
CPAs for 4096-ary, as a function of d; in our implementation, for d=3, the number of attempts

required is 45. The confidentiality comparison of three M-ary OCDM systems is shown in Table 5.4.

Table 5.4: Confidentiality comparison of M-ary OCDM systems.

Conventional POL-MUX Multidimensional
Number of trials 2
against COA M2 [(\/ﬁ ) !} i 2x[mr2) ] a4/
Number of trials
against CPA (M —1)log, M Z(M—l) d(’ M —1)

5.7 Extension of Multiple Access: M-ary OCDMA
System

10 Gbps TDM-PON is the most promising candidate for the next generation access networks and
the corresponding standardization activities have been already completed in IEEE802.3av [18] and
ITU-T G.984.5. OCDMA is considered as one of the candidate systems for NG-PON2. Recently, 10
Gbps OCDMA-based PONs have been experimentally demonstrated [79-81], and it has been shown
that these systems are a reliable alternative to standard TDM-PON [19], with a larger data
confidentiality and bandwidth efficiency, they also allow asynchronous transmission, soft capacity on
demand, protocol transparency, simplified network control and flexibility in the QoS management.

In a conventional OCDMA-based PON, each user receives a different OC and can access the
network in an asynchronous way, however, the corresponding data confidentiality is quite limited,
since an eavesdropper can sift data transmitted to or by another user is he or she possesses the matched
decoder. Therefore, to increase the data confidentiality in access networks, we propose a new 10 Gbps
4096-ary OCDMA-based PON system, where each user transmits and receives multidimensional PSK
OCs, i.e. a different set of PSK OCs.

5.7.1 System Configuration

Figure 5.10 shows the system architecture: a multi-port E/D is located in each ONU and in the OLT.
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In the downlink transmission, the central office encodes the signal using the combination of the OCs
assigned to the different ONUs. At the receiver side, each ONU decodes only the matched set of OCs.
In the uplink, all ONUs can simultaneously transmit signals to the central office in an asynchronous
way because each ONU uses a different combination of OCs. This is so-called tell-and-go access

protocol.
ONU #1 . Circulator
: Receiver —Multiport[- 1 |
: 7| optical !
: lm':en/demder i Central office OLT)

Transmitter
(#1)

Receiver

| Multiport
optical

ONU n/decoder #1)
#2
Uplink H
— — — Downlink ' Transmitter
(#n)
| Receiver
ONU i (#n)
#n OC number S & -

Fig. 5.10: Architecture of a 4096-ary OCDMA-PON.
5.7.2 Performance Analysis of 4096-ary OCDMA System

In the case of a B=10 Gbps, 2""'=4096-ary OCDMA system, the symbol interval is T,=m/B=1.2 ns.
To increase the overall number of user, we increase the number of chip pulses (that equates the
number N of the ports of the E/D) in each OC duration 7,4 must satisfy the condition 27,;,<T; to
avoid inter-symbol overlapping, because the autocorrelation and crosscorrelation signals extend over
the double of the code duration.

We consider three multi-port E/Ds with N=100, 200 and 300 ports, so that the OC duration is 200 ps,
400 ps and 600 ps, respectively. However, to generate codes that are orthogonal (low crosscorrelation),
we use only the odd ports, so the total number of OCs available are 50, 100, and 150, respectively.
Please note that an AWG with 400 ports has been already fabricated [82]. Therefore, a multi-port E/D
with up to 400 ports would be realistic.

We assume that there are n active ONUs in the network and 15 different OCs codes are assigned to
each ONU. The system performance are evaluated when the MAI noise is maximum, i.e., all ONUs
access synchronously to the network, with the same symbol rate. Moreover, we assume that all OCs of
all ONUs except for ONU #1 are used in the case of 2 or more ONUs. In the following, the condition
is assumed as a worst case (as shown in Fig. 5.11).

In the case of 100-chip OCs, ONU #n transmits/receives OCs generated/processed at the 15 ports
p=2n+6r-1 (n=1, 2,..., 3, =0, 1,..., 14) of the E/D. With an E/D of 200 ports (200-chip OCs), the 15
ports p,=2n+12r-1 (n=1, 2,..., 6, =0, 1,..., 14) are assigned to ONU #n. Finally, ONU #n is assigned
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to the 15 ports p,=2n+20r-1 (n=1, 2,..., 10, =0, 1,..., 14), for 300-chip OCs. In Fig. 5.12, the
minimum power margin at the output ports of ONU #1 is plotted for different numbers of
simultaneous ONUs, and we observe that it decreases with the number of ONUs. Although the
number of users that can be accommodated in the M-ary OCDMA is not impressive, it may find a
niche application such as mission-critical access.
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5.8 Conclusion

We have proposed and experimentally demonstrated M-ary OCDM system based on
multidimensional PSK OCs generated by multi-port E/D. The input bit sequence is segmented into d
blocks, which are separately encoded into OCs. We have experimentally demonstrated the
proof-of-concept of a 4096-ary, 207.36 MSymbol/s, coherent OCDM system and we have based
numerically evaluated the corresponding confidentiality, that decreases with the parameter d. The
numerical simulations show that the power margin between the 0 and 1-level at each port of the E/D is
quite high, and it increases with d, so that there is a trade-off between the power margin and the data
confidentiality. Finally, a new 10 Gbps, OCDM-based access network has been proposed and
numerically analyzed, based on a 10 Gbps, 4096-ary OCDMA system using a multi-port E/D.
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Conclusions

This dissertation has been devoted to present a study on secure M-ary OCDM using a single
multi-port E/D for the purpose of achieving high-security P2P transmission which another
multiplexing technique can not reach. In addition, the system is also applied to high transmission rate
system since the symbol rate can be lowered by increasing the number of M. This scheme allows to be
reduced the effect of ISI by improving the dispersion tolerance. The main results obtained in this
dissertation can be summarized as follows:

In Chapter 3, secure 16-ary, 622 MSymbol/s coherent OCDM-based block ciphering with online
XOR and its 50-km transmission have been experimentally demonstrated. The newly developed
instantaneous-response-type CDR circuit is a key enabler for the transmission to recover the clock data
from 16-ary OCDM signal, and the use of a single multi-port E/D has simplified the optical
implementation. The proposed scheme guarantees enhancement of both physical and computational
data confidentiality.

In Chapter 4, we have proposed a novel M-ary OCDM system using polarization multiplexing
technique and a single multi-port optical E/D. We showed that POL-MUX M-ary OCDM system can
reduce the number of necessary OCs and doubles the spectral efficiency, compared with a
conventional system. We have demonstrated a 2.5 Gbps, 256-ary POL-MUX OCDM system using a
single multi-port E/D and analyzed the corresponding confidentiality.

In Chapter 5, we have proposed and experimentally demonstrated M-ary OCDM system based on
multidimensional PSK OCs generated by multi-port E/D. The input bit sequence is segmented into d
blocks, which are separately encoded into OCs. We have experimentally demonstrated the
proof-of-concept of a 4096-ary, 207.36 MSymbol/s, coherent OCDM system and we have numerically
evaluated the corresponding confidentiality, that decreases with the parameter d. The numerical
simulations show that the power margin between the 0 and 1-level at each port of the E/D is quite high,
and it increases with d, so that there is a trade-off between the power margin and the data
confidentiality. Finally, a new 10 Gbps, OCDM-based access network has been proposed and
numerically analyzed, based on a 10 Gbps, 4096-ary OCDMA system using a multi-port E/D.

All the results have been shown in Chapter 3, 4, and 5 prove highly reliable feasibility of the
proposed M-ary OCDM systems. M-ary OCDM system with XOR can be realized by use of the
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optical implementation of the CBC mode. By combining the techniques of Chapter 3 and 4, M-ary
OCDM system can also be closer to the bit block length of the current encryption standard algorithm
AES that every user can choice the bit block length in three patterns (128, 192 or 256). The method of
selecting bit block length is considered applying the introduced the electrical circuit in Chapter 5.

In the future development of the system, fine processing technology against optical waveguide is
also important issue. With the development of multi-port E/D that can generate a large number of OC
by microfabrication technology, a large number M-ary system can be constructed.

From the all obtained results and findings, each proposed techniques are expected to support M-ary
OCDM/OCDMA system for advanced secure optical access networks in future photonic networks.



Acronyms

ACP
AES
AWG
BER
bps
B-to-B
CBC
CCP
CDR
CIA
COA
CPA
CR
CSK
DCF
DEMUX
DES
DFF
DPSK
DS-SS
DWDMA
ECB
E/D
EDFA

autocorrelation peak

advanced encryption standard
arrayed waveguide grating

bit error rate

bit per second

back-to-back

cipher block chaining
crosscorrelation peak

clock data recovery
confidentiality, integrity and availability
cipher-text only attacks

chosen plaintext attacks

clock recovery
code-shifting-keying

dispersion compensation fiber
demultiplexer

data encryption standard
dispersion-flattened fiber
differential-phase-shift-keying
direct-sequence spread spectrum
dense wavelength division multiple access
electronic codebook
encoder/decoder

erbium-doped fiber amplifier
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FPGA
FSR
FTTH
FWHM
GMPLS
GVD

Ip

IPsec
ISI

ISO
LN-IM
LN-SW
LPF
MLLD
MSL
MUX
NG
NLS
OBPF
oC
OCDM
OCDMA
ODN
O/E
OFDMA
OLT
ONU
OOK
PBS

PC

PD
PIIN
PL1sec
POL-MUX
PON
PPG

field programmable gate array

free spectral range
fiber-to-the-home

full width half maximum
generalized multiprotocol label switching
group velocity dispersion

Internet protocol

Internet protocol security
inter-symbol interference
international organization for standardization
LiNbOj; intensity modulator

LiNbO; switch

low pass filter

mode-locked laser diode

maximum sidelobe

multiplexer

next-generation

nonlinear Schrodinger

optical band pass filter

optical code

optical code division multiplexing
optical code division multiple access
optical distribution network
optical-to-electrical

orthogonal frequency division multiple access
optical line terminal

optical network unit

on-off keying

polarization beam splitter
polarization controller

photo detector

phase induced intensity noise
photonic layer 1 security technology
polarization multiplexed

passive optical networks

pulse pattern generator

Acronyms
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PRBS
PS
PSK
P2P
QKD
QNRC
QoS
RSA
SC

SC
SCOC
SHA-1
SMF
SP
SSL
SwW
TDM
TDMA
TS
VPN
WDM
WDMA
XOR
1-D
2-D

pseudo-random bit sequence
parallel-to-serial

phase-shift keying

point-to-point

quantum key distribution
quantum noise randomized cipher
quality of service

Rivest, Shamir, and Adleman
spectral coding

super-continuum

secure communications using optical chaos
secure Hash algorithm 1

single mode fiber
serial-to-parallel

secure socket layer

switch

time division multiplexing

time division multiple access
time-spreading

virtual private network
wavelength division multiplexing
wavelength division multiple access
exclusive OR

one-dimensional

two-dimensional
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List of Symbols

Symbol Description
w angular frequency
A wavelength
h,(t) function of decoder
H,(w) Fourier spectrum of decoder
h,(t) function of OC
H,(w) Fourier spectrum of OC
j imaginary unit
uy(t) output of matched filter
w(t) auto-correlation function of the input OC
Wy center frequency (A=1550.984 nm)
N port or chip number
R input/output slabs focal length
d AWG spacing
W, AWG waveguide width
d; waveguide spacing in the input grating
d, waveguide spacing in the output grating
Wi waveguide width in the input/output grating
AL differential path length
n, effective reflactive index
o(t) Dirac delta
L smallest waveguide length
0, diffraction angles in the input slab
g, diffraction angles in the output slab
At time distance between two consecutive pulses in each code
i input/output port number of multi-port E/D
[ chip pulse number
k input/output port number of multi-port E/D
* convolution unit
H(w) transfer function from the input i to the output &
MSL maximum sidelobe
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List of Symbols

Jda= <

S

=

= =

Nx=uwhH

By

Z LI-min
Z LO-MAX
T code

normalized amplitude

nonlinear parameter

Fourier transform of the incident field
half-width (at 1/e -intensity point)

serial data bit stream is segmented every four bits
optical code number

serial data bit stream

memory size

output port number of multi-port decoder
integration time

minimum power of 1-level signal
maximum power of 0-level

each OC duration
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