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An Information Flow Analysis of Recursive Programs Based on a Lattice Model

of Security Classes

Shigeta KUNINOBU', Yoshiaki TAKATAT, Hiroyuki SEKI', and Katsuro INOUEt

H5FL FHRUTE, HRICHRZEL 70/ S0 L TER7I— 2B BN TA2FEZRT. 2
DFEIIBVWT, F— IV OBEBEZETEF 2V T A LRVEBEEEOERSERIZE>TERBIENTE S,
BEHXTIE, RETIER 70 —BITEOREBETEHL, COTVITI)XLHTUT T LORBED 3 FD
F—FTEFTELILERT. B, FIBNOBEHRERBT LN TEL L) 2K EYICEATES X512,
GRBRERAVTTVTY XL E2IERT S, BB, MEVATLAZHAVTRET VT XL 2 ETLERE

MY 5.

¥—7—F WBHRI7O—@IF, X251 27X (SC), FREIHEE

1. FZ2AH» I

TRESBDONADPFIAT D VAT LIIBNT, &
2L CIEBRORREN CORBERZ L ThS.
EI LL 2 WEROFTR B CFERD—DI2 Manda-
tory Access Control (MAC) [18] "% 5. MAC IZ8
WTid, TR (FELLETOER) 12id
top-secret, confidential, unclassified &\ o7zt %2
VT A LVRVERTINUPMFIFONE. F—% d I
HETBITNNIEEF2Y T4 7T R (SC) LEITH,
SC(d) L&, ¥, 2—F w IIHT BTN
VT I v AEMEIN, clear(u) EFEL. = u A
=% d EHEATIVDIE, cear(u) > SC(d) D&
&, POEDQLEDARTHEL. L2L, ZITTVA
2 SCd) UETHEL—FDPT—% d k5iiirA,
ZDF—=% dIZETVTTF—% d 2ERLZ VT T

P 4 BIERAHE R R BRI 2R 7R, BT
Graduate School of Information Science, Nara Institute of
Science and Technology, 8916-5 Takayama, Ikoma-shi, 630—
1010 Japan

HRBEAZEREBRIEREERIZR, &
Graduate School of Information Science and Technology,
Osaka University, 1-3 Machikaneyama, Toyonaka-shi, 560—
8531 Japan

VAN SC(d) & R —aERE LA EE % 5e s
d CEERAGE, F—% d 123 F—% d OEHENE
TNTVABTREESDEDT, BT LLAWERORE
NHBELRS. T0L) EHROTRE C7-0121T,
TUTSAETOTFIANDANE LR BT —F D SC
FEEZoNZLE, FOTUS T LR EORERIZE
DEI%RSCOF—y2ENTHOr (FHR7u—)
AENCHENCTELZEPET LY. ZhET, ¥
EE DD SCICED L Tur T ABITEN D0
FENTw3 (BoOMENEEZSR). LarL, £
No OFITE, BIHRE RS 70T T LIEMT
BICHERFREZZEL VRV, BiFEOREHED
AT bR TR Wi EOREND - 7.

KWL T, BMEEREZAELFREM IO I 4
T 1m0 T RET S, ZOT T
AuiL, £F, BIIRR 7075 200 TRTOESFT
TIZ2WT, ZOXDETICL o TR H1EHR 70—
2RT L) BB EEET L. 20K, ThLDOH
X% FRICH - T RAMEE R/AIREIEEIEICE o T
RDB., RKFRHILTIE, 7V XLEHMBEREH
TERBL, ThiEDSE, TLVIY X L0EEHxiE
Y5, BETVITY LG, 5iohik7urssa
Prog I3t L, O(N®) OBREEIEETHER 2T =
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fJ“’C“%Z). 7272L, N (& Prog DRt ETH 5. Kk
, REFRICEDSOLRIEY AT A I2BT 5 EBRK
%%% T 5.

KHLTHENTETNIT) AL 2EDT, RO
WFETE, HARBEE 0 NRELR L) (T 5%
WikR%, 0 ~NOANE LR BFIHOBNEREERL
TWwa, Thbh, § DT RTOFIENOER 6 O
ENEICHENRS EREL TS, LAL, ZORER
S LR R LI L i@l L itz v, 2ok
I HERICBVTE, BEOER»OFIBICETND
EREETT LI L RIBO TCHETH L2925 TH 5.
REXTIE, 2OL) ZEBLELICETVLETES
I CEFABERERVTETVOWEEIT).

KR X ORI TOLBY) THDH. 2. Tld, B
WRERDTUTT LADOEIRUCBRENERE ERT
%. 3. T, MEERLHVTRETVT) XLER
RWIZERBL, 7THTY X20BERETHT S, F
72, BET LV ITY XL OBEFEERBITT 5. %i
ZBb 3. THRAT A, 4. TREFVOIREITV,
T, RMEVATLAEAVTEL NI ERELBN T%
[B:8AF%E] Denning & 1% [6], [7] BT SC 2T
EFNMEL, FRIZEDTVWTTRT T LDFERT7 I —
RBHICENT T2 HEE MO TRELL. 20K,
Denning 5 DT FikidM4 2 cERL, RSN

Twb., BlziE, [4] Tt Hoare DABEERIIFE, [17]
TIIHRMER, [8], [11], [24] TIEEIFER % Hvw CERE
o TWwWh,

BB W/ -FEETIE, SCERIEALZL, [H5T
075 ANEMNTERER S, ZoTar I A3EE
L A WIEHORMER - 5%\ (noninterference,
FETHM) | PRV IR I AT L2 ERT
5.[24) Ti, MELAFREIBTOSILINLT, &
BNZIE®R 7 O — AT T 2 FESRESNTEY, £
DREBIREINTVS. LaL, [24] BT, BT
METUT T LIFREETRVDIDIIRLNA TS,
—F, REXOBFEEIZ, BREEC SO I LI
LT OBZIT) T L ATE B, [8] Tid, SLam &
BLIBEN AR SE TS, FTFBEerETR
VAFLAFREENRTVS, LL,[8] T, RAX
L EOWEEEBA L THR LT T IV T ST T
WT) XA ORESHIFFEHE LTV, [22] 1, [24]
WCBIFRRY AT AFHEREICB W TIIREN L
L TwinwZ L iiRL, FHLEREEL b ORI
MTEHLVEL AT LAEZREL TWD. KX OfF

962

MFEEED LI L THHBRBEIIHE S S 24
BOBRETH 5.

B, SCHREBELZODLKET LD, —2o0
F—% di R dy ODEHREEGLT—F dz O SC i,
SC(d1) & SC(d2) PB/ALREFHET 5O EKS
"o ThbE. —F, BENLEI AT LIZBWTIE SC
PHEEEZ D2V LD VEL, 2T, 21—
WU, Up R —HF I NV—T G, G °HY, Ui,
Uz ODWFHH Gr, Ga ODWHICFIBL TS ERET
5. ok E, SC(G:) <SCWU;) (i=1,2,7=1,2)
Tha. LhLuEHFDS, SC(G1) & SC(G2) D
MEFR (SC(Gs) L&EL) 2REHNICEZD L,
SC(G:) < SC(U;) (i = 1,2,5 = 1,2) LBALER
DEHELY, SC(Gs) < SCU;) (j =1,2) HELH 3L
2. BEmWIZ, SC(G1) DF—% di & SC(Gs) D
T—% do ODWHOEREELT— 5 D SCiE SC(Gs)
E%b. SC(Gs) <SCWU;) (j=1,2) &h, 27—
ZE U, U ia—FP5EOL7—-5ThrI Lk
BEW®L, HENICODERTHSL., ZDLHIZSCILE
WL b/ b I LIIARLRETHY, AFH/LTH
SCIIHBEELX OO LIRET 5.

SC 218 % {top-secret, confidential, unclassified}
EVio HMLRBETEFMVEERTWA. [14] 11,
SELT NV EIEIEN S SC #3_E L, declassification
DL EALTVDE. FHINNVOETVIIED
& [13) CRE#M T U — IO B LES 27 L LE)
K72 7 7 & AGIH B % fFE 8> JFLOW &Eh
A57UTTIVIERPRESATVS. L2L, #
FEOREMIIRERTVR .

G ATLACBTAFETHEHRET T AT
B TIELCRISA TS (B2, [1],[19], [20]). [1]
H£TI1E, BE5 70 a0z spi LIS 71
EARBERANTIT-> TV,

B, Java development kit 1.2 \ZBIFA R ¥ v 7
BED LS IZ, B%T 7 e AH#EET) 707540
HlfE 7 o — ks ST b, Bz, [10], [16]
Tk, 7HZ 5L P & P LT REEE v "5
Zohizb &, P OTRTCOIETRELIREN ¢ &
WRTB0LE) DPEBRET 2 HEZREL TS,

F— 5 THEOFHTH, FTEHRERVF TV =7 b
REBRBEICBT 57 7 L ARG R TSR 7 O —#H7
EOWENLATbR TS ([5] 28). 62, [21]
TRA7Vx7 MEAT— ¥ R—AICBIAARERTE
70— 2B CEHR 7O —HIE 7L T XLDHRES



WX/ EEEE L OEX 2 T4 7T RAEDSCERN O S 50T 5158 7 0 —BiTE

nTwa, LaL, Thoo7rIT)XaTciR7es
TLDERTZER L TV, HERBECBICHT 5HEE
&L E, BRATERL-FEN9),[23] THEm S
nTwa,

2. BT &

2.1 7OJ5LNDEBX

COEITIX, BITHRELDE TS T LOBILEE
RWEREZERTS. ZOT/Or 53V /EEIICE
FBICEUML-FREBESHETHS.

7075 L Prog 3BBERDPEETH L. BHE
HIZIDToOEXTER LS.

L, f 3EES&, ©1,...,z. & f OIRFIE,
Yl Ym XRFIER, Py 3BEERAETHS. P
OWLEUTO BNF R TH2bN5, 12721, c 3%
¥, o IRERT K, fI37B ST LFT
ERSN-BE, 0 IMBELR EOMAAER £ T,
cseq MHERENDEBOLFHIN Py L2 V1§25,

flz1,...,z,) local y1, ...

cseq ::= cmd | cmds; cseq

cmd = if exp then cseq else cseq fi

| return ezp
cseq, = cmdi | cmdy; cseq;
cmdy = x = exp

| if exp then cseq; else cseq; fi

| while ezp do cseq; od
exp i=c |z | f(ezxp,...,exp) | 6(exp,...,exp)

exp, ecmd R emdy, cseq RO cseq; P HER S L
ANFHEhEh, K, X, XORFEIER. T
77 & Prog DEATIE, Prog DEFE D) HEBEH
main THHERLFMT 22 L TiIrbhs., 20
% main L FER. Prog O AJiZ main B S
2 AHEIH, 111 main BEOEYVETH 5.

2.2 7AT77LOEK

TOT S LADBEREEET D720, ROBEIRET
b, I22L, x TEM, + THHEmMLET.
[val Bl (A2 RITE) | 7075 L5ICHNS n 5l
EXREET 61231, n5I1HBIH 07 : valx---xval —
val PEREINTWDL LD, Furs s LANTERE
LSRR SNfEIX, §XT val BTHB LT 5.

[store Bl (FoiEiEiz #TH) | —>DEHK

lookup : store X var — val

update : store X var X val — store
BHY, LTORELMTETS.

lookup(update(o, z,v),y)
= if z = y then v elselookup(o, y)

FART D20, o(x) = lookup(o, ), oz :=v] =
update(o, ,v) EBEFET B, F72, Lstore T, TXT
DEBDEFRERDOLEIRE R

T LOERE 52 ZBERBEHEERTS. &
DORRIZ, R, K, X, XORFIOWThY) %
FlEICE Y, REfEEEIEEET.

E: (store — exp — val)
+(store — emd — (store + val))

+(store — cseq — (store + val))

o [ocEM=v]i3 @E8HBocNDdbETA M
REHI L 7B v THB I L EERT.

o [cEC=l EEHonbETIC
EEFLEROREEBI o THHILERT.

o [oEC=v] i, BB ondbLTXC %
EfTL-ER, Ho PRINEZEERT. ThiT,
C WS return M DPEDALTIET 5.

o XORFIZxF L T D R,
UTIEREETERTAABLERBANEZ 52 5.
ZIT, AYERELTUTEZHVS.
M,M,...:exp

o,0',0" : store

Z,Tiy...5,Y1,...:00r
C :cmd BU emd;
P, P, P : cseq KU cseq

(CONST) ocEc=cz

(VAR) oz = o(x)

cEM=v 1<i<n)

o= 0(M,..., M)
20:[(’!)1,...,’()")

(PRIM)

f(z1,...,zn) local y1,...,ym {Pr},

o' = -Lstore[wl = 'Ul] [mn = ’Un] Dk g,
oM v (1<i<n)
(CALL) o' = P; =

cE f(Mi,...,.Mp)=>v

963
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cEM=v
ocEz:=M= oz :=v)
o E M = true
ok P = o (rsp. v)
o = if M then P; else P> fi
= o' (rsp. v)
o |E M = false
o |=P2 = o' (rsp. v)
o = if M then P; else P; fi
= o' (rsp. v)
cEM=true cEP=o0
o' |= while M do P od = ¢”
o = while M do P od = ¢”
o E M = false
o =while M do Pod = o
cEM=v
o Ereturn M = v
cEC=/¢
o' EP=d" (rsp. v)
o= C;P = d" (rsp. v)

(ASSIGN)

(IF1)

(IF2)

(WHILEL)

(WHILE2)

(RETURN)

(CONCAT)

3. B 7ILTY XL

LT T, HRES SCset 752 5N T3 LIRE
5. SCset DEF#LFa) 57425 (SC) LIF
K. SCIHEOWBEEEXET. SCset LITITFIHF C
MEFEEN, SCset 13 T ICHLTHEEE 2T LK
ET D, FFICH O LWR ) B EREEZ U, SCset
OFR/pATE L ERT. BENIS, mEnid, o
1 LD IBWEENBIELVWIL, JUT T VAR
T THAEL—HIL, SCA 1 THABIZT 7 AT
52 %KY, DTIXEHML SCset DBITH 5.

SCset = {low, high}, low C high.

BWOEIZ, TOr56L707FL~NDANEL
ARMED SCHEZLNZEE, HAED SC 24
L2 LTHDH. BEIZIE, 3.3 TR EeHEmH
T L) RBIREREZRDLZEHFENTH S,

SC* [B\v» (high) /W (low)] 357 70—
FEAMALZEF2) T4 REEL LT, 1. THR
LT —IR—RADEELT 7 L AFIHETH 5
MAC [18] #%iFbh 5. MAC TiE, LTOZo0
HANZEDWTT 7 L AEH %17 .
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o I—HF yu FF—% d FHRATIVDIZ,
SC(d) C clear(u) D& &, PDOZFDEEDA,

o I—Hyud7F—% (RAF7) dIZENTLIVD
¥, clear(u) CSC(d) D& &, PDEFDLEDHA,
F=FR=—AHDF— ¥ % —2U LB L LTHFEHARA
I, BT —5 d #EYVHT LI B TE T L08
HOGE, TUTTLDATERDLT—5DSCHH,
d DSCRBHTAIEIEIIRA., FORKRIIGL
Td 27— IR—ZADHEDAFTIZEZRLTE
WRDBITICFIATE 5.

3.1 THEMTNITY XL%5RL, 3.4 TTNVITY
AL OBERERT.
3.1 7NAIdVXL

FIVITYALZHRTA7-D12, UTOEZHNS.
[sc B (kFa2YT 142 FR)] SCset ZDbHD.

[ fname B (B%%) JProg N TEZR SN TV 5 HEK
DEFDES.
[store B (FEM&IH D SC) |

update : store X var X sc — store

lookup : store X var — sc
store BITY, store Bl & FREDOMEELZHVS. ¢ %
store IOTLL T 5L &, o(x) 1X, Bz D SC DE
#r &) BRE2ET. SCset TEHRSNIFIERF C
Z 8l store FIZRD L HIHIRT A &12L Y, store
WEOEER5 25T LNTESL, g, o % store B!
DEL T 5.

cC g & Vzewvar g(x)Cd'(z)

store DE/NTLIE Ve € var. g(z) = L THAHEH %
g THY, TNE Lyore LET.

[fun 21 (BI%D SC) | store Bl & Ffk, ROBEA
EEINTNS.

lookup : fun x fname — (scx -+ X sc — sc)

update : fun x fnamex (sc x ---xsc — sc) — fun

72, F € fun, f € frname, ¢ :scx--- X sc— sc
A LT, RKOBGEEHRA V5.

F[f] = lookup(F, f)
 F[f = ¥] = update(F, £, )

FIfl(1,..., ™) BBIBD SC A 11,..., 7 THBL
XD n BB f O SC O (BF) HREEERT.



WX HEEEZ SO EF ) T4 7 FRALESKBRN TS 7 26T 21687 0 — T

sc DRMEEL store BUIHEIR L7z L FKKIZ, fun B
KCORMEYEAT S, ITLE L, ERT.
[cv-fun B (covariant fun ) | @ﬂﬂ)ﬂﬁ F o)
b, &t

RCT (1<i<n) 2ol Flfl(r,...,mTn) C
Ff)(r1, 5 70)

BT HOTRTLL%L 5.
APEHRELT, 2.2 DbDICMATUTZHAVAS.

og,0',0" : store F,Fi,F,: fun

DT, By o— %@ 58% Al 2 €& 5.
ROEI U XEELS.

ifxr=0theny:=0e€lsey:=11i

ZDHXAT, y ~NORAXDAZIZE z BEATY
A, ZO LOETERICBNT y OfELT0 2 1
PEFERDLILIZLD, z DEFOLEIPENSL S
EBRTED. Thbb, B xz OBBRIFEL y 2
NIEEZDIENTEL, ZDEHIZ, i XOEMH
EOIEEA then KW else L TFTOXIZHEN B Z L, &
O while XOGBAIMOERA do LLFOLICHN S Z
& % implicit flow LIS, KX T IEXDRFIZD
WT, ZRHET 5 if LRV while LDEMHED SC
DEMNEFR%E, 20X (XDOFRFY) T implicit flow
DSC LEHETS. ADFREIIBNTIE, £X (DF
Fl) 2%, £oif X - while TICET 22 %RELTSE

{AED DIz, implicit flow @ SC DBEFTERE A D

BAFIEERCTRITES.

A (exp X fun x store — sc)
+ (emd x fun x store x sc — store)

+ (cseq x fun x store x sc — store)

o [A[M|(F,¢) = 7] &, B D SC DR
FERF REEBEOSCoDTT, AMDSC% 1t
BT AZEERT.

o [A[CI(F,g,v) =d'] i¥, &BED SC D
HHER F, SeBIRD SC g, implicit low ® SC v OTF
T, X C #FETLEHDORERD SC % o L HiT
THEZERFET.

o XORFNIXT L TdFEIKE.
DTFICADEHEES 5.

(CONST) A[c](F,o) =L

(VAR) Alz](F,q) = a(=)
(BRIM) A[0(Ms, ..., Mn)](F,2)
~ Urcsen AIMI(F.0)
(CALL) A[f(M, ..., Mn)](F, )
= F[fI(A[M](F, o),
o A[MR](F, o))
(ASSIGN) Az := M](F,a,v)
=glz == A[M](F,g) UV
(IF) A[if M then P, else P, fi](F,o,v)
= A[PJ(F,o,vUT)
U A[P](F,g,vUT)
2L, T=A[M](F o)
(WHILE) A[while M do P od](F,g,v)
= fis(A\X.c UA[P](F,o U X,
v UA[M](F,g U X)))
(RETURN) ret 2 BABDOEVEZRZET L5
NeRFERET 5.
Alreturn M|(F,o,v)
‘ = g[ret := A[M](F, o) Uv]
(CONCAT) A[C;P](F,a,v)
= A[P)(F, A[C](F, g, v),v)

TS 5 Prog ®x AJ1& LT Prog TE&ZSIN/:
ERBOWER 7 10— 2 @S 5 B A[] : program —
fun — fun ZRD L) IZERT S ©
Prog = {f(z1,...,zxn) local y1,...,ym {Pr},...}
LTBHLE,

A[Prog](F)

= F[f := A1 ... Tn.(A[Pf](F, Lstore[r1 := 71]
o [@n = Ta), L)(ret)) | Prog TEZRS N7z
% n 5IHBEE f] (1)
H(S,<) CBIFAMK f: 5 — S IHLT, fOR
IR R % fiz(f) TEYT. 79754 Prog 123§ L
T, A[Prog] D&/NAEH %52 5B
A*[Prog] = fiz(AF.A[Prog](F)) (2)

BB TVIT)ALTHA, RO E32 L,
A[Prog] ZHEBRDK cv-fun LOHFRBEE %5 DT,

A*[Prog] = U .A][Prog]]i(J_M) 3)

i>0

965
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Y L2112, 22T, fO2) = z, fif'(z) =
f(fi(x)). THbb, A*[Prog] ix, TXTONEDI K
ITETH B &) RBEEKD SC 2 LHEEL T, A[Prog]
%, BEDOSCHEML L 25 THRIELERT
LILICEVEIETE S,

3.2 B W 6l

ZOHETIE, kDI R 2B, LD TUTT
LB, EDL) BTV ONLDODERT.
2T, SC OHEAL {low, high} T, low C high &
5.

f(=@){
if z > 0 then

main(z,y) {
while z > 0 do

y:=z+1; return z * f(x — 1)
r:=y—4 else
od; return 0
return f(z) +y i
} }

ZOTATS LA EBRITT A7-D121F, kOBRXEH
WT FHOPEILLEL 2BET, FOEHZHRYEE
v,

F =

Flmain :=

AT172.(A[Prmain | (F, Lstore[z:=71][y:=T2], L)(ret))]
[f := M. (A[Pf](F, Lstore|x := T1], L)(ret))]

XDFIE, F OEIEBRERLIZDDTHS. i 5
DSCIE i — 150K/ EEANCEHESNELE
LTwW53,

0 1
Flmain] | Ari72.L | AT172.72
F[f] AT1.J_ >\T1.7'1

2 3

Ao UTe | ATiTe.m1 U T

/\T1.7‘1 )\Tl.Tl

ZDOERDPS, A*[Prog][main](t,72) =1 Ut TH
LT Ehbhb. Thbb, EFBDSCHOLD
low D& & main ¥ DE Y ED SC & low, £HLL
Lo & & main DB ) ED SC id high & 720 1%
LI ENDOIS.

3.3 BEMDESR

—fZIZ, ROBELOB Z %, BT LITY X

966

KEWV),
Z*[-] : program — fname — (sc X - -+ X sc — sc)

Z*[Prog][f](T1,...,7) =T ThHD L E, Z*[] 1,
Prog TEFRIN n 5B FHLT, 51%D
SCHS 71,70 CHBLE, fDSCH 1 LEEFL
Sl EERT.
[F# 3.1] LTOFERGMPENIOEE, BITLT
Y X4 Z*[] dELM (soundness) i3 L\ !
Prog BB D702 F L, main % Prog ® main
L35,

Z*[Prog][main](t1,...,Tn) =T
Lstore = main(vy,...,vn) = v

Lstore = main(vl,...,v,) = v

Vi(1<i<n):n CTov=v

THHERETS. TOLE, v=1 PEYILD.

[m}
LOEHET, BT VT ALREW T LI,
[RHTRERDS 7 THLERETS. ZDLE, SCH
TUTFTHB L) BENHDEITNTHELVE B,
FRPNDOESIEDZEI L THETKROMEEIAET
Hb] ZeeRT. oFY, BHTVTY XL [H
BfoSClkr] LEXLEL, T UTFTHRVWES]
KOWHIE, FATERICHEERZVERIEESH L
ERT.

3.4 RBE7ILIJXLOFEDMH

LI, 3.1 TEHZELETLVIYXA A (RUAY)
DREEERT.

ROWBILBRN (3) DIELHZRIET 5.

[(#% 3.2] (a) F ?%cv-fun B% 5,
A[Prog](F) & cv-fun BT %.

(b) (HFAM) F,F cv-fun BTHbERE
T5. IDOLE, 1 C F %5 A[Prog](F1) C
A[Prog](F2).

GEBHD ) Prog OREEICET 2EMEEIC X DR
5. m]

ROZODOHEILHE 3.5 DFEHICHVWL A,
[(#& 3.3] (implicit low DH%&) A[P](F,o,v) =
d,oEP=d,vZd(y) %51E, oly) =0'(y)
GEHDF4) o= P =0 #EBTLOICHVH
R BlOBAREICETABMEICL Y RES,. O



WL HEEE D OEXR VT4 FTRAZETKBRINTOY T LI 158 7 U — BTk

(% 3.4] (implicit flow DW&E) A[P](F,g,v) =
d’, 0 = while M do Pod = o', v IZ o'(y) %5,
o(y) =o' (y).

GEHOF$) #E 3.3 x Vv, o = whileMdoPod
= o' FEHT 2O HHERRHR 8 A E 3B
TRRMEICL YRE S, o

ROWEL, RETNT) X8I L BEFRER L FETF
B OBRERL T 5.
[##& 3.5] F = A*[Prog] £5X<.

@) AM|(Fig) =7, o1 F M = v, 02
M = v, Vx : g(z) C 7. 01(z) = o2(z) % H T,
V1 = V2.

(b) A[P)(F,g,v) =g, o1 EP =01, 02 =
P=o05, ody)=1, Vz:0(z) C 7. 01(z) = 02(x)
261, ol(y) = oh(y).

(c) A[P|(F,o,v) =g, 01 EP = v,02 E
P = vy, Vz : g(x) C o' (ret). o1(z) = o2(z) % H I,
V1 = V2.

GEH)  A[] ey a2 BAOBHBIEICET 5
JRMEIC L D RT.
((a) MFERH) (CALL)
T= AI[f(Ml, . .,Mn)]](Fvg)
= F[f, AIM:](F,9),. .., AIMa](F,2)]  (4)

ol b= P; = vy (k=1,2)
or = f(Mn,...,My) = v (5)
0% = Lstore[T1 := uk1] -+ * [Tn = Upn]
(k=1,2) (6)
Vz :o(z) C 7. 01(z) = o2(x) )

EIRETA. F = A[Prog](F) TH» %55, (1) &
(4) &y,
T= AlIf(Mh e 7M’n)]|(Fag)
= A[Pf](F, Lstore|z1 := A[M:1](F, o))

- [on o= A[MR](F, )], L)(ret) (8)
Ti=A[M;](F,e) 1<i<n)&l, nC7 &IKE
T5E, (7) &Y, Vz:0(z) C 7. 01(x) = 02(x). 17
WMEDEGE (a) &0, uii =wua. Thbb,

Vi(l <i < n): A[M](F,0) C 7 w1 = ugs.

£oT, (6) &b,

Vi : Lstore1 = A[M1](F, 0)]
- [zn = A[MR](F, 0)]()
C 7. 01(z) = 03() )
(8), (5), (9) LIEMBEDIRTE (c) £V, v1 = v
OB EIES.
((b) DFEE) (ASSIGN)

o' = Alz := M|(F,g,v)

=gz == A[M](F,o) Uv] (10)
Ok |= M = vy _
orET:=M = o}, (k=12 (11)
o =0z :=wv] (k=1,2) (12)
T=d(y) (13)
Vz:0(z) C 7. 01(2) = 02(2) (14)

EIRE. ¢ £y DL E, (10) £V o(y) = a(y).
Zhi (13), (14) £, o1(y) = o2(y). BiZZh
& (12) &9, oi(y) = 02(y). z =y VL&, (10),
(13) &1, d(y) = AIM]|(F,e)Uv = 1. £oT,
A[M|(F,g) Cr. Thk (14) &1,

Vz:0(z) E AIM](F,@). 01(2) = 02(2).  (15)

(11), (15) LRBMEDRE (a) £V, vi =v2, T2
bb, o1(y) = oa(y).
(WHILE)
a” = A[while M do P od](F,a,v)
= fiz(AX.oc U A[P](F,oc U X,

v U A[M](F, U X))) (16)
=" () | (17)
Ve :ag(x) E 7. o1(x) = o2(x) (18)
EIREL,

p= A[P](F,a,vuT) (19)
7 = AIMI(F,0) (20)

& B <. (WHILE1) O@HE I ¥ 2Rz H
w5,

d=clUp _ (21)
EBE, AEIEOMELE (16), (19) &b,

" = A[while M do P od](F,d’,v) (22)
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. ox | M = false

O E while M do P od = o8
NDEE&.(16) &Y g C " Zob, (17) &1,
e)Ce'(y)=7". (18) £V, o1(y) = 02(v).

(i)

o1 EM=true o1 =P=o0)
o1 = while M do P od = of
o1 = while M do P od = o

(k = 1:2)

(23)

o2 E M = false
o2 = while M do P od = 02

(24)

DLE. rTr LEETSE, (20), (18), (23), (24)
LIRMIEDIRSE (a) £ 1, true=false L 2 Y FJE. L
Z2hoT, T b LvUT Eply) b, (21),
(22), (17) &Y, TEvUvEp(y) Ea"(y) =7 &
ZOFE. o7,

vuTIZ p(y). (25)

(19), o1 EP =01, (25) LHE33 &V, o1(y) =
o1(y).
(19), o} = while M do P od = of, (25) & &
3.4 &0, o1(y) =0i(y). —F (1) PHELFEKICL
T, o1(y) =02(y). BELY, o7 (y) =02(y).
(i) -
or E M=true or E P=oy
o1, |= while M do P od = o}, (k=1,2)
or = while M do P od = oy,

(26)

DLE. pz) Cr LRETAE, (19), (18), (26)
LIRMEDIRE (b) £V, 01(2) =05(2). Thbb,

Vz: p(z) C 7. 01(2) = 05(2). (27)

(22), (17), (26), (27) & (WHILEL) o3& H E k28
T HRBMEORE (b) £ Y, of (y) = 05 (v).
(CONCAT)
a’ = A[C; P)(F,g,v) = A[PI(F,d’,v) (28)
Q, = AI[C]I (F7 g, V) (29)
orEC=o0, oLEP=o0
or EC;P = oy
T=0d"(y) 31)
Vz : g(z) C 7. 01(z) = o2(x) (32)

"
£ (k=1,2) (30)
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EIRE. o' () T EIRET S L, (29), (30), (32)
LIFMEDRE (b) &0, oi(x) =05(x). 2D,

Vz : o' (z) C 7. 01 () = a5 (z). (33)

(28), (30), (31), (33) LiEMEDIRZE (b) & 1,
o1 (y) = o3 (y)-

(IF) DHEEHES.

(c) DEEBRIIES 7 D TEMK. =

[EH 3.6] BTV XL A[] BREH2H
7=
(GEHH) = 3.5(c) £ VL. ]

RETNVT) A0 3REMLH-TOT, 570
TS RMFUER TV TY XL [0 Ta 7T 00
ANEBREHIICES Sn] L&EZ2-ETHE, A
HEGIRND 2 Lidhwv, LeArL#E, #BE7LVT
YALH (27T YT KZATERE KRBT L5
WAHs] LEZLLTH, LFL TR SS
LAZEBORBNED B LIZRO RV, Thabb, =4
PR S v, BB, BIT7T L T) XANES
R T70121%, if 3 - while XOEHEHEICH
NBROTRE EREICEIT L2 NIER b v, &
WIETEATRAMETH 2720, Btk T7
NI ZLRFELERY. LALENFS, BET IV
TY AL, HAAEEOEKRER (BFR) FTHH
1252615 LW RIRT [T VT XL 5%H
L7 0 -2 EBRICFERIT L) LHAHNEE
DREIRE TTO T T ANDATIDPFET H] L v ) BB
TOFFVELEME [25] T LEIOND.

3.5 HEEIEE

COETI, 3.1 THRRIBT NI XL A*[]
DEHEEREIIOVWTHRRS,

3.1 o7 NVTY X4 A*[] &, X (WHILE) RO
K Q) KABAREEEEATEY, BiICHE LEE
o CTEET L LAEEITRELLLAWHEND 5.
IR L, BT THRRZAFETE, K1 0L 2
MR 72 L TR 208 REMT T 7%
e L, TS F77TAEEETHILT, 3.1 DTNV
TYXL LR UEIERERS.

M2, BnaoEdcHE &85, S
FIARDELIHLTTNTY XA A Z#EAL

v%%%%LTwé.Mi@,Hl@ﬁﬁfééﬁk

Xy:=y+9(y,z) & y:=yUg(y,z)Uve ICERS
N (v i implicit flow 2R 72O BN L),
FRTHAEPAROBETRAINTVS (K 2 O



WL/ FEEZSOEF 1) T4 7 FRETKHRNT U ST LT 515K 7 0 — Tk

main(x, y) local z

if y < O then
return O
else
y =05
while y < 10 do
z =Y
y =y + gy, x)
od;
return z
fi

}
glx, v
{

N =

oUW

~

©

if y <= 0 then
return 0
else
10: return g(x, y-1) + 1
fi

}

B 1 SR sus 7 a6
Fig.1 A program to analyze.

o ~

>
f, Trmain,1

Uk

M2 fF#HR7u—-—%2RTI77
Fig.2 An information flow graph.

f6). COEH|TIE, 3.1 DFELEY, EHRLEK
BREHOBREZL LT20T IEHERICERT. /-
B2Tid, &n5l5BE%FICHLT f OEHD
SCA2RTEH 71,...,7sn CHEL, KIEIZZF
NOERATAXEMAAZ LI TbhTV5, K2

DFEAMICH 5 KHIE, EHOESR - HHOBKREER
LTwas., FIZIEHEAS O = OoFLICELS y I3,
A[Prog] OFFEICBWT, 183 721340 6 TEE
END y DEEERHTARENHS. COZ L%,
BH3RUHEH6 @ = OEAISEM S5 D y ~O
KEITELTWS,

3.1 12B1F5 A[Prog] OEtEIZ, B 2 I2BWVT,
EFHDSC 2RI EER 751,..., 750 D ret T
TONAPFETEDE)DFTARD 2L LEMTH 5.
Thbb

A[Prog](E)[f1(T1y-.yTn) =Ti U+ Uy,

EFBEE (72720 {ir,...,im} C{1,...,n}. B
TUNT)ILCHNWBEEL L & uBTeoT, &
FTIDEHETE), FI5T7 LT rs; 25 ret T
DNRABFET S L E j€ {it,...,im} THBHZ
LEFLELW, T, BBEDSCR2ET F I, 7
T IHOBBEH LICH5TEE L ZDOF L DN
(K 2 HOBHRTEINGD) OREBIIHIET 5. F
RIE Flg)(ri,m2) =72 THBHI L L, g OIFFH LI
BT A2EE QHE»2) bOME) LZ2OFLOBD
BDI L, #1518 T A0 ERARTRE (851
FIHOBER T BEEICHK S 2 v), 0% 2 58
o3 BT (55 2 515 OEHR% BEEMHEICH L
/5) ThHrILEPMILT S, 22T, OFTTh
SHEMCTEPNIL TR CUIFERARTEEE V) EIE M
7, QB% f 25 i FIBOFEREEEECHELES
(15, 5 ret ~DNRADPHEET ) LbholBE
T, B f O LOSE i BIBUICHIET 50 2 T
BBIZL TV 2T, A*[Prog] DEHENTEETH 5.
ZhE, & ret HEOOHMB R X ICERET S
ETITAD. 7272 LEFIHKD SC 2 £ T 74, 12
ELHEE, B f OFFHLOE « 5IETET
LU FERTRICEZ, [ OWE LIS T 2 THED
BECEHIEATH NI, & IBICHET 2 THE 2
RHMBAME S L COREFL ) A MEMTE L v,

COVIIOEEEE V, k% ELThL, U5
TOBFKIEZ O(V+E) BETTE S, BitR7urs s
LDEMEE N £T5L, V=0O(N), E=0(N?
Thd. —F, TOTFTTEERTHLDIC, T -
FHOBBRERDLLEFH L. CHITEETIER
(reaching definition) [2] 25tET5Z L THREOLNS.
BHTRR T 077 MB8T5 while XDOANTFDHEE
DEKEE d LT5L, RAXOHFESICHETIE
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AHEZ O(N-d) [lfTH 2 & T, EXTOIETIE
FIRDOND. 1 MOEREEIZIZ O(N) ORI
PLETHY, d=O(N) THHZ b, EETLE
FOFEREIZEF OW3) 25, 721, HED
7055 LT3, while XOANFORESITEHRUT L
FERTEINWZENEL, T8y b7 MV[2,[3] &
oM ERCCESGEERBHETE S0, %<
DOBE, FHEEMIZ OWN) 2wl O(N?) TE (3]

4. WIREFI

4.1 HAHBEBICHT 3B OHR

— R TR S LADER T O — R BN T 5
ERY, 3. TTTRELTVAHETIE, MAKEE
LT, FIBAOTRTOBEIREM RTINS
LIREL, HEERED SC 2 TXTO5HD SC vk
INEREEBHELTVSE. TOEHETIE, EBIZIE SC
% EFR T SVHAAERICH LTS SC % LT
ALk, BEMIIABRZENELS. £2T,
BN F TG U CHEEOMLAAHEEOH IO SC &%
ETEBLLIICEFNVEHIET S,

3.1 ODEHTNITY) XL ATBWT, HAABEK
0 ICRTIERILTOEBY THo7 !

(BRIM) A[6(Ms, ..., Mn)](F, )

= LllSiSn A[M:)(F, g).

Thbb, TXTOFIHAOERD 62 DFERITTHN
AL ERELTW 2, L L, THIZEEDEE IS
LTIRETEBIRETHS. B2, 0z(z,9) =2 %
5iE, HO IS 25 I BoBRIGEERRICHENL R V.
BMople LT, BEtdds. FX d LS L %
e ¥ AESLEK® E(d k) TEKY. EFRET
Hr%5E, ED5$ z, y®SCHEDI high T
HoTh, E(x,y) DSCiZlow THHLEZDHI L
ANGE-T

ZZT, MAABEEO I TEIERERDL ) IT—
#fbd 5 :

(PRIM) A[6(Ms, ..., Mn)](F, o)

= BOJ(A[M:](F, 0), ..., A[Mn](F,2))

272U, B[6] & sc Lod 3 ERALEKTHS

B[] : sc x --- x sc — sc.

REOWRIL, BATHENIEL, EEOMAHELK 0
LT B[] *EHTEDLICTEILETHS.
22T, Bl9] % BO)(r1,. .. 7)) = yeie, 7 EFE
#T2L, bl ALAUERICRD.
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DT, RETFTVERAVASZ EIZLD, HAHKE
BOBTHERE > BHERROMAABBOIEZEVIED
FohBBlE =0T,

[# 4.1] (nonstrict B%%) 0z(z,y) =z &\ A
HEEY D D5, HAABEBOER z 25515 y
DERE/HILIITELRVOT, BlA](r,m2) =7
LEETHILNTES. mi
(] 4.2] (BE51LRA%R) FE 2 FXeBES{b@EE51H
EL, BBz )Mt 5. FELKBEF R
FXIIHLTED L) ZBIELZIT-oTH, FIXRY
BELBICEITNIBHRIBEONLEVERET S L,
B[E](high, high) = low ¥ E%T %2 EHTE 5.
O
Bl 4.2 1, BTAEE LT [(RELZBEEIES{LE
HVZVRY, 7O AOBBIFLTEDLD
LBEBEEZT-oTH, FXRURSILEICET 5 EHRY
BHEIENTERV] DEIPEBNTLLEICEE
Th5b.
(B0 4.3] CPMEFERE) THESHERIE Adve &
i HOEK n,...,n; 25IEE LT, FHELFE
THLEKETAE. FHEILOEDL ) LHREEZITo
ThH, FIBCEINBERPBEONEVERET S
L, BlAve](T,...,7) =low L EHRTHILHTE
5. ] m]

SEHEETE BRI L C BlAve](Ta, ..., Ti) = low
LERTDONPRYLLRDIE, Ave BEDOFIHOK
i BT REVEETHD. PIZIE, i=10DLE
Aver(ni) = n1 THH25, [FHEH»S, 51HIC
EFhsEHEIEONLV] LWV IREIRY L/
7, Bl[Ave](r1) = low L EHET HDIEHL PIIAHE
RTHb. WOULEDFI#EDE 2 o hE [
BTG LTEDL ) LBIEEZIToTY, FIBIETN
HBEHEBBEONLZ V] ERELTLVRIE, BFA
SIS 5. BITHR T U7 ANT Ave BIEIC
EBOFNIHKBEZoNENE ) PO LRVEGE,
BlAve](r1,...,7:) = low EEET HRETE %\,

EC, ToEH LS hiT VT X013, B
3.1 DERTOREME L S 2. B[E](11,T2) =
low LEELILEREL, ROTUTTLEERD.

Prog = {main(z,y) { return E(z,y) } }

Z 2T, A*[Prog][main](high, high) = low &7 %
W5, di, da(di # d2) R k13 LT, Ez(di, k) #
Ez(d2,k) &% 5. L7zh>T, A*[] dBRETIE%



WL/ HREEEDOEF 2 T4 7 FREDCERBNTOST LT 5158 7 0 —@iTE:

EBIIZ, E(z,y) ® SC % low Th b L BHT
5L, BEX, o518z, y ADEHREEONE

WS ERERT D, Thabb, BRI Er(d,k) RO

Ez(ds, k) 2»HFNEFNROFIEADERE XA TE %
V., ZORJIREEEEERT SO0, ROBBRER
w3,

B val LOFRMERR R ST OG22 TE X,
R % & EBIR & IR

% n FIBHARBER O IS LT, bLa R(Q<
i<n) %5iE, 0z(ct,...,cn) ROz(ch,...,Ch).

BT, —20ARER~F52 6 Twb ERET
5. B pal O v, 0" IZXFLT, BL v~y 5w
Lo BRBIARETH S LS. BE,S, Loy &
v; (1 <4 < n) PRBJIFRE: S ITEFEOMALBEE 0
LT, O0z(cr,...,cn) & Oz(ch,...,ch) DBEFIR
BETHDH. 2O LF, v & v P—ERHIREEIZR
bE, EYOX)RBEEIToELTH v & 0 BK
BT 5L EREBON VI EXEKRT S, RIZ,
B[] CETA2ROEMEER .

(%t 4.4] n BIBBEE 02X LT B[O](r1,..., ™)
=7 LIREL, ci,c; DEI%Z val L2 (1 < i< n).
COLE, 7 E T RMATEILTRTO
U<]<7ﬂbﬂbfq~c#&049&%ﬁ
Oz(ct,...,cn)~0z(ch,...,ch). m]

:@%#uuT@bkéﬁﬁﬁé:

BlO](T1,...,Tn) =T £3 5. 0 D5|EH c1,...,cn
BH .. c WEELLZERET S, 20k &,
T ET ZWZTE 5 ¢y RO o BRI
biE, 6z(c1,...,en) & 0z(ch,...,ch) BEXBIAREET
H5b.

Bl 4.1 12BVT, & 4.4 (IEEDME ¢, ¢, c2,¢h
LT, Oz(ci,c2)~0z(cy,ch) THAHIZ LEERT
%. ci~c) %513 0z(c1,c2) = ex~c) = 0z(c), ch)
ZDT, EEOEFEBEG~ERM 4.4 2727

Bl 4.2 TIX, & 44 3IFEEOFEL d, d RUREE
D kK X LT, Ex(d,k)~Ez(d,k') TH5HZ
EERERT B, ThF (S0 5 F XA R UEICH
THEREBONLZV] ZEEZERT 5.

Bl 4.3 TiX, & 44 ZEEOEE n1,...,ni,
ny,...,ng WX LT, Aver(ni,...,n;)~Aver(n},

;) THHILRERT L. Zhik FHEH
68@&5&&W%ﬁof% BRI E T N B BT

Bohn] ZEEERT .

XBARGEELTHNT, LTk iRkelkE&

T5.

[E## 4.5] (EeM) ~%ARBRLTS. koM
BEYMDEE, BT VI X4 A[] E~IZEL
TRETHL LNV ©

A*[Prog][main](T1,...,T0) =T,
Lstore E main(vy,...,vn) = v,
Lstore = main(vi,...,v,) = v,

Vi(l<i<n):7C 1.0~

% oIX v~v B LD, o
[EH 46] dL, FH 44 P8 LO%OE, —f&
ILENZZFF TV T X5 A[] IFEE 4.5 OEKRT
BETHS. i
EH 4.6 OFERIL, EH 3.6 O L FERIITH 2
BTE5.

4.2 HEREFIOEAG

UTok) %, EHOI-FIBETET— I
HLTHOABFERERTL T U TL2E25.
main(id, pass,d) {

if (verify(id, pass)) then
return sign(d)

&

else
return d

fi
}
ZO7Ur I LOANE, 2—FID (id), Z—H
AT —=F (pass), RUBFERBEMITELVT—
¥ (d) ThbH. 22T, verify lFL—FID & 2—%
NRAT— Fa5fe L, EROZ—FLERTENMT
“true”, %9 ThITIIT “false” %R THAAEH L
L, sign 37— &518%E L, 2DOF— ¥ ICBLEM
i, BEMNEOF— 5 RRTHALABHET S, 22
T, 2—HFID RFL—HF AT — FD SC I EBHED
T, AISNE7F—=5DSClE 1+ THLERET 5.
WREFNVERCTIC (Afverify] (1, 72) = 71 U 72)
ZDTOT T ADFNTEAT) &, implicit flow 12L& D
if XDGEHEDOEHRAT return TIZFHN [HA L % 5
T—=FDSCIE T TH5B] LBNTH. ZOHERA,
LLTF—% d DFAETHHL—FISCT DF—%
Lpgrohne3sE, BHGOT— Y ICETFELEf
FTHD) EZDT— I DBHmO L LDHREENDH S
LB DARBREENERTH .
CCTHRLZIEL LT verify BEOH A
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(true/false) 123 LTED &I R#fEEIToTH, 21—
FID R —HNRT — FOBRIIBO N EE
Z, Blverify](T,T) = L L E&RTA. €775,
DTS LADBEERI ML 7—-%0
SCiE 7 TH5aB] &b, ZHI, ANWSINIT—%
LA SCHOBFEBERMNETFT— NI NEIL
ERLTBY, BRLBIERTHS. /2, ZOM
Wrid, (&t 4.4) [HEED a1, i, co, ¢ HLT,
verifyr(ci, ca) ~verifyr(ci,cs)] Tb b, [verify B
BOWT) (true/false) (I LTED L) ZEEZIT-
Td, 2—FID RO —HF /2T — FOEHRIZES
niwv] LWIHIRED D LT, HITHLETELN
EF—%12, =¥ ID RO —H /R Y — FOFEHR
PRGN ERREEL TV A

5. & ¢ U

RHL TR, HRICFFEECFREB 0I5 4
DFER 70— 2 BHIHNT LT VT XL 2REL,
RETNT) AL0REMZIEHL:. /2, ZOMF
WT7NT)XLHTET T LAORBRICHTT 5 LEHR
B CEFTRETHLILER LA BiC, EEOM
AREEIINT 2 EEE —MRILL, BITHSIIELT,
HEEOHAABEEDERD SC *RETEXL LHICE

FLERIELZ. HBRICHERET VST LT REN
REEHA L7z, [26] Tid, RET VT X LDEEHNT
bRTBY, F7 v bFRHIRATLED, w200
Bl 70 TS LIZOWTHRFA TR TnE, ZORKE
VAFLATIE, BROBH %2275 LD
FTFRBEIIDIRETNVITY XLHDBWERINTEY, K
BEBEZEG 7O ST LB TES. 72721, SC
& {high,low} ® 2 EDH %Kz % (low C high).

Bl7a s 5 23T B ETEER 2R 1 IORT (CPU:
Pentium4 1.5 GHz, £31& . 512MB).

R1OF 7y VFHRVATLIE, 2LV v —
FESDORBIEETS 2—VDEENTBY, APLib
2V bH—FESDSC % high LIREL. %
DFER, 36 HHHITLDH B 13 DHIIT SC #* high
L 01BD LTSNz (SC A high £ %5 13 DH

K1 BKTEMR
Table 1 Analysis time.

TOu7 54 T8 | TR (5)
Fro bFHYATL] 419 0.040
V—FTNITYXL | 825 0.073

FIATITVE 2471 1.261
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DS b, EORREEE T 2 — VRIZHETE). XIZ, i
REFVOBRBIE LT, BIEEY 2 — Va2 HARE
BThHorrEz, HEKREDSC I low TH 5 LIKE
T5E, HHDHH SC A high &% bDI%, FIE
Ja—VADEDOHIIDOAT, FRIALEY 22— VD
BOARDOOHBAD SC I low Lk o7z. Zhid, FEE
EY 2= SC S high DT — I PRz hHrE
D, BRI ZL Py V- FEBFRELEVWI L%
FEELTW5. F/2, BTV TY XLAPBRETRY
(SC 2% high L0 1B5) LE&AHAICELT, £
BRICETHEDO IO T LDHNEBoTAIEZ S,
INLTRTOBAIILT, 2L Py v h—FES
DIEBRPFEONT VD Z LD HERTE .

AV 2ECEERTA 7V 27 MERISEIOT
LTCOBEMAITRAB I )T NVITY) XL %HERTH S
LIFABOBETH 5.

HE EEAMEEZBLTEIA I VHFRES,
72, BATERRICET A -y A RMELCTEE T L,
K KFREEERE R O KR, #HF5D
TRICEHE LI T

X #t

[1] M. Abadi, C. Fournet, and G. Gonthier, “Secure com-
munications processing for distributed languages,”
1999 IEEE Symp. on Security and Privacy, pp.74—
88, 1999.

[2] A.V. Aho, R. Sethi, and J.D. Ullman, Compilers,
Principles, Techniques, and Tools, Addison-Wesley,
1986.

[3] A.W. Appel, Modern Compiler Implementation in
Java, Cambridge University Press, 1998.

[4] J. Banétre, C. Bryce, and D. Le Métayer, “Compile-
time detection of information flow in sequential pro-
grams,” 3rd ESORICS, LNCS 875, pp.55-73, 1994.

[5] " E. Bertino and H. Weigand, “An approach to au-
thorization modeling in object-oriented database sys-
tems,” Data & Knowledge Engineering, vol.12, pp.1-
29, 1994.

[6] D.E. Denning, “A lattice model of secure informa-
tion flow,” Commun. ACM, vol.19, no.5, pp.236-243,
1976.

[7] D.E. Denning and P.J. Denning, “Certification of
programs for secure information flow,” Commun.
ACM, vol.20, no.7, pp.504-513, 1977.

[8] N. Heintze and J.G. Riecke, “The SLam calculus:
Programming with secrecy and integrity,” 25th ACM
Symp. on Principles of Programming Languages,
pp.365-377, 1998. .

[9] Y. Ishihara, T. Morita, and M. Ito, “The security
problem against inference attacks on object-oriented
databases,” in Research Advances in Database and



B REEEDOEF )T 47 T ALK BRN TS T 23T B ER T O — BTE

[10]

(11]

(12]

(13]

(14]

(15]
(16]

(17

(18]

(19]

[20]

(21]

[22]

[23]

[24]

(28]

[26]

Information Systems Security, pp.303-316, Kluwer
Academic, 1999.

T. Jensen, D. Le Métayer, and T. Thorn, “Verifica-
tion of control flow based security properties,” 1999
IEEE Symp. on Security and Privacy, pp.89-103,
1999.

X. Leroy and F. Rouaix, “Security properties of typed
applets,” 25th ACM Symp. on Principles of Program-
ming Languages, pp.391-403, 1998.

J. Mitchell, Foundations of Programming Languages,
MIT Press, 1996.

A.C. Myers, “JFLOW: Practical mostly-static infor-
mation flow control,” 26th ACM Symp. on Principles
of Progmming Languages, pp.228-241, 1999.

A.C. Myers and B. Liskov, “Complete, safe infor-
mation flow with decentralized labels,” 1998 IEEE
Symp. on Security and Privacy, pp.186-197, 1998.
HHEH, 28 7, EENE, 1981.

N. Nitta, Y. Takata, and H. Seki, “Security verifica-
tion of programs with stack inspection,” 6th ACM
Symp. on Access Control Models and Technologies,
pp.31-40, 2001.

P. Orbeek, “Can you trust your data?” TAPSOFT
'95, LNCS 915, pp.575-589.

G. Purnul, “Database security,”

in Advances in Com-
puters, ed. M. Yovits, vol.38, pp.1-72, Academic
Press, 1994.
A.W. Roscoe, J.C. Woodcock, and L. Wulf, “Non-
interference through determinism,” 3rd ESORICS,
LNCS 875, pp.33-53, 1994.
P.Y.A. Ryan and S.A. Shneider, “Process algebra
and non-interference,” 12th IEEE Computer Security
Foundations Workshop, pp.214-227, 1999.
P. Samarati, E. Bertino, A. Ciampichetti, and S.
Jajodia, “Information flow control in object-oriented
systems,” IEEE Trans. Knowledge and Data En-
gneering, vol.9, no.4, pp.524-538, 1997.
G. Smith and D. Volpano, “Secure information flow
in a muti-threaded imperative language,” 25th ACM
Symp. on Principles of Programming Languages,
pp.355—-364, 1998.
K. Tajima, “Static detection of security flaws in
object-oriented databases,” 1996 ACM SIGMOD
Intl. Conf. on Management of Data, pp.341-352,
1996.
D. Volpano and G. Smith, “A type-based approach
to program security,” TAPSOFT ’97, LNCS 1214,
pp.607-621.
R./N—F (), 1H#BA GO, 7077 1HHmAM, 1%
HLFES ) —X 3, 2.3 #i, HELE.
BWHEBL, “+7Vx7 MEATOS I HIBIT5EFa
VT AT VT X LOREEER,” BLFENHRL, K
Bk, 2001.

(P 1349 A 6 BZfF, 144F 4 A 5 BERM)

FIHESE.

BE ®X (¥4£R)

F 11 FEAK - BFE. F 13 ZRER
R YNy e g L T v g )
PIET. MKERELRIREIEST.

=8 BEH (ER)

o4 BROK - BT - BHE. F 9 KK
ZREHRYRET. RESRERK B
HPF. BAECEL. B (TH). 1%
7T AT VAT LOREE, EHREIC
B3 5 HFgEICHESE.

B & (ER)

BB 57 BRK - BT - HHRE. B 62 [
KREZEREELEHBEET. RERK - 5
T - 1E®MBF. F#EM, RBPEEET,
F 6 ZREWRKA - HRBEIZ. F 8 HHK
¥, BECES. I BSHEESR, vV
PANVES S 52 E Tl ¥ 5 A

#E =R (EBR)

R 54 BUK - BT - 1. B 59 B
KERELFET. RERK - EHRT - 1§
- BhFE. B 59~61 NTA KT THK -
M THE - B3R, PRk - EHT -
158 - . T3 REH - -BEE. FTR
R B TH. V7Y T LEO

973





