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and Application to OO Programs
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Abstract For a program which handles security information such as a credit card number, it
is very important to prevent inappropriate information leak to outside of systems.

In order to guarantee that a given program never allow information leak. an information security
analysis algorithm was proposed. Security analysis is based on information flow analysis, and
provide the security class (degree of secret) of each output of the program. when the security
class of each input is given. In this paper we introduce a security analysis tool implemented for
a procedural language, and also discuss analysis methods for ob ject-oriented languages.

Key words security analysis, information flow analysis, procedural language. object-oriented
language
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1 FANZE

7LV y b A—REFE, B=FCHMOL TR
ROBWERER D 7T AIRBNTRED
BHRNALCZ EEEERBETHS. Denning
B [1, 2] IKBWT, Trs T ARFEICHT L
AEDRERRREZ CFELRELZ. b
®$%iﬁ%$ﬁ%%ﬁﬁbfw&motﬁ [8]

CIVEREEDFREA ST A TEE
%:J74%ﬁ7w:)ZAm%%éhTw

L L, TRNETORREFEORREIZTTE
DOEBRIZOW TN G TRV, AR T
B CREESN TV A FELFEEL, EHEMLE
CXBRBLZEOEDEERIET 5. REITRNT
1%, KIBEBEA~O, Fh BEF ozh={bD
), BT NATY RACEREMATNS.

72, BEOCT w77 ARBEREICBNT, CR
POFFHEAEELT T2, Java[i], C++[5]
Lnbwdrt 7 Vs NMERBSEOFIANEE-

TW3., A7 V=7 MEREREIZIE, EkoFt
EREF/ITIIRNTZ TR, AR EOF LWEES
NEASNTEY, BEOTAIY Aax#EAT
BIEIIHEL., FITC, A7 V=7 MERAERE
~DEF2 YT AT ATY XLAOBRICEL
BIAMESEEEL, ZOoLHFECONTER
~5.

LI, 2. Tiiex 2 U 7 A BT DN TR~ 5.
3. CEXa U T AT LT X ADREZON
TR, 4. TERLEY—VOBERBIOEAS
BlEBNTS. 5. THT V=7 MERT BT T A
~DEF 2 VT AT AT Y X LOBEHIC O
TEHEL, BEIZE TELHEEBOBEAIZON
TR~ 5.

2 twFalTq BT

BEHIREREE CFEL LT, Mandatory Access
Control EFRITILBRD X 5727 7 & A EEN
I<HVWSRD M [&F—F TR LTEOK
BEEZRTEFIY T 49 TR (Security Class,
LIF, SC LEMTH) %80 UTD. 7—%d
D SC % SC(d) L&£T. BHEkiC, =—F (et
R) IxtL, COBREDOF—FETT I EBRATE
BEETIVFTITURX (Clearance) ZHIV ET
5. 2=V uD7 VT T A% clear(u) &ERT.
clear(u) > SC(d) DEXDBDEDEEDH, 2—
P uld5—F dEFRLIENTE S,

LL, ZoOT77eRHEECEE, 775

VAR SCd) U EDa—FTa ST ART—F d
AR, ENE, MEIKELITBRIZE ST,
YT AR SC(d) KV/hESVa—FZHT 7
TR TELHRBRICEEZHLTLES &, FED
RIEHIRENAEL 5.

Denning bix, D& 5 2EBIRREZL Tediz
70T DN D FEERE L[, 2]
TOFETH, T, el S ADANEAE
RBEFITK LT SC &, 774 Vi EOHAMIC
HLTI YT IVRERET S, »X¥i, Fus
T AP CHAINAERBCHFET LT —F %
BRARTER 70— (Unformation Flow) 1Z#
SE, FEYRERRROKREEITS. REEIR
HFMRRE S EEZIHER7 e — & LT,

o BV SC #FOEHA~DRAZIZBNT, &V

SC #FOEHENEREIND
o KWNWI U T T URERFOHALIZEBNT, &V

SC #FoLEHMN SR D
Bdbs. T [3] T, [2] DFEEEROICER
U REO—REERAL TN D

L2 L, ZhbDFETHEEBFRECKREE
BEEBLTWRNI LD, BITRHRERDT
Oy APRBEMREEDLDIIELN TV, £
7=, BABUEONMY LaTicxtd 2T OBR, RO ED
PIEIZESEEEIH L TORT, BVEDHE
ICEBIZEOFIBOEPFAIN TV EINEER
LTWAinwk Y, RERRELH .

ZIT, BlItE-T, BREELFHREMS 0
75 MIKTAERT o — T T ) X LDER
RENTWS. ZOFETHE, xR as 7
AT RTCOEFTICICDONT, FDOXDEITHIHR
DEIHD SC TR Y Lo~ & Biae e RN
PEHETS. ZOBEBRICESE, TusILa0
BEREE DEITHERD SC RT3, Tal A
@ main BEOEZIENR 21,.. ., 25, AT AN
D infiley, ... infile;, main DR YA y,
AT 74 VH out filey, ..., out file, THDEX,
EEBEAN T 7 ANEFIET D1+ j D SC D
MAE 2658, ZRb%E I EEOBKRNE
BT R/ MERE VR LFTEICL Y RD D
N5, FLTC, TOMBREVEEHAT 74V
iETH 1+ kfHADSC &2 5.

X o U T AT, BRIRCT
o U VT ADASED SC 2HHFED SC %

K2 [8]

o ASMED SC LHNED I VT Z U REDFE
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£ 1 T 5O BNF K3

il = YR | BagIEL.
g2 = “integer” | “boolean” | “char”
Pl = “array”[] “of” EYERI
HE = “begin” XD “end”.
X = EFX | :
“if” . “then” BREX
“else™ 3 |
“if” # “then” 3 |
“while” & “do” .
RRZE XX = HAX |
“if? # “then” BREIL “else” REL |
“while” & “do” FREX.
FAL = A | FfeE R |
AP | EEX | =X,
A =l “="
AN = “readln” [*(” BEDOET “)"]|
H A3 = “writeln” [“(” HABEDIL *)7].
FReE FHX= FheE s [0 XoET )]
RO L= B [4(7 XoAE v “)).

T 5 [2]
D2ODFENRDH DN, AR TITEIEICERTS.
3 EFAVTABETLITI)XLORE

TxIX 8] DREEZ, ¥X =2 U T A f#HTY —
NOFa NE A TEERTRoT. KETIX, £
EDOH SR L OFT OFIEIZ DN TRRB. Y —
IV DFEME L O AR 4. THRARB.

3.1 EEOFHE
SEREFEIL Pascal 0V 7y b THY, £ 11

% ® BNF RiLO—E#5R3. F£i=, FEIZBWT

AT ORTIS]) &R ARB

o RILE I~
HMIHRT S,

o T & FfRAT DZhEA
[8] T, Fhex M+ 58, "EMEOH BT
NTD5HD SC DA EEEEF/L, #h?
NOFRE NI OB REZRFSE TS,
LML, EERACBNTIEEIHD SC o/ L
ROBEZEETIUTEL, BETRZEDLIITL
T3,

o SC OffiEAL, AHAT7 7 A4 NDOHE—{k
EBRHNREMERS T D720, SC X {high,
low}, ANAZ7AN, HAZ7AME, E0F
AREANS), BEHAIZREL TV 5.

3.2 BMITOFIE
FATIZLA T D 250 7 = — X THELE LT 5.

Phase 1: BIEEXHEDOA D
BIREFEIUTO 0 75 AXTRETES.
AN AL THEAAENDZED SC

Engi neers

Frz (B% F58: K550 sC
iz, REEER I CRITELD SC OYIHHE
WX low &9°%.

Phase 2: {7 0 —&4F
ARzl R 7 e — %2R Lens, 7
077 AROEMATRIT B SCERD B,
AT T 1%, SC OBEWHAX R RRT B,
VI, Phase 2: B®H 7 O0—#IFCE LT, K

BB O, Fhe & NFENT, Tk BT IO Y

FENERIRANS.

RIS ZEH D A

AREEIZBWNTIE, KIEEHE
o FEEXMPOM LRI 5, ARSI
o FHXMEVCH L4 5, HENREYE
LTI Z&T, FDMFTAEFREIZL TV A,

LML, TRTOFHEEXFOH LI (FHE)
RL, KBEHOKEZ T OB (RvE) 288
T BDIIHENREN. TRTORIREENE T4
ETHEDLND LIEBLARNZDTHB.

ZIT, AiboTEAFHRE TEHED L XEE
HICER, ZREINZKIBERERN, LERE
FOEBR2SE (BYHE) #HETHIEXI V. F
& P CHEMICER, 2RI KIEER LT,
PATHRON D KIBEK 5T, Fhix P CHE
HIZER, BRINDIKEERE T, PR2EAL
TOFREFFEOH URK LCEET S, PLUSD
FheE TEDOND RIEEHEET

F 55 & AT
UWIZ, FRENTHRASN 2RO 2
REEE, BFER, E5l¥EbEiz, #5211
T 140 T RES (Security Class Set, LA, SCset
LEWT D) FHETD. TOERIT (¥, SO)
DHMTHLD. iz, FEEKD SC OYIHMEIZLLT
DEB|YTHB.
BRE#H: low
B8 MG 2 Fhe& FEOH LILOES | $D SC
D ER
KEEH: T 2FEEEOH LXOERTTO
KIREHD SC D LR
ZD%, FHRENOEHROINLT 0T T LD
EITIEIZIEWFEIT 21T 5. SCset DFHEIIN 11T
EoSX, FHREOEEDIXE Pyars 5L, AL-
GORITHM( Pytars, 0) MO EE D, Fiz, s OFE
BT BRAREF 52 T SCset % SCset(s), s DIERHTH
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THFRTO SCset % SCset(s’) EKT. 7YX
LI s OB CTERS O, Zhth

s DFRATIRF D PIERALEE

s DFEFTETIED SCset BX N HAXDOFEF - SC

DX TREL TS, K2
BEREFLTNS.

Fin THEAN

FhexB7 0 77 MIBROFHEE H O S
NTRY, FHEXFOHLULERRIIEEAGET IO
N ThD. £z, BREBEOEEDRNT S
nin., 2oid, b3FEFE P OMTRERD,
P OFEQH LnFe & P OfFTRERIC BIERX
BEHENLC) BEELE5EXHMEENADY, T
RTCOFHRE OMPTERBRET HET, Fhix
FEONH URREE FICTRET B Fht & &40 B UIRAT
TALERDD. ZOYD, FhExhb IR
Tu—fETTIE, UTFO Xt ok HE LN

WZiEE 1 TR S

#IT5. SCset C, SIFT_NTOFEEIZ1L 2T
FETH.
BRHT ) X b

Flp X PO LR IZEE5 <, Fhe & OMATIA
URARNTHD. T A MIBRKRES SH, 2=
RBHET TS AEROBATIIKT 5. Bk
BREHT Y X AL [9] THERSEN TN D
FHEEHBEATO SCset C:
HOFMEFOHLL s oo b &, RKT
DFFeE P R T AL, PARFLTWAS
SCset C & sITXVIEEND SCset €' D/ L
RELD., ZORER cLvgidhidcsz®Eo
ECTHERL PO EITH. —F, C %M
ThiiX P OfFTIEITO R,
FHRELTHRTO SCset S
FheE P O, PHBBEICERFL TS S &
FRETH T BT SCset 8’ DI/ ERE L 5.
DOFER, S LVETHIE, SEZTOETHEE
#£L, PEFOHTINTOFEE ZMTY R
MEEBET S, —F, C LEMThhiEfd
L72wv.

HRAFT B

FlELT, M3OBEKIICHToHITEELS.
KRB, RTER, 518556
SCset(3) := {(a, low), (x, low), (v. low)}
AEZ L. KEHOX B1TH) 75>E>ﬁ@7fﬁ’5:ﬁf£9.
1Ly,

and Conmuni cati on Engi neers

(fRAX)

el .= { ¢ | x€Ref(s)A(x, ¢)€SCset } U imp;
kil := { (x, ¢) | x€Def(s)A(x, ¢c)€SCset };
gen = { (x, Useac) | x€Def(s)};

SCset := SCset — kill U gen

(A1)

kill := { (x, ¢) | x€Def(s)A(x, ¢)€SCset };
gen = SCsetinput(s)
(* { x | x€SCsetinpui(s) } = Def(s) *)

SCset = SCset — kill U gen

(HhX)

el := { ¢ | xERef(s)A(x, ¢)€SCset } U imp

SCoutpur = Uegac; SCset := SCset

(9E30) (if E then Byje, else B..)

el := { ¢ | xERef(E)
SCsetp,. = SCset;
ALGORITHM(Bihen. Uceei¢); SCsetipeyn = SCset;
SCset 1= SCsetpye;

ALGORITHM(B,js., Uceeic); SCseters. 1= SCset:

A(X, ¢)ESCset } U imp;

SCset := unite(SCsetypen, SCseterge )

(% Y38 LX) (while E do B)

(78w X)(being By; ...

SCsetpre = 0;

while SCset <> SCset,,, begin
el .= { ¢ | x€Ref(E)A(x, ¢)€STset } U imp;
ALGORITHM(B, U.¢qi¢);
SCset := unite(SCset, SCsety,.)

end

SCset := SCsetp,.

B,; end)
ALGORITHM (B, Usene);

ALGORITHM(B,,, Usc¢)

SCset = SCset

(FREFEUH LX)

O FHREZ P L5,

SCsetyep: = 0
for i := 0 to |sqctnais| begin

cl = { ¢| (Sactuals[i], c)ESCset }:

S(—betnext = SCSthem u { memula[] Cl) }
end:
foreach x€Ref’(P) begln

SCsetperr 1= SCsetpept U

{(x, ¢) | {x, ¢)€SCset }

end;
SCset 1= SCsetpeops:
FEfrx P NOFRAT
kill =
for i := 0 to |sgctuals| begin

kil = kil U '

{ (Plformals [1]1 C)ESCSQE }

C) | (me'mals [1}‘
end

SCset := SCset — kill
X 1: ALGORITHM(s, imp)

NI | -El ectronic Library Service
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Ref(s): Xs TEMINDEHDES

Def(s): Xs TEBINDIERDES

Ref’(P): Fhi& P CBREINDIKIBERDOES

Def’(P): Fht& P TEEIN DL KBEROES

Sactuals: FRLE PO L s ODESIHDOES

Piormais: FhtE P ODIRGIBOES

SCset: IR TOEF 2V 547 5 2ES

SCsetinpu: ANLsITBOVTREEND, (B
B, SC) 2BRHKRETIHES

SCoutput(s): AL s B3FFD SC

U: /b ERERODEET

unite(A, B): ¥X% =207 7 7 AEETHD A
EBE—DIZELDD. FEHDSC L, A,
BIZBWTEDEHKD SC DF/MNERETS.

2: TNAY XLDETE

program sample;
var a: integer;

function f(x : integer) : integer;
(* HEATRE D LML ax — low EE *)
var y : integer;
begin
readln(y); (* — high *)
if a > 0 then
begin
a:=y+ 1;
yi=x =1
end:

BUBCIL N v

writeln(y);
writeln(x);

f:=vy;
- end

21: end.
B 3. Fhe & NARET OB
kill := {(y, low)}; gen := {(y, high)}
SCset(8") := SCset(8) — kill U gen
= {(a, low), (x, low), (v, high)}

R, Tk SCset(9) & LTHRDI (9FTH)
DT &21T72 5. UTHRERCEZOI (184TH)

ETHITL TS &, ROBEREBELNS.
SCset(18") := {(a. high), (x, low), (y, high), (f,
high)}

4 X2 UTABAY—-LETOER
KEITHE, EXF 20T 47 ATy XheE
BLiztxa) T4 — T ONTEHRBAL, B
KBS ZERY T2 0FEL2MEET 5.
V= NVDEBIL, FLeBEBLERATARAY—L

and Conmuni cati on Engi neers

AHRRGDRE w2 U T 1 M@

B 4: AT O
TH D Osaka Slicing System, LR, 0SS[9] 1z,
3. TRz X 2 U 7 ¢ MATES M RE BN B
Tfro7-.
4.1 Y—ILOFE

Y VOREFT DWW A K 4 R, - B
FRATER I, ULEH O OFRITIE UTHSCART, &
AT 217720 (B 4-1) . &I, 2—Firy—2
77 AN TR 2 )T AT ORI £ R
(B4-2) L, UIMEBUTEF 2 ) T ¢ BT~
WY 5. B*= U7 1 ATEIE, BTREGEE
CEF )T T EATR (K4-3), ZORE
Z ULEBICIET. ULEI, SC OmWEER#Ebh
D AIREME D & B L% MRFAS D TE THIATRE R &2 FoR
15 (K4-4) .

4.2 Y=L OBERES

FxIRY—LVOFIHAKE LT, v 7 A
DELEMDOHREEZEZTND., Tul I A0RE
HOMEREIX, Tl T LEFHOITHIT L SC D
BWHAZEFNICRET 522 LT, FHRADER
REECZ &2V, Tl s rnretsik
BULREELTHZ LT, SCOBEWHALZE
L, EMIRROREEEL L VKT B2 LnT
x5,
CEAHERIE LT, RITEOTRV AT LE2EBZ
B, TOVATAZE I VY v — ROREEER
TRIEVa—NVRHBAENR TS,

ZVvVy b — REFIZETIHERICOLE D
SCEEX T ZITRoTEHER, VAT ASHKT
6EBHHHAID S B, 35 WMOHSITHAESC
EROLVWIHEERAELNE (”5) . Zhbd
HAXHIZE, FRABE 2 — L OHAXHE
FhTWz, ZhiE, ZTOVRTABRKEDEH
WCRBRED RSN LTe BIC TR EITR D KO RESH

NI | -El ectronic Library Service
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Wh’}ﬁi 1060

"
Hikouboteluld

m«:wwxw}wawm: s, Finished

iR NP AR (%  1¢

me‘“n&xvf‘ms St fuacer L0 ot fﬁi’?uf‘

rm-wimno(n o Hikaelra id_in:
t analuza progron

o uskyt
r‘ talnikikas Ira; m J
Hik nawnl

' i
*, Hik
seiteln

oo { <ihssio

fuction vk integers

N P funceion yoyaa:
index $integent e o o “imezens

xthsEvs e e
INSBTcI CUErHASISS TSa\n 1D (3)

slse
£ g Ui {1 pogw Dawn: 1, Top: § - bt §

B4 5: 2 T ORFATHE R B T EEL O R
RE& L. class Base {
@’f@?&g D) protected String ¥aliie;
e R : public void method(String ¥) {
S AR # o
TR KRB } .
2o tes )
P e class Derived extends Base {
= o l: h h I*ﬁlﬁ*"l Meran] public void method(String ¥) { ¥akié = ¥ }
> «— lg }
LB edow S class Sample {

public static void main(String[] args) {
Base x = new Derived();

6: TR AT HAOHIHEOTN

TV ThD. 0Ok 5 REETE, (TR0 /] axgs[0] — high

BT Rabhd) Zed T5xbnhfzs vy b }

h— REENBIES NI ZEERLTHBY, 7 8 A= —S7 FCHT50E

VY b= ROFFCHET A HERMRR LT 00 EFEIZIY, FHXWERCIE,, 772

BT LT, (Class) , #& (Inheritance) 72 E DF =728
ZIT, 7v¥y hA— REELTFHLEEY REASH, BRBERIATWAREXMEE T

2= VOHANIFET HERT v — 2 PRI 5 MHTB2EXF2 VT AT NVT) X EEZDOEE

fo®, FBRERNC FARLE LT D FEEE L BT LA REERAE LS. AT, 47

(B6) . =/ L& RV CHIE & [ U S TR & Pz MEREEOBE» b A U SMBEAE L

1Tl R, BV SC R HOMATE, 7Ly O, FRBHUCK LIava 71 75 L% Ak
N — FERREICET 2 3EORIIBEL SEDZ L BTV S RE A RS .

WT&E (A7) . E£, FHLEEY 2— L DOH

AIME SC & RN L bHBTE L, WK, A—N=TAF, F—nN—n—F
ZOEH, REOHFEZ L > THEROWNIZ MARICKYV A VYR DE—=N—F 4 R

RELEDLD D, FR7 o —MiTic L o8 (Override) "' = 2 &, AL 7 7 A

DHERIZFEETH S. Bicy 7 = Fv (Signature) "0 % L v 2

5 4TS s MERBESE T 2EE Vo RBRBEREETR I LICRS. 8 T

o ) X, A Vv’ Base:method(String v) 2% De-
BIEOT 077 ARRREICRNT, CRED rived::method(String v) I LD A —1N"—F

FREBEFFLZTTRL, C++[5] RJava[7] TR LA RERNTVWBEDORSMNE., 2DE &, X
REINBHFTo ) MEMEFE (Object Oriented = _ - .
Language, DIF, 00 BRBLEMT ) (o) mg< %77 EBLL, My 7 A mET AR 7=
FAShD L ICRoT. R AYy REBLUVBIBOR 7]
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class Class {
protected String wg
public void metho
public String

class Sample {
protected String value;
public static void main(String(] args) {
Class x = n Clabb() Class y = new Class();

System.out. prmtln(
y.method(args[1]);
System.out.printin(y. \i

X 9: A RE L RICET B
x.method(args[0]) TRIH S TV 2B REHK x
¥ Base 7 7 AR TH D729, Base 7 7 ARBIY
Derived 7 F2ANTHNDA VAZ A B BBRT 3
ENTED. 2D, x.method() DEEH
Base::method(), Derived::imethod() ® &% 5 T
bHDOPHWTE T, TR0 ML
CREEBRECHEND LA SREFR b0,
ZORER, K3 OB D SC X high TH B &
HESINS.

ZZT, BCREINTWEAT V=7 MER
TaT G AT DAY T AENTFRE [10]) 2F
- HLBREBOETA VA U AOHEERETD
LT, TR LIRDZA—N—F A FRA YK
ERETLHIENTES. KSOHPA, =44 U7T
ZIRHTIZ K0 SRR x 23 Derived 7 7 RADA v
ARE VAR LTVWSZ L3535 Y, x.method()
DEMH Derived::method() THD LEETE 5.
ZDT1=®H, Base:method() ILMRAT IR &R &
o, KHEEE (1) D SCREBIZIL low THD LR
RYZENTES.

I TEA =51 FIZE L TORB R,
AV ROA—N—0—FR (Overload) T3IZRW
THTA VT RHTIC X B RENTREEE O ) B2 84%
T& 3.

DR, AVARAVR
—MIZT FRADA VAZ L RFEBIFET . A
YARBEUANEOEX 2 Y T 4 1ERE 7 T AT
ETBEE, HEIAVAFZ AT OB BT
X2V T 4EHRIL, FNLEDH SCOEY, F
—I TADREIRBAVAZ AT DRI LV
ESNTLES. B9 TiE, X x.method(args[0])

TLARFCTHEOBOELBZ A Yy FEEREESRL, 3
BOBIECTA Y v FEBRR SN [7)

and Conmuni cati on Engi neers

class A {
private String value; ‘
public void method(String ¥) { value = nil; }

class B {
private String valus;
public void method(Stnnfr ¥) {

}

class bample 1
ring][] args) {

// args[0] — high

X 10: A 2% o R BHICE4 5B
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