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(1) 4(H) = AHu(, ) i 2p J}

(2)  {(AuthHSy, T1, Ay)) Vx(Ey — P(S1,T1,A1))
(3)  {(AuthA(S., T1, Ay)) Vx(Ey = =P(81,T1,A1))
(4)  {(ObliHEy, Sy, T, A1) Ey — 081, T1,A1)

(5)  {(ObliAEy, Sy, Ty, Ap) Ey — R(S1,T1,A1)

(6) Axl 1 Vs, t,a(0O(s,t,a) — P(s,t,a))

(7y Ax2 1 Vs, t,a(=(0(s, t,a) A R(s,t,a)))

(8)  {(propl) = {(prop2) = Vx,y,z,a(P(x,y,a) A Hy(z, x) = P(z,y,q))
9)  {(prop3) = {(prop4) = VYxy.za(P(x,y,a) A Hy(x,2) = P(z,y,a))
(10)  Z(prop5) = {(prop6) = VYxy.za(P(x,y,a) N Hy(y,z) = P(x,z,a))
(11)  &(prop7) = {(prop8) = VYx,y,z,a(P(x,y,a) A Hy(z,y) = P(x,z,q))

(12)  {(A1 =T(Az, -+, Ap))
(13)  flew)

(14)  (sod)

(13)  L(cwl)

Vx, y(P(x,y,A1) < T(P(x, y,A2), - -, P(x,¥,Ap)))
Y,y (\/;I:!/l(m!(rzfrn)!) (/\';:1 Pii(x, T~,y)))

Y,y (\/;Iz!/l(m!(n—m)!) (/\;{:1 Pij(x,y, Aj)))
(=P(S,T1,A) ANP(S,T,,A))

vV (PS,T,A) A=P(S,T,,A))

(=P(S,T,A) AN=P(S,T,A) NP(S,T,A3))

vV (=P, T,A) ANP(S,T,Ay) A=P(S,T,A3))

vV (PS,T,A) AN=P(S,T,A)) AN =P(S,T,A3))

03.100000000000000 ¢000

(14)  (sodl)
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<Rule RuleId="1"
Effect="Permit|Deny">
<Subject> S1 </Subject>
<Resource> Tl </Resource>
<Action> Al </Action>
</Rule>
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Ponder:

type auth+|- RuleID_1
(subject S1, target T1) {
action Al;

}
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type oblig RuleID_2
(subject S1, target T1) {
on El;
do Al;
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type refrain RuleID_3
(subject S1, target T1) {
on El1;
do Al;

3

gobbooodoobobooooboooobboooooo

00 (0O0)000000bli+(EL, Sy, T1, A}) € P.

oo (DD)DDDDDObll—(El, S, TI,AI)EP.

OoOo0oooogooopooooo¢oo 310 @4, G)ooooooogoo

0310000000 o0030000000000DO0ODODODOODOoOObOObOOO
OO0DbO0000bO0o0oobo0o obooboOoboooOobo oS, 1, Apoooooogoo
gooo

e JO0OODO S, 00000DOTNODODODOD A ODOODOODODOODOO

OO0000RO300D00O00OO00OO0O0OO0O0OOOO0ODOODODODOOODOODOOOO
OO0b0o000o ROODODOOOOODOO RS, T, A)Oooooooooogoo

e JO0OODO S,0OO00DO0ODONMOODODODOUD A ODDODOODODOD



030 0O000OO0DOOOOOobDOoOoboooboOoo

00000310 @), (50000000000000000

4 0OOoo0ooOODO gyO00oo0oboobbobbo S,ooooooo ioboboo
OADOD00O00DOO0DOOOOOD

() 000000 FpO00000DOO000O0O0OOoO S,ooooooo ooooo
O0A O0D00OC0ODOOOCOODO

OoboobooboOobooooobooboobo rrlb4000DO0O0ODOD

rl : Auth+(Ss,7s5,A7)
2 : Auth—(S,,T5,A7)
3 : Obli+(E,S3,T>,Ag)
4 1 Obli—(E;,S,,T5, A7)

OO000S,-Ss,75-Ts0 A;-As 00000000 32000000000000000O
33000b00oooooboon

OO0do00oobO0o0obO0oobOOobO @Wb)oboorlobObO SsOODO 7000
O000 A, 0000000OC0DO0O0OO0OO0ODOO32000330000000000
“O0b00oobrob*Cb0Oo 00D “O0’d0obO0obobOobobOoboboOobDOoOoDOon
goood

oobobo@WoO)booo 20000 §S,0000 7IsO000000 A,O0000
OOooO0ooooboooboobOo 32000 33000goooooo* oo obo“gD
O”0000 “CO0”o0obo0b0oobcob0oboboobooboobooboooboo

goboboooooobtboooobbooobbboooobobboooobbooobboo
gbobboodgobobuooobbbooobbooobbooooobbooobbobooan
oooooooboobobooboobobo @Wo)obob 3OO0 O0oOobOO Ey OO0
OO0DbOoO0ob0OoDoob S;000 1,0000000 As00D0ODOODOODOODOOO
000 32000 330000000000000000 p(OD0ODODOODOODOOOD
oobooboooo*“sbooroco“oboobrooooo“oroboobooboooogoon
goboooooboooonoo

oobooOo@WoO)ooob 400000000 E,bO000D0OOOODODO S,0O
OO0 0000000 A,000D0000000O0O00ODO0D 320003300000
ooooooooobo0o EObobobobobob0oooboobooobooboo*non”



33 0000DOO0O0obOOobOooobooooo

oo“bo0o0”>ohdboo“co0’odob00ob00ob0bOoooOobOooboOooDOooo

3.3.6 OO

oOoooOoobO0oobOooboOoooobOooooDOo P,O,ROO0ODDOODO 200
oooooooo0ooooboooob (bo)ooobooO (Wo)oboobobobobo
ooooooobooboboobooooboooob (o)yooboooob (bo)obobo
OO0O00000O00bO0obOoooobooooo 310 Go(H)ooooboboboobo
Ax1OOO(@O)OoOooOOobOOo (bh)ooboooUooDOoboooOoooboooo
OOobooboboob0Ax20b00o0(@o)yoooooob@woH)obooboboooooo
gbobboogobbbooobbobbooobbooan

33.7 J00O0OOODOOOO

gdooooooobobbbtbbbooodouooouobobobbbbbobooooUoo
O0OO000ObODbOo0b0DbOO0 33300000000 oboooboooboooDoo
goboodooooooouoooobobbbbbibooooooouoooobobbbn
gboboogobobooobbooon

O00O0 RBACOODOO PonderDODOODOOODOODODODOODOOODOODO
gobobobboooobbooobuooobobobbboooobobobobooobobon
gooooooooobbbbbbiboooooooooooobooboobobbbbibn
gooboooaon

prop(Auth+|—, SRH|TRH, Up|Down) € P.

UOOOSRHO TRHEODUOUOUOOUOUOUOUOUoOoOoooooOobOoooooooooooo
gooobbobobbobbbupd Down OO OOODOOOOO0O0O0O0O0O0O0O0OO
ggoobbobobbobobddooooooooobobobyypobbbbdooooon
ggoooooooooooobobobbbboodooooooooooboooboobobon
UODown O OO UOOOUOOOODODOODDODOOOOOO0O00OO0O0OoooDOODbODbODO
gboboogobbooobbod

OO0bOOO0bOO0b00O0O0bOoO0ooOOobOoobOoOo sooboooobooboooboob
goood



28

030 0O000OO0DOOOOOobDOoOoboooboOoo

propl : prop(Auth+,H € SRH, UP)
prop2 : prop(Auth-,H € SRH, Down)
prop3 : prop(Auth+, H € SRH, Down)
prop4 : prop(Auth-, H € SRH, UP)
propS : prop(Auth+,H € TRH, UP)
prop6 : prop(Auth-,H € TRH, Down)
prop7 : prop(Auth+, H € TRH, Down)
prop8 : prop(Auth-, H € TRH, UP)

OO0000C000O0DbOO00OOo0oO0oOodDOoOooO0ooUOooO0bDOoOooOoboOoDOoOoo
O00000000DO000000Oo0DooooDooooooooooooooog
OO0000000O00000odDdoooooooooooooooooooooodg
ODoO000OO0O0OO0O0oDoOooboooooooOoo

0000000 80000DOOUOooooOo3.10@udnoooooo 40000
00000000000 00o0D0d AAB)—-CO (-CAB)—--A0O0ODO0OODOOO
000 Opropl O prop20 prop3 O prop4U propS [0 prop6d prop7 O prop8 0 0 O OO O
Oo0O000O0OO00OoooOoooboooo

00000000000 OooDprlO0OOOOOO

prl : prop(Auth-, Hs, DOWN)

O000H, 00 3200000000000000000O0O0O0O0O0.00000A0 prl
0000 @O)0000000000 H,O0OD0OD0OD00D0D0O000O000O0O00000
ooboobooooboobo(@o)ooboo200000200b0(@OoHobOoOoO
gobboooobobtboooobobouoooobboooono

2.1 : Auth—(S4,75,A7)
2.2 : Auth—(Sg,715,A7)

0000220 r100000000DO0OO0DOOOOOOODOOODOOOODOOD
ggoooooooobobbbbbibooooooooooobobobbbbibooooooo
goo



33 0000DOO0O0obOOobOooobooooo

29

(A,) ERER (Ae) HREE

and an

(A) TVEiR (Ay) HNTHIRE

(A,) ISDNFIR (A;) IPEFEFIA

033000000

338 O00OOOOOOOOODO

gdooooooobobbbbbbooodouooouobobobbbbboboooouoo
gooooooooobobbbbbobbbbbbibodoooooouoooobobbbn
OOobOoo0obooboobooboooooD 3300040

O0000330000000300000A,,A,,A30000000000O00DODO
goboogoboboooobn

Al =A) ANAj

OO0000b00b0 A 00D00ODbO0ObDO0oD20000 A0A4:0000000000
ooboobooboobooboooboooboo(@o)ooobo

e Auth+(S,71,A)
O000000oDO @Oo)yoobhoooooooooooooaoo

6 : Auth+(S,,71,A))
7 : Auth+(S(,714,A3)

OOobOoobooboobOnbOO0OAL---, A, 0000000DO00O00O0DODOODOO



30

030 0O000OO0DOOOOOobDOoOoboooboOoo

Al = F(A29 Tt ’An)

OOo0oOorgo A, ---,A,0000000 A, vO-0OODOODODOOOOOOOOODO

OO0DbO0o00O0o0O0obOoO0obOooOoboooooobDOo 3 (12)oboooobooon
000 330000000000000000O0b0oO0bOoOoboboboOon 33000

gobboogobbbooobboooobbooon

acl : ODOOO=TvOO ADOOOODO
ac2 : TvODO =ISDNOO vIPOOOO

OO0D0o0bO0O0b00bbeclOO“COb0Oo™mobboOo*“TVUD”O “ObOoobogoro
2000000000DO0DOO00OO0ODOODOO0ObDOO0ODOODbDUOObDOODOD
O0D0O0000D000 ac200“TVOOOOODOO“ISDNODOYO “IPODOO”
gbobboooobbboooobbooobobbobbooobobobooonbobooboo
gogogooooobobbbbbioooooouooooooobobbobbooooo
gobbodoooobbbooooobuoooobbuooon

8 . Auth+(S4, TQ,AI)
9 . Auth—(S4,72,A5)
rl0 : Auth—(S4,75,A3)

OoooO0oobOob0D 80 “O0”0 “OCO00b0”™ob0o0ob0oobooboooon
Ooo0Orl0o00O0O“CO0b0O0”™booboooooooobooo*“TVoo»0 “ooogo”
OO000O00DO00bO000bO0oO0O0300b000b0o000bO0oobDbDoOoDOon
gbobbogobbobdooobbooooobboooobbod

339 J0O0OO0OOOobDOoog

000000000000000000® 000000000 000000000
0000000000000000000000000000000000000000
00000000000000o0o0ooo0o0oo00D000o0o0o0oooooon

0000000000000 0000000000000000000nooooo
000000000000000000000000000000000000000
0000000000000 0000000000000000000o00ooooon



33 0000DOO0O0obOOobOooobooooo

31

ggoooooooobbbbbbooodooooououooooooooobobooboboboboo
ggooooooooobobobbbbbbbboodooooooooooboboboboboboo
gbobboooobobuooobobbooobbboooboobobooon

gobooboboooboboboboobobooobobbooboobobooboann
aoo

cw o QW(all AT, - ,Ty}m,all) € P
SOd . SOD(all, all, {Al, e ,An}m) € P

OO0b0DOmO<m<n)DO0OO0ODOOOOOOODOODOODODOODOODOODOD
oo cewdd

e I0000DODUO0ODOODODDOODONOODOODO {Ty,---,T,)O00000O
UmUdUoOooOOooooobobooooboooa

OO00000O00000000000 sodODO

e 0000 DDOUO0ODOODUOODOOUODOOOODONOOODO {A,---,A,J)O0000
00 mUObODOOO0O0O0OOOO0OO0oobOoOogn

ooooooooo
0000000000 0000000000000000000 3.10 (13),(1400
00000000000000000P;(-)=PHor=PC)0000PC)D0 ~P-)O0m
00 P()OOrn-mO0-P()000000000O00C0COO0OO0O00O0OOOC0O0O0
oooooO
000000000000000000000000000000000000000
0000000000000000000 xy00OO0O00OO00 3.10 (13) 0000000
0000000000000 000000000000000000000000000
310 14)0000000
00000000000000000000000000000000000000
0000000000000 00000000000000000000000000
000000000000 000000000000000000000000000
000000000000000000000000000000000000000
00000000000000000000000000000000



32 030 0O000OO0DOOOOOobDOoOoboooboOoo

cwl : CW(Ss, {12, Ts}, A7)

ewl OODOO Sg 000 IO7sOO0ODOOOOOOOODOO0ODOOO A;,00D00
OO000O00obO0o0bOO0O0bOO0O00bObOO0o0obOO0bDO0oOobO0 200b000DOb0DO
goboboooooood

rll : Auth+(Sg,715,A7)
rl2 : Auth+(Sg,T5,A7)

ggooobooboboobododoooobbotdddooouoooboobooboobooboooboobooon
gbobboogoboood

sodl : SoD(Ss, T, {A7,Ag, Ag}r)

sodl D000 Sg0000 7,0000030000 A0As0A00D0O0ODO 200
ggoooooooobbbbbbooodooooooouoooboboboboobobbon
gobbodoodoobobdoooobobuooobobbooobbbooobobbuoooo



34 0O0OODO

3.4 OO

341 0O0O0OOOODOO

ddodooooooooooboobbbbbboooooooooooobboboboboboo
gboobooooboooan

ggogouoooobobbbbboooooouooooobobobbbbboooooo
gooooooboobtbooobobobooobbboooobboooobbooobnobo
gooooooooobbbbbbbibibodoooououooooboboboboobobobbbn
gobboogobobooobbbooobbooobboooobbooobbobooan
ggoooooooobbbbbbooodoboo0oooooooooobobooboboboboo
gobobodooobobtooobobbooooobobboooobobboooobbuooobooboa

ggooooooobobbbbboooooouooooooobobbobbooooo
ggoooooooobbbbbbooodooouoouoooooooooobobobobobooo
gobbooooboboooobboooobbooobobobooobbooobobobooan
gobboogoobobdooobbbooobbooobboboooboooobbooon
ggooooooobobbbbbibooooooooooobobbbbbooooooa
dgodododooooooooobobbbbbboboodooooouooobooobobobon
gobboogobbooobbbooobbooobbobogobbooobbobooaon
gooooooooooooobobbbbbiboodooooouoouoooobobbbn
godoooooooobbbbbbooooooouoooooobbbbbooooobn
gogoobobobobbobotbodoooodgoooboobooobooooooooo
gbobboogobbooobbboooobbooobboboooobon

godooooooooobbbbbbooodoooouoooobbbbboboooooo
godoooooooooooobobbbbbbbobooooooouooooobobobobon
doooooooooobbbbbooooooooooooooboobbooobboon
dooooooooobobbbobooodoooogoooooobbbooooooooo
goood

000000 rooc cooooo0oo0o0oo0oooOogoorECcooDoOooDO
oooo {I,-c}yoooooooooooooboo {I,-CyELOO00O0ODODOOODOOO
ggobbooooobboogobboooobbooobbbooouobboooooo



34

030 0O000OO0DOOOOOobDOoOoboooboOoo

ggoooooooobbbbboooooooouooooooboobooboboooobobbon
goboobooooboboooobboooobbooobobobooobbooobLbbooan
gooooooooobbbbbbibodooooooooooooooobobbbbn
gogoooooooobooobobbbbbibodooooooouoooobobbbn
gobboooooboboooobboooobboooooo

gogooouoooobobbbbboooooouooooobbobbbbboooooo
gobobog

goboooooood
gobooobobooobooboobouoooboobuoboboboobobOoobOoo
goo

) 000000000 nePO0D00O¢rpO000D00DODOOPOODOODOO
gbobooogn

1) 00o000o00o0ogooo0o0 Yrpyyoboooboooooooooooooooo
gobobooooobboooobobooan

goboboogoboobod
goboobobooboobooboooobboboobobboobobooboo
aoo

) 000DO0DO0000 RrePOO00O0D0O000O0POO0DO00O0OOOOOOOO
00000 rO00000 {¢)}0 ¢)0000000000

i) 0000000000000 ({¢0r)),~()}0000000000000000
0000000000 r0000000000000000000000000
000000000000000000000000000000000000
OooO00ooO0oo0ooon

gobboogobboooobbbooon

gogooooooobobbbbbiboodoooouooobobobbobbooooo
OO0DO000O0D0O000O0 3320000000000 000000DO0ODOODO PO
00000000000 LOOODOOOOOOOOOoO0ooOOoOoooooooooooo
gooo



34 0O0OODO

35

(:P—L

ooo0CoOoo0o0o0oO0ooogo P cpPOO0¢OOOoOoOoOooooo¢ePHODOODDO
goboobodoogobbtboooobuooobboooobbobooobbooobobboo
Oo0O000O0O0000OOoO00bOO00oooOooDoOoooD 350000 36000000

342 000O0O0OOOOODOO

000000000000000000000000000000000000000
D0000000000000000000000000000000000o0onoon
0000000000000 000000000000000000000ooooon
000000000000¥® 00000000000000000000000000
D00000000o0oooooooooo

0 00 0OTTER, -3 PTTP¥0 Setheo?” D LeanTap 0 0000000000000
0000000000000 00000000000000000000000000
0000000000000 00000000000000000000000000d
0000000000000 00000000000000000000000onoon
0232°000000TPTP® 0000000000000 0000000000O00O0
000000000000000000000000000000000000000
0000000000000 0000000000000000000nooo0onoon
0000000000 000000000000000000o0o0ooooooooon
00000000o0oooooooooo

343 00000000 0OOOOODOOODODOOO

0D00000000000000000000000000000000000000
D000000000O0M. FitingD OOWOOOOOODO0DO0O0O0O0O000000000
D000000000000000000000000000000000o0oo0onoa
ooooooooo
000000340000000000000000000000000000000
D00003400000002000000000000 r130 11400000000
00000000000000000000000000d



36

030 0O000OO0DOOOOOobDOoOoboooboOoo

é“(},-l:;) : El - O(SI7T17A6)
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Ax1 . Vs, t,a(0(s,t,a) — P(s,t,a))

T

ﬁEl O(Sl, Tl,A6)

closed /\

_1EX1 _'P(Sla T13A6)

if £, occurs /\

xp =1 -0(sy,t,a1)  P(sy,t,a;)
E— [P(SlaTlaA())]

S1=Sl
Hh="T,
a; = Ag
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OO0 1(@000). 00000 cooog,oooo [TypellO[Type Il DO0OODOOO
goooooooodao
[Type I] (Auth+/Auth— Conflict)

rl5 Auth+(S¢,Tc,Ac)
rl6 : Auth—-(S¢,T¢,Ac)

[Type II] (Obli+/Obli— Conflict)

rl7 Obli+(Ec,Sc,Tc,Ac)
rl8 Obli—(Ec,Sc,Tc,Ac)

[Type III] (Obli+/Auth— Conflict)

rl9 Ob1i+(Ec,Sc,Tc,Ac)
120 : Auth—(S¢,T¢,Ac)
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event : E¢
L(r15) :© VYx(Ex — P(S¢,Tc,Ac))
{(r16) : Vx(Ex — —P(S¢,Tc,Ac))

T

_'EX1 P(SC, TC’AC)

RS

x1=C  =E, ~=P@Sc Tc,Ac)

0 3.6 [Type 1 0000 (Auth+/Auth—) 00 O

{r17) © Ec > OS¢, Tc,Ac))
g(rlg) : EC _>R(SC, TCaAC))
Ax2 . Vs, t,a(=(O(s,t,a) AN R(s,t,a)))

T

-0(s1,1,a1) —R(s1,8,a;)

T [~R(S ¢, Te, Ac)]
—Ec OS¢, Tc,Ac) /\

—Ec  R(Sc¢,Tc,Ac)

closed s1=Sc¢
if Ec occurs Hh=Tc
ap = AC

0 3.7 [Type II] O O O O (Obli+/Obli-) 00 O
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{(r19) . Ec > OS¢, Tc,Ac)
£(r20) : VYx(Ey — ~P(Sc,Tc,Ac))
Ax1 . Vs, t,a(O(s,t,a) — P(s,t,a))

T

-Ec OS¢, Tc,Ac)

closed /\

_'Ex1 _1P(SC7 TC,AC)

T

xp=C -0(sy,t1,a1)  P(sy,t,a1)
- [P(SC, TC,AC)]

if Ec occurs

S1=SC
h=Tc
a1=AC

0 3.8 [Type L]0 0 0O (Obli+/Auth—) 0 0 O
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Auth+(S 5, T¢, AL),
Auth—(S 7, TG, Ag),

0oooo
Q, = {Auth+(S¢, T¢, AD)}

Q_ = {Auth—(S¢, T¢, Ap))
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event : E,

J(H)  © Hyu(S1,82), Hy(S1,83), -+, Hx(S7,5%)
{(r) o Yx(E, — P(Ss,T5,A7))

{(r)) o Yx(Ey — —P(82,Ts5,A7))

g(pi"l) . Vx,y,z, a(P(x,y, a) A HW(Za .X) - P(Zaya a))

=P(x1,y1,a1) V = Hy(zy, x1) P(z1,y1,a1)
[P(Ss, T5,A7)]
X =33 |
y1=T5s |
1 = S4 |

al:A7 /\

—P(x2,y2,a2) V ~Hy (20, %)  P(z2,¥2,a2)
[P(S 4,T5,A7)]

X =94
y2=T5s
ZzZSZ
a, = Aq

03900000000000

3.53 0000

gboboboooogobobobbooobboooobbobooooobuooonooboboo
gobbooooboboooobbooooboboooboboooobbooobobooan
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gobboogobbbooobboooobobod

003 00000ooooo). 0ooooooooooooooooo3o0oooon
O0O000000D0000D0000O0D [TypelV]O([Type VIl OOODOOODODOOOO
[Type IV]IOODOODOO4000000 acl, 21,22, 23 00000000000000
O0O0oOoOooDon
[Type IV]
acl : A=A, VA;
21 : Auth+(S¢,Tc,Ap)
22 . Auth—-(S¢,71¢,A)
123 : Auth—-(S¢,T¢,A3)
[Type V]
ac2 : A1 =A; NAj
24 : Auth+(S¢,Tc,Ar)
25 : Auth—(S¢,T¢,Ap) or
Auth—(S¢,Tc,A3)
[Type VI]
ac3 : A =-4,
126 : Auth+(S¢,Tc,Ar)
27 : Auth+(S¢,Tc,Ar)

OO000CO0O00000DO0ODO0ODODO0OO0O0O00OD0OO Auth+/-0000000OO
ggooooooooobbobbbobobbbboodooooooooooboboboboboboo
ooobooOO0oobOOooboobOoboboboboOobooobbo3pogooooboDoooDo
goboogoboboooobn

O03@O000@uooo)oon). oogooogoooooooooooooooog
gobbooooboboooobobod

00.0000000000000000000([Type1V], [Type VIO O [Type VI] O O
000000000000000000000000003000000000000
000000000000000000000 [TypeIV], [Type VIO O [Type VI OO O
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event : E;
{(acl) + Yx,y(P(x,y,A1)

o P(x,y,A2) V P(x,y,A3))
J(r21)  Vx(E,— P(S,T,A))
J(r22) . Vx(E,— —-P(S,T,A))
J(r23) : VYx(E,— —P(S,T,A3))

T

—=P(x1,y1,A1) P(x1,y1,A2) V P(x1,y1,A3)
N [P(S,T,Az) V P(S, T, A3)]
-E,, P(S,T,A) -P(S,T,A>)
— -P(S,T,A3)
x =1 x =9
n=T

O 3.10 [TypeIV]IOODODO (A=A, VA3 ODOO

OOobOoo0oboOoboOobooobooooooobooosiooo .2ogpboooboooogon

gobbooobbbooobboooobboooobn

O
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event : E;
{(ac2)  Vx,y(P(x,y, A1)

o P(x,y,A2) A P(x,y,A3))
J(r24) : Vx(E,— P(S,T,A))
J(r25) : Vx(E, — —P(S,T,A))

T

P(x1,y1,A2) —P(x1,y1,A1)
P(-xlayl’A3) [_'P(Sa TaAl)]

o~

—~E,, -P(S,T,A;) ~E. PG, T,A)

X2:1 .X'l:S .X3:1

=T

0311 [TypeVIOO OO (A =A, AA3) OO0

event : E;

4(@6’3) : vx’y(P(x’yaAl) < _IP(X,y,Az))
[(r26) : Vx(E, — P(S,T,A)))

J(r2T7) o VYx(E,— P(S,T,Ay))

T

—P(x1,y1,A1) —P(x1,y1,A2)

P [-P(S,T,A))]
-E,, P(S,T,A)) Py

- ﬁEﬂ)@ P(Sa Ta A2)

X2:1 X1:S

ylzT X3:1

0 3.12 [Type VIIOO OO (A, = -A,) 000
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cw : CW(all’ {Tls TZ’ T Tn}ma all)
Q = {Auth+(Sc, Ty, Ac))™M!

OO0O0000000 Aauth+/-0000000000OO0OODOOODOODOOOODODO
goboboogobbbooooboboooobobooon
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event : E;

J(r1l) : Vx(E,— P(S,T,,A))

J(r12) : VYx(E,— P(S,T,,A))

flewl) + Vo, y=(P(x,T1,y) A P(x,T2,y))

/\

Ey, P(S,T,A)

. /\

P(S, Ty, A)
/\
=1 SP(g,Th,ys)  =P(x3,T2,Y3)
— [=P(S,T2,A)]
X3 :S
y3=4
0313 [TypeVIIIOODODO (ODODOODODOOODOODOO)ODOO

gobobod i

gdooooooobobobbbooddoo0uooouobobobbbbbooooUoo
goboobodoooboboodobobboooobbooobobbooobDbboobobboon
goboobod
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28 : prop(Auth+,H € SRH, UP)
129 : Auth+(5,,T,A)
r30 : Auth+(S,,7,A)
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00000000020000000 §,S,00008; = {u,u}0S2 = {ua, uz, us) O O
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policy 1 : Auth+(S, Da,{read,write})

policy 2 : Auth+(S,, Dg,{read, write})
O00000DbO00 b,000D0O00O0O $,000000000 read000 writed O
0000000000 bp00ODOODOODO S,000000000 readd00O write O
goooooooooooooobobooon
oo myooooooooooooooogoooooooooooon
oooo p, 00000000 boooobbooooDbboooUbobooon
ggooooooooooo

policy 3 : Auth+(S,, %, print)
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56.2 PromelaOOO0O0O

OO0O00O00oDbO00bOoobo0obooobDoo IDOmypeODOODOOODOODO
goobooooooon

mtype={ul, u2, u3, u4}

OO0D00000000000000D0O0D0DO0DOOPromelaDO000OO0O0OO inline
ggoooooooobbbbbbooodo0ouoooooooobobbbooobbobon
w000 i, OODOOOOODODOOOOO S,00000000000000 uins1 0O
tuneJ0000O0O0O0O0OODOOO0O0OODOO0O0OO

inline s1(uw{
if
::(u==ul] |u==u2)->u_in_sl = true
i:else->skip
fi}

gdooooooobobobbbooooooouoooobobbbbboooouoOog
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if
(file==directory_a) ->
if
i:u_in_sl->event=read; file=directory_a
;:u_in_sl->event=write;file=directory_a
i:u_in_sl->event=print;file=directory_a
::(u_in_sl && u_in_s2)
->event=write;file=directory_b
:: else -> skip
fi;
i:else -> skip
fi

Oo00ff000000000000000000DOo0oDO0oooooooDOooogoo
oooooobObObObObO0000oogooo by,O0b0bbbbboo0o0oooUoUoUgo
o000 iff0000000DbO0DO000O00ob0bO0obDOobOooOOo0obOooOooboOoDOo
O00000C000DO00000O000D00O0Ouwe S; 00000O0OOAOQOread, write,
prit 000000000000 DOO0000000O00O0O0ODO0ODOODOO0O0OO DyLODO
OO0O000o0obbOo0bueS, U0 uweS,000000DO00OO0OOOOODOOOOO
OoobOoooobobbdo ppobbboooobboooobbbooooooooD
DpyUD00oobobooboobo

OO000O0ODO0O0DO0O0DO00O00bO0O0ObO0OO0ODbDO0OO0DbODbODbOn0Od Promelad O
gogoooooooooooobobbbbbbbibodoooooouoooobobbbn
gogoooooooobbbbbbibodooooouoouooooobobobbobbbn
goboooooboooonoo

if
i true -> u=ul ; sl(ul) ; s2(ul)
i1 true -> u=u2 ; sl(u2) ; s2(u2)
i1 true -> u=u3 ; sl(u3) ; s2(u3)
: true -> u=ud ; sl(ud) ; s2(ud)

fi;
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OO0D0O00000DO000000 promela00000O0OO0OOODOODOO
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01: mtype = {ul, u2, u3, u4};

02: bool u_in_s1;

03: bool u_in_s2;

04: mtype = {directory_a, directory_b};
05: mtype = {create, read, write, print};
06: mtype file;

07: mtype event;

08: mtype u;

10: inline sl(u){

11: if

12: :(u==ul || u==u2) ->
13: u_in_sl = true

14: ::else -> skip

15: fi

16: }

17: inline s2(u)

18: {

19: atomic{

20: if

21: t:(u==u2 || u==u3 || u==ud) ->
22: u_in_s2 = true

23: ::else -> skip

24: fi

25: }

26: }
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28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:
44:
45:
46:
47:
48:
49:
50:
51:
52:
53:
54:
55:
56:
57:
58:

active proctype policy(){

file
event
u=ul;
do

= directory_a;

= create;

itrue >

atomic{

if

i1 true -> u=ul ; sl(ul) ; s2(ul)

:: true -> u=u2 ; sl(u2) ; s2(u2)

i1 true -> u=u3 ; sl(u3) ; s2(u3)

i1 true -> u=u4 ; sl(u4) ; s2(ud)

fi;
if

if

(file==directory_a) ->

(u_in_sl==true) -> event=read;
file=directory_a
(u_in_sl==true) -> event=write;
file=directory_a
(u_in_sl==true) -> event=print;
file=directory_a
(u_in_sl==true && u_in_s2==true) ->
event=write;

file=directory_b

:: else -> skip

fi;

iie
fi;
if

lse -> skip

(file==directory_b) ->
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59: if

60: :: (u_in_s2==true) -> event=read ;
61: file=directory_b
62: :: (u_in_s2==true) -> event=write;
63: file=directory_b
64: :: (u_in_sl==true && u_in_s2==true) ->
65: event=write;

66: file=directory_a
67 ;. else -> skip

68 fi;

69 i:else -> skip

70 fi;

71 }

72 od

73: }
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O-((u & S1) A (event = read) A (u € S5))
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oooooOoobobbObObObOO0oO0ooogoboboooouog ss,b0bbbbbboooooo
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ooo ! (pé&&q&&r)
000 #define p u!=ul
000 #define q event==read

000 #define r u_in_s2==true

gdooooooobobobbbbooooooouoooobobbbbobbboooouoo
OO000000O00DOO0DOO0DOO0ODOOo0DODOU0DOOOODOoODOOOSs1ODoO
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O((u € S1) A (event = print))
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O00< (p &&
0 00#define p u_in_sl==true
000 #define q event==print
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Seatch For:
i 2 proc O dpolicy) line (state 1) [file = directory_a]
4 prac O ¢palicy) line (state 2) [event = create]
& proc O dpolicy) line 32 "pan_in" (state 3) [u= u1]
a; proc O ¢palicy line 34 "pan_in” (state 4 [{13]
10: proc O dpolicyd line 37 "pan_in" (state 83 [(1)] =
10 proc O fpolicy) line 37 "pan_in" {state &) [u=u1]
11: proc O ¢palicyd line 12 "pan_in" (state 7) [({({(4==u1}||{4==udm] =
11: proc O ¢policy) line 13 "pan_in" {state 8) [u_in_g1 =1]
12 proc 0 {palicyd line 24 "pan_in” (state 18) [else]
13 proc O dpalicyd line 24 "pan_in" (state 173 [(13]
14: proc O dpolicy) line 43 "pan_in" {state 75) [((file==directory_a))]
14: proc O ¢palicy line 45 "pan_in” (state 78 [{((u_in_gl1==13] =
14 proc Odpalicy) line 45 "pan_in" (state 77) [ewent=read] =
15: proc O fpolicy) line 46 "pan_in" (state 78) [file = directory_a] =
16: prac O ¢palicyd line ' {state 1100 [elze]
17 prac O ¢policy) line 7O "pan_in” {state 1113 [{1)] =
19; proc O dpalicyd line 34 "pan_in" (state 43 [(13]
21 proc O dpolicy) line 37 "pan_in" (state 5) [{1)] =
21: proc O ¢palicy line 37 "pan_in” (state 6) [u=u1]
e proc O dpalicy) line 12 "pan_in" (state 73 [(((4==u1}||{4==u200)] =
22 proc O ¢policy) line 13 "pan_in" {state 8) [u_in_g1 =1]
i prac O ¢palicyd line ' {state 16) [elsg]
24 proc O dpolicy) line 24 "pan_in" (state 173 [(1)]
24 proc O dpalicy line 43 "pan_in” (state 743 [{(file==directony_a})]
26: proc O dpalicyd line 47 "pan_in" (state 79) [((u_in_g1==11)] =
26: proc O dpolicy) line 47 "pan_in" (state 80) [event = write] =
26: proc O dpalicyd line 48 "pan_in" (state 81) [file = directary_a] =
27 proc O ¢policy) line 70 "pan_in" {state 110} [else]
28: proc O ¢palicy) line 70 "pan_in” (state 1113 [{1)] =
30 proc O dpalicy) line 34 "pan_in" (state 43 [(13]
32 proc O ¢policy) line 37 "pan_in" (state 5) [{(1)] =
I proc O ¢palicy) line 37 "pan_in” (state B) [u=u1]
E ik proc O ¢palicy) line 12 "pan_in" (state 73 [(((4==u1}||{4==u2)))] =
b i proc O fpolicy) line 13 "pan_in" {state 8) [u_in_g1 =1]
34 proc O ¢palicyd line " (state 16) [else]
35 proc O dpolicy) line 24 "pan_in" {state 173 [(1)]
36 proc O dpolicyd line 43 "pan_in® (state 741 [((file==directors_al]
ar proc O dpolicy) line 48 "pan_in" (state 82) [((u_in_g1==1))] =
v proc O ¢palicyd line 49 "pan_in” (state 23) [event = print] =
3v: proc O ¢palicy) line A0 "pan_in" (state 84) [file = directory_a] =
38 proc O dpolicy) line 70 "pan_in” {state 110} [else]
it} proc O ¢palicyd line " {state 1110 [(10] =
41: proc O dpolicy) line 34 "pan_in" {state 43 [(13]
43 proc O dpalicy line 38 "pan_in” (state 223 [(1)] =
43 proc O dpalicyd line 38 "pan_in" (state 23) [u=uZ]
44 proc O dpolicy) line 12 "pan_in” (state 243 [(({3==u1)||(3==0d2))] =
44: prac O dpalicyd line 13 "pan_in" (state 299 [u_in_a1 = 1]
45 proc O ¢policy) line 22 "pan_in" {state 31) [({({(3==u)||{3==u3))||(3==ud)))] =
44 proc 0 {palicy) line 23 "pan_in” (state 323 [u_in_a2=1]
46: proc O dpalicyd line 43 "pan_in" (state 75) [((file==directory_a))]
LY proc O dpolicy) line 45 "pan_in" (state T8) [((u_in_g1==1)] =
47 proc O dpalicyd line 45 "pan_in” (state 77 [event=read] =
a7: proc O dpalicy) line 46 "pan_in" (state 78) [file = directory_a] =
LS proc O dpolicy) line 70 "pan_in” {state 110} [else]
49: proc O dpalicyd line 70 "pan_in" (state 1113 [{1] =
| 61: proc O dpolicy) line 34 "pan_in" {state 43 [(13]
| spin: trail ends after 52 steps
| #processes: 1
a2 proc O ¢palicy line 35 "pan_in” (state 114)
[l 1 processes created
Single Step _mcm_um_._n__ Save i m_mmq_ _mm_._nm__
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el

L= Simulation Output

2 proc O (policy) line 30"
4: proc O (policy) line 31

G prac 0 {palicy) line 32"
a: prac 0 {palicy) line 34"
10: prac 0 {palicy) line 37"
10: prac 0 {palicy) line 37"
11: prac 0 {palicy) line 12"
11: prac 0 {palicy) line 13"
12 prac 0 {palicy) line 24"
13 prac 0 {palicy) line 24"
14: prac 0 {palicy) line 43"
14: prac 0 {palicy) line 45"
14: prac 0 {palicy) line 45"
15: proc O (policy) line 46"
16: proc O (policy) line 70"
17: proc O (policy) line 70"
=====5TART OF CYCLE=====

19: proc O (policy) line 34"
21: proc O (policy) line 37"
21: proc O (policy) line 37"
22 proc O (policy) ling 12"
22 proc O (policy) ling 13"
23 proc O (policy) line 24"
24: proc O (policy) line 24"
25 proc O (policy) line 43"
26: proc O (policy) line 45"
26: proc O (policy) line 45"
26: proc O (policy) line 48"
27 proc O (policy) line 7O "
28 proc O (policy) line 7O "

spin: trail ends after 28 steps
#Fprocesses: 1

28 proc O (policy) line 33"

1 processes created

"pan

pan

pan
pan
pan
pan
pan
pan
pan
pan
pan
pan
pan
pan
pan
pan

pan
pan
pan
pan
pan
pan
pan
pan
pan
pan
pan
pan
pan

pan_in"

Seatch Far: Find

n" {state 1) [file = directory_a)
n" {state 2 [event= create]
n" {state 3 [u=u1]

n" {state 45 [(13]

n" {state 9 [(13] =

n" {state B) [u=u1]

n" {state T [({{4==
n" {state 8 u_in_g1 =1]

n" {state 16) [=lse]

n" {state 173 [(13]

n" {state 7o) [(file==directory_a]
n" {state TE) [u_in_g1==11)]=

n" {state 77 [event = read] =

n" (state ¥8) [file = directary_a] =
n" (state 110} [else]

n" {state 1113 [{1)] =

utilid==

n" {state 43 [(13]

n" {state 5 [(13] =

n" {state B) [u=u1]

n" (state 7) [(({d==u1)|[{4==u2)]] =
n" {state 8) [u_in_g1 = 1]

n" {state 16) [else]
n" {state 173 [{13]

n" {state 75 [(file==
n" {state TE) [{{u_in_gl==
n" {state 7¥) [event = read] =

n" {state 78) [file = directory_a] =
n" {state 110 [else]

n" {state 1113 [{17] =

directory_ai]
10 =

{state 115)

] =

Single Step |Suspend |

Save in: | sim. auk

Clear | Cancel |
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