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This thesis discusses an oscillator-based true random number generator
(TRNG) which is robust to environmental fluctuation. Random number generated
from physical random sources is a key component of a security system, such as
cryptography and authentication, because of its unpredictability, and many .
instruments for random number generation have been studied. This thesis
focuses on an oscillator-based TRNG, which utilizes random jitter of the
oscillator as a random source, since it is easily implemented on silicon and
it is inherently robust to deterministic noise compared to a direct
amplification method. However, it is difficult to design an oscillator-based
TRNG with circuit simulations, because ordinary simulators do not take the
jitter into account directly. An efficient design methodology tailored to the
oscillator-based TRNG is demanded. In addition, the amount of jitter is
generally insufficient while the randomness of output bit stream depends on
the jitter amount. Frequency dividers help accumulate the jitter, but they
reduce the throughput of the TRNG. Thus, an oscillator which has large jitter
yet operates at high frequency is required. Bias of output bits is another
critical issue for the TRNG. Probability of ‘1’ occurrence depends on duty
cycle of an internal oscillator of the TRNG, whereas the duty cycle
fluctuates by envirommental variations. Consequently, post-silicon online
tuning of duty cycle is indispensable.

This thesis firstly presents a design methodology for the oscillator-
based TRNG based on a stochastic behavior model. The model is used to
evaluate the randomness of the TRNG. Measurement results of a prototype TRNG
fabricated in a 65 nm CMOS process show that the proposed model well
reproduces the behavior of the TRNG. The stochastic model also enables a
worst-case-aware design of the TRNG. This thesis analytically confirms that
the worst case the methodology considers results in the lowest randomness of
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outputs. The proposed worst-case-aware design methodology determines design
parameters according to the worst y value of a poker test under deterministic
noise. Experimental results with a noise-aware gate-level simulator
implemented for validation purpose verifies the efficiency of the worst y
evaluation. Also, a design example is presented to exemplify the proposed
worst-case-aware methodology.

Secondly, this thesis proposes an architecture of a jitter amplifier to
improve the randomness of the oscillator-based TRNG. Jitter of an oscillating
signal is intensified by changing a propagation delay of a latency-
controllable (LC) buffer. Two types of LC buffer, viz. two-voltage LC buffer
and single-voltage LC buffer are presented. This thesis also derives an
expression to estimate the gain of the jitter amplifier, and analyzes
sufficient conditions for proper amplification. The oscillator-based TRNGs
with the jitter amplifiers are implemented with a 65 nm CMOS process. Area of
the amplifier with the two-voltage LC buffer is 3,300 um® while the

amplifier with the single-voltage LC buffer occupies 1,700 unf. Measured
jitter gain of the jitter amplifier with the two-voltage LC buffer is 8.4,
and that with the single-voltage LC buffer is 2.2. The jitter amplification
enhances the entropy of bit streams, and makes the output random bits pass
the all tests of the NIST test suite. The proposed jitter amplifier attains
higher throughput per area than frequency dividers in most cases.

Finally, this thesis describes a system that self-calibrates duty cycle
to remove the biasing. In the proposed system, a duty cycle monitor measures
the duty cycle of an oscillating signal, and a duty cycle corrector adjusts
the duty cycle according to the measured value. A TRNG with the proposed
monitor and the corrector is fabricated in a 65 nm CMOS process. The duty
cycle monitor measures the duty cycle with a resolution of 0.16 % and the
duty cycle corrector achieves 0.11 % of resolution in average at 20 C. In
addition, the monitor reduces the necessary time for estimating duty cycle to
be 3,500 times smaller than output bit sampling. Employing the self-
calibration system, the variation of probability of ‘1’ occurrence due to the
temperature fluctuation becomes 1/18 times smaller

Integrating these accomplishments, this thesis realizes generation of
highly random numbers even under environmental fluctuation, and contributes
to development of highly secure systems.
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