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The challenge of critical information infrastructure protection (CIIP) — that is, protecting critical
infrastructures whose major operations depend on information technology (IT) systems—is one of the biggest
challenges in the globalization age : The public lives in the modern age depends largely on CIIP, and the
disruption of CIIP has large impacts on social lives since many information systems are inter-connected and
depend upon other operational systems beyond organizations, regions, and sometimes nation-states. On the
other hand, various threats for information infrastructures, including both physical threats and cyber-based
threats, caused by human sources and natural threats, are growing. It ié therefore an urgent public policy
agenda to devise effective measures to CIIP at the global level. Especially, since the challenge of CIIP involves
both public and private sectors beyond nation states, a truly global response—through a formation of global
governance—is required. The main purpose of this dissertation is to explore the blue prints of effective public
policy models on which a global governance structure for CIIP can be built. The challenge of CIIP exposes three
disparities and one paradox. The first is the disparity between practical efforts and the theoretical base ; the
second is the disparate efforts among different nation-states ; the third is the disparity between the existing
national and international measures and the global approach the study seeks. The paradox is between the
ideas of CIIP and of information warfére—that is, while there are many ideas about defensive information
warfare, some nation-states hold the ideas about offensive information warfare at the same time. Especially to
address these disparities, this study takes the following steps : First,. it develops a theoretical framework by
delineating four factors that constitute global governance from different theoretical components including global
governance, global public goods, and global public policy network. The global governance factors are : strategic
direction, strategic 'action, operational mechanism, and operational tool factors. Second, the study examines
different existing national measures that have been developed to date and makes a gap analysis about how the

existing measures are either far off or in line with the global governance factors in the theoretical framework.
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Third, the study turns to emerging international measures—bilateral, regional, and multilateral—and makes a
gap analysis in the same way as the national analysis. Results from the national cdmparative analysis suggest
that different national measures reflect the gaps in the global governance factors, especially distinctive gaps in
partnerships and networks among all the stakeholders. The results of analysis of international measures
proved separate at different levels, and many aspects of the separate status reflect the gaps in the global
governance factors. Findings show that while the existing measures are away from the global governance factors,
they do have measures related to some of the global governance factors. The findings of researches providéd
how to design a global gbvernance framework for CIIP as a foundation for the model design, and essential global
governance models bésed on the framework : “CIIP Global Risk Management Network” and “CIIP Global Policy

»

Coordination Network.” Both of them provide how to direct existing different resources into better public policy

for CIIP at the global level.
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