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Code Clone Detection Technique Using Program Execution Traces

MASAKAZU Tokal:®

NORIHIRO Y OSHIDAZ:P)

KATSURO INOUE!®)

Abstract: Code clone is a code fragment that has identical or similar fragments to it in the source code.
Many code clone detection techniques and tools have been proposed. However, source code derived by
copy-and-paste may be disguised by obfuscation because these techniques detect code clone using only static
information such as source code or binary. Therefore, we propose a new clone detection technique, which
divides execution trace into a set of phases, and then performs the comparison of those phases based on
involved method calls. The experimental result shows that the proposed clone detection technique identified
obfuscated and original classes, and an evidence of reusing source code.

Keywords: Code Clone Detection, Dynamic Analysis, Obfuscation
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public void b() {
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class B {

() ﬂ \\A‘ (b)
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Ex.print(this, “Hello”);

¥
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print(“Hello”);

¥
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¥
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class Ex {
b public static void print(Sample
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public void something() {
// 03

class Ex {
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Fig. 1 An example of obfuscations
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Fig. 2 An overview of the proposed approach
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Fig. 3 An example of normalization within one method call
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Fig. 4 An example of normalization according to current and

previous method calls

3.3 UOoooaoo

gobboooooobboooobbboooobobo
0 [15|000000000000000000D00DO 20
gooobobbboooooboobbiobobbblibbn
golgobooob3bbooboobooobboooobon
gooopobobobboooooooobobbbboooooo
2000000000000 DOObLOODD

gogobooobboobiobbuoobboo oo
gobooboobbooboboobuooboobboon
goboobooboobbooobooboobboon
gobodgobobooboo

gogbogoobbobobuooboobooboobboo
gobooboobbooboobooboobbooo
gooo

4. OO0

gogboobboobobooboobooboobboo

© 2012 Information Processing Society of Japan

gogbooobobobobuoobooboooobooboon
gogoooobbosoboobobobobbooooooon
000200000000000 ICCA*O Gemini 00O
000000 VirgecODOOOODOODOOOOO 2000
gogoooood

o JDUIODOODDOODOODLDUODDOUODLO
o JUDUOODDODODDOODDOODO
000000000ProGuard®?00000000000
gogboooboobboobuoobuooboooboon
gboboboooooooboobobob

4.1 00O0O0O0OOCOO0OOCOO00OO0

330000000 0000000ooooooooOogad
ooboooooooooooooooooooobooooon
oooooo0O0O0O0O0D AOO0OO BOOOOODOOO
gobooooood

similarity(A,B) =
2x(A0BOOUOOOOOUDOOOOOOO)
AQOOOOOOO0OOO +BOOOOOODODO

0000000000 ADDODOO BOOOOO ADO
oooOBOOOOOOOOOOOOOOOOOOOOOO
goo

GeminiDOOOOOOOVirgoOOOOOOODOOODO
O ProGuard D000 0O00OO0O0OOOO0ODOOODBDDOO
uooooooobooooooooooooonoo sd6
oboooooboooooboocoooooooooooo
OO000000000000000GeminiOOOOOOO
oobooooooooooboocoooooooboooo
TO00000000000Gemini000O0O0O0O0ODQO Virgo
gobooooobooooooboocoooooooooooo
ubooooooooooooooboooooboooooon

VirgoOOOOOOOOOOOOOOODOOOOOOO
goboooooboooooboooooooobooooo
gobooooobooooobooooooOooboooo

*I JCCA: http://sel.ist.osaka-u.ac.jp/icca/
*2 ProGuard: http://proguard.sourceforge.net/



gooobooooono
IPSJ SIG Technical Report

1.2

0.8

—Gemini

0.4 @—)\/irgo

" / /
0 01 02 03 04 05 06 07 08 09 1
HEE

05 O000oboooooooo

Fig. 5 Similarity between obfuscated and original classes
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Fig. A-1 An example of detected pair of similar phases
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