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Abstract of Thesis

This thesis discusses low-complexity audio encryption methods for Digital Rights Management
(DRM). Recent years have seen the rapid growth of Internet traffic and the proliferated
distribution of digitalized audio products such as music, audio books, and spoken news. As a
result, secure distribution and copyright protection of those products have been increasingly
important. The DRM technologies have been intensively studied in this area, and encryption plays
an important role to protect the contents from unauthorized accesses. Although encryption
ensures content security, the naive method of encrypting an audio file would destroy compliance
with the audio standard so the resulting encrypted file could not be rendered by existing standard
media players. This thesis focuses on low-complexity audio encryption methods that keep
compliance with the media standard and achieve the following DRM requirements: .1) providing
the confidentiality in andic distribution, 2) controllably degrading the audio quality by adjusting
the percentage of encryption, and 3) realizing the try-before-purchase model, which is one of the
important business models of DRM, in which the encrypted audio files are published for
commercial purpose; users can render those files for trial without decryption and enjoy the
contents in original quality by purchasing the decryption keys.

Firstly, this thesis presents a low-complexity partial encryption method for compressed
audio (MP3). Unlike conventional encryption which encrypts the whole file, partial encryption
can provide some interesting features such as yielding low-quality signals, reducing execution
time, and coexistence with the media standards. The main idea of partial encryption is to protect
the entire content by encrypting only the perceptually important parts. This thesis discusses how
to choose the perceptually important parts during the MP3 encoding process in accordance with
the concept of the Human Auditory System (HAS). Experimental results show that encrypting the
whole MP3 file renders the audio signal meaningless while encrypting 2-10% of the file degrades
the audio quality but not completely destroys the signal so it can be used as trial music. That trial
MP3 keeps compatibility with the standard so it can be rendered by any existing MP3 players
without need to decrypt. Under the access of the correct decryption keys and specific MP3
players, the full-quality MP3 can be successfully recovered. In addition, this thesis discusses the
invalid amplitude problem regarding audio encryption: in any kinds of audio format, there are
valid amplitude ranges for audio samples, which differ based on the supported bit-depth of an
audio coder. If the audio samples to be coded are not within the valid range, they are clipped. This
becomes a problem when the encrypted audio samples are beyond the valid ranges and get
clipped because the data losses introduced by clipping deter the decryption process from
successfully recovering the signal. This thesis also presents a solution for this problem.

Secondly, this thesis presents two low-complexity audio scrambling methods, which are
kinds but not direct applications of audio encryption. Unlike audio encryption that renders an
audio signal meaningless by changing both the values and positions of the contents, audio
scrambling degrades the residual intelligibility of an audio signal by breaking the coherence




between data contents. They neither inject any new values nor change the values of the existing

contents. Due to this feature, they are more preferable to usual audio encryption to be used as pre-

and post-processing of data hiding methods. This thesis presents two effective audio scrambling

methods in the time domain: one based on the pre-order traversal of a complete binary tree and
the other on a pseudorandom number generation algorithm called Mersenne Twister (MT).

Experimental results show that the proposed methods are very effective in terms of time and .
space complexity and scrambling effect. However, their cryptographic security is limited because

of the only use of permutation operations.

Thirdly, with the aim of strengthening the cryptographic security of the proposed audio
scrambling methods, this thesis presents two new schemes in the wavelet domain. First, an audio
signal is wavelet decomposed. Then, the layers of wavelet coefficients are separately scrambled
by considering not only the pre-order but also in-/post-order based scrambling methods in the first
scheme and using the MT based scrambling method with a series of keys in the second scheme.
Experimental results show that anyone without knowledge of the correct wavelet decomposition
parameters and the correct method/key used for each layer will not be able to successfully |
descramble the signal. The new schemes also achieve progressive scrambling that enables the
audio outputs with different quality levels to be generated by controlling the scrambling degree on
the basis of the system requirement: slightly distorted ones for the try-before-purchase model of
the DRM systems and severely distorted ones for the systems with strong security needs.

As a conclusion, this thesis presents low-complexity audio encryption methods for both
compressed and uncompressed audios with detailed discussions on 1) how to solve the invalid
amplitude problem regarding audio encryption, 2) how to effectively choose the perceptually
important parts for partial encryption, 3) how to conduct encryption while keeping compliance
with the media format, and 4) how to strengthen the cryptographic security of audio scrambling.
In addition to providing confidential audio distribution, the proposed methods can also be used to
realize the try-before-purchase model. Thus, these proposals strongly contribute to the
development of efficient DRM systems.
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FEXIT, TUINERERED D OEFESOEEESLICHTIWEORRETEDEHDOTHY, UTD
FELHERERBTNS,
EHRFELEREE I T MRS EFEORR
HFEEBOEZEER., E2fIcd L TiThRs Z EM—RITH 228, FHFETIL. NP3 (MPEG Audio Layer-3)
I EDERTFB LT NAEEERITHL. ARMOBERESELFETI LT BERGIEEREEOAERE
ETSFHEZRELTVS, CThIZLD, BEEAREBKEEEICETTDIE2MWEELELTWS, MAT, #
HiII—BRELT2 L2 TREENEETERM 2N, 2FEEFERTAIEICLD, BEEESNAT
FRESZEETLIENTREEZ-TVS, ZHIE. FEEELREIEBIA I 7INEHEEEBICERHTES
FOFRTH S,
EFEEREMNTEIRA I NFHEORR
EEEROTFa T RERTAEOOFEELTAY SV INFEERSE S, iRORES(LFiETEL TR
JERITEIH <A, FIASEERREODII—RAUICEVSNTNS, EFEMLALSEOBMINIEH <2
WiEhThwad, ZHiZHL, TEEFOAI I 7INFEER, EFaVF 1 2BRLODDETENLALLE
BIERT S EMNEETH S, FMX T HEBEOFEHEBRAZ SV TNFHEEREELTWS, ZHKRDHIE
FEICEISHEREEANELR - V1 AV REUEABFAIERBICE TS FETH D, chozHFEERERLE
ERERNS, MFEHELEMHER ZHGHEREDICORSEREICERT TS D LABREINTWS, —FHT.
BRAHEOAIIE I OB S{LEEICI%EBOLMMEH 22 & bHFHL TS5,
EFEERICNTET 2T Vy MEBEAYZ S I NVFEORE
LETHEELR-F, L0HRELAEFL )T+ ORROAD, FHXTH. FEESITHL. BEEE TR
BEEERET > THAERER TRV S INTHFEEBELTVS, BEENICE, Yx—7 Ly FERICEK
DRBIEINEHRAERRMIHL T, BRHOICAZ S TNVETFIFETHD. A7 5> TNITIR. §iEER.
FINEEE., BIEEEOWTNNOFE, RENIANEL R « WA AVFELEHFIERSICE T FREERL
TG, FFEICELD, TR EEREEROND I EMNRRATESLLEDLIT. BEEARSZPF VT LR
NBEOTFEICE U TEBRIZ A2 S TN ETHICEBAEEELTNS,
BEoX3iz, FUOFNEFERBEOEDOTEEROEERSLFEICETIMER. SBITETEELRD

YNFAT 4 THEROF Y FT—JFRAZRETIEWSUE, S BIERITEATHS, ABFHECEF T4 L
NELTHREBENTBY ., FRXETNFAT A THEREFUT A OERLICODHE TS DO LB TES,
#oT, #E (FHAFE) OFUBIXLLTHESSbDERD S,




