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Thanks to the pervasive connectivity to the Internet, information
sharing through the Internet is in full bloom, production and consumption
of information is active. A large number of the general public is
enjoying information production and consumption because the advancement
of the Internet technology and competition in the field of information
technology reduced the cost of production and consumption. Though it is
one of a good side of technical innovation, it leads to the degradation
of the trustworthiness and accuracy of the information. On the other
hand, as more information is produced and consumed, the trustworthiness
and accuracy of information decline. In this dissertation, we divided the
cause of this problem into four categories: modification of information
unintended information leak, rich information that contributes to user s
context, and abuse of user’s information. This dissertation presents four
solutions to the problems to maintain trustworthiness and accuracy of
information shared over the Internet.

Firstly, we propose a lightweight vulnerability management system
(LWWMS) based on a self-enumeration approach. This LWVMS allows
administrators to configure their own network security policy flexibly
It complies with existing standards, such as IEEE 802.1X and EAP-TLS, and
can operate in existing corporate networks. Since LWVMS does not require
IP reachability between the managed server and management servers, il can
reduce the risk of invasion and infection in the quarantine phase. In
addition, LWVMS can control the connectivity based on both the
vulnerabilities of respective components and the network security policy

Secondly, we propose an enhancement to role based access control, which
can use OS identity as an element of subject. This model enables an
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can use 0S identity as an element of subject. This model enables an
administrator to configure the access control policy, which allows
specified users using specified 0S to access the specific server. The
prototype implementation of this model shows that the proposed model is
effective to prevent information leak.This prototype implementation uses
VM environment to authenticate a user, and filter network traffic based
on the combinations of the OS running on VMs and user’ s identity using
that OS.

Thirdly, we propose a method to detect the closest sensor node (CSN)
based on the proximity and obtain sensed data directly from it. In
identifying the CSN, the proposed method uses radio related index and
reception time of packets as an index of distance between two nodes. The
experiments using a prototype implementation show effectiveness of the
proposed method. This prototype uses only the nodes surrounding the user
to obtain sensed data. This method is effective to provide users’
environmental information especially in an indoor environment.

Finally, we propose a profile control mechanism called Granularity
Control Mechanism based on Identified Probability (GrIP) that controls
the number and granularity of disclosing personal information while
maintaining quality of personalized service. The GrIP generates a user
profile from a combination of different kinds and granularities of
personal information.The simulation experiments show that the proposed
mechanism can balance the tradeoff between privacy and quality of
personalized services
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