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Abstract

With the development of computer, social networking, and sensor networking systems,

an enormous amount of data is being stored and made available. Various approaches

have been proposed to machine learning and knowledge discovery using those available

data. Amongst them, we focus on rough set approaches, which provide useful tools for

data analysis. In the rough set approaches, the dataset is arranged into a data table

called a decision table where objects are described by condition attributes and a decision

attribute. Using the decision attribute, the objects are classified into decision classes.

Attribute reduction and rule induction are two successful methods based on rough set

approaches. Attribute reduction is a minimum set of condition attributes maintaining

the consistency of the decision table. Rule induction is to induce accurate if-then rules

inferring memberships of decision classes from the decision table. Such if-then rules are

called decision rules.

This thesis describes three approaches to the utilization of rules induced from datasets

through rough set approaches. First, we propose robustness measures as a new type of

index of rules for evaluating the goodness of rules. The measure evaluates to what extent

the interestingness of a rule is preserved against partial matched objects. Various ro-

bustness measures are defined depending on the evaluation attitude against uncertainty.

Numerical experiments are conducted to examine the usefulness of robustness measures.

The rules selected according to the robustness measures are compared to those selected

by recall, which is the measure frequently used for selecting good rules. Our results

reveal that a different aspect of the goodness of a rule is evaluated by robustness mea-

sures. A robustness measure is meaningful as an independent and complementary index

of recall.

Second, we propose a rule clustering approach to achieving k-anonymity for privacy

protection of rules. Induced rules are not always supported by a sufficient number of

objects. If a rule is supported only by a few objects, some condition or decision attribute

values of some particular objects can be revealed. If some of the revealed attribute values

are sensitive or identify an object, it may invade the privacy of the object. To protect
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Abstract ii

the privacy, achieving k-anonymity, i.e., using only rules supported by at least k objects

is useful. However, erasing induced rules whose supports are less than k deteriorates the

accuracy of the rule-based classifier. Therefore, we propose the merging of rules with low

support based on the similarity and consistency of rules. In this way, we try to achieve

the k-anonymity without any significant deterioration of the accuracy. Two numerical

experiments are conducted. One is to verify the accuracy of the rule-based classifier

with the k-anonymized rules, and the other is to evaluate the risk of privacy invasion

of decision attribute values. The experimental results demonstrate the usefulness of the

proposed method.

Third, we propose a mixture model approach to constructing an effective rule-based

classifier by utilizing the published rules. When published rules are available, we may

utilize them to construct an effective and useful rule-based classifier by incorporating

them into the rules induced from the dataset at hand. However, the published rules may

include some special characters caused by territorial, cultural, ethnic or religious charac-

ters, different age strata bias and so on. Then, we apply the idea of the mixture model in

order to utilize both the published rules and the rules induced from the dataset at hand.

By applying LERS algorithm to each set of rules, we obtain two score distributions

over decision classes. To combine those two score distributions, we apply the mixture

model. EM algorithm is then used for estimating the appropriate mixture ratios for con-

structing a rule-based classifier. Numerical experiments are conducted to examine the

performance of the proposed approach. Our approach is compared with four alternative

methods using several datasets obtained from public domain. The effectiveness of the

proposed approach is demonstrated by the numerical experiments.

Finally, the results obtained in this thesis are summarized. The proposed methods

will be useful for the utilization of induced rules in real-world problems.
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Chapter 1

Introduction

1.1 Background of This Study

With the development of computer, social networking, and sensor networking systems,

an enormous amount of data is being stored and made available. Owing to the avail-

ability of large amounts of data, there has been a considerable increase in the need

for the effective utilization of data. The development of techniques for data mining

and knowledge discovery from data is strongly required. Various approaches have been

proposed to machine learning and knowledge discovery using those available data for

real-world problems. Amongst them, we focus on rough set approaches, which provide

useful tools for data analysis. In the rough set approaches proposed by Pawlak [59],

the dataset is arranged into a data table called a decision table where objects are de-

scribed by condition attributes and a decision attribute. Using the decision attribute,

the objects are classified into decision classes. Attribute reduction and rule induction

are two successful methods for data analysis based on rough set approaches. Attribute

reduction is a minimum set of condition attributes maintaining the consistency of the

decision table. Rule induction is to induce accurate if-then rules inferring memberships

of decision classes from the decision table. In rough set approaches, such if-then rules

are called decision rules. A decision rule is composed of a premise described by condition

attribute values and a conclusion describing the attribute attribute values or decision

classes. For convenience, the decision rule is simply called ‘rule’ throughout this the-

sis. The rough set approaches are applied to various fields such as medicine, Kansei

engineering, economics and finance, decision analysis, environmental issues, and web

mining [6, 15, 16, 42, 62, 69, 73, 74]. In this thesis, we tackle three problems for the

utilization of rules induced from datasets : selection of good rules, privacy preservation

1



Chapter 1. Introduction 2

for publishing rules, and utilization of published rules. The backgrounds of these topics

are described in the following three sections.

1.2 Selection of Useful Rule by Interestingness Measure

Although induced rules are typically used to construct a rule-based classifier which pre-

dicts the decision classes of unseen objects, the rules are also useful for design knowledge.

For example, rules that indicate the relations between the product design and the suc-

cessful selling of products can be deemed design knowledge. New products that satisfy

the conditions of acquired rules may attract customers more than those that do not [42].

Although we are interested in a good set of rules for constructing a rule-based classifier,

we are also interested in good individual rules that are useful as design knowledge. In

this sense, we consider an index to evaluate the goodness of individual rules. Selecting

useful rules based on the appropriate evaluation is an essential task for constructing a

rule-based classifier and supporting the decision criteria for designers.

To evaluate the goodness of a rule, various measures of rule interestingness called

interestingness measures have been proposed in previous studies [20, 39]. Interesting-

ness measures have been developed to find meaningful patterns and construct an ef-

fective rule-based classification system composed of several association rules. These

measures are different from those with the primary characteristics of generality, con-

ciseness, reliability, novelty, surprisingness, utility, actionability, and so on. (see re-

views [11, 37, 38, 61, 67, 72].) Support and confidence [3], gain [17], and conviction [13]

are the most commonly used interestingness measures. In addition to the above, re-

call has been commonly employed and is one of the most suitable measures to evaluate

the goodness of a rule [21, 42]. This measure is also called coverage in a rough set

community. In particular, when rules are 100% confident, recall is often used for rule

evaluation.

Interestingness measures evaluate the strength of the relation between the conditions

and the conclusion of a rule. However, they do not evaluate the strength of the relation

between some of the conditions and the conclusion of a rule. Considering the potential of

partially-matched data in new objects, a good evaluation of the rule may be performed

if the rule maintains the confidence of its conclusion even for partially matched data.

Such a rule would also be suitable for design knowledge because the newly designed

items may fail to satisfy some conditions of the rule despite the designer’s intention. In

Chapter 3, we propose novel interestingness measures as a new type of index of rules for

evaluating to what extent the interestingness is preserved against the partial matching

for the condition.
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1.3 Privacy Preservation for Publishing Rules

When rule-based classifiers constructed by rules are used in real-world problems, we

may be requested to publish them to ensure fairness and to provide knowledge for field

researchers. The development of methods and tools for publishing rules while ensuring

the confidentially of personal sensitive and private information is a task of utmost impor-

tance. This undertaking is called privacy-preserving data publishing [18]. In previous

studies, research communities have responded to this challenge and proposed many ap-

proaches [18, 28]. In the field of frequent pattern mining such as Apriori algorithm [4],

various kinds of privacy models have been proposed to preserve the privacy of personal

information [33, 43, 66, 75].

Induced rules are not always supported by a sufficient number of objects because ob-

jects having rare condition attribute values may exist in a dataset. If a rule is supported

only by a few objects, some condition or decision attribute values of some particular

objects can be revealed. It some of the revealed attribute values are sensitive or iden-

tify an object, it may invade the privacy of the object. This identifiability is totally

undesirable, especially for sensitive information. That is, the development of techniques

for privacy protection is a very important issue for published rules. As a solution, each

rule should be supported by at least a certain number of objects in the dataset. For

instance, the concept of k-anonymity [65], which requires at least k objects supporting

each published data pattern, could be applied to generate the rules. Inuiguchi et al. [30]

applied the concept of k-anonymity to the privacy protection for the publication of rules.

They proposed a method for inducing the rules satisfying k-anonymity by relaxing the

conclusions of rules as the membership to a union of decision classes. They maintained

the classification accuracy by taking an intersection of the rules with unions of deci-

sion classes. However, this method can be applied only to datasets with more than

two decision classes. Namely, the approach is not applicable for datasets with two de-

cision classes. Clustering approaches have been proposed for achieving k-anonymity for

privacy protection [31, 32]. These approaches are called k-member clustering methods

and protect the data privacy. Their methods have not been applied to publishing rules.

Naive approaches that involves erasing rules, whose supports are less than k, often dete-

riorate the accuracy of the rule-based classifier. In Chapter 4, we investigate a method

for anonymizing rules while the rule-based classifier can maintain high classification

accuracy when datasets have only two decision classes.
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1.4 Utilization of Published Rules

When the rules published by different organizations and companies are available, it is

worthwhile to utilize the published rules for constructing a more effective and useful

rule-based classifier by incorporating them into the rules induced from the dataset at

hand. However, we would not be able to know the dataset from which the published rules

originated. The published rules can be induced from some biased dataset. For instance,

a number of objects with a condition attribute value exist in the biased dataset compared

to our dataset at hand. That is, the published rules may include some special character

caused by territorial, cultural, ethnic or religious character, different age strata bias

and so on. If we incorporate a published set of rules induced from a potentially biased

dataset into the rules induced from the dataset at hand, the performance of the rule-

based classifier that incorporates the published set of rules may deteriorate unless the

potential bias is properly treated.

Nevertheless, it would be useful to take advantage of the knowledge of the published

rules. By utilizing the multiple sets of rules induced from various kinds of datasets,

e.g., medical data in different hospitals and questionnaire data from various people, we

may construct a more widely applicable and useful rule-based classifier. In previous

studies, various rule ensemble models obtained by some ensemble learning techniques,

e.g., Bagging [12], have been proposed [8, 9, 63, 70]. However, the sets of rules in these

approaches are obtained in bootstrap samples and drawn from a single dataset. Few

studies have devoted to the combination of sets of rules obtained from different datasets

such as the published rules and rules induced from a dataset at hand. In Chapter 5,

we propose a method for utilizing the published set of rules together with rules induced

from the dataset at hand.

1.5 Thesis Overview

This thesis studies on three approaches to the utilization of rules induced from datasets.

The rules are assumed to be induced by rough set approaches so that they are accurate

rules with minimal conditions. The relations between the chapters of this thesis can be

explained as shown in Fig 1.1. Chapter 2 presents the basic concepts of the rough set

theory. The rule induction method used in this thesis is described. More concretely,

MLEM2 algorithm [25], which is a rule induction algorithm, is described. To construct

rule-based classifiers using induced rules, LERS algorithm [22], which is a classification

algorithm using rules, is described. In addition, interestingness measures [20, 39], which

are indices to evaluate the goodness of an if-then rule, are described. The measures
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Figure 1.1: Structure of this thesis

frequently used in the previous studies are compared to the proposed measure to eval-

uate the interestingness of a rule in Chapter 3. Techniques for privacy preservation in

data publishing are described. k-anonymity [65] is one of the most successful privacy

preserving methods. The decision table is said to satisfy k-anonymity if each pattern

appearing in the decision table has at least k objects in the decision table. Expectation-

Maximization (EM) algorithm [14], which estimates the mixture rates of different dis-

tributions from a given dataset, is described. The EM algorithm alternates between

executing an expectation (E) step and a maximization (M) step. The E step computes

the expectation of the log-likelihood function using the provisional values of parame-

ters, while the M step updates the provisional values of parameters by maximizing the

expected log-likelihood.

In Chapter 3, we propose robustness measures as a new type of evaluation index for

rules in order to select good rules. This measure evaluates to what extent the interesting-

ness of a rule is preserved against partial matched objects. Various robustness measures

are defined depending on the evaluation attitude against uncertainty. Four numerical

experiments are conducted to examine the usefulness of the robustness measures. The

rules selected according to the robustness measures are compared with those selected

according to the recall measure, which is a well-known measure used for selecting good

rules. The results reveal that a different aspect of the goodness of a rule is evaluated

by robustness measures. This shows that a robustness measure is meaningful as an

independent and complementary index of the recall measure.

In Chapter 4, we propose a rule clustering approach to achieving the privacy protection
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for rule publication. To protect the privacy, we use the concept of k-anonymity [65], so

that only the rules that support at least k objects are used. To achieve k-anonymity, the

rules with small support scores are merged if they are similar and the resulting merged

rule has high consistency. In this way, a set of k-anonymous rules is generated without

any significant deterioration of the classification accuracy of a rule-based classifier. Two

numerical experiments are conducted. One is to verify the classification accuracy of the

rule-based classifier with the k-anonymized rules, and the other is to evaluate the risk

of privacy invasion on decision attribute values. The experimental results demonstrate

the usefulness of the proposed method.

In Chapter 5, we propose a mixture model approach to the utilization of published

rules for enhancing the effectiveness of a rule-based classifier. The mixture model is used

to construct a better rule-based classifier by combining the published rules and the rules

induced from a dataset at hand. By applying LERS algorithm to each set of rules, we

obtain adequacy scores over decision classes. EM algorithm [14] is then used for esti-

mating the approximate mixture ratios of the adequacy scores. Then the mixed scores

over the decision classes is used to estimate the decision class of an object. Numerical

experiments are conducted to examine the performance of the proposed approach. The

proposed method is compared with four alternative methods using several datasets ob-

tained from public domain. The effectiveness of the proposed method is demonstrated

by the numerical experiments.

Finally, in Chapter 6, we summarize the results of these studies, and give the directions

for future research.



Chapter 2

Preliminaries

In this chapter, we introduce notions and basic concepts which are necessary in the

following chapters. In Section 2.1, the definition of a rough set and its properties are

described. In Section 2.2, we explain a rule induction algorithm based on the rough set

theory. The rule induction algorithm is called Modified Learning from Examples Module

version 2 (MLEM2). In Section 2.3, we explain a classification algorithm using rules. It

is called Learning from Examples based on Rough Sets (LERS). In Section 2.4, Inter-

estingness measures evaluating the goodness of a rule are described. In Section 2.5, the

concept of k-anonymity which is one of the most successful privacy preserving methods is

described. The concept is used in Chapter 4. In Section 2.6, Expectation-Maximization

(EM) algorithm which alternates between executing an expectation (E) step and a max-

imization (M) step is described. The algorithm is used in Chapter 5.

2.1 Rough Sets

2.1.1 Information Table and Indiscernibility Relation

In rough set theory, a data table is modeled by an information table. The information

table is defined by a quadruple T = ⟨U,A, V, ρ⟩, where U called universe of discourse is

a finite set of objects, A is a finite set of attributes, V =
∪

a∈A Va and Va is a set of all

values of attribute a ∈ A, and ρ : U × A → V is a total function called an information

function.

Given an information table and an attribute set B ⊆ A, a B-indiscernibility relation

is a relation in which each pair of objects have the same attribute values with respect

7
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to B. Namely, It is defined by

IB = {(x, y) ∈ U × U : ρ(x, a) = ρ(y, a),∀a ∈ B}. (2.1.1)

IB is obviously an equivalence relation, i.e., it satisfies reflexive, symmetric and transi-

tive. The indiscernibility relation IB divides the object set U into a partition, which is

a set of equivalence classes of objects. An equivalence class of x ∈ U with respect to B

is a set of objects which is defined by

IB(x) = {y ∈ U : (y, x) ∈ IB}. (2.1.2)

Equivalence classes with respect to B are also referred to as B-elementary sets. Ele-

mentary sets are constructing blocks to represent concepts. The unions of B-elementary

sets are called B-definable sets.

2.1.2 Definitions and Properties of Rough Sets

Let X be a subset of objects. When an object x ∈ X can be B-indiscernible to another

object y ∈ U − X, we say that a given attribute set B is insufficient. Because of the

indiscernibility relation, x is certainly classified neither to X nor to U −X, namely X is

an inconsistent object set. In rough set theory, such inconsistency is captured by using

lower and upper approximations of X [59].

Definition 2.1. An information table T = ⟨U,A, V, ρ⟩ is given. For X ⊆ U and B ⊆ A,

B-lower approximation B(X) and B-upper approximation B(X) are defined as follows:

B(X) = {x ∈ U : IB(x) ⊆ X}, (2.1.3)

B(X) = {x ∈ U : IB(x) ∩X ̸= ∅}. (2.1.4)

B-lower approximation of X is an object set in which each object x is certainly classi-

fied to X, because all objects which are B-indiscernible to x are included in X, namely,

there is no object which is against x ∈ X. B-upper approximation of X is interpreted

as an object set whose member x is possibly classified to X, because some objects which

are B-indiscernible to x are included in X. The difference of B-lower and B-upper ap-

proximations of X is called B-boundary region BNDB(X), which is formally defined

by

BNDB(X) = B(X)−B(X). (2.1.5)
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When the boundary region of X is nonempty, X is a rough set; otherwise it is a crisp

set. The lower and upper approximations can be expressed by a union of elementary

sets [59, 60].

Proposition 2.2. We have the following equations.

B(X) =
∪

{IB(x) : IB(x) ⊆ X}, B(X) =
∪

{IB(x) : IB(x) ∩X ̸= ∅}. (2.1.6)

For any subset B ⊆ A, its B-lower and B-upper approximations are B-definable.

We have algebraic properties of lower and upper approximations [59, 60].

Proposition 2.3. We have the following relations.

B(X) ⊆ X ⊆ B(X), (2.1.7)

B(∅) = B(∅) = ∅, B(U) = B(U) = U, (2.1.8)

B(X ∩ Y ) = B(X) ∩B(Y ), B(X ∪ Y ) = B(X) ∪B(Y ), (2.1.9)

X ⊆ Y ⇒ B(X) ⊆ B(Y ), X ⊆ Y ⇒ B(X) ⊆ B(Y ), (2.1.10)

B(X ∪ Y ) ⊇ B(X) ∪B(Y ), B(X ∩ Y ) ⊆ B(X) ∩B(Y ), (2.1.11)

B(U −X) = U −B(X), B(U −X) = U −B(X), (2.1.12)

B(B(X)) = B(B(X)) = B(X), B(B(X)) = B(B(X)) = B(X). (2.1.13)

2.1.3 Decision Table

When a set of attributes A are divided into condition attributes C and a decision at-

tribute {d}. The {d}-indiscernibility relation derive a classification defined by the par-

tition D = {D1, . . . , Dp}. An information table T = ⟨U,C ∪ {d}, V, ρ⟩ is referred to as a

decision table. Di ∈ D is called a decision class.

2.2 Rule Induction

Rule induction is to induce accurate if-then rules inferring memberships of decision

classes from the decision table. Such if-then rules are called decision rules. Decision

rules induced from decision tables are represented as logical expressions of the following

form: E → H. Condition part E is comprised of elementary conditions with respect

to condition attributes C and conjunctive operations ∧. An elementary condition with

respect to a ∈ C ∪ {d} is a constraint about a, e.g. ρ(x, a) = va or ρ(x, a) ∈ Wa, where

va ∈ Va and Wa ⊆ Va. Conclusion part H is comprised of atomic propositions with



Chapter 2. Preliminaries 10

respect to a decision attribute d. Decision rule “E → H” indicates that an object x

satisfying E should also satisfy H. Besides rough set approaches, approaches to rule in-

duction in the field of machine learning techniques have been proposed [5, 22, 35, 64, 68].

However, rough sets approaches treat inconsistencies in a decision table in comparison

to other machine learning techniques. If the decision table includes any inconsistent

objects, decision rules could be induced from either lower, upper approximations or

boundary regions of decision classes. A number of algorithms to induce rules using the

rough set approach have been proposed [5, 22, 35, 64].

In this thesis, among previously proposed algorithms, we use MLEM2 algorithm [25] as

a rule induction algorithm, which is an extension of LEM2 [22], because it is successfully

used in several fields and developed to treat both of nominal and numerical attributes [23,

26, 27]. It is inspired by the ideas of handling numerical attributes earlier introduced in

the MODLEM algorithm [24]. In MLEM2 algorithm, elementary condition of decision

rules are represented as ρ(x, ak) ≥ vLak or ρ(x, ak) < vUak for numerical attributes ak,

and as ρ(x, ah) = vah for nominal attributes ah, where ak, ah ∈ C, vLak , v
U
ak

∈ Vak

and vah ∈ Vah . If the same numerical attribute is chosen twice while constructing a

single rule, we obtain the condition ρ(x, ak) ∈ [vLak , v
U
ak
) by taking an intersection of two

conditions ρ(x, ak) ≥ vLak and ρ(x, ak) < vUak . Conclusions of decision rules are usually

represented as ρ(x, d) = vd, where vd ∈ Vd.

MLEM2 algorithm is shown in Algorithm 1. This algorithm is based on the idea

of a sequential covering and it generates a minimal set of conditions from a rough

approximation of each class Di. The main procedure for rule induction starts by creating

the first rule, i.e., sequentially choosing the best elementary conditions according to

chosen criteria. We can set an option of MLEM2 with or without taking into account

attribute priorities (see Line 6 of Algorithm 1). When MLEM2 is not to take attribute

priorities into account, i.e., all attribute priorities are equal to each other, the first

criterion is ignored.

When a rule is composed and saved (see Line 17 of Algorithm 1), all learning examples

that match this rule are removed from consideration (see Line 18 of Algorithm 1). The

process is iteratively repeated as long as some objects from the rough approximation

remain still uncovered. MLEM2 induces a minimal set of rules with minimal conditions

that covers learning examples from a chosen rough approximation, i.e., objects belonging

either to B = C(Di) or C(Di) as an input data. Thus, one can choose between set of

certain rules surely concluding Di by setting B = C(Di), and a set of possible rules

possibly concluding Di by setting B = C(Di).
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Algorithm 1 MLEM2

Input: a set B
Output: a single local covering T of B
1: T := ∅;
2: G := B;
3: while G ̸= ∅ do
4: T := ∅; T (G) := {t : [t] ∩G ̸= ∅};
5: while T = ∅ or [T ] ̸⊆ B do
6: † select t ∈ T (G) with the highest attribute priority, if a tie occurs, select

t ∈ T (G) such that |[t] ∩G| is maximum; if another tie occurs, select t ∈ T (G)
with smallest cardinality of [t]; if a further tie occurs, select a first one;

7: T := T ∪ {t};
8: G := [t] ∩G;
9: T (G) := {t : [t] ∩G ̸= ∅};

10: T (G) := T (G)− T ;
11: end while
12: for each t in T do
13: if [T − {t}] ⊆ B then
14: T := T − {t};
15: end if
16: end for
17: T := T ∪ {T};
18: G := B −

∪
T∈T[T ];

19: end while
20: for each T in T do
21: if

∪
S∈T−{T}[S] = B then

22: T := T− {T};
23: end if
24: end for

2.3 Classification Algorithm

When a set of rules is obtained from a rule induction algorithm, an unseen object

x can be classified based on matching its condition attribute values to the condition

parts of rules. However, there is no guarantee that at least one of rules is matched and

conclusions of all matched rules are consistent. To classify objects of either unmatched or

multiple matching to a set of rules, a rule-based classifier using a classification algorithm

should be constructed. We use a classification algorithm implemented in rule induction

system Learning from Examples based on Rough Sets (LERS) [22]. Other classification

algorithm can be seen in [5, 19, 68]. That classification algorithm is based on strength,

specificity and matching factor [25]. Strength(r) is the total number of objects in a

given decision table correctly classified by rule r. Specificity(r) is the total number

of conditions in the premise of rule r. Matching factor(r) is the ratio of the number

of matched conditions of rule r to the total number of those of r. When conditions of

several rules indicating different decision values are satisfied with a classified object, the
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following measure S(vdi ) is calculated:

S(vdi ) =
∑

matching rules r for vdi

Strength(r)× Specificity(r), (2.3.1)

where r is called a matching rule if the premise of r is satisfied. For convenience, when

rules from a particular decision values vdi are not matched by the object, we define

S(vdi ) = 0. There may be also another ambiguous situation where no conditions of rules

obtained by MLEM2 are satisfied with the object. In this case the following measure

M(vdi ) is used:

M(vdi ) =
∑

partially matching
rules r for vdi

Matching factor(r)× Strength(r)× Specificity(r), (2.3.2)

where r is called a partially matching rule if a part of the premise of r is satisfied.

Classification can be performed as follows: if there exists vdj such that S(vdj ) > 0, vdi

with the largest S(vdi ) is selected. Otherwise, vdi with the largest M(vdi ) is selected.

Here, we explain the classification method used in LERS. Let R be a subset of induced

rules and u an object to be classified. We define R(Di) as a set of all rules in R inferring

the belongingness to a class Di, Mat(u,R) as a set of rules in R whose conditions

completely satisfy object u, and PM(u,R) as a set of rules in R whose conditions are

partially satisfied with object u. When all conditions of some rules in R satisfy an object

u (i.e., Mat(u,R) ̸= ∅), then the following measure S(Di) is calculated:

S(Di) =
∑

r∈R(Di)∩
Mat(u,R)

Strength(r)× Specificity(r), (2.3.3)

where r is a rule, Strength(r) is the total number of objects in the given decision

table correctly classified by rule r and Specificity(r) is the total number of conditional

attributes in the condition for rule r. For convenience, when Mat(u,R) = ∅, we define

S(Di) = 0. When no rule exists whose conditions completely satisfy object u (i.e., when

Mat(u,R) = ∅), the following measure M(Di) is calculated:

M(Di) =
∑

r∈R(Di)∩
PM(u,R)

Match factor(r)× Strength(r)× Specificity(r), (2.3.4)

where Match factor(r) is the ratio of the number of matched conditions for conditional

attributes of rule r to the total number of conditional attributes used in rule r. The

classification is performed as follows: if Dj exists such that S(Dj) > 0, the class Di with

the largest S(Dl) is selected; otherwise, the class Di with the largest M(Di) is selected.
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2.4 Interestingness Measures

To evaluate the goodness of a rule, various measures of rule interestingness called in-

terestingness measure have been proposed in previous studies [20, 39]. These mea-

sures are different from one another in the primary characteristics of generality, con-

ciseness, reliability, novelty, surprisingness, utility, actionability, and so on (see re-

views [11, 37, 38, 61, 67, 72]). Interestingness measures have been developed to find

meaningful patterns and construct an effective classification system composed of several

association rules [20, 39]. Support and confidence [3], gain [17], and conviction [13] are

the most commonly used interestingness measures. The support of statement E, de-

noted by supp(E), is defined by the ratio of the number of objects that satisfy E to the

number of all objects in a decision table. The support of a rule E → H is defined by

supp(E → H) = supp(E ∧H). The confidence evaluates to what extent the condition

part of a rule is covered by the conclusion of a rule in a decision table. The confidence

of a rule E → H is defined by conf(E → H) = supp(E∧H)/supp(E). As a counterpart

of the confidence, recall has been also commonly employed and is one of the measures

to evaluate the usefulness of a rule under a constant confidence [21, 42]. The recall

evaluates to what extent the conclusion part of a rule is covered by the condition part

of a rule in the decision table. This is also called coverage in a rough set community. In

particular, when rules are 100% confident, recall is often used for rule evaluation. The

recall of a rule E → H is defined by rec(E → H) = supp(E ∧H)/supp(H).

2.5 k-Anonymity

In this section, we describe k-anonymity which is one of the most successful methods in

the field of privacy preserving data mining. A development of privacy preserving data

mining has become more important in recent years because of the increasing ability to

store personal data about users and the sophistication of data mining algorithms to

treat sensitive information of users [1]. In Chapter 4, we propose an approach to achieve

k-anonymity of rule for privacy protection. The approach is inspired by conventional

concept of k-anonymity on a decision table.

k-anonymity [1, 65] is a property that protect published data against possible re-

identification of the objects to whom the published data refer. We may be requested to

publish decision tables we have at hand. In such cases, we publish the decision table

where data have been de-identified by removing explicit identifiers (e.g., social security

number and name). However, some published attributes such as ZIP, Date of birth,

Marital status, and Sex can also appear in other published external decision tables in
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the external domain. If some combinations of these attribute values are unique or rare,

then parties observing their decision tables can link object in one published table to

that in published table through the rare combination of attribute values include in both

tables. Namely, the parties can reveal more attribute values of an object than those in

both tables. If the revealed values are sensitive, it may invade the privacy of the object.

This identifiability is totally undesirable, especially for sensitive information.

To protect the privacy of objects from such identification, Sweeney [65] proposed k-

anonymity property. k-anonymity states that each object in a decision table must be

indiscernible from at least k objects. Two main techniques have been proposed for enforc-

ing k-anonymity on a decision table : generalization and suppression [1]. Generalization

consists in replacing attribute values with a generalized version of them. Generalization

is based on a domain generalization hierarchy and a corresponding value generalization

hierarchy on the values in the domains. Typically, the domain generalization hierarchy is

a total order and the corresponding value generalization hierarchy a tree, where the ‘par-

ent/child’ relationship represents the direct ‘generalization/specialization’ relationship.

Suppression consists in protecting sensitive information by removing it. Suppression,

which can be applied at the level of a specific attribute value of objects or a set of ob-

jects or condition attributes, is a naive technique to be enforced to achieve k-anonymity.

The application of these approaches to a decision table may generate a less precise,

more general and less complete table. It is important to minimize the information loss

of precision and completeness of the decision table caused by the applications of these

techniques. A problem of finding minimal k-anonymous decision tables with general-

ization and suppression has been proved to be computationally hard [2, 41]. Other

techniques to achieve k-anonymity developed in recent years and those extensions to

rules for privacy preserving algorithm can be reviewed in [1, 18, 31, 33, 43].

2.6 EM Algorithm

In this section, we describe Expectation-Maximization (EM) algorithm which alternates

between executing an expectation (E) step and a maximization (M) step. In Chapter 5,

this algorithm is applied to construct a mixture model between published rules and rules

at hand.

2.6.1 General EM Algorithm

EM algorithm [7, 14] is an efficient iterative procedure to compute the maximum like-

lihood estimate in the presence of missing or latent valiable. In this subsection, we
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describe general EM algorithm used in Chapter 5 based on reference [7]. In maximum

likelihood estimation, we wish to estimate model parameters for which the observed

data are the most likely. Each iteration of EM algorithm consists of expectation step

(E-Step) and maximization step (M-step). In the E-step, the missing data are estimated

given the observed data and current estimate of the model parameters. This is achieved

using the conditional expectation, explaining the choice of terminology. In the M-step,

the likelihood function is maximized under the assumption that the missing data are

known. The estimate of the missing data from the E-step are used in lieu of the actual

missing data. Convergence is assured since the algorithm is guaranteed to increase the

likelihood at each iteration.

The goal of EM algorithm is to find maximum likelihood solutions for models having

latent variables. We denote the set of all observed data by X, in which the n row

represents xT
n , and similarly we denote the set of all latent variables by Z, with a

corresponding row zTn . The set of all model parameters is denoted by θ. The log

likelihood function is given by

log p(X|θ) = log

{∑
Z

p(X,Z|θ)

}
. (2.6.1)

A key observation is that the summation over the latent variables Z appears inside the

logarithm. Even if the joint distribution p(X,Z|θ) belongs to the exponential family,

the marginal distribution p(X|θ) typically does not as a result of this summation. The

presence of the sum prevents the logarithm from acting directly on the joint distribution,

resulting in complicated expressions for the maximum likelihood solution. Now suppose

that, for each observation in X, we were told the corresponding value of the latent

variable Z. We shall call X,Z the complete data set, and we shall refer to the actual

observed data X as incomplete. The likelihood function for the complete data set simply

takes the form ln p(X,Z|θ), and we shall suppose that maximization of this complete-

data log likelihood function is straightforward.

However, we are not given the complete data set X,Z, but only the incomplete data

X. Our state of knowledge of the values of the latent variables in Z is given only

by the posterior distribution p(Z|X,θ). Because we cannot use the complete data log

likelihood, we consider instead its expected value under the posterior distribution of the

latent variable, which corresponds to the E step of EM algorithm. In the subsequent

M step, we maximize this expectation. If the current estimate for the parameters is

denoted θold, then a pair of successive E and M steps gives rise to a revised estimate

θnew. The algorithm is initialized by choosing some starting value for the parameters

θ0.
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In the E step, we use the current parameter values θold to find the posterior distribution

of the latent variables given by p(Z|X,θold). We then use this posterior distribution to

find the expectation of the complete data log likelihood evaluated for some general

parameter value θ. This expectation denoted Q(θ,θold) is given by

Q(θ,θold) =
∑
Z

p(Z|X,θ) log p(X,Z|θ). (2.6.2)

In the M step, we determine the revised parameter estimate θnew by maximizing this

function

θnew = argmax
θ

Q(θ,θold). (2.6.3)

Note that in the definition of Q(θ,θold), the logarithm acts directly on the joint dis-

tribution p(X,Z|θ), and so the corresponding M step maximization will be tractable.

The general EM algorithm is summarized below. It has the property, as we shall show

later, that each cycle of EM will increase the incomplete data log likelihood.

STEP 0 Given a joint distribution p(X,Z|θ) over observed variables X and latent-

variables Z governed by parameters θ, the goal is to maximize the likelihood function

p(X|θ) with respect to θ.

STEP 1 Choose an initial setting for the parameters θold.

STEP 2 E Step : Comupte p(Z|X,θold).

STEP 3 M Step : Compute θnew = argmaxθ Q(θ,θold).

STEP 4 Check for convergence of either the log likelihood or the parameter values. If

the convergence criterion is not satisfied, then update θnew → θold and return to STEP

2.

2.6.2 Mixtures of Bernoulli Distributions

We illustrate EM algorithm for discrete binary variables described by Bernoulli distribu-

tions based on reference [7]. This model is also known as latent class analysis [7, 36, 40].

Consider a set of D binary variables xi, where i = 1, . . . , D, each of which is governed

by a Bernoulli distribution with parameter µi, so that

P (x|µ) =
D∏
i=1

µxi
i (1− µi)

(1−xi), (2.6.4)
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where x = (x1, . . . , xD)
T and µ = (µ1, . . . , µD)

T . Given µ, we see that the individual

variables xi are independent. Let us consider a finite mixture of these distributions given

by

p(x|µ,π) =
K∑
k=1

πkp(x|µk), (2.6.5)

where µ = {µ1, . . . ,µK}, π = {π1, . . . , πK}, and

p(x|µk) =
D∏
i=1

µxi
ki(1− µki)

(1−xi). (2.6.6)

When we are given a data set X = {x1, . . . ,xN}, the log likelihood function for this

model is given by

p(X|µ,π) =
N∑

n=1

log

{
K∑
k=1

πkp(xn|µk)

}
. (2.6.7)

We confirm the appearance of the summation inside the logarithm. Then, the maxi-

mum likelihood solution no longer has closed form. We derive the EM algorithm for

maximizing the likelihood function for the mixture of Bernoulli distributions. To do

this, we first introduce an explicit latent variable z associated with each instance of x.

z = (z1, ..., zK)T is a binary K-dimensional variable having a single component equal to

1, with all other components equal to 0. We can then write the conditional distribution

of x, given the latent variable, as

p(x|z,µ) =
K∏
k=1

p(x|µk)
zk . (2.6.8)

The prior distribution for the latent variables is

p(z|π) =
K∏
k=1

πzk
k . (2.6.9)

In order to derive EM algorithm, we first write down the complete data log likelihood

function, which is given by

log p(X,Z|µ,π) =
N∑

n=1

K∑
k=1

znk

{
log πk +

D∑
i=1

[xni logµki + (1− xni) log(1− µki)]

}
,

(2.6.10)

where X = {x1, . . . ,xn} and Z = {z1, . . . , zn}. Next we take the expectation of the
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complete data log likelihood with respect to the posterior distribution of the latent

variables to give

Ez[log p(X,Z|µ,π)] =
N∑

n=1

K∑
k=1

γ(znk)

{
log πk +

D∑
i=1

[xni logµki + (1− xni) log(1− µki)]

}
,

(2.6.11)

where γ(znk) = E[znk] is the posterior probability of component k given data point xn.

In the E step, these probabilities are evaluated the form

γ(znk) = E[znk] =
πkp(xn|µk)∑K
j=1 πjp(xn|µj)

. (2.6.12)

When we consider the sum over n in Equation (2.6.11), two terms are derived as

Nk =
N∑

n=1

γ(znk) (2.6.13)

and

xk =
1

Nk

N∑
n=1

γ(znk)xn. (2.6.14)

Nk is the number of data points associated with component k. In the M step, we

maximize the expected complete data log likelihood with respect to the parameters µk

and π. When we set the derivative of Equation (2.6.11) with respect to µk equal to

zero and rearrange the terms, we obtain µk = xk. We confirm that this sets the mean

of component k equal to a weighted mean of the data, with weighting coefficients given

by the probabilities that component k takes for data points. For the maximization

with respect to πk, we need to introduce a Lagrange multiplier to enforce the constraint∑
k πk = 1. Then we obtain πk = Nk/N which represents the intuitively reasonable

result that the mixing coefficient for component k is given by the fraction of points in

the data set explained by that component.
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Robustness Measures for

Selecting Useful Rules

In this chapter, we propose robustness measures as a new type of interestingness mea-

sure for rules. Interestingness measures evaluate the strength of the relation between

the conditions and the conclusion of a rule. For objects match the condition of the rule

with a big score, the conclusion of the rule is appropriate. However, for the objects

that partially match the condition of the rule, the conclusion is not always appropri-

ate. Considering the fact that partially matched rules are often used for estimating the

conclusion when no rules are matched for a given object, this potential decay is not

desirable. Moreover, when a rule is used for design knowledge, this potential decay may

lead to a fail due to slight misunderstanding of the condition of the rule. Therefore, we

propose robustness measures for evaluating to what extent the interestingness of a rule is

preserved against the partial matching for the condition. Various robustness measures

are defined depending on the evaluation attitude against uncertainty in Section 3.1.

Numerical experiments are conducted to examine the usefulness of the robustness mea-

sures. The rules selected according to the robustness measures are compared with those

selected according to the recall measure which is frequently used for selecting good rules.

Our results reveal that a different aspect of the goodness of a rule is evaluated by the

robustness measure, and therefore, the robustness measure acts as an independent and

complementary index of the recall measure. The detailed experimental results are given

in Section 3.2. Finally, in Section 3.3, the conclusions of this chapter are given.

19
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3.1 Robustness Measure

3.1.1 The Robustness of a Decision Rule

In rough set approaches for rule induction, except the variable-precision models [76],

only 100% confident rules E → H are induced, where E is minimal. Specifically, for

such a rule E → H, we have conf(E → H) = 1 and no other rule E′ → H such that

conf(E′ → H) = 1 and conf(E′ → E) = 1 can in fact be induced. Therefore in the

rules induced based on rough set approaches, the confidence is not effective, and support

supp(E → H) and recall rec(E → H) are often used for evaluating the rules. Note that

the premise E of a rule is described by the minimal number of conditional attributes

and its conclusion H is described by decision attributes. The confidence and recall

are often called ”the accuracy and coverage” in the rough set community, respectively.

The condition E of a rule E → H is composed of several elementary conditions ei,

i = 1, 2, . . . , p. Specifically, it is expressed as the conjunction of elementary conditions

ei, i = 1, 2, . . . , p, i.e., E = e1 ∧ e2 ∧ · · · ∧ ep. For simplicity, E = e1 ∧ e2 ∧ . . . ∧ ep is

written as E = {e1, e2, . . . , ep}. When B = b1 ∧ b2 ∧ . . . ∧ bq is a relaxed condition of E

such that B = {b1, b2, . . . , bq} ⊆ E, rule B → H is called a coarser rule of E → H. For

convenience, we define supp(∅) = |U |, where U is the set of objects in the given dataset.

When we evaluate a rule E → H by one of the interestingness measures described in

Section 2.4, the measures do not consider the evaluations of any coarser rules B → H

with relaxed conditions B ⊂ E. In a noise- and error-free environment, this evaluation

would work extremely well. However, when the observed data includes noises and errors,

evaluation of the rules without considering its coarser rules is not sufficient. For example,

when an induced rule E → H shows the condition (E) of popular goods (H), a designer

may design a new product that satisfies the condition E = e1 ∧ e2 ∧ . . . ∧ ep. If a

designer’s understanding of an elementary condition ei of E is different from that of the

customer, the designer may fail to sell the new product as a result of this mismatch.

Moreover, when a given dataset is insufficient to express all the cases, the induced rules

are imperfect. We may then come across new data that are partially matched to the

induced rules. The most useful scenario is if the matched part B of condition E works

sufficiently to conclude H, even when small errors exist.

Considering these facts, we propose robustness measures to evaluate the rules E →
H induced by the rough set approaches. In these proposed robustness measures, we

consider the effectiveness of the coarser rules, which are necessary to evaluate the induced

rules. In previous studies [11, 38], another kind of robustness measure was defined

for association rules. Whereas this robustness measure evaluates the fragility of an
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Table 3.1: Illustrative decision table

pat a1 a2 a3 a4 a5 d fr pat a1 a2 a3 a4 a5 d fr

p1 1 1 1 0 0 1 36 p7 0 1 1 0 1 1 30
p2 1 1 1 0 0 0 6 p8 0 1 1 1 1 0 6
p3 1 1 0 1 0 0 30 p9 0 1 1 1 0 1 12
p4 1 0 1 0 0 0 18 p10 1 1 0 0 1 0 2
p5 0 1 1 0 1 0 4 p11 0 1 1 1 0 0 5
p6 1 0 0 1 0 0 4 p12 1 0 1 0 1 0 2

Table 3.2: Confidence, support, and recall scores of coarser rules

name rule　 confidence support recall

r1 (a1 = 1) ∧ (a2 = 1) ∧ (a3 = 1) → (d = 1) 0.857 36 0.461

r1(a3) (a1 = 1) ∧ (a2 = 1) → (d = 1) 0.486 36 0.461
r1(a2) (a1 = 1) ∧ (a3 = 1) → (d = 1) 0.581 36 0.461
r1(a1) (a2 = 1) ∧ (a3 = 1) → (d = 1) 0.788 78 1

r1(a2a3) (a1 = 1) → (d = 1) 0.367 36 0.461
r1(a1a3) (a2 = 1) → (d = 1) 0.595 78 1
r1(a1a2) (a3 = 1) → (d = 1) 0.655 78 1

r2 (a2 = 1) ∧ (a3 = 1) ∧ (a5 = 1) → (d = 1) 0.75 30 0.385

r2(a5) (a2 = 1) ∧ (a3 = 1) → (d = 1) 0.788 78 1
r2(a3) (a2 = 1) ∧ (a5 = 1) → (d = 1) 0.714 30 0.385
r2(a2) (a3 = 1) ∧ (a5 = 1) → (d = 1) 0.714 30 0.385

r2(a3a5) (a2 = 1) → (d = 1) 0.595 78 1
r2(a2a5) (a3 = 1) → (d = 1) 0.655 78 1
r2(a2a3) (a5 = 1) → (d = 1) 0.682 30 0.385

association rule against noise in the given dataset, the proposed robustness measures

evaluate the usefulness of a rule against partially matched data.

3.1.2 Various Robustness Measures

We propose various robustness measures to evaluate the rules induced based on rough

set approaches including variable-precision rough set models [76]. To define robustness

measures, we consider the effectiveness of coarser rules, which are necessary to evaluate

the induced rules. The significance of the robustness measures can be demonstrated by

the decision table shown in Table 3.1. In Table 3.1, ai, i = 1, 2, . . . , 5 are conditional

attributes that may explain the decision attribute. The frequency (fr) of each pattern

(pat) is shown in the last column.

This table shows that there exists no pattern whose decision-attribute values consis-

tently explain d = 1. To explain d = 1, the analyst will be interested in rules having high

confidence scores. The following rules may be of interest: r1 : (a1 = 1)∧ (a2 = 1)∧ (a3 =

1) → (d = 1) with confidence of 0.857 and r2 : (a2 = 1) ∧ (a3 = 1) ∧ (a5 = 1) → (d = 1)
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with confidence of 0.75. For these rules, let us consider the confidence of their coarser

rules with more relaxed conditions. The scores of confidence, support, and recall of the

coarser rules are shown in Table 3.2. On comparing the confidence scores of the coarser

rules of r1 and r2 which have the same number of erased elementary conditions in Ta-

ble 3.2, we observe that the coarser rules of r2 have larger confidence scores than those

of r1, but r2 has lower confidence value than r1. When we consider only the confidence

scores of rules, we are more interested in r1 than in r2. However, considering that the

induced rule may be used for partially matched data, we would be more interested in

r2. As indicated by Table 3.2, such an advantage of r2 over r1 cannot be found, even if

we add the evaluation by support and recall.

Based on these facts, we propose various robustness measures. As shown in the pre-

vious example, robustness measures are defined by using some interestingness measure

f(E → H). To formulate the robustness measures, we use the following two settings:

S1 The larger f(B → H) is, the more interesting rule B → H is (gain property)

S2 f(B → H) ≤ f(E → H), ∀B ⊆ E (monotonicity)

S1 means that f shows favorability rather than inadvisability. S2 means that the in-

terestingness does not increase as a result of the relaxation of the condition of rule

E → H. Interestingness measures such as support, recall, and relative risk cannot sat-

isfy S2. Instead, interestingness measures such as confidence, and lift (lift(E → H) =

|U |conf(E → H) = supp(H)) may satisfy S2. Moreover, S2 implies that only the

minimal rule E → H is considered.

When we use an adequate interestingness measure f , the preserved f -value from the

lack of all conditional attributes in L under rule E → H is defined by

presf (E → H;L) = f(E−L → H), (3.1.1)

where L ⊆ C and C is the set of all conditional attributes. E−L is the subset of

the elementary conditions of E, which does not specify the value of the conditional

attribute in L. Specifically, consider E = e1∧e2 . . .∧ep =
∧

i=1,2,...,p ei whose elementary

condition ei is represented by (ai = v̄i) with v̄i ∈ Vi (i = 1, 2, . . . , p), where Vi is the

set of values taken by attribute ai. We then have EL =
∧

i: ai∈{a1,a2,...,ap}\L ei, where

A \B = {a ∈ A | a ̸∈ B} (difference set).

We note that when E−L = ∅, presf does not always take the minimum. Moreover, for

some L such that E−L ̸= E, we may have presf (E → H;L) = f(E−L → H) < f(∅ →
H). This inequality implies that the rule E−L → H is less interesting than the rule that
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says “everything satisfies H” with respect to the interestingness measure of f . If this

inequality holds for some L, rule E−L → H may weaken the extent of reasoning the

conclusion H. For example, in Table 1, the confidence of r1(a2a3), or 0.367, is less than

the probability of (d = 1), or 0.503. We then define the following aspects of robustness

of rule E → H.

Genuine Robustness: Rule E → H is said to be robust regarding f if and only if

presf (E → H;L) ≥ f(∅ → H), ∀L ⊆ C. (3.1.2)

In particular, this rule is said to be strongly robust regarding f if and only if Equa-

tion (3.1.2) is satisfied with strong inequality.

ϵ-Robustness: Rule E → H is said to be ϵ-robust if and only if

presf (E → H;L) ≥ f(∅ → H)− ϵ, ∀L ⊆ C and ϵ ≥ 0. (3.1.3)

kth-order Robustness: Rule E → H is said to be kth-order robust if and only if

presf (E → H;L) ≥ f(∅ → H), ∀L ⊆ C such that |L| ≤ k, k ≥ 0. (3.1.4)

kth-order ϵ-Robustness: Rule E → H is said to be kth-order ϵ-robust if and only if

presf (E → H;L) ≥ f(∅ → H)− ϵ, ∀L ⊆ C such that|L| ≤ k, ϵ and k ≥ 0. (3.1.5)

Expectation-based Robustness: Rule E → H is said to be expectantly robust if

and only if

Ex(presf (E → H;L)) =
∑
L⊆C

P (L)presf (E → H;L) ≥ f(∅ → H), (3.1.6)

where Ex(·) is an expectation operator and P (L) ≥ 0 is the probability that the values

of all conditional attributes in L are missing in the new given object. We assume∑
L⊆C P (L) = 1.

α-Quantile-based Robustness: Rule E → H is said to be 100α-robust if and only if

α-Quantile(presf (E → H;L)) ≥ f(∅ → H), (3.1.7)

where α ∈ (0, 1] and α-Quantile(·) is the α-quantile operator regarding P (L) that was

previously described.

The concepts of ϵ-robustness and kth-order robustness can be applied to the expectation-

based and α-quantile-based robustness. For example, the kth-order expectation-based
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ϵ-robust rule is a rule E → H that satisfies

Ex(presf (E → H;L)) =
∑
L⊆C

P (L||L| ≤ k)presf (E → H;L) ≥ f(∅ → H)− ϵ, (3.1.8)

where P (L||L| ≤ k) ≥ 0 is the conditional probability when |L| is at most k and it

satisfies
∑

L⊆C:|L|≤k P (L||L| ≤ k) = 1.

Estimating P (L) is not an easy task. However, we may specify it in a manner with

certain assumptions. Even if this estimation is not correct, the proposed robustness

measures can evaluate the maintenance of the interestingness rule against the partially

matched data. Corresponding to each aspect of robustness, we define robustness mea-

sures regarding an interestingness measure f satisfying S1 and S2 for some E. The

robustness measures corresponding to the aforementioned aspects are given as follows:

Genuine Robustness Measure:

rbst(E → H) = min
L⊆C

presf (E → H;L) (3.1.9)

kth-order Robustness Measure:

rbstk(E → H) = min
L⊆C:|L|≤k

presf (E → H;L) (3.1.10)

Expectation-based Robustness Measure:

Ex-rbst(E → H) =
∑
L⊆C

P (L)presf (E → H;L) (3.1.11)

α-Quantile-based Robustness Measure:

α-rbst(E → H) = α-Quantile(presf (E → H;L)), ∀L ⊆ C (3.1.12)

We can also define the kth-order expectation-based and the kth-order α-quantile-

based robustness measures that correspond to the kth-order expectation-based and the

kth-order α-quantile-based robustness, respectively. On comparing the aforementioned

robustness measures with f(∅ → H), we find the robustness and ϵ-robustness that

were previously defined. Specifically, we prefer a rule with a larger robustness measure

because it is more secure against information loss.

When E is a minimal condition that satisfies S2, the measures take values that are

smaller than those of f(E → H). However, we can use the measures for any rule

E → H including non-minimal rules. Therefore, those measures may take larger values

than those of f(E → H). For example, when E → H is a minimal rule with 100%
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confidence, a 100% confident rule E ∪K → H never takes a smaller value of robustness

measure than that of E → H. In this sense, the robustness criterion contrasts with the

minimal description criterion as well as with the recall criterion.

3.2 Experiments

3.2.1 Outline

We examine the usefulness of robustness measures in constructing effective rule-based

classifiers and their advantage over the recall measure. We use the expectation-based

robustness measure and a first-order robustness measure in these experiments. The recall

measure is considered the most rational for selecting effective rules from the rules induced

by MLEM2 [25]. This is because the confidence scores of those rules take the largest

value of 1 (see, for example, [42]). To this end, we conduct four numerical experiments.

In these experiments, we use rules induced by MLEM2. This set of induced rules is a

minimal set of minimal rules with 100% confidence. In all the experiments, we perform

a 10-fold cross validation method [34] repeated 10 times. At each validation stage, we

first induce a set of rules by means of MLEM2 algorithm from the training data, which

consists of a minimal set of minimal rules with 100% confidence. A set of selected rules

is then evaluated by the test data. In the last two experiments, we restrict ourselves

to the evaluations of induced rules which matched certain test data. This is necessary

because we cannot evaluate unmatched rules by using interesting measures.

The eight datasets listed in Table 3.3 are used for our experiments. They are obtained

from UCI Machine Learning Repository [71]. In Table 3.3, |U |, |C|, and |Vd| represent
the number of objects, conditional attributes, and decision classes, respectively. Nrule is

the number of rules induced by MLEM2. Nmatch denotes the number of induced rules

which matched certain test data. rbst1 and Ex-rbst show the average scores of the

first-order and expectation-based robustness measures in the training data, respectively,

where a probability distribution P (L) = (1−0.01)|C|−|L|(0.01)|L| is used for Ex-rbst. In

addition, rec shows the average score of the recall measure. Cor-1 shows the correlation

coefficient between rbst1 and rec, and Cor-Ex shows the correlation coefficient between

rbst1 and rec. Since the absolute values of the correlation coefficients are less than 0.2

except for datasets iris, soybean, and zoo, no strong correlation exists between robustness

and recall scores.

In the first two experiments, we select βNrule rules from Nrule induced rules based on

the robustness and recall measures. However, in the last two experiments, we select
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Table 3.3: Eight datasets

dataset |U | |C| |Vd| Nrule Nmatch rbst1 Ex-rbst rec Cor-1 Cor-Ex

car 1728 6 4 57.12 49.52 0.526 0.983 0.143 -0.176 -0.030
ecoli 336 7 8 34.38 21.34 0.319 0.985 0.297 -0.034 0.079
glass 214 9 7 21.96 15.13 0.374 0.985 0.261 -0.178 -0.130
iris 150 4 3 7.6 5.1 0.454 0.991 0.476 0.605 0.716

nursery 12960 8 5 533.43 389.46 0.487 0.983 0.014 -0.084 -0.047
soybean 562 35 15 55.74 33.33 0.277 0.977 0.303 -0.374 0.604
wine 178 13 3 4.58 4.26 0.607 0.993 0.768 0.192 0.123
zoo 101 16 7 9.63 5.04 0.190 0.985 0.780 0.442 0.086

βNmatch rules from Nmatch induced rules which matched certain test data. Using the

selected rules, we construct a rule-based classifier based on LERS [22].

3.2.2 Classification Accuracy of New Objects

In the first experiment, we prepare three sets of βNrule rules: the first set is composed

of rules that ranked in the top βNrule for robustness score; the second set is composed of

rules that ranked in the top βNrule for recall score; the third set is composed of randomly

selected βNrule rules, where βNrule is rounded to the nearest integer. We compare those

three sets of rules in terms of the average classification accuracies regarding test data.

For β, we select 10%, 30%, 50%, 70%, and 90% as the average classification accuracies

for five different experiments. The results are shown in Table 3.4. Each entry in these

tables represents the average ave and the standard deviation std in the form of ave±std.

The single and double asterisks (“∗” and “∗∗”) mean that the average classification

accuracy score of the rule-based classifier with the top βNrule rules selected according to

the robustness scores is considerably different from that of the rule-based classifier with

the top βNrule rules selected according to the a recall score obtained by the paired t-test

with significance level α = 0.05 and 0.01, respectively. Similarly, the single and double

stars (“⋆” and “⋆⋆”) mean that the average classification accuracy score of the rule-

based classifier with the top βNrule rules selected according to the robustness scores is

considerably different from that of the rule-based classifier with randomly chosen βNrule

rules obtained by the paired t-test with significance level α = 0.05 and 0.01, respectively.
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We can now examine the usefulness of the robustness measures. First, we compare

the values in columns rbst1 and Ex-rbst with those in columns rec and “Random”.

Except for cases in which β is small, the rule-based classifiers with the top βNrule rules

in recall scores perform better than the rule-based classifier with the top βNrule rules in

robustness score. However, when β is small, the rule-based classifiers with the top βNrule

rules in robustness score perform better than the other rule-based classifiers including

those with randomly chosen rules. This suggests that when few rules are selected, the

robustness measure works better than the recall measure does. For example, for design

knowledge we cannot select many rules and thus, the robustness measure is useful.

The rule-based classifiers with the top βNrule rules in expectation-based robustness

scores perform better than that with the randomly chosen βNrule rules, except for

the wine dataset. Furthermore, the rule-based classifiers with the top βNrule rules

in expectation-based robustness scores perform better than that with the top βNrule

rules in the first-order robustness scores.

3.2.3 Classification Accuracy of New Objects with Missing Values

In the previous experiment, the rule-based classifiers with rules selected according to the

robustness measures did not always perform well. The rule-based classifier with rules

selected according to the recall measure worked better when a sufficient number of rules

were selected. The robustness measure evaluates to what extent the interestingness of a

rule is preserved against partial matched objects. Specifically, rules with high robustness

scores may be effective for classifying objects whose attribute values are only partially

known. Therefore, we examine the classification accuracy of rule-based classifiers with

rules selected according to the robustness measures. To this end, we compare the rule-

based classifiers with rules selected according to the robustness scores to those with rules

selected according to the recall scores and at random in terms of the average classification

accuracies for new objects with missing values.

To produce a set of new objects with missing values, we delete all the data of a

conditional attributes from the test data during the 10-fold cross validation. The deletion

is applied to each conditional attribute to obtain |C|Ch test data with missing values,

where Ch is the amount of test data. The experimental methods are the same as that in

the previous experiment, but we use the test data with missing values at the validation

stage. We select 10%, 30%, 50%, 70%, and 90% for β as the average classification

accuracy for five different experiments..
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The results are shown in Table 3.5. Table 3.5 employs the same format as that of

Table 3.4. Although the robustness measure evaluates to what extent the interestingness

of a rule is preserved against partial matched objects, the results are similar to those in

the previous experiment, although all the accuracies decrease. Specifically, we observe

that: 1) the rule-based classifiers with the top βNrule rules in recall score perform better

than others rule-based classifiers except for cases in which β is small, 2) except for

datasets nursery and soybean, the rule-based classifiers with the top βNrule rules in

robustness scores perform better than those with the top βNrule rules in recall score

when β is small, and 3) the rule-based classifiers with the top βNrule rules in robustness

scores perform better than that with randomly chosen βNrule rules except for datasets

nursery and soybean.

From the results of the first and second experiments, we can conclude that to construct

a rule-based classifier with several rules, the recall score works better for selecting effec-

tive rules than the robustness score does. However, rules with extremely high robustness

scores work extremely well for class estimation and may be useful for design knowledge.

Furthermore, the rule-based classifiers with the top βNrule rules in expectation-based

robustness score perform better than that with the top βNrule rules in first-order ro-

bustness score.

3.2.4 Robustness Scores in Test Data

The previous experiments showed that the selection of rules according to the recall score

works better than that according to the robustness score. However, robustness scores

may select rules whose confidence scores have not considerably worsened for partially

matched data. In the third experiment, we confirm whether rules having high robustness

scores in the training data also maintained high robustness scores in the test data.

To confirm this, we calculate the average robustness scores in the test data for the

top βNmatch rules selected according to the robustness score, for the top βNmatch rules

selected according to the recall score, and for randomly chosen βNmatch. The results

are shown in Tables 3.6 and 3.7. In Table 3.6, the first-order robustness measure is

used to obtain robustness scores whereas in Table 3.7, the expectation-based robustness

measure is used. In these tables, single and double asterisks (“∗” and “∗∗”) mean that

the average robustness score of the top βNrule rules in robustness scores is considerably

different from that of the top βNrule rules in recall score obtained by the paired t-test

with significance level α = 0.05 and 0.01, respectively.

As shown in Table 3.6, top βNmatch rules in the first-order robustness score are better

than the chosen βNmatch rules in the recall score. In the same manner as that of the
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Table 3.6: Average of first-order robustness scores of selected rules

β
car ecoli

rbst1 rec Random rbst1 rec Random

50% 0.648±0.207
⋆⋆
∗∗ 0.484±0.224 0.369±0.294 0.472±0.258

⋆⋆
∗∗ 0.387±0.266 0.385±0.277

30% 0.757±0.163
⋆⋆
∗∗ 0.441±0.212 0.363±0.293 0.569±0.232

⋆⋆
∗∗ 0.388±0.281 0.378±0.266

10% 0.857±0.069
⋆⋆
∗∗ 0.445±0.214 0.379±0.303 0.681±0.181

⋆⋆
∗∗ 0.275±0.280 0.397±0.299

β
glass iris

rbst1 rec Random rbst1 rec Random

50% 0.402±0.243
⋆⋆
∗∗ 0.319±0.227 0.314±0.247 0.672±0.279∗∗ 0.576±0.267 0.429±0.245

30% 0.418±0.246
⋆⋆
∗∗ 0.299±0.222 0.330±0.244 0.736±0.249∗∗ 0.507±0.229 0.429±0.254

10% 0.461±0.250
⋆⋆
∗∗ 0.255±0.173 0.314±0.243 0.879±0.177

⋆⋆
∗∗ 0.333±0.117 0.396±0.239

β
nursery soybean

rbst1 rec Random rbst1 rec Random

50% 0.545±0.132
⋆⋆
∗∗ 0.500±0.159 0.486±0.266 0.330±0.222

⋆⋆
∗∗ 0.223±0.194 0.239±0.211

30% 0.569±0.126
⋆⋆ 0.518±0.125 0.484±0.256 0.365±0.238

⋆⋆
∗∗ 0.154±0.148 0.243±0.215

10% 0.563±0.113
⋆⋆ 0.507±0.134 0.463±0.264 0.426±0.244

⋆⋆
∗∗ 0.073±0.095 0.235±0.210

β
wine zoo

rbst1 rec Random rbst1 rec Random

50% 0.656±0.174
⋆⋆
∗∗ 0.527±0.194 0.481±0.220 0.347±0.186∗∗ 0.292±0.153 0.318±0.181

30% 0.663±0.171
⋆⋆
∗∗ 0.498±0.183 0.477±0.205 0.386±0.182

⋆⋆
∗∗ 0.311±0.156 0.311±0.186

10% 0.718±0.165
⋆⋆
∗∗ 0.509±0.184 0.491±0.205 0.405±0.139

⋆⋆
∗∗ 0.405±0.139 0.988±0.020

first-order robustness scores, the expectation-based robustness scores of the top βNmatch

rules in the expectation-based robustness score is better than those of the chosen βNmatch

rules in the recall score except for the case of β = 10% in datasets glass and soybean.

The tables show that the average values gradually decrease as β increases in rbst1

and Ex-rbst. This implies that rules with high robustness scores in the training data

can also have high robustness scores in the test data. This also implies that robustness

measures work better for selecting effective rules in the sense that the confidence scores

are maintained even when the conditions do not match. Specifically, robustness measures

can be useful for selecting design knowledge. However, rules having high recall scores in

the training data do not always have high first-order robustness scores in the test data

even though the rule-based classifier system employed for them performs well.

3.2.5 Support and Pseudo-support

To determine the differences between robustness and recall measures, we further inves-

tigate the support and pseudo-support scores in the fourth experiment. The pseudo-

support score in this study is defined by the number of objects that match the rule

when a single condition mismatch (at most) exists. In this experiment, we evaluate the

average support scores in the training data and average pseudo-support scores in the

test data. We compare the top βNrule rules in the robustness score and top βNrule
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Table 3.7: Average of expectation-based robustness scores of selected rules

β
car ecoli

Ex-rbst rec Random Ex-rbst rec Random

50% 0.990±0.008
⋆⋆
∗∗ 0.994±0.006 0.976±0.021 0.986±0.015

⋆⋆
∗∗ 0.981±0.019 0.985±0.019

30% 0.984±0.006
⋆⋆
∗∗ 0.983±0.010 0.976±0.021 0.989±0.012

⋆⋆
∗∗ 0.980±0.020 0.984±0.019

10% 0.997±0.001
⋆⋆
∗∗ 0.984±0.011 0.976±0.021 0.994±0.007

⋆⋆
∗∗ 0.972±0.025 0.984±0.020

β
glass iris

Ex-rbst rec Random Ex-rbst rec Random

50% 0.971±0.028
⋆⋆ 0.969±0.028 0.966±0.031 0.995±0.006 0.994±0.005 0.990±0.009

30% 0.973±0.027
⋆⋆ 0.970±0.028 0.966±0.030 0.996±0.006∗∗ 0.994±0.004 0.990±0.009

10% 0.976±0.025
⋆⋆ 0.979±0.021 0.965±0.030 0.998±0.003∗∗ 0.993±0.001 0.989±0.010

β
nursery soybean

Ex-rbst rec Random Ex-rbst rec Random

50% 0.990±0.003∗∗ 0.986±0.013 0.994±0.004 0.973±0.046
⋆⋆ 0.971±0.048 0.925±0.105

30% 0.991±0.003
⋆
∗∗ 0.988±0.008 0.994±0.003 0.979±0.032

⋆⋆
∗ 0.976±0.038 0.930±0.101

10% 0.992±0.002
⋆⋆
∗∗ 0.988±0.009 0.994±0.003 0.982±0.025

⋆⋆
∗ 0.985±0.011 0.925±0.103

β
wine zoo

Ex-rbst rec Random Ex-rbst rec Random

50% 0.987±0.016 0.985±0.014 0.990±0.017 0.991±0.010
⋆ 0.990±0.014 0.988±0.021

30% 0.986±0.016 0.984±0.015 0.990±0.012 0.992±0.007
⋆⋆ 0.992±0.009 0.985±0.029

10% 0.989±0.014∗∗ 0.983±0.016 0.991±0.013 0.994±0.001
⋆⋆ 0.994±0.001 0.988±0.020

rules in the recall score in the training data. The results are shown in Table 3.8. In

the table, the single and double asterisks (“∗” and “∗∗”) mean that the average sup-

port score (with respect to average pseudo-support score) of the top βNrule rules in the

first-order robustness score and the expectation-based robustness scores is considerably

different from that of the top βNrule rules in the recall score obtained by the paired

t-test with significance level α = 0.05 and 0.01, respectively. As condition attributes

(|C|) continued to appear in a dataset, the average support score and average pseudo-

support score decrease. From Table 3.8, we can observe a weak tendency in which the

average support and average pseudo-support scores of the rules selected according to the

robustness scores were greater than those of the rules selected according to the recall

scores, except for datasets iris, nursery, and zoo. In these datasets, the differences of

average support scores and average pseudo-support scores between the top βNrule rules

in the robustness score and the top βNrule rules in the recall score are not considerable.

This suggests that rules with high robustness scores in the training data can also have

large pseudo-support scores in the test data. Thus, they are useful in test data and as

design knowledge.

When we combine the results obtained in the last two experiments, rules with high

robustness scores work well individually. However, the rule-based classifier composed

of rules with high robustness scores is not as effective as that composed of rules with
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Table 3.8: Average supports in training data and pseudo-supports in test data

β
car (training) car (test)

rbst1 Ex-rbst rec rbst1 Ex-rbst rec

50% 97.108±125.779 97.167∗∗±125.702 84.403±130.521 52.7309±32.890 51.650∗∗±33.244 32.508±38.280

30% 131.176∗±147.791 136.214∗∗±147.093 99.519±159.581 71.669±27.243 71.598∗∗±27.480 32.509∗∗±43.528

10% 84.053∗∗±28.434 120.155∗∗±124.409 189.429±232.564 66.600±7.825 69.011∗∗±13.464 48.549±56.004

β
ecoli (training) ecoli (test)

rbst1 Ex-rbst rec rbst1 Ex-rbst rec

50% 21.650±21.207 23.269±20.693 22.615±21.101 7.367∗∗±4.543 7.921∗∗±4.280 6.154±4.585

30% 28.461∗∗±23.868 30.380∗∗±22.927 26.369±24.648 8.619∗∗±4.294 9.431∗∗±4.192 5.835±4.795

10% 47.059∗∗±24.391 48.128∗∗±24.547 6.503±7.621 10.122∗∗±4.276 11.492∗∗±3.322 3.122±3.637

β
glass (training) glass (test)

rbst1 Ex-rbst rec rbst1 Ex-rbst rec

50% 11.910∗∗±7.197 12.107∗∗±8.082 13.245±7.235 3.921±1.676 4.089±1.869 2.961±1.977

30% 14.038±7.547 13.167∗∗±8.750 14.280±8.438 3.826±1.601 4.302±1.927 2.649±1.910

10% 16.837∗∗±8.367 15.611∗±10.308 13.970±6.574 3.921±1.554 4.579±1.966 1.985±1.225

β
iris (training) iris (test)

rbst1 Ex-rbst rec rbst1 Ex-rbst rec

50% 28.322∗∗±17.003 36.172±12.035 37.463±10.603 4.543±1.726 4.608±1.726 4.841±1.726

30% 33.086∗∗±13.639 38.700∗∗±6.589 42.045±3.223 4.547±1.739 4.542±1.744 4.909±1.744

10% 39.150∗∗±2.311 38.580∗∗±2.349 45.000±1.752 4.753±1.614 4.768±1.650 5.000±1.650

β
nursey (training) nursey (test)

rbst1 Ex-rbst rec rbst1 Ex-rbst rec

50% 45.679∗∗±52.24 67.719±240.78 66.014±241.62 153.873∗∗±31.10 160.792∗∗±35.35 148.210±59.37

30% 54.154∗∗±59.37 90.586∗∗±306.44 100.621±306.57 156.781∗∗±31.56 170.439∗∗±39.58 165.571±61.24

10% 31.794∗∗±26.53 163.126∗∗±517.84 197.562±514.91 141.478∗∗±12.04 187.984∗∗±51.29 176.614±89.29

β
soybean (training) soybean (test)

rbst1 Ex-rbst rec rbst1 Ex-rbst rec

50% 11.592∗∗±11.941 18.374±11.819 18.869±11.343 5.897∗∗±2.806 5.119∗∗±3.227 4.218±3.147

30% 10.967∗∗±9.724 22.605±12.006 22.109±12.058 5.854∗∗±2.601 4.570∗∗±2.976 2.978±2.158

10% 13.057∗∗±10.416 30.920∗∗±13.933 21.709±8.123 5.847∗∗±2.181 5.694∗∗±3.026 2.801±1.693

β
wine (training) wine (test)

rbst1 Ex-rbst rec rbst1 Ex-rbst rec

50% 48.422±8.706 40.419∗∗±17.692 49.446±5.329 5.839∗±1.901 5.928∗∗±2.061 5.403±1.910

30% 48.255±8.573 45.875∗±12.515 51.000±5.271 5.830∗∗±1.933 5.933∗∗±2.087 5.265±1.899

10% 49.690±7.577 51.720±5.765 51.000±4.420 6.069∗∗±1.911 6.423∗∗±1.904 4.980±1.850

β
zoo(training) zoo(test)

rbst1 Ex-rbst rec rbst1 Ex-rbst rec

50% 15.161±12.024 15.970±11.441 15.575±11.798 2.465±1.623 2.627±1.592 2.609±1.605

30% 18.500∗∗±13.444 21.420±11.776 22.017±11.013 2.750±1.742 3.033±1.613 3.035±1.611

10% 36.040±5.322 36.900±1.425 36.900±1.425 4.100±1.425 4.100±1.425 4.100±1.425

high recall scores. This may be caused by the non-uniform distribution of rules over the

conditional and decision attribute space.

3.3 Conclusions

We introduced robustness measures that evaluate to what extent the interestingness

of a rule is preserved against partially matched objects. Four numerical experiments
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were conducted to examine the performance of rules selected according to the robust-

ness scores and recall scores. The results revealed that the robustness measure was an

independent interestingness measure of recall and may be effective in selecting useful

rules for design knowledge. Rules with extremely high robustness scores are useful for

design knowledge, whereas rules with high recall scores are useful for constructing a

rule-based classifier. Specifically, rules with very high robustness scores performed well

in estimating the decision attribute value but a rule-based classifier composed of such

rules did not.



Chapter 4

A k-Anonymous Rule Clustering

for Data Publishing

In this chapter, we propose a rule clustering approach to achieving the k-anonymity for

privacy protection in rule publication. When rule-based classifiers are used in real-world

problems, we may be requested to publish them to ensure fairness and provide knowledge

for field researchers. To develop methods and tools for publishing rules while ensuring

the confidentiality of personal sensitive and private information is a task of the utmost

importance. Induced rules are not always supported by a sufficient number of objects

because objects with rare condition attribute values may exist in a dataset. If a rule

is supported only by a few objects, some condition or decision attribute values of some

particular objects can be revealed. If some of the revealed attribute values are sensitive

or identify an object, it may invade the privacy of the object. This identifiability is

totally undesirable, especially for sensitive information. That is, the development of

techniques for privacy protection is a very important issue for published rules. To

protect the privacy, achieving the k-anonymity [65], i.e., using only rules supported at

least k objects is useful. Namely, we propose to merge rules with low support based

on the similarity and consistency measures of rules. By this way, we try to achieve

the k-anonymity while aiming to maintain the classification accuracy through the use

of similarity and consistency measures. The approach is described in Section 4.1. In

Section 4.2, two numerical experiments are conducted. One is to verify the accuracy of

the rule-based classifier with the k-anonymized rules, and the other is to evaluate the

risk of privacy invasion of decision attribute values. The effectiveness of the proposed

approach are demonstrated by these experiments. Finally, conclusions are given in

Section 4.3.

35
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4.1 k-Anonymous Rule Clustering Approach

In this section, we propose a k-anonymous rule clustering algorithm. The k-anonymity

for a rule is defined as follows.

Definition 4.1. Let r be an induced rule expressed as “if f(u, a1) ∈ Cond1, f(u, a2) ∈
Cond2, . . . , f(u, al) ∈ Condl then u ∈ Dj”, where f(u, ai) is the attribute value of u

in attribute ai, Condi is a condition about the attribute valllue f(u, ai) and Dj is a

decision class. Rule r is said to satisfy k-anonymity if and only if

Strength(r) = |{u ∈ U : u ∈ Dj , f(u, ai) ∈ Condi, i = 1, 2, . . . , l}| ≥ k, (4.1.1)

where Strength(r) is the number of objects that satisfy a rule r in the decision table.

Equation (4.1.1) implies that rule r satisfies k-anonymity when rule r is supported

at least k objects in the decision table. Rules satisfying k-anonymities are called k-

anonymous rules. In the field of frequent pattern mining, Apriori algorithm [4] and FP-

growth algorithm [29] can induce rules satisfying k-anonymity by adopting the minimum

support as one of rule induction criteria. However, the rules induced by those algorithms

did not always cover all objects in the decision table (dataset). Therefore, those induced

rules are useful for discovering knowledge but not alway for constructing a rule-based

classifier. Some of rules constructing a rule-based classifier may be supported only

by a few objects, i.e., their support scores are less than k. Without those rules, the

classification accuracy of the rule-based classifier will be decreased. In order to satisfy

the k-anonymity for all rules constructing the rule-based classifier, rules with small

support scores are combined until the merged rules satisfy the k-anonymity. We note

that by the combination, the confidence of rules constructing the rule-based classifier

decreases. For rule combination, the following similarity measure between rule r and r′

is used.

Definition 4.2. Let r and r′ be rules with a same conclusion. Similarity measure

between r and r′ is defined by

s(r, r′) =
1

|C|
∑
a∈C

s(r, r′ : a), (4.1.2)
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where

s(r, r′ :a)=



1, if ρ(r, a) ∪ ρ(r′, a) = ∅

0, if (ρ(r, a) = ∅ and ρ(r′, a) ̸= ∅) or (ρ(r, a) ̸= ∅ and ρ(r′, a) = ∅)

max{Truth(ρ(r, a) ⊆ ρ(r′, a)), T ruth(ρ(r′, a) ⊆ ρ(r, a))},

if a is nominal and ρ(r, a) ̸= ∅ and ρ(r′, a) ̸= ∅

max{1− |ρ̄(r,a)−ρ̄(r′,a)|
3σa

, 0},

if a is numerical and ρ(r, a) ̸= ∅ and ρ(r′, a) ̸= ∅.

(4.1.3)

ρ(r, a) denotes the set of values satisfying the condition about condition attribute a in

rule r. In Equation (4.1.3), Truth(proposition) is 1 if proposition is true and 0 otherwise.

When a condition attribute a is numerical, ρ(r, a) become a closed interval, and σa and

ρ̄(r, a) are defined as the standard deviation of attribute values of a in the decision

table and the center value of closed interval ρ(r, a), i.e., ρ̄(r, a) = 0.5 inf(ρ(r, a)) +

0.5 sup(ρ(r, a)).

When two rules are combined, the resulting rule may be composed of the inconsistent

conditions that do not corresponding to the original rules. Then, we define a consistency

measure between two rules r and r′ to reduce the number of inconsistent conditions.

Definition 4.3. Let r and r′ be rules with the same conclusion. The consistency

measure is defined by

c(r, r′)=

∑
r′′∈R max{Truth(∀a ∈ A(r), ρ(r′′, a) ⊆ ρ(r, a)),

T ruth(∀a ∈ A(r′), ρ(r′′, a) ⊆ ρ(r′, a))}
2|{a∈A(r)∩A(r′) : a is numerical}| ×

∏
a∈A(r)∩A(r′) : a is nominal|ρ(r, a) ∪ ρ(r′, a)|

,

(4.1.4)

where A(r) is the set of condition attributes used in the premise of rule r. The combi-

nation of rules r and r′ generates the following rule:

if f(x, a1) ∈ ρ(r, a1)∪̃ρ(r′, a1), . . . , f(x, al) ∈ ρ(r, ap)∪̃ρ(r′, ap) then x ∈ Dj . (4.1.5)

ρ(r, a1)∪̃ρ(r′, a1) is defined by ρ(r, a) ∪ ρ(r′, a) if a is nominal and [min(ρ(r, a), ρ(r′, a)),

max(ρ(r, a), ρ(r′, a))] if a is numerical. R is a set of rules whose premises are composed

of f(x, ai) = vai with vai ∈ ρ(r, ai) ∪ ρ(r′, ai) if ai is nominal, and vai = ρ(r, ai) or

vai = ρ(r′, ai) if ai is numerical. Namely, R has exactly 2|{ai∈A(r)∩A(r′) : ai is numerical}| ×∏
ai∈A(r)∩A(r′) : ai is nominal|ρ(r, ai)∪ ρ(r′, ai)| rules. We note that if r is a merged rule of

r1, r2, . . . , rp, ρ(r, ai) is defined by a set of {ρ(r1, ai), ρ(r2, ai), . . . , ρ(rp, ai) for nominal
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condition attribute ai and an interval [min
∪

j=1,2,...,p ρ(rj , ai),max
∪

j=1,2,...,p ρ(rj , ai)]

for numerical condition attribute ai.

The proposed clustering algorithm for k-anonymization of a set of rules R is given in

Algorithm 1. This algorithm is a kind of agglomerative hierarchical clustering algorithm

in which rules to be merged are selected by the minimum strength criterion and a

criterion maximizing the product of the similarity defined by Equation (4.1.3) and the

consistency defined by Equation (4.1.4). The set Rj of rules which do not satisfy k-

anonymity, i.e., whose strength scores are less than k is generated for each decision

class Dj . This rule set R
′
j is updated by replacing rules r and r′ with the merged rule

rnew. Rule r is selected by by the minimum strength criterion. Then rule r′ is selected

by maximizing the product of the similarity and the consistency score with respect to

rule r. The algorithm merging two rules r and r′ is shown in Algorithm 2. By this

algorithm, rnew is created. These procedures are continued until all rules in R
′
j satisfy

k-anonymity. Algorithm 1 is terminated after k-anonymization process is applied to all

decision classed Dj , j = 1, 2, . . . , n. As shown in Algorithm 2, the condition attributes

used in the merged rule rnew are all condition attributes commonly used in rules r and

r′, more concretely, A(rnew) = A(r) ∩ A(r′). The set of attribute rules for condition

attribute a ∈ A(rnew) is defined by the minimum closed interval including both closed

intervals with respect to condition attribute a given in rules r and r′ if a is numerical.

On the other hand, the set of attribute rules for condition attribute a ∈ A(rnew) is

defined by the union of sets of attribute values for condition attribute a given in rules r

and r′ if a is nominal. We note that the strength score of rnew is larger than strength

scores of r and r′. Because the condition of rnew is weaken than condition of r and r′, all

objects covered by rules r and r′ are also covered by the merged rule rnew. Eventually,

all objects covered by the original rule set Rj are also covered by the k-anonymized rule

set Rj . As we assume that k is not more than the number of objects in the smallest

decision class, i.e., k ≤ minj=1,2,...,n |Dj |, it is guaranteed that Algorithm 1 is always

terminated when obtaining a set of k-anonymized rules R′.

4.2 Experiments

4.2.1 Experimental Setup

We used five datasets obtained from UCI Machine Learning Repository [71]. The param-

eters of the datasets are listed in Table 4.1. Column prop of Table 4.1 lists the ratios of

rules with Strength(r) = 1 to all rules induced by the MLEM2 algorithm. The dataset
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Algorithm 2 k-anonymous rule clustering
Input: a set of rules R and a threshold value k
Output: a set of k-anonymized rules R′

1: R′ ← ∅
2: for each deicision class Dj , j = 1, . . . , n do
3: R′

j ← {r ∈ R(Dj) : Strength(r) < k}
4: R′ ← (R′ ∪R(Dj)) \R′

j

5: min = min{Strength(r) : r ∈ R′
j}

6: while min < k do
7: select r such that Strength(r) = min, if a tie occurs, randomly select one of them.
8: select r’ having the maximum of multiplication similarity and consistency measure s(r, r′) ×

c(r, r′), r′ ∈ R′
j \ {r}; if a tie occurs, select r’ with smallest Strength(r′); if a further tie occurs,

randomly select one of them.
9: rnew ←merge(r,r’)
10: R′

j ← R′
j \ {r, r′}

11: R′
j ← R′

j ∪ {rnew}
12: min = min{Strength(r) : r ∈ R′

j}
13: end while
14: R′ ← R′ ∪R′

j

15: end for

Algorithm 3 Rule merging : merge
Input: two rules r and r′

Output: a combined rule r′′

1: A← A(r) ∩A(r′)
2: for each c ∈ A do
3: if c is numeric then
4: min = min{ρ(r, c) ∪ ρ(r′, c)}
5: max = max{ρ(r, c) ∪ ρ(r′, c)}
6: ec ← f(x, c) ∈ [min,max]
7: else
8: ec ← f(x, c) ∈ ρ(r, c) ∪ ρ(r′, c)
9: end if
10: end for
11: r′′ ←

(∧
c∈C ec → x ∈ Dj

)

on census income adult is used to estimate whether a person earns more than fifty thou-

sand dollars per year from census data and demographic information of the person. We

use only eight condition attributes considered as quasi-identifiers in previous studies [31].

Dataset default is used to estimate the possibility of a credit default. Namely, whether

a person is credible or not is estimated from this dataset. The dataset on german-credit

data (german-credit) consists of 1,000 records and 20 attributes (excluding the decision

attribute) of bank account holders. The decision attribute in this dataset takes either

good or bad in credit classification of holders. The three above-mentioned datasets are

well-known real datasets containing both numerical and categorical attributes, and are

frequently used in the field of data privacy. In addition, we use other two datasets

hayes-roth and nursery.

We apply a ten-fold cross validation method [34] in these experiments. Specifically, we

divide each dataset into ten subsets. Nine subsets are used for training and the remaining

one for a testing. Therefore, we obtain ten different evaluations by the combinations of
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the nine subsets. This validation method is applied ten times with different divisions of

a dataset. The average and standard deviation are calculated for each evaluation. We

use MLEM2 [25] for rule induction in the experiments.

4.2.2 Classification Accuracy

In this experiment, we investigate the classification accuracy of the k-anonymous rules

obtained using the proposed rule clustering. The classification accuracy is the ratio of

the number of correctly classified objects to the number of all objects. We use LERS

algorithm [22] to classify objects of a test dataset.

To verify the effectiveness of the proposed similarity and consistency measures, we

compared the k-anonymous rule clustering approach using both measures and that using

only one measure. Moreover, to verify the performance of the proposed approach, we

compared it to the following three methods :

1) Random rule merging (Random): This method generates a set of k-anonymous rules

by merging two randomly selected rules with the same conclusion. The rule-based

classifier is constructed in the same way as the proposed method.

2) k-anonymization by using the number of matched condition attributes for selection

of two rules to be merged (Match): In this method, a set of k-anonymized rules are

generated from rule set R by a rule clustering but two rules to be merged are selected by

maximizing the number of common condition attributes, i.e., |A(r) ∩ A(r′)|. After the

k-anonymization a rule-based classifier is constructed in the same way as the proposed

method.

3) Removing rules which does not satisfying k-anonymity (Only k): In this method, all

rules whose strength scores are less than k are removed from R′. Then, a rule-based

classifier is constructed only with the remaining rules in the same way as the proposed

method.

Table 4.1: Dataset parameters and the average number, length, and strength of the
rules induced by MLEM2

dataset |U | |C| |Vd| prop number length strength

adult 48844 8 2 28％ 4689.410±42.246 4.910±0.009 8.455±0.177

default 30000 11 2 29％ 4158.380±38.443 6.339±0.009 4.608±0.049

german-credit 1000 20 2 11％ 258.440±5.968 6.475±0.051 5.039±0.177

hayes-roth 160 5 3 3％ 23.240±1.485 2.692±0.048 5.869±0.267

nursery 12960 8 5 14％ 574.020±27.414 5.473±0.019 33.617±2.786
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In Tables 4.2 and 4.3, Sim × Con, Sim, and Con represent the rule-based classifiers

with k-anonymized rules obtained by the proposed rule clustering using both similarity

and consistency measures, only similarity measure, and only consistency measure for

the selection of a rule to be merged, respectively. Random, Match, and Only k are the

alternative rule-based classifiers described earlier above. We examine several parameter

settings of k for each dataset. As the sizes of datasets differ values of k depend on

datasets. The average classification accuracies (acc) and the standard deviation (dev)

are shown in the form of acc±dev. The average classification accuracies in bold typeface

indicate that they are statistically larger than those obtained for any of the alternative

methods in a paired t-test with 5 % of significant level. The underlined values indicate

that they are larger than the average classification accuracy of the rule-based classifier

with all rules induced by MLEM2 shown next to the name of dataset.

We observe that the average classification accuracy scores of the proposed methods

are larger than those of the three alternative methods in every dataset. Moreover,

the average classification accuracies of the proposed approaches are statistically larger

for all k values in dataset adult and some k values in datasets default, german-credit

and hayes-roth. Method Con shows either larger or almost the some accuracy scores as

method Sim, whereas method Sim×Con shows the largest accuracy scores. This implies

that the consistency measure works better than the similarity and that the product of

consistency and similarity measures performs best. In datasets, adult and nursery,

as k values increases the average classification accuracy score decreases. This can be

explained from the fact that increasing k values generate more anonymous rules that are

more general. In this dataset, it seems that the characters of individual data are rather

diverse because the average classification accuracy decreases as rules are generalized. On

the other hand, the average classification accuracy scores of the proposed approaches in

dataset german-credit are not affected by the value of k. Furthermore, we observe that

the average classification accuracy scores of the proposed approaches in datasets adult,

default, german-credit, and hayes-roth are larger than those of the rule-based classifiers

with rules induced by MLEM2 for many values of k. Given that the average classification

accuracy scores of method Only k are largest among the three alternative methods, we

may consider that rules not satisfying k-anonymity are not very essential for accurate

classification. However, even in such datasets, the proposed methods Sim × Con and

Con perform better than method Only k. This implies that methods Sim × Con and

Con select rules to be merged effectively so that the rule-based classifiers overcome the

potential overfitting.
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The average length, number, and strength of the rules induced by the proposed meth-

ods and the three alternative methods are shown in Fig 4.1, 4.2, and 4.3. The length

of rule is the total number of condition attributes in the rule. We observe that the

average length of the rules induced by method Only k is larger than that of any other

method in datasets adult, default, and german-credit, whereas method Random shows

the smaller lengths among all methods. As k increases, the number of induced rules

decreases. This is not surprising because the rules are more merged as k increases.

The numbers of rules in methods Sim× Con, Con, and Only k are small compared to

those in other methods. In addition, the average strength scores of rules in methods

Sim × Con and Con are larger than those in other methods for every dataset. These

facts implies that in methods Sim × Con and Con original rules are merged to rules

with large strength scores. Namely, k-anonymization is achieved by merging rules with

small strength scores to rules with large scores in methods Sim × Con and Con. The

differences of the classification accuracies between the classification with rules induced

by MLEM2 algorithm and all rule-based classifiers with k-anonymous rules are not very

clear in dataset nursery. As shown in Table 5.1, the strength scores of dataset nursery

are large compared to other datasets. Each decision class would be estimated easily in

dataset nursery. From the overall results, we can conclude that the proposed methods

maintain a sufficiently large accuracy scores for all the evaluated datasets.

4.2.3 Privacy Preservation

In the second experiment, we verify the performance of privacy preservation. Assum-

ing that the set of rules is published and some condition attributes of an object are

revealed by an attacker, we examine to what amount decision classes are revealed from

the published set of rules and the condition attribute values known by the attacker.

In this experiment, we do not use the rule-based classifier based on LERS for estimat-

ing a unique decision class and instead estimate the decision class simply by taking

the conjunction of conclusions of rules. The attack is successful when a unique de-

cision class is estimated. Let the condition attribute sets known by the attacker be

P = {ap(1), ap(2), . . . , ap(q)}. The possible number of combinations of condition attribute

values is obtained as V (P ) =
∏

j=1,2,...,q |Vaj |. Considering all possible P ⊆ A, the total

number of possible combinations of revealed condition attribute values is obtained as∑
P⊆A V (P ). We calculate the ratio of the number of the success levels to the number

of all the combinations of the condition attribute values. A smaller ratio is better in

privacy preservation.

The successful attack ratios for the five datasets are shown in Tables 4.4 and 4.5.

We set |P | = 1, 2, and 3, and k by the values used in the previous experiments. The
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Figure 4.1: Average length of rules for all methods

underlined ratios indicate the largest among all methods. The ratios in bold typeface

indicate that they are statistically larger than those obtained any other methods in a

paired t-test with 5 % significant level. We compared the proposed method Sim×Con

with the three alternative methods described in Section 4.2.2.

Except for dataset german-credit, we observed that successful attack ratio in method

Match was smaller than those in the other methods. In contract, the successful attack

ratio in method Only k is large except for dataset hayes-roth. The successful attack

ratio of the proposed method is smaller than those of the three alternative methods in

the |P | = 3 of dataset german-credit. Method Match merges rules based on the number

of common condition attributes. As the number of elementary conditions increase,
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Figure 4.2: Average numbers of rules for all methods

the number of rules having some of condition attribute values known by the attacker

increases. In addition, the decision classes in the conclusions of these rules tend to

differ from each other. Therefore, the successful attack ratio decreases. To maintain

the classification accuracy score, the proposed method preserves the original rules if

they satisfy k-anonymity and generates merged rules to satisfy k-anonymity. As k

increases, the number of merged rules increases while both the number of original rules

and length of the rules decrease. Consequently, the number of rules having some of the

condition attribute values known by the attacker is small. Thus, the successful attack

ratio increases. We observe that our proposed method takes larger accuracy score than

method Match and a smaller successful attack ratio than method Only k. There is no
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Figure 4.3: Average strength of rules for all methods

alternative method that dominates the proposed method in both classification accuracy

and successful attack ratio.

4.3 Conclusions

In this chapter, we proposed a rule clustering approach to achieve k-anonymity in rules to

be published for privacy protection. In the proposed method, rules selected by the simi-

larity and consistency measures are merged iteratively until k-anonymity is achieved for
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Table 4.4: Successful attack ratios in datasets adult, default, and german-credit

adult

|P | method k = 5 k = 15 k = 25 k = 35 k = 45

1

Sim× Con 0.072±0.022 0.090±0.035 0.097±0.038 0.099±0.036 0.108±0.037

Random 0.110±0.027 0.218±0.049 0.271±0.057 0.316±0.070 0.346±0.089

Match 0.025±0.010 0.026±0.010 0.027±0.010 0.029±0.009 0.030±0.009

Only K 0.536±0.026 0.825±0.020 0.916±0.014 0.927±0.024 1.000±0.000

2

Sim× Con 0.636±0.038 0.764±0.069 0.782±0.067 0.767±0.076 0.799±0.065

Random 0.513±0.021 0.605±0.049 0.655±0.064 0.685±0.079 0.710±0.085

Match 0.308±0.006 0.256±0.009 0.242±0.012 0.243±0.016 0.258±0.017

Only K 0.803±0.011 0.967±0.008 0.992±0.003 0.993±0.005 1.000±0.000

3

Sim× Con 0.925±0.014 0.992±0.006 0.995±0.008 0.987±0.021 0.992±0.009

Random 0.785±0.022 0.859±0.030 0.886±0.037 0.901±0.041 0.910±0.043

Match 0.539±0.008 0.506±0.011 0.514±0.015 0.550±0.021 0.604±0.023

Only K 0.931±0.007 0.996±0.002 1.000±0.000 1.000±0.000 1.000±0.000

default

|P | method k = 2 k = 6 k = 10 k = 14 k = 18

1

Sim× Con 0.132±0.025 0.148±0.020 0.133±0.026 0.135±0.024 0.134±0.025

Random 0.132±0.026 0.175±0.031 0.184±0.033 0.194±0.034 0.203±0.038

Match 0.127±0.012 0.128±0.011 0.128±0.014 0.127±0.013 0.126±0.012

Only K 0.176±0.019 0.394±0.035 0.513±0.021 0.650±0.047 0.787±0.063

2

Sim× Con 0.340±0.016 0.393±0.019 0.402±0.021 0.397±0.027 0.406±0.027

Random 0.285±0.011 0.358±0.018 0.402±0.024 0.437±0.030 0.484±0.042

Match 0.279±0.009 0.270±0.012 0.272±0.015 0.277±0.014 0.283±0.014

Only K 0.286±0.010 0.691±0.011 0.827±0.015 0.935±0.019 0.962±0.013

3

Sim× Con 0.487±0.009 0.771±0.024 0.796±0.049 0.806±0.039 0.809±0.044

Random 0.420±0.009 0.630±0.021 0.695±0.026 0.738±0.028 0.777±0.039

Match 0.351±0.007 0.348±0.010 0.369±0.012 0.396±0.012 0.438±0.015

Only K 0.449±0.007 0.876±0.006 0.964±0.007 0.990±0.005 0.993±0.003

german-credit

|P | method k = 2 k = 6 k = 10 k = 14 k = 18

1

Sim× Con 0.166±0.026 0.294±0.053 0.338±0.066 0.385±0.071 0.427±0.073

Random 0.170±0.027 0.452±0.060 0.604±0.082 0.688±0.081 0.755±0.077

Match 0.156±0.024 0.276±0.035 0.411±0.050 0.509±0.066 0.572±0.067

Only K 0.169±0.022 0.705±0.098 0.981±0.050 0.995±0.021 1.000±0.000

2

Sim× Con 0.622±0.013 0.793±0.023 0.817±0.031 0.827±0.030 0.847±0.034

Random 0.634±0.016 0.836±0.035 0.896±0.035 0.927±0.034 0.949±0.031

Match 0.638±0.017 0.800±0.024 0.886±0.025 0.935±0.022 0.955±0.021

Only K 0.620±0.014 0.907±0.040 0.996±0.013 0.999±0.004 1.000±0.000

3

Sim× Con 0.837±0.010 0.938±0.011 0.949±0.017 0.954±0.015 0.961±0.020

Random 0.846±0.010 0.949±0.019 0.974±0.016 0.984±0.014 0.991±0.011

Match 0.856±0.013 0.948±0.008 0.977±0.013 0.995±0.008 0.999±0.004

Only K 0.836±0.010 0.964±0.019 0.999±0.003 1.000±0.001 1.000±0.000

all the rules to be published. By using five datasets obtained from UCI Machine Learn-

ing Repository, the classification accuracy of the rule-based classifier and the degree of

privacy protection of rules obtained using the proposed method were compared to those

of three alternative methods. The results showed that the proposed method was advan-

tageous over the three alternative methods for obtaining k-anonymized rules. Moreover,
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Table 4.5: Successful attack ratios in datasets hayes-roth and nursery

hayes-roth

|P | method k = 2 k = 4 k = 6 k = 8 k = 10

1

Sim× Con 0.335±0.089 0.393±0.067 0.402±0.119 0.420±0.115 0.486±0.122

Random 0.338±0.080 0.366±0.072 0.399±0.092 0.421±0.084 0.466±0.106

Match 0.326±0.083 0.333±0.081 0.334±0.096 0.375±0.095 0.392±0.099

Only K 0.349±0.086 0.463±0.088 0.396±0.116 0.423±0.122 0.548±0.145

2

Sim× Con 0.757±0.038 0.785±0.037 0.740±0.075 0.729±0.073 0.766±0.098

Random 0.719±0.050 0.681±0.092 0.685±0.123 0.723±0.120 0.758±0.142

Match 0.687±0.044 0.597±0.066 0.559±0.122 0.573±0.134 0.596±0.135

Only K 0.808±0.027 0.740±0.064 0.675±0.085 0.623±0.125 0.724±0.094

3

Sim× Con 0.967±0.027 0.994±0.027 0.994±0.027 1.000±0.000 1.000±0.004

Random 0.954±0.047 0.933±0.078 0.923±0.092 0.948±0.085 0.946±0.095

Match 0.934±0.054 0.876±0.079 0.797±0.152 0.813±0.154 0.839±0.132

Only K 1.000±0.000 1.000±0.000 1.000±0.000 1.000±0.000 1.000±0.000

nursery

|P | method k = 3 k = 9 k = 15 k = 21 k = 27

1

Sim× Con 0.031±0.013 0.031±0.013 0.033±0.014 0.042±0.020 0.046±0.022

Random 0.031±0.013 0.031±0.013 0.036±0.017 0.048±0.022 0.058±0.028

Match 0.031±0.013 0.031±0.013 0.031±0.013 0.031±0.013 0.031±0.013

Only K 0.031±0.013 0.045±0.022 0.049±0.023 0.166±0.045 0.301±0.039

2

Sim× Con 0.208±0.027 0.281±0.039 0.366±0.052 0.398±0.064 0.434±0.073

Random 0.202±0.023 0.188±0.028 0.233±0.032 0.304±0.048 0.380±0.056

Match 0.188±0.023 0.158±0.025 0.156±0.028 0.161±0.027 0.159±0.027

Only K 0.269±0.028 0.480±0.027 0.557±0.024 0.688±0.023 0.804±0.019

3

Sim× Con 0.616±0.035 0.729±0.044 0.784±0.037 0.789±0.040 0.813±0.041

Random 0.588±0.017 0.545±0.024 0.605±0.043 0.675±0.042 0.726±0.035

Match 0.571±0.025 0.498±0.024 0.471±0.030 0.469±0.030 0.460±0.029

Only K 0.729±0.015 0.848±0.010 0.880±0.009 0.913±0.010 0.957±0.008

compared to the original MLEM2, the set of rules obtained using the proposed method

maintained a suitable level of classification accuracy. Furthermore, the proposed method

maintained successful attack ratios comparable to those of the conceivable alternative

methods. Thus, the rules obtained using the proposed method protect the privacy to

an acceptable level.





Chapter 5

Rule-based Classifier Using

Bernoulli Mixture Model for

Utilizing Published Rules

In this chapter, we propose a mixture model approach to constructing an effective rule-

based classifier by utilizing published rules. When rules published by different organi-

zations and companies are available, it is worthwhile to utilize the published rules for

constructing a more effective and useful rule-based classifier by incorporating them into

the rules induced from the dataset at hand. However, we would not be able to know

the originating dataset of the published rules. Then, published rules may be induced

from some biased dataset. For instance, a number of objects with a condition attribute

value exist in the biased dataset compared to our dataset at hand. The published rules

may include some special characters resulting from biases such as territorial, cultural,

ethnic, and religious characters, different age strata bias and so on. If we incorporated

published set of rules induced from such biased dataset into the rules induced from the

dataset at hand, the performance of a rule-based classifier constructed by both pub-

lished and owned rules may deteriorate. Nevertheless, it would be advantageous to

utilize the published set of rules because some useful knowledge not obtained from the

dataset at hand may be included in the published rules. By utilizing the multiple sets

of rules induced from various kinds of datasets, e.g., medical data in different hospitals

and questionnaire data obtained from various people, we may construct a more widely

applicable and useful rule-based classifier.

We apply the concept of the mixture model in order to overcome the potential biases

in the published rules. By applying LERS algorithm to each set of rules, we obtain

adequacy scores over decision classes. EM algorithm [14] is then used for estimating

51
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the approximate mixture ratios of the adequacy scores. The proposed approach is ex-

plained in Section 5.1. In Section 5.2, numerical experiments are conducted to examine

the performance of the proposed approach. The proposed approach is compared with

four alternative methods in several datasets obtained from public domain. The effec-

tiveness of the proposed approach is demonstrated through the numerical experiments.

Conclusions are given in Section 5.3.

5.1 Mixture Model Approach

In this section, we propose a mixture model approach in order to utilize both published

rules and the rules induced from dataset at hand. In this thesis, we consider a two-

decision class case, i.e., binary classification problem. Assuming that K sets of rules are

induced from K decision tables owned by different organizations and ourselves, we can

obtain the K sets of rules. In addition, the score of Strength(r) is also published for

each rule r among K sets of rules.

5.1.1 Adequacy Score based on LERS Algorithm

We define an adequacy score of a set of rules Rk induced from k-th decision table

to a decision class Di for a object u based on LERS [22]. When all conditions of

some rule in Rk are satisfied with object u, the adequacy score is defined by quk (Di) =

Su
k (Di)/

∑
i S

u
k (Di), where Su

k (Di) is calculated using Equation (2.3.3) for each object

u by using a set of rules Rk. The adequacy score quk (Di) evaluates the score showing

to what extent the object u belongs in each decision class Di. When there is no rule

whose conditions are totally satisfied with object u, the adequacy score is defined by

quk (Di) = Mu
k (Di)/

∑
iM

u
k (Di), where Mu

k (Di) is calculated using Equation (2.3.4) for

each object u using a set of rules Rk.

5.1.2 Mixture Model and EM Algorithm

In the binary classification problem, we assume D1 ∪D2 = U and quk (D1) = 1− quk (D2).

For convenience, let qk,u = quk (D1) and the class labels yu ∈ {0, 1} be given. When an

object u belongs to D1, we set u as yu = 1, otherwise yu = 0. Let Y be a set of binary

variables yu, which is governed by a Bernoulli distribution with parameter qk,u. Variable

yu and u ∈ U are independent of one another. Namely, variable yu is not affected by

another variable yv, v ̸= u Next, we pre-set initial mixture ratio π0
k. We first set the
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complete likelihood and log-likelihood:

P (Y,Z) =
∏
u∈U

∏
k∈K

(πkq
yu
k,u(1− qk,u)

1−yu)zu,k (5.1.1)

logP (Y,Z|q,π) =
∑
u∈U

∑
k∈K

zu,k(log πk + yu log qk,u + (1− yu) log(1− qk,u)) (5.1.2)

where πk, k ∈ K are assumed to be known and satisfy πk ≥ 0,
∑

k∈K πk = 1, and K is an

index set of rule-based classifiers. Variables zu,k are hidden variables and representing the

component assignment to object yu. Namely, if yu is drawn from the k-th component,

zu,k = 1 while the remainings are all 0. The form of the log-likelihood function in

Equation (5.1.2) is generally preferred because it makes EM algorithm [14] available.

The expectation step computes the expected value of the hidden variable by giving the

current parameter values [7]. The expected value of the hidden variable zu,k is then

given by

γ(zu,k) =
πkq

yu
k,u(1− qk,u)

1−yu∑
k∈K qyuk,u(1− qk,u)1−yu

. (5.1.3)

The expected value of the complete log-likelihood with respect to Z is given by

Ez[logP (Y,Z)] =
∑
u∈U

∑
k∈K

γ(zu,k)(log πk + yu log qk,u + (1− yu) log(1− qk,u)), (5.1.4)

where γ(zu,k) = E(zu,k). The maximization step determines the parameter values max-

imizing Equation (5.1.4). In this step, we should maximize the complete log-likelihood.

Thus, we consider the derivative with respect to πk and set it to 0, obtaining

πk =

∑
u∈U γ(zu,k)

|U |
. (5.1.5)

To summarize the two steps of EM algorithm for the mixture of Bernoulli distributions :

E step : Compute γ(zu,k) by using current parameter values of πold
k

M step : Update πk, i.e., obtain update parameter values πnew
k through Equation (5.1.5)
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5.1.3 Classification by Mixture Rule-based Classifier

The classification of a object u is performed by

yu=

1, if
∑

k∈K πkqk,u ≥ θ

0, otherwise
(5.1.6)

where θ is a threshold for classification taking a value in [0, 1]. In the experiments

described later, we use θ = 0.5.

5.2 Experiments

5.2.1 Dataset

We use four datasets obtained from UCI Machine Learning Repository [71]. The datasets

are shown in Table 5.1, where |U |, |C|, and |Vd| show the number of objects in the

given data table, number of condition attributes, and number of decision classes treated

in this experiment, respectively. Datasets adult, default, german-credit, and nursery

are described in Section 4.2. We note that dataset nursery is not originally a binary

classification dataset. Hence, we use 8,310 objects with the decision class as “priority”

or “spec prior”.

5.2.2 Three Situations of Dataset

In this experiment, we assume that we can obtain two types of sets of rules : one

from public domain and the other from dataset at hand. For convenience, the two

organizations used in the numerical experiments are called “A” and “B”. We assume

that we only have set of rules RB of organization “B” obtained from its public domain,

although we have dataset DA of organization “A”. In our experiments, we generate four

datasets by sampling objects from each dataset: dataset DA of organization “A”, dataset

DB of “B”, dataset DM for estimating the mixture ratio πk, and dataset DT for testing.

Table 5.1: Four datasets

dataset |U | |C| |Vd|
adult 48844 8 2
default 30000 11 2

german-credit 1000 20 2
nursery 8310 8 2
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Table 5.2: Selected attribute-value pairs

dataset a va
adult sex male
default sex marital status male : married / widowed

german-credit sex male
nursery health priority

Based on our problem setting, we assume that we do not know dataset DB but a set of

rules RB induced from dataset DB. On the other hand, we know dataset DA and also

the set of rules RA induced from dataset DA. Dataset DT is used for evaluation of the

usefulness of the approach. In the division, DA, DB, and DM are composed of 30 %

of data in a dataset, respectively. DT is composed of the remaining 10 % of data. As

both datasets DA and DB may be biased, we generate datasets for this experiment by

assuming the following three situations :

1) Biased situation1 : We assume that distributions of DA and DB are significantly

different. We consider a condition attribute a and an attribute value va. DA is generated

so that 85 % of their objects take va for condition attribute a and the remaining 15 % of

their objects take other values for condition attribute a. DB is generated so that 15 %

of their objects take va for condition attribute a and the remaining 85 % of their objects

take other values for condition attribute a. DM and DT are generated so that half of

their objects take va for condition attribute a and the other half take other values for

condition attribute a.

2) Biased situation2 : We assume that distributions of DA, DM , and DT are similar but

that of DB is uniquely different from those of others. Then, we consider a condition

attribute a and an attribute value va. DA, DM , and DT are generated so that 85 % of

their objects take va for condition attribute a and the remaining 15 % of their objects

take other values for condition attribute a. DB is generated so that 15 % of their objects

take va for condition attribute a and the remaining 85 % of their objects take other values

for condition attribute a.

3) Unbiased situation : DA, DB, DM , and DT are generated by randomly selected objects

from each dataset.

For the selection of a ∈ C and va, many pairs may be conceivable. However, we

consider only a pair for each dataset as shown in Table 5.2. These pairs are selected

so as to have a sufficient number of objects matched to the attribute-value pair in each

dataset. In each situation, we generated fifty sets of four datasets in order to enhance

the experimental accuracy. Therefore, we obtain 150 sets for each dataset in total.



Chapter 5. Rule-based Classifier Using Bernoulli Mixture Model 56

5.2.3 Alternative Methods

We use MLEM2 [25] for inducing rules in the experiments. An initial mixture ratio πk

obtained through Equation (5.1.5) for EM algorithm is 0.5. The number of iterations

in EM Algorithm is set to 100. Threshold θ used in Equation (5.1.6) for classification

is 0.5. To confirm the effectiveness of the proposed approach (EM), we compare the

proposed method to the following four alternative rule-based classifiers :

1) Only A : A rule-based classifier based on LERS algorithm [22] using only a set of

rules RA.

2) Only B : A rule-based classifier based on LERS algorithm [22] using only a set of

rules RB.

3) A+B : A rule-based classifier based on LERS algorithm [22] using both sets of rules

RA and RB.

4) A+B(α) : A rule-based classifier based on LERS algorithm [22] using a set of rules

RA and the largest α percent of rules in RB selected according to support. We use

α = 10, 30, and 50 for all experiments.

5.2.4 Classification Performance

In the experiments, we evaluate the proposed method and alternative rule-based clas-

sifiers through classification accuracy and AUC (Area Under the Receiver Operating

Characteristic Curve). The classification accuracy is the rate of the number of correctly

classified objects to the total number of objects given to the rule-based classifier. AUC

is known an evaluation index for a binary classifier and its value shows the size of area

under the ROC Curve [10]. If a classifier could classify all objects accurately, the AUC

takes the maximal value 1. If a classifier classified all objects randomly, the AUC takes

0.5. The averages and standard deviations of classification accuracy, AUC, and the num-

ber of rules are calculated. The obtained statistics are shown in Tables 5.3, 5.4, and 5.5.

The proposed method is shown as “EM”. The average ave and standard deviation dev

are shown as ave±dev in three tables. The values in bold typeface represent the largest

scores among all methods. In addition, the values with mark “∗” show that they are

statistically better than values obtained through the other methods by using a paired

t-test at a level of 5 %.
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As shown in Tables 5.3 and 5.4, the proposed method (EM) provides the largest

average classification accuracy scores compared with those of four alternative methods in

datasets default and german-credit under biased situation1 and datasets default, german-

credit, and nursery under biased situation2. Moreover, the proposed method provides

the largest average AUC scores compared with those of obtained using the other four

alternative methods in datasets adult, default, and german-credit under biased situation1

and in all datasets under biased situation2. The results showing that method “EM”

outperforms method “A+B” imply the effect of combining two sets of rules by using

EM Algorithm. However, method “A+B” provides the largest average classification

accuracy in dataset adult under all situations. As shown in Table 5.5, a large number

of rules is induced because of the size of |U |. This result shows that more number

of rules are effective for classification when utilizing the published rules induced from

a large dataset. Method “A+B” provides larger average classification accuracy scores

than methods “Only A” and “Only B” in almost all datasets. This result indicates

that the utilization of the published rules regardless of the situation is advantageous

in classification. Some differences are observed in the classification between methods

“Only A” and “Only B” in datasets default and nursery under biased situation2. This

is caused by the difference of data distribution in datasets DA and DB, respectively.

The result shows that “EM” provides larger average classification accuracy scores than

methods “Only A” and “Only B” by employing the computed mixture ratio effectively.

Based on the results obtained under unbiased situation shown in Tables 5.3 and 5.4, no

significant differences are observed in classification accuracy in any pairs of the methods.

The experimental results confirm that the proposed method “EM” is advantageous for

obtaining better rule-based classifiers by utilizing the published sets of rules.

5.2.5 Results of Mixture Ratios and Adequacy Scores

The average and its standard deviation of the mixture ratio πA obtained using EM

algorithm are shown in Table 5.6, where πA is the mixture ratio for the rule-based

classifier using RA. The mixture ratios in three datasets under biased situation2 are

relatively large because DT is generated using the same distribution on dataset. In

contrast, the mixture ratios πA under unbiased situation are nearly 0.5, implying that

RA and RB are almost equally treated.

The average of Pearson’s correlation coefficient and its standard deviation are shown

in Table 5.7. As shown in the column of methods “Only A v.s. Only B” in Table 5.7,

the coefficients between biased situation1 and situation2 are approximately 11.9 % and

13.2 % smaller than those in the unbiased situation, except dataset default. This result
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Table 5.6: Averages and standard deviations of πA

dataset biased situation1 biased situation2 unbiased situation

adult 0.494±0.042 0.506±0.042 0.500±0.000

default 0.512±0.039 0.516±0.042 0.504±0.028

german-credit 0.414±0.333 0.482±0.343 0.508±0.319

nursery 0.518±0.069 0.600±0.049 0.502±0.112

(a) adult (b) default

(c) german-credit (d) nursery

Figure 5.1: The frequency distributions of adequacy scores of decision class D1

shows that the adequacy scores of decision class Dj in RA and RB are different in biased

situations.

5.3 Conclusions

In this chapter we proposed the application of the mixture model for utilization of sets

of rules obtained in a public domain. We applied the concept of the mixture model in

order to utilize both the published rules and the rules induced from dataset at hand.

By applying LERS algorithm to each set of rules, we obtained two normalized score



Chapter 5. Rule-based Classifier Using Bernoulli Mixture Model 62

Table 5.7: Averages and standard deviations of Pearson’s correlation coefficients with
adequacy scores of decision class D1

adult Only A v.s. Only B Only A v.s. EM Only B v.s. EM

biased situation1 0.295±0.037 0.769±0.124 0.795±0.155

biased situation2 0.293±0.031 0.830±0.122 0.749±0.092

unbiased situation 0.349±0.034 0.797±0.113 0.814±0.109

default Only A v.s. Only B Only A v.s. EM Only B v.s. EM

biased situation1 0.384±0.026 0.805±0.141 0.810±0.131

biased situation2 0.385±0.034 0.970±0.015 0.592±0.051

unbiased situation 0.320±0.032 0.800±0.098 0.803±0.098

german-credit Only A v.s. Only B Only A v.s. EM Only B v.s. EM

biased situation1 0.132±0.096 0.890±0.148 0.469±0.239

biased situation2 0.133±0.122 0.826±0.250 0.521±0.276

unbiased situation 0.149±0.126 0.635±0.287 0.736±0.282

nursery Only A v.s. Only B Only A v.s. EM Only B v.s. EM

biased situation1 0.836±0.027 0.957±0.013 0.959±0.010

biased situation2 0.798±0.053 0.971±0.013 0.916±0.029

unbiased situation 0.917±0.011 0.978±0.008 0.979±0.007

distributions over decision classes. EM algorithm was then used for estimating the mix-

ture ratios for constructing a rule-based classifier. By using the four datasets frequently

used in privacy preserving data mining and publishing, we considered three biased sit-

uations to generate datasets for the experiments. The classification performance of the

proposed method was compared with those of other alternative methods. It was shown

that the classification accuracy scores and AUC scores of the proposed mixture models

are advantageous over the other alternative methods.



Chapter 6

Conclusions

In this thesis, we have studied on three approaches to the utilization of rules induced

from datasets. The contributions of this thesis are summarized as follows.

In Chapter 3, we proposed robustness measures as a new type of interestingness

measures for rules. We provided an example that demonstrates the necessity of a ro-

bustness measure, and then described several concepts of robustness. The robustness

measures were defined depending on the evaluation attitude against uncertainty. The

measures evaluate to what extent the interestingness of a rule is preserved against par-

tially matched objects. Four numerical experiments using eight datasets obtained from

UCI Machine Learning Repository [71] were conducted to examine the usefulness of

the robustness measures and the difference between the robustness measures and re-

call measure. The results revealed that the robustness measure was an independent

interestingness measure of recall and may be effective in selecting useful rules for design

knowledge. Rules with extremely high robustness scores are useful for design knowledge,

whereas rules with high recall scores are useful for constructing a rule-based classifier.

Specifically, rules with very high robustness scores performed well in estimating a deci-

sion attribute value.

In Chapter 4, we proposed a rule clustering approach to privacy protection in pub-

lishing rules. We introduced k-anonymity to rule publication so that each rule covers

at least k objects in the decision table at hand. In the proposed method, rules selected

by the similarity and consistency measures were merged iteratively until k-anonymity

is achieved with respect to all rules to be published. Using five datasets obtained from

UCI Machine Learning Repository, the classification accuracy of the rule-based classifier

and the degree of privacy protection of rules obtained by the proposed method were

compared to three alternative methods. The results showed that the proposed method

was advantageous over three alternative methods. Moreover, compared to the original

63
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MLEM2, the set of rules obtained by the proposed method maintained an acceptable

level of classification accuracy. Furthermore, the successful attack ratios to the rules

obtained by the proposed method were comparable to those of the alternative methods.

Thus, the rules obtained by the proposed method protected the privacy to an acceptable

level.

In Chapter 5, we proposed a mixture model approach to constructing an effective

rule-based classifier by utilizing published rules. We applied the concept of the mixture

model in order to utilize both the published rules and the induced rules from dataset at

hand. By applying LERS algorithm to each set of rules, we obtained adequacy scores

over decision classes. EM algorithm was then used for estimating the mixture ratios for

constructing a rule-based classifier. By using four datasets frequently used in privacy

preserving data mining and publishing, we conducted numerical experiments under three

different biased situations. Classification performance of the proposed method were

compared to other alternative methods. It was shown that the classification accuracy

scores and AUC scores of the proposed mixture models are advantageous over the other

alternative methods.

As shown above in this thesis, we tackled three problems toward the utilization off

rules induced from datasets : selection of good rules, privacy preservation for publishing

rules, and utilization of published rules. The following research topics are expected as

extensions of this studies. First, we may attempt to identify the reason that a rule-based

classifier composed of rules with extremely high robustness scores does not perform well.

A modified approach to selecting rules in order to construct a rule-based classifier using

a robustness measure would be proposed. As another topic, we may select rules based on

both robustness measures and other interestingness measures. The selected rules would

be useful in constructing an effective rule-based classifier system.

Second, the improvement of the classification performance of the rule clustering ap-

proach to achieving k-anonymity will be an important future work. The consistency

scores and the similarity scores of the rules to be merged decreases gradually as the

number of iterations increases. This method is based on agglomerative hierarchical clus-

tering algorithm so that their scores of rules to be combined may be very small values

at the end of the iterations. This may cause a degradation of the performance of the

proposed method. Therefore, we will address this disadvantage by developing other al-

gorithms to improve the classification performance. In addition to the improvement, we

will conduct experiments under various attack situations to verify the performance of

the privacy preservation.

Third, the mixture model approach could be extended to a mixture multinomial dis-

tribution for multi-class classification problems. To verify the effectiveness, we would
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compare the mixture model approach to ensemble learning techniques in previous stud-

ies. Moreover, the usefulness would be verified under various biased situations.

Finally, it will be an important task to deploy a decision support system using the

proposed approaches to promote the utilization of rules induced from datasets in real-

world problems. These studies in this thesis will be helpful for the utilization of induced

rules.
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