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Abstract of Thesis

In the emerging Internet of Things (IoT) technology, the sensors take an essential role in sensing and
monitoring. To make IoT applications more responsive and solve some privacy constraints, the sensed data are
stored, processed, and analyzed at the edge of the network instead of the cloud servers. For example, in
healthcare applications, the body sensor data of a patient must be analyzed on the smartphone of a caregiver
instead of a cloud server to give point—-of-care efficiently. Furthermore, the sensed data are delivered to
multiple receivers as continuous stream data in general. For example, the body sensor data of a patient are
delivered to doctor, nurse, and other caregivers continuously for different kind of cares. One important issue
to be treated in such data delivery is how to recover data losses for the reasons of unstable communications
insufficient processing powers, and so on. The existing data stream recovery schemes increase the communication
loads on the sender or storage usages on the receivers though most of the edge devices have limited network
bandwidth or storage. The other issue is the protection of sensitive data such as heartbeat data or location
data in the healthcare applications from leakage to unintended receivers or malicious attackers. Though there
exist multi-receiver encryption schemes for the data protection, they do not consider some security properties,
which are necessary for IoT applications such as source authentication and replay attack prevention. Moreover,
the existing schemes require high computational cost, which is not suitable for resource—constrained edge
devices.

To achieve reliable and secure multi-receiver data delivery for IoT, this thesis proposes a novel recovery
stream delivery scheme and multi-receiver encryption scheme for treating these issues.

This thesis consists of five chapters. Chapter 1 explains the research background, research issues,
objectives and the content of this research

Chapter 2 proposes a synchronized recovery stream merging (SRSM) scheme which focuses on the sensor data
stream multicast delivery that can recover lost data. Two methods of the SRSM scheme for IoT applications
are proposed in this chapter. The first one is latency—aware synchronized recovery stream merging (SRSM-L)
method, which is suitable for applications that can tolerate some latency to fetch the lost data. The second
one is bandwidth dependent synchronized recovery stream merging (SRSM-B) method, which is suitable for IoT
applications where the senders have limited network bandwidth. The proposed methods reduce the total bandwidth
required by the sender without requiring large buffer storage on receivers.

Chapter 3 proposes a lightweight certificate—less multi-receiver encryption scheme to cope with the data
protection issue. The proposed scheme avoids pairing operations that introduce high computational costs to
achieve multi-receiver encryption with source authentication and replay attack prevention. Compared with the
existing schemes, the proposed scheme is better regarding computational cost and security properties.

Chapter 4 describes a combined design and implementation of the schemes proposed in Chapter 2 and 3. An
extension of the SRSM scheme with a limited number of receivers (SRSM-R) method is proposed to reduce key
renewal computation cost, which is inevitable to encrypt sensor data stream in the SRSM scheme when there
are access policy changes. Although there is a trade—off between the key renewal time and the bandwidth usage,
the simulation experiments showed that the key renewal time could be reduced with smaller additional bandwidth
in the SRSM-R method

Finally, the conclusion and the future work of the research are described in Chapter 5




R 7
MLBEEOKROES KO Y F

K 4 ( ET KHAING WIN )
(i) K d
+ & Hiz TR HE
AmCEAEEY | Al A Hiiz I
= Bl & Hiz RE H
Al A& Hiiz JE B
Al & Hiz W Rz
MXBEEOROES

FEH SN ST, 10T OBEERFRETH DB EEN ORI T — X [FIMEME &2 #Eik 1
L1200, BIEA Y —AEME I E R 5 5 a2 L 0D, ToTREEICB W T, fiE
FEEHESCNBITEAO X ) ICEUSER RO SN 5E. *y NI —7 OFKM (mvy ) IThH-o TlfE
BRENEWETREEIEAT 23BN D, &6, IoTREICBW kv 7 anizs —
%, EERRT —4% (AR —AF—4) L LTEEOZEEICRESNZ XD, BFEDS
KTIE, < OHBEEFRCHEERENMLE TIoTIZARME THolz, KL TIE, ToTOZ B DOFF
HMICEB L, LFOMRERIEIZ DN TR TN 5,

FepRE LT, £7, BERBCABEEN AR EOBBICI VKRB LET—22RET S
oY F—F 2 b —AREREUE T TH BSynchronized Recovery Stream Merging (SRSM) J7=
HERL, JoTEREIDS U 2MEO FEEZIREL TS, —DIEXKET — X DRIEICENEZFRT
X A8A120 LT bHLlatency—aware Synchronized Recovery Stream Merging (SRSM-L) FiETH
Do ZODFREMOR Y MU — 7 FEHAHIR STV S YA 20 LTV HBandwidth dependent
Synchronized Recovery Stream Merging (SRSM-B) FiETH B, I a2l —r 3 Al ZThb
DB TFIENZEUCL IR Ny 7 7 BEEMZOOEGFRIRD S DRy BT — 7 5k % Hl
TEHZILERLTWD,

IO, BET -2 E2BRLRVWZEERCEEDD D BEENOIRET DT — X IREDO MBI
L C, (KA IEREERRE 5 TN AR L T\ D, B2 HATIE, BUE oiBaE & SO BER, ik
M A[RE72 [RGB 2 R AMTICFHE T H 72017 U U ZTHEIEEZEIKE L T 5, BEF AL TR
FHRAIHAARE X 2 VT A FFEOEH TEA TS Z L AR LTS, £/, ERLOSRMER
EIEREE RIS 5 N2 A Lo FROREH L EEEZIT-> T 5, EICfE-T, 727 EBAKRY
U—NEALT D ERD B DFETH AN AT HSRSM scheme with a limited number of
Receivers (SRSM-R) FiE~ESRSME XA YLE L TWD, EEFIFRHIERHT L Ry b U — 7 HiD
MIZ R —RATZ7R3H2DH DD, SRM-RFEETITRAR Y MU — 7 Bk BN % B % T H#E 5 Frikgi]
EHCTE 5223 32—y a VERTHERL TV,

K Six, IoTOTOOEELRRETH 5 EEHENOLZEIT — X RIHEME 2 ERKT 572012,
EfE A N —AEEFRE RS TR EFHICERREL, EREVIa2L—ya izl znbRn
BHTHHZLHERLTWD, ToTREICBIT 5T — X RHEGEHETOM FIcKE<ERL, BE
BB AR T I-5E L LT, [ERBRICEET 2L ZANRKE N, Lo T, RimCiEE Lt (EF®RE
F) OFMFwLE L TMEOHH LD EBD 5,






