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Abstract of Thesis

Quantum mechanics is a theory that brings a new understanding of the world especially around a
microscopic scale, in which some phenomena look fundamentally different from our intuitive sense
Applications of this theory have revolutionized technologies that we use in our daily life. These
days, one particular field known as quantum information processing is being investigated for its
potential to bring tools that can solve some of key questions in science. For example, a quantum
system enables distant two parties to generate an identical secret key for a cryptosystem, which is
secure against any eavesdropping permitted by physical law. It relied on the fact that measuring any
quantum system would change its state, from which eavesdropping is revealed. The scheme to create a
secret key as above is called “Quantum Key Distribution” or “QKD” for short.

The security of QKD is mathematically provable, and a system assuming ideal devices has been proved to
be unconditionally secured. However, any implementation would have to use some currently available
technologies, which have some gaps from the original theoretical model. Then, there is a question if
the theoretical security is still hold with such gaps. In other words, can quantum mechanics still
provide provable security to actually implemented systems?

The above question opens a new kind of research, where eavesdropping taking advantage of actual
devices’ gap from the theoretical model, called side—channel attacks, is searched, and a
countermeasure against it is devised, in order to make practically implemented systems secure. This
thesis was involved in this kind of study, and proposed some countermeasures against the most powerful
side—channel attack, i.e., detector blinding and control attack.

This thesis consists of seven chapters, which is organized as follows:

Chapter 1 is the introduction of the thesis. The history of quantum cryptography was briefly
introduced. Then, the purpose of this thesis was described

Chapter 2 describes the quantum key distribution algorithm in general. We explained in brief the
theoretical security of quantum key distribution. Some examples of quantum key distribution systems
were also presented.

Chapter 3 introduces side—channel attacks, including operating properties of a single-photon detector
We described loopholes in a single—photon detector and attacks taking advantage of the loopholes. Some
previously proposed countermeasures were also introduced with some discussion.

In Chapter 4, we proposed a countermeasure using post processing in four—states QKD protocols, which
utilizes photon statistics of weak coherent light, monitoring coincident clicks at a measurement
system, to detect eavesdropping. We also provided an analysis estimating the number of coincident
clicks, and conducted an experiment to confirm the feasibility of this scheme

In Chapter 5, we conducted experiments of four—state QKD systems with the countermeasure proposed in
Chapter 4. A novel receiver configuration was also proposed and demonstrated, which enables a simpler
setup than conventional QKD receivers.

In Chapter 6, we proposed a countermeasure against side—channel attack in differential phase shift
QKD. We performed theoretical estimation and simulations to evaluate the system performance of the
proposed scheme.

Finally, we concluded the thesis in Chapter 7.
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