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Abstract

Quantum mechanics is a theory that brings a new understanding of the world especially around a
microscopic scale, in which some phenomena look fundamentally different from our intuitive
sense. Applications of this theory have revolutionized technologies that we use in our daily life.
These days, one particular field known as quantum information processing is being investigated
for its potential to bring tools that can solve some of key questions in science. For example, a
guantum system enables distant two parties to generate an identical secret key for a cryptosystem,
which is secure against any eavesdropping permitted by physical law. It relied on the fact that
measuring any quantum system would change its state, from which eavesdropping is revealed.
The scheme to create a secret key as above is called “Quantum Key Distribution” or “QKD” for

short.

The security of QKD is mathematically provable, and a system assuming ideal devices has been
proved to be unconditionally secured. However, any implementation would have to use some
currently available technologies, which have some gaps from the original theoretical model. Then,
there is a question if the theoretical security is still hold with such gaps. In other words, can

guantum mechanics still provide provable security to actually implemented systems?

The above question opens a new kind of research, where eavesdropping taking advantage of
actual devices’ gap from the theoretical model, called side-channel attacks, is searched, and a
countermeasure against it is devised, in order to make practically implemented systems secure.
This thesis is involved in this kind of study, and proposes some countermeasures against the most

powerful side-channel attack, i.e., detector blinding and control attack.
This thesis consists of seven chapters, which is organized as follows:

Chapter 1 is the introduction of the thesis. The history of quantum cryptography is briefly

introduced. Then, the purpose of this thesis is described.

Chapter 2 describes the quantum key distribution algorithm in general. We explain in brief the
theoretical security of quantum key distribution. Some examples of quantum key distribution

systems are also presented.



Chapter 3 introduces side-channel attacks, including operating properties of a single-photon
detector. We describe loopholes in a single-photon detector and attacks taking advantage of the

loopholes. Some previously proposed countermeasures are also introduced with some discussion.

In Chapter 4, we propose a countermeasure using post processing in four-states QKD
protocols, which utilizes photon statistics of weak coherent light, monitoring coincident clicks at
a measurement system, to detect eavesdropping. We also provide an analysis estimating the

number of coincident clicks, and conduct an experiment to confirm the feasibility of this scheme.

In Chapter 5, we conduct experiments of four-state QKD systems with the countermeasure
proposed in Chapter 4. A novel receiver configuration is also proposed and demonstrated, which

enables a simpler setup than conventional QKD receivers.

In Chapter 6, we propose a countermeasure against side-channel attack in differential phase
shift QKD. We perform theoretical estimation and simulations to evaluate the system performance

of the proposed scheme.

Finally, we conclude the thesis in Chapter 7.
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Chapter 1

Introduction

1.1 Introduction

Cryptography originates from the Greek words kryptos meaning hidden and graphein meaning
writing. The combination of these two words means an art of writing messages with their contents
hidden from anyone but intended receiver. The importance for such art can be clearly understood
in some situations, for instance the famous Enigma machine and its impact during the second
world war. The field of cryptography has a long history and has helped the evolution of human
society through lasting improvement, from the ancient Greece through wars in the medieval times

to the second world war, and up to today’s online banking.

On the other hand, quantum mechanics is a theory describing phenomena that cannot be
explained by classical mechanics. This theory has fundamentally changed the way of viewing the
physical world surrounding us, specifically microscopic worlds of atomic scales. It may
sometimes counter our intuition for some physical phenomena. Examples are quantum-
mechanical principles of quantum uncertainty and superposition. Many experiments performed
ever since the advent of quantum mechanics have shown that this theory accurately models the
physical reality. Stimulated by its impact, intensive researches have been conducted to reveal
properties of quantum mechanical systems and their applications to the field of information
processing, named quantum information processing. With time, this field has diverged into two
main applications: computation and communication. The former is quantum computing that aims
at solving some problems that cannot to be solved by conventional computers within a realistic
time. On the other hand, the latter aims at introducing novel functions into communications that
cannot be achieved by conventional communications, especially cryptography, where the ultimate
security is a long-cherished target. Quantum cryptography is a technology that can achieve the

ultimate security, which is treated in this thesis.



1.2 History of the quantum cryptography

Quantum cryptography can be traced back to an idea firstly introduced by Stephen Wiesner in the
late 1960s, when he wrote the paper entitled “conjugate coding”. However, his innovative paper
was unpublished and went unnoticed at that time. In that paper, Wiesner explained the principle
of using quantum mechanics to produce bank notes that is impossible to be faked, and also
introduced how to implement it in what he called “multiplexing channel”. After that, Charles H.
Bennett knew Wiesner and heard about his unpublished paper, which is acknowledged in his
famous paper on quantum cryptography [1]. Then, quantum cryptography was publically
proposed, when Charles and Gilles Brassard met on the 20" IEEE symposium on the Foundation
of Computer Science held in Puerto Rico in 1979. Their proposal in a crypto 82 [2] revived the

Wiesner’s paper, which was subsequently published in Sigact News [3].

When quantum cryptography was firstly proposed, everyone (including the authors) thought it
as a work of science fiction. This is because technologies required to implement it were out of
reach at that time. This event, unfortunately, left most audience in that conference (i.e., crypto ’82)

an impression that anything to do with quantum cryptography was unrealistic.

Fortunately, when Bennett and Brassard realized that photons can be used for transferring
information not for storing, their idea became main breakthrough in quantum cryptography (this
idea should be also credited to Wiesner’s original paper, that explicitly described the use of
guantum physics for transmission of information). It led to the possibility of employing one-time

pad cryptosystem [4], which offers perfect security but had been regarded as unpractical.

Later, Bennett came up with an idea of quantum key distribution channel or shortly QKD in
1984, which uses quantum mechanics for distributing a secure key, and Brassard designed
somewhat less realistic quantum coin tossing protocol [5], [6]. This protocol of distributing a
secret key is called BB84, which has been the standard QKD protocol. Besides QKD, Bennett,
Brassard, and Crpeau have developed quantum protocols to achieve bit commitment and coin-

tossing [7, 8].

Following BB84, some other QKD protocols have been proposed. Ekirt proposed a protocol [9]
utilizing quantum entanglement, which is based on the fact that measurement of quantum-

mechanically entangled particles gives correlated results, even when the two particles are at
2



Chapter 1 Introduction

distant locations each other. Quantum mechanics tells that any measurement on an entangled pair
collapses the “nonlocality” [10] of the particles, from which eavesdropping can be revealed
because any eavesdropping accompanies with some measurement. The protocol proposed by
Ekert is known as E91 or simply the Ekert protocol. In 1992, Bennett proposed another protocol
that uses two non-orthogonal states to implement secure system [11], known as B92 protocol.
Another protocol is also proposed, known as differential phase shift (DPS) QKD [12], in which a
train of weak coherent pulses with phase difference between adjacent pulses is used to encode the

information. DPS-QKD features a simple setup and efficient use of the time domain.

After the theoretical proposal, Bennett and others demonstrated the first experiment of a BB84
QKD system in 1992 [1], which was a lab-bench experiment conducted over 32 cm free-space
qguantum channel, using polarization-encoded photons as information carrier. Encouraged by this
experiment, the interest for QKD has increased. Moreover, the researches’ attraction to QKD have
further increased after the invention of Shor’s algorithm, which is a quantum computing algorithm
for solving factorization. RSA cryptosystem, that is widely used presently, can be easily broken
with Shor’s algorithm. This event also encouraged the QKD research. Then, some QKD
experiments were demonstrated over a long fiber line [13]. These days, the distance has been
increased to 250 km over an optical fiber [14]. In this experiment, a practical QKD protocol called
coherent one way (COW) was performed, where a train of pulses grouped in pairs are used to
encode the information by the position of the pulse within the pair. Another achieved distance
was 144 km in a free space [15], in which entanglement-based quantum key distribution was used.

In addition, there exist several commercial companies that supply QKD systems.

While experimental efforts have been conducted, theoretical studies have been significantly
developed since 1984. One important discovery includes privacy amplification [16], which makes
it possible to remove eavesdropping’s partial knowledge on a secret key. Eventually, the first
security proof was established [17-20], which proved the unconditional security of BB84 using
perfect devices. Then, research started to consider system models assuming real devices in
security analysis [21-23]. Although QKD using ideal devices has been proven to be secured, there
implementation is still considerably challenging. The most challenging QKD device is a single-
photon source that emits just one photon per pulse. Therefore, practical QKD system use weak

coherent light instead of single-photons. However, a coherent light source sometimes emits more



than one photon in one pulse even when its output is strongly attenuated. Taking an advantage of
this imperfection, a powerful attack named photon-number-splitting (PNS) attack [24, 25] was
proposed, where an eavesdropper picks up and keeps a photon from pulses that include multiple
photons, while blocks pulses including just one photon. This attack severely restricts the QKD
performance [21, 22,26]. Then a countermeasure against the PNS attack, called decoy method,
was proposed [27-28], which allows implementations of QKD systems using a coherent source

and has been widely employed in QKD experiments.

The above QKD protocols are usually referred as “discrete variable QKD”. On the other hand,
another types of QKD scheme, called “continuous variable QKD (CV-QKD)”, was introduced,

which uses weak coherent light and homodyne detection instead of single-photon detection [29].

Table 1.1. Brief history of QKD study sequence

QKD protocol Security Experiments

Frist idea of BB84

1980 protocol was
proposed
1990 E91, B92 protocols | Theoretical proofs in
the frame of quantum )
Experimental
mechanics, )
DPS QKD, decoy o demonstration for the

2000 ’ considering

BB84 protocols QKD systems

conceptual quantum

attacks

Side-channel attack,
Demonstration of the
outside the frame
2010 side-channel attack
work of quantum
against QKD systems
mechanics

MDI-QKD against
side-channel attack is Lab test only

proposed
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1.3 Practical security in QKD

While the theoretical study on the security has been developed as described above, security
loopholes out of the theoretical framework have been discovered. Eavesdropping utilizing such
loopholes is called as side-channel attacks [30-43], because they are outside the framework of
guantum mechanics. Among several side-channel attacks, the detector control attack is known as
the most successful and strongest attack, because it has been demonstrated and Eve could obtain
full key without being detected [41]. In this attack, Eve exploits the operation characteristics of
an actual single-photon detector, by which she can fully obtain a secret key, without being noticed.
This attack was experimentally demonstrated using off-the-shelf devices [41]. Eavesdropping
capturing a full secret key from a QKD system by a side-channel attack was also demonstrated at

the National University of Singapore [42].

In order to avoid such side-channel attacks, device-independent QKD (DI-QKD) [44] was
proposed, in which a number of assumptions on devices are excluded so that the security proof
does not need to care about imperfect devices. However, its implementation relies on a loophole-
free Bell test, which requires a high detection probability at Bob. A novel protocol focusing on
side-channel attacks exploiting detector’s characteristics was also proposed, which is called
measurement device independent (MDI) QKD [45]. In this protocol, detectors are removed from
authenticated parties, and measurement is performed by an untrusted third party. Therefore, the
system is free from detector control attacks. However, MDI QKD requires a Bell state
measurement, which is not easy to implement in practice. Therefore, a practical countermeasure

against side-channel attacks is desired.

1.4 Purpose of this thesis

QKD has moved from a science fiction to a theoretically and experimentally implemented system,
for which various security proofs have been presented, and several start-ups were established.
However, more improvement is required in term of security, key creation rate, practicality, and

transmission distance. Especially, side-channel attacks utilizing loopholes in actual devices are



an issue these days. Without countermeasure against it, a QKD system cannot be regarded as

secure in practice.

On the above backgrounds, this thesis aims to fill a security loophole in actual QKD systems.
To be specific, we propose countermeasures against side-channel attacks, especially the detector
blinding and control attack, which is known as the strongest side-channel attack as it was
demonstrated and full key was obtained by Eve without being detected. Although MDI-QKD was
proposed and has been intensively studied to be free from this side-channel attack, its
implementation requires highly advanced technologies. Therefore, this thesis presents a QKD
system equipping a simple and easily implementable countermeasure against the detector blinding

and control attack, including the evaluation of its performance.

1.5 Thesis organization

This thesis organized as follows. In Chapter 2, we introduce a general protocol of QKD, including
discussion on its theoretical security. Some examples of concrete QKD protocols are also
presented. Chapter 3 introduces the idea of side-channel attacks against QKD, including the
operation characteristics of actual detectors, and describes some concrete attacks. Previously
proposed countermeasures are also presented. Chapters 4, 5, and 6 present our research. Chapter
4 describes our proposal of countermeasure against detector blinding and control attack for four
state protocols (i.e., BB84 and DQPS-QKD), in which we propose to utilize the discarded events
in the conventional protocol to monitor the side-channel attack. Chapter 5 describes an experiment
demonstration of the countermeasure proposed in Chapter 4, employing a newly proposed
receiver circuit that enables the configuration simpler than conventional receivers used in four-
states QKD systems. Chapter 6 proposes a countermeasure against blinding and control attack for
DPS-QKD protocol, the structure of this protocol is different from the previous one for which the
countermeasure is ineffective. We install a variable attenuator to monitor the side-channel attack.
The optimization of the operating condition and the evaluation of the system performance are also

presented. Finally, we conclude this thesis in Chapter 7.
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The abovementioned organization is summarized in Fig. 1.1.

Chapter 1
Introduction

|
Background

Chapter 3
Side-channel attacks against quantum
key distribution systems

. /
|

Chapter 2
Quantum key distribution

Achievements in this thesis -\
Chapter 4 Chapter 5 Chapter 6
A countermeasure against side- Experimental demonstration of four- A countermeasure against side-
channel attack in four-states QKD states QKD systems with a channel attack in DPS-QKD [J2]
systems [J1] countermeasure against side-channel

attacks [13]

Chapter 7
Conclusion

e
AN

Fig. 1.1. Thesis organization. (J1), (J2), (13): publication lists, where J, I refer to Journal and International conference,

respectively.






Chapter 2

Quantum key distribution

2.1 Introduction

Exchanging secret messages between two parties is one of the primary interests of human beings.
Up to the present, people has come up with ideas for this issue of establishing secure
communication, i.e., cryptography. In other words, people have devised methods of preventing

malevolent eavesdroppers from accessing the information on message.

The problem in cryptography is that there is always a hacker who could break cryptographic
algorithms, and there have been open battles between defenders and hackers. In today’s
communication, cryptographic systems are based on the computational complexity of decryption.
Thus, how difficult it is to break an encrypted code is an issue, meaning that a system is secure if
an eavesdropper needs an intractable task to break a code. Here, an intractable cryptographic
algorithm is one for which the execution time of decryption scales up exponentially as the size of
a code increases. The famous RSA public key cryptography is based on such an algorithm.
However, the problem in such algorithms is that they do not have a mathematical proof of the
security. There is always a possibility of sufficient computational power breaking codes, such as

guantum computers.

In order to solve the above problem of the security, the one-time pad protocol is promising,
which uses a secret key with a length equal to one message just once. The security of this scheme
has been mathematically proven. However, the question is how to securely pre-share such a key
between distant parties. Quantum information technologies propose a way of using quantum
mechanics to distribute a secret key for one-time pad cryptosystems. Therefore, the scheme is

called quantum key distribution (QKD).



This chapter introduces QKD. First, we describe the general protocol of QKD. Next, its security
is discussed. Then, the typical QKD protocol called BB84 is introduced, including a particular
attack named photon number splitting attack, because this attack seriously degrades the
performance of practical BB84 using weak coherent light as quasi single-photons. Finally, the

summary is described.

2.2 Quantum bit (qubit)

In quantum systems, information is encoded onto a quantum bit which is called “qubit”. A qubit
is a quantum mechanical bit corresponding to a bit used in classical systems. A gquantum bit is
defined in a two-dimensional Hilbert space, which is formed by two basis states corresponding to
binary 0 and 1, respectively, that are used to encode information similar to a classical bit. A
guantum bit is a superposition of the two basis states, and exhibits quantum mechanical coherency
such that coefficients of a superposition are complex numbers having a relative phase. Thus, any
classical information protocol can be encoded with qubits, whereas quantum information
protocols cannot be encoded using classical bits. One example is quantum cryptography, which

is a method of distributing a secure key, as described in the following sections.

2.3 Process of key creation

In this section, we describe the general protocol of QKD. Figure 2.1 illustrates a block diagram
of steps to generate a secure key in QKD. It includes quantum transmission, sifting, error

correction, and privacy amplification, which are described in the following subsection for each.

10
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Quantum
transmission

[ Sifting ]
Characteristics of the

signal source

Estimation of error

rate and leakage Raw kE\/
during error (
ti .
Security correcien | Error correction 1
requirements i

Estimation of leaked
information

Error-free key

\ 4

Shrinking factor t f Privacy
L amplification

v

Secure key

Fig. 2.1. Block diagram of general quantum key distribution algorithm.

2.3.1 Quantum transmission

Quantum transmission is a step in which some quantum states are transmitted over a transmission
medium such as a fiber or a free space. The transmitted state is a single photon or entangled
photons. There are three types of QKD schemes. One type utilizes single-photons, whose security
is based on the uncertainty principle in measuring a quantum state. Examples of this type include
BB84, B82, Koashi01, and six-state protocols [6,11,46,47]. BB84 is the firstly proposed QKD
protocol which is described in detail in the latter sections in this chapter. Another type of QKD
uses entangled photons, whose security is based on a nonlocal quantum correlation in a photon
pair. Examples of this type include BBM92 and E91[9,48]. In addition, instead of single photons
or entangled photons, a weak coherent light can be used to encode quantum information. Protocols

using weak coherent light include CV-QKD and DPS [12, 29].

11



2.3.2 Sifting

Sifting is a step where two parties who try to share a secure key, usually referred as Alice and
Bob, announce some information related to quantum transmission to each other through a public
channel, that can be a traditional communication channel. The exchanged information may
include what basis Alice chose for the transmitted state, and which basis Bob used for his
measurement. Besides, whether a photon was measured or not is also informed from Bob to Alice
because a photon can be lost during the transmission. It should be noted here that they do not

disclose any information regarding the state itself and the measurement result itself.

Through this step, Alice and Bob have a string of bits, which is called a sifted key or raw key.
If the system is perfect with no error, Alice and Bob have a secure key through the above sifting
step. Eve, who is an unauthorized party, cannot perform any attack without disturbing a quantum
state. Thus, Eve introduces bit errors in a raw key when eavesdropping is conducted, and her
presence is revealed by checking some test bits. However, in any practical communication system,
bit errors unavoidably occur due to imperfections in the system. It is impossible for Alice and
Bob to distinguish such system errors from those caused by eavesdropping. Thus, it cannot be

claimed for actual system that bit errors straightforwardly reveal Eve’s existence.

In order to deal with such bit errors, additional two steps are conducted. They are error
correction and privacy amplification, which are described in the following subsections. These two

steps are classically processed using a public channel.

2.3.3 Error correction

Error correction is a step that estimates the bit error rate and corrects errors. In this step, Alice
and Bob exchange a piece of information on their raw keys in order to find and correct error bits.
For example, they group their bits into blocks and checking the parity of each block. The exchange
of such information is performed over a public channel; thus, during the error correction step,
leakage of some information to an eavesdropper is unavoidable. This information leakage should
be as small as possible. The minimum number (r) of bits to be exchanged for error correction is

given by the classical information theory, i.e. Shannon's noiseless coding theorem [49]. For a
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given probability of error independent for each bit, e, the theorem asserts that the number of

exchanged bits r relative to the sifted key length n is expressed as

lim — =—e logz e — (1 — ) logz(1 — €) = h(e). (2.1)

n—oon
For system implementation, an error-correction algorithm that has a performance close to this
limit is desired. There are two classes for the error correction algorithm: unidirectional and
bidirectional schemes. In the former one, information is sent from Alice to Bob, and Bob finds
bits mismatched to Alice’s ones. It is difficult to design this type of error correction algorithm to
provide the computational efficiency close to the Shannon limit [50,51]. In the latter scheme, the
information flow is bi-directional. In this type, Alice uses Bob’s feedback to determine

information that she must provide to him.

Other than the above classification, there is another categorization for error correction
algorithm; one discarding errors or one correcting them. The former is employed to prevent
additional information leakage to Eve. while the latter results in additional information leakage

to Eve, which should be accounted in privacy amplification.

2.3.4 Privacy amplification

The final step in creating a secret key is privacy amplification, through which information leaked
during the previous steps, i.e., the quantum transmission and the error correction, is eliminated.
In this step, a key obtained from the error correction (error-corrected key) is compressed to form
a final key that has a required security level. The compression rate is determined by the amount
of information that Eve may obtain during the previous steps. A security proof provides the upper
bound of the amount of information leaked to Eve, and privacy amplification is performed

accordingly.

A simple example of privacy amplification goes as follows: Alice and Bob replace two bits with
a single bit of the XOR of the two bits even. If Eve knows one of the two bits, she knows nothing
about the newly created bit. In this example of privacy amplification, the key length becomes half
as a result of the process. A more efficient algorithm can be employed in practice: two-universal
hashing. Such a hash function re-maps n-bit inputs to m-bit outputs, where m < n. The upper-

bounded collision probability of two-universal hash functions F is p (f (x) = f (x)) < 1/2™, where
13



feF,and all x, x € (Z%)". Therefore, Alice and Bob can obtain the secret key s = f (x), where x
is a key after error correction, by randomly choosing a function f € F. If Eve has a somewhat

different key x', the probability of Eve obtaining same key f (x’) is equal or less than 1/ 2".

2.4 Security in theory

As described in the previous sections, it is important to estimate the amount of information leaked
by eavesdropping to obtain a theoretically secured key. This section describes the security
treatment for that task. When quantum cryptography was firstly proposed, i.e., BB84 protocol, a
simple type of attack was considered alone, namely intercept-resend-attack [52, 53]. Later on,
a more generalized attack was discussed based on quantum mechanics. There are three categories
in general attacks: individual, collective, and coherent attacks. Figure 2.2 shows the concept of
these attacks against a single-photon based QKD system. In the first type, i.e., individual attacks,
Eve entangles a quantum probe to each transmitted photon independently. The entangled probes
are kept in a quantum memory until the information exchange over a public channel in the sifting
step. After that, each of these probes is quantum mechanically measured independently based on
the disclosed information. BB84 is proven to be secure against this attack [51,54-56]. In the
second type, i.e., collective attack, Eve obtains probes entangled to Alice’s photons as in the
individual attacks, and then conducts a generalized measurement on the probes with quantum
processing. The quantum processing enables Eve to utilize correlations in the information
exchange during error correction and privacy amplification for deciphering. BB84 is also proven
to be secure against this kind of attack [57]. In the third type, which is the most general attack,
Eve regards the quantum transmission as one system, and uses a massive-dimension probe to be
entangled with the transmission system. The security proof against this type of attack is achievable

considering an ideal or practical qubit source [19,21].

As a matter of fact, the above general attacks are beyond today’s technology reach in practice.
As mentioned above, these attacks utilize the information of the photon detection time and the
bases, which is exchanged between Alice and Bob at an arbitrarily time after the quantum
transmission. Therefore, Eve should have a quantum memory with the infinite long decay time.

Such a quantum memory is not feasible with the current technology.
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Quantum channel

. Photon a
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Fig 2.2. The concept of the generalized attacks. (a) Individual attacks: each photon is entangled with single probe,
which stored in quantum memory until public exchange; (b) collective attacks: quantum processor is used to utilize the
correlation between the probes; (c) coherent attacks: quantum transmission system is entangled to massive-dimension

probe and quantum memory, then quantum processor is used to extract the information.

In addition to quantum memories, the coherent attack and the collective attack need some
quantum processing, which is conceptual and further distant from the current technologies. These
attacks are virtual. However, QKD pursuits the ultimate security, which is guaranteed even

against unrealistic but quantum mechanically allowable eavesdropping.

In the step of privacy amplification, the shrinking factor z, with which an error corrected key
is compressed, is determined first, based on an error rate estimated in the error correction step.
Then, privacy amplification is applied with the shrinking factor provided by a security proof,
through which Eve’s residual information becomes less than a negligible value (theoretically
limited value) [16]. The estimation of the information leakage assumes the worst-case scenario

that all bit errors are attributed to eavesdropping.

After the privacy amplification, a final key is obtained, whose length f is given by the

generalized privacy amplification theory as:
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f=nt-r-t, (2.2)

where n is the length of a sifted key, r is the number of bits disclosed during error correction, and

t is a security parameter. The shrinking factor z in the above equation is given by:

I = B 1082 PC (23)

n )
where P is the average collision probability representing the probability of an Eve’s bit
coinciding with an Alice’s or a Bob’s bit. The main task of a security proof is to estimate the

upper bound of P, for a given QKD protocol, e.g., BB84, considering eavesdropping against it.

Equation (2.2) expresses the final secure key length. In order to indicate the system
performance, it may be convenient to use the communication rate in the unit of bits/pulse rather
than the absolute number of key bits. Provided N is the number of pulses sent from Alice, the

secure key generation rate is given by:

f r ot
R=<4> =Rsptea (T—5—7) (2.4)

where < > represents the average, Rsited denotes the sifted key, rate and Eqg. (2.2) is substituted.

In practice, however, there exists no error-correction algorithm that is computationally feasible
at the Shannon limit. Therefore, an additional factor f (e) is introduced to take the inefficiency of
practical algorithms into account, which indicates the performance of an actual error correction
algorithm relative to the Shannon limit. Using this f (e), the ratio of information leakage via error

correction is

<-> =-f(e)[elogze + (1 —e)log,(1 —e)] =f(e) h (e). (2.5)

r
n
f (e) is equal to 1 at the Shannon limit. Then, the final secure key generation rate R is expressed

as:
R = Rsifted {7 + f (€) [e log2 e + (1 — €) log2(1 — )]} (2.6)

Rsitea @nd 7 in the above equation is determined by the QKD protocol and eavesdropping.
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2.5 Original BB84 protocol

The previous sections describe QKD protocol in general. The latter half of this chapter is
dedicated to some specific protocols. In this section, the first QKD protocol proposed by Bennett
and Brassard in 1984, known as the BB84 protocol [6], is introduced. The system setup of
polarization encode BB84 is shown in Fig. 2.3. Alice encodes her information in a single-photon
using either one of two bases; the computational basis and the rotational basis, which are non-
orthogonal each other. The original proposal of BB84 utilizes the polarization mode for the
information carrier. In this case, the computational basis includes the linear horizontal state |«
for bit “0”and the linear vertical state ‘ I for bit “1”. On the other hand, the rotational basis
includes right rotation state |G> for bit “0” and left rotation state |O> for bit “1”. Alice chooses
randomly one of the two bases with an equal probability, follow by a random choice of a binary

bit 0 or 1 with an equal probability. Then, she sends one of the four states according to the choice

of basis and bit.

Bob receives the incoming Alice’s state, and measures it, while randomly selecting either the
computational or rotational basis measurement with an equal probability. Here, Bob’s basis
selection method can be passive or active. The former’s setup is shown in Fig. 2.3. It uses a 50/50
beam splitter that passively and randomly routes a photon to one of two measurement systems
corresponding to each basis. When Bob’s basis is matched to Alice’s one, his measurement result
is deterministic and he definitely knows Alice’s state. When Alice’s and Bob’s bases are
mismatched, on the other hand, Bob’s measurement result is random and he cannot identify

Alice’s state.

The active basis selection can be implemented using a polarization modulators based on the
electro-optical effect to change the polarization state [21]. Polarization encoding, however, has a
problem of the birefringence in a transmission fiber, which makes it difficult to stably control the
system operation. To overcome the polarization rotation through a fiber line, some schemes have
been proposed, for instance a one-way polarization modulator [54], a two-way polarization
modulator [54], a Faraday-Sagnac interferometer [16, 24]. Although, the active basis selection is
more cost-effective than the passive basis selection, because of use of one measurement system,

it is not stable in practice.
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In the sifting process, Alice and Bob reveal their basis choice and the photon detection time (in
case of Bob), without revealing the state and the measurement results. Then, they discard bits for
which a photon is not detected and the basis is mismatched. Because Bob chooses his basis with

an equal probability, 50% of the measurement results is left, which is called “sifted key”.

Table 2.1 shows the detection probability in the passive basis selection, where each of the
measurement systems receives a photon with a 50% probability. In a basis-matched case, only
one of the detectors clicks with a detection probability of 50%. On the other hand, in a basis-

mismatched case, either one of two detectors click with a 25% probability.

— — /I_
/- \‘\ / Bob
Alice [

50/50BS

[ Single-photon ]
source

——{Electro-optic modulator

TR

Fig. 2.3. Setup of BB84 protocol with polarization encoding and passive basis-selection measurement. BS: beam

splitter; PBS: polarization beam splitter; and D: single-photon detector.

Table 2.1. Detection probabilities at Bob’s detectors in passive selection.

Bob’s detector
D10 D11 D20 D21
) |05 0 0.25 0.25
1) o 0.5 0.25 0.25
Alice’s state
ro> 0.25 0.25 0.5 0
(6o} 0.25 0.25 0 05
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If there is no error in the system, a sifted key created as above is unconditionally secure and can
be used as a secret key, whose security relies on the fact that Eve does not priorily know Alice’s
basis choice and cannot correctly identify Alice’s state as described below. Let us assume a
straightforward attack called intercept and resend attack, whose setup is shown in Fig. 2.4. Eve
intercepts and measures Alice’s signal travelling through the quantum channel, and resends an
imitated signal to Bob according to the measurement result. Here, Eve does not know the basis
chosen by Alice and thus cannot correctly measure Alice’s signal. Then, an errant copy of Alice’s
signal is sent to Bob, which induces bit error in Bob’s measurement. For example, suppose that
Eve measures Alice’s state with the same measurement setup as Bob’s, and chooses a wrong basis
(which occurs with a 50% probability), and resends a wrong state, e.g., |G> instead of ‘H .
When Bob measures the Eve’s state with a basis matched to Alice, he creates a bit that would be
wrong with a 50% probability, e.g., |G> measured by the computational basis results in "_' or
‘ I :-* with an equal probability. Therefore, the intercept-resend attack induces a 25% bit error rate.
Such errors can be utilized to detect the presence of Eve. Alice and Bob collate their bits each
other, sacrificing a fraction of the sifted key, and if there are bit mismatches, they judge that the
key is eavesdropped and discard it. Eve is able to use a basis other than the computational basis
to perform her measurement, yet it is not difficult to show that the measurement result of such a

choice would give a 25% bit error rate.

Eve

measurement Bob

Alice

T
—
N

Fig. 2.4. Intercept-resend attack.

The above intercept-resend attack is one example of eavesdropping. Eve can perform a
generalized attack with a setup shown in Fig. 2.5, where Eve applied an Optimal Positive Operator
Value Measurement (POVM), which is a measurement with a non-negative self-adjoin operators

on a Hilbert space and its integral is the identity operator, on Alice’s state, followed by a delayed
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measurement on her probe state resulting from the POVM to get information about the Alice’s

Eve Quantum channel

Alice A Optimal POVM m Bob
e | L

state.

Delayed
measurement

_ X\ Y,

Classical channel

Probe state

Fig. 2.5. General individual attack.

Although the above general individual attack is more powerful than the intercept-and-resend
attack, it also introduces bit errors due to the uncertainty principle and the non-cloning theorem,

and any eavesdropping is noticed in principle.

As mentioned above, any eavesdropping induces bit errors. In other words, induced error rate
indicates how much information is leaked to Eve. Here, the ratio of information known to Eve is
indicated by the collision probability that is the probability of Eve’s and Bob’s bits being
coincident. In BB84 using an ideal single-photon source, the collision probability Pc when

general individual attacks are conducted is bounded as [54]
Po < % +2e - 2€2, 2.7)
where e is system error rate.

This expression shows that, when e = 0, the collision probability is 1/2, meaning that Eve gets
no information about a key if there is no error in the system. The average collision probability for
the n-bit string can be obtained from Eq. (2.7) as P. =P, so the shrinking factor is calculated

using Eq. (2.3):
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=Bl _og, Py = — log, (3 +2e —2e2). (2.8)

n

Note that this result is only applied on ideal single-photon source.

2.6 Decoy BB84 protocol

2.6.1 Photon number splitting attack

The original BB84 protocol utilizes single-photons as an information carrier. However, a single-
photon source is hard to obtain in practice, and a strongly attenuated laser light is usually used as
quasi single-photons. The photon number splitting attack is an eavesdropping strategy utilizing
properties of laser sources that emit coherent states instead of single-photons. Some pulses
generated from a laser contain multi-photons even when they are strongly attenuated, which
enable Eve to perform this attack [24]. This eavesdropping became a serious problem when it was
proposed, and the BB84 protocol has been modified to overcome this problem. This section

introduces the photon number splitting (PNS) attack.

In this attack, Eve measures the number of photons in Alice’s signal with a non-demolition
measurement, that does not disturb Alice’s signal other than the conjugated physical quantity of
the photon number, i.e., the phase. When Eve finds more than one photon, she picks up and keeps
one of them for herself, while passing the others to Bob. In case of only one photon in Alice’s
signal, Eve blocks that signal. After the quantum transmission is completed, Bob announces his
measurement basis to Alice, based on which Eve can correctly measure her photon, and knows a
key bit. It should be noted that the implementation of a non-demolition measurement is still

challenging with the current technologies; thus, this eavesdropping is just a theoretical one.

Additional photon loss is introduced by the above attack from the viewpoint of Bob, because
Eve blocks Alice's signal having just one photon. In practice, however, a quantum channel has a
transmission loss, which allows Eve to conceal the photon loss due to the attack, such that she
replaces the lossy channel with a lossless one, and blocks and removes a number of photons
corresponding to the original transmission loss.
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There are several pieces of study evaluating the secret key rate under such attack [21, 22, 25].
This attack imposes upper bounds the secret key rate depending on the transmittance of the
quantum channel and the mean photon number (u) per pulse sent from Alice. The probability of

a laser pulse having n photons, p,, follows a Poisson distribution:

p, = net (2.9)

n!
where [ is the average photon number. From this probability distribution profile, the probability

of more than one photon in a pulse is given by

Prz1=1— po=H, (U<<]) (2.10)
and that of more than two photons is

Pnzz =1=p1— po= #72 : (2.11)
Provided that the mean photon number sent from Alice is W, Bob’s detectors are perfect (i.e.,
100% detection efficiency and no dark count), and the channel transmittance is t, Bob’s photon
detection probability is approximately ut, while Eve positioning just at Alice’s output has a pulse
having more than two photons with a probability of pu2/2. Then, the secret key rate under the PNS

attack, R, is approximated as

uz

R =put- ~. (2.12)
This equation suggests that R is maximized when p = t, thereby R is proportional to (t2). Here,
R has a critical value for t at which no key is created due to system errors. This indicates that the
PNS attack severely restricts the QKD transmission distance. Therefore, the BB84 protocol using

a coherent light source needs some countermeasure against the PNS attack.

2.6.2 Decoy state method

The PNS attack severely degrades the system performance of the original BB84 protocol, as
described above. To beat the PNS attack, the decoy state method was proposed [28, 58, 59]. It
uses a signal source that emits a mixture of different mean photon-numbers instead of a fixed

mean photon-number. For implementation of this scheme, Alice additionally equips an intensity
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modulator that changes the intensity of coherent states emitted from her laser source, by which
the mean photon number is arbitrarily chosen. One mean-photon-number is assigned to signal
pulses carrying key information, while the others are assigned to decoy pulses to find the PNS
attack. Eve does not know the mean photon number of each pulse, and conducts the PNS attack
assuming the mean photon number of a signal pulse for any pulse. Then, the photon statistics in
decoy pulses change, from which the eavesdropping is revealed [59]. In practice, Alice can emit
one signal states (its mean photon number is us =~ 1), and two different decoy states, one is a

deficient photon number (uq: < 1) and one is vacuum (uq2 = 0) [60].

The decoy method beats the PNS attack and can be generally implemented in fiber systems as
well as free-space systems [61, 62]. Currently, the decoy method is standardly employed in BB84
systems [63].

2.1 Phase-encoding BB84

The firstly proposed QKD protocol, called BB84, uses the polarization state of a single-photon
for conveying key information. However, this scheme is not suitable for fiber-based QKD systems
because the polarization state randomly changes during fiber transmission. Therefore, instead of
polarization-encoding BB84, phase-encoding BB84 [11] is widely employed in current QKD

systems, which does not suffer from the polarization state change in principle.

Figure 2.6 (a) shows the basic configuration of phase-encoding BB84, where Alice and Bob
equip an asymmetric Mach-Zehnder interferometer with a phase modulator in one arm. Alice
prepares two weak coherent pulses, where the first one is a reference pulse and the second one is
a signal pulse onto which Alice’s phase shift is imposed. Alice randomly selects the bit and the
basis, and imposes one of four phase shifts {0, z/2, z, 37/2} onto her phase modulator according
to the selected bit and basis. At the other end of the transmission, Bob selects one of two bases,
and imposes one of two phases {0, 7/2} onto his modulator according to the selected basis. At the
output of the Bob’s interferometer, a photon can be detected at three time-slots, as illustrated in
Fig. 2.6 (b). At the second time-slot, interference between the first and second pulses occurs, and
one of the detectors clicks, depending on the relative phase of the two pulses. When the phase

difference between Alice and Bob is {0, n}, which is a basis-matched case, the relative phase is
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{0, m} and which detector clicks is deterministic. On the other hand, when the phase difference is

{7/2, 3n/2}, which is a basis mismatched case, one of the detectors randomly clicks.

(@)
Alice Bob
{0, m},
{n/2,31/2} {0, n/2}
PM PM
_J |
Interferometer | ATT. Il B Interferometer
Laser | [ Q ) P00
source
@Dl
(b) interference
A
Pulses through the short path I
Pulses through the long path I
time
t3 t2 t1

—
® <5.®\>I(ey bit

Fig. 2.6. Phase-encoded BB84 system. (a) Basic setup. PM: phase modulator; DO, D1: single-photon detectors; and

Att. : attenuator. (b) Detection event at Bob.

After the quantum transmission is completed, Bob tells Alice the photon detection time and
whether the MZI phase was 0 or /2 at the detection. Alice then tells Bob whether her phase
difference corresponding to Bob's detection was {0, n} or {n/2, 3w/2}. At this point, both Alice
and Bob discard basis-mismatched events. Then, Alice creates bit "0" or "1" when her phase
difference was {0, n/2} or {m, 3n/2}, respectively. Bob, on the other hand, creates bit "0" or "1",
when DO or D1 clicked. Alice’s and Bob’s binary bits created as above are identical and can form

a secure key.

This scheme of the phase-encoded system has been widely used in QKD experiments, including

a high rate experimental demonstration of over 1 Mbit/s secret key rate over 50 km [64].
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2.8 Differential phase shift protocol

There are several QKD protocols other than BB84. Differential-phase shift (DPS) QKD is one of
them. This section describes this protocol, because it is practical and the present thesis treats it.
Figure 2.7 shows the configuration of a DPS-QKD system [12], where Alice prepares a sequence
of weak coherent pulses whose phase is modulated by either {0, ©} for each pulse, and transmits
it to Bob. The mean photon number in one pulse is less than 1 (e.g., 0.1-0.2). At Bob’s site, the
phase difference of neighboring pulses is measured with a one-pulse delayed Mach-Zehnder
interferometer followed by photon detectors, where detector 0 or 1 (D0, D1) conclusively clicks
when the phase difference is 0 or &, respectively. The detectors click irregularly owing to the low
photon-number and the transmission loss. During the measurement, Bob records the photon-

detection time and the detector that clicks.

Using the above setup, Alice and Bob create key bits as follows. First, Alice sends signal and
Bob measures it, as described above. Then, Bob announces the photon detection time to Alice via
a public channel. Referring to her modulation data corresponding to the detected time-slot, Alice
creates key bits such that bits “0” and “1” from phase differences of 0 and =, respectively. On the
other hand, Bob creates his key bits such that bits “0” and “1” from the clicks by “D0” and “D1”,
respectively. The bits created as above are identical between Alice and Bob, and can be a secret

key.

The security of the above system is considered as follows. For example, Eve may conduct an
intercept-resend attack against this system, using a copy of Bob’s set up to measure Alice’s signal.
However, it is impossible for Eve to perform it without inducing Bob’s bit errors, because the
mean photon number sent from Alice is around 0.1 per pulse, which makes Eve impossible to
measure all phase differences, but some of them. When Eve succeeds in the measurement, she
resends a photon super-positioned over two pulses with the measured phase difference, while
sending the vacuum state at the other time-slots because she has no information on them. When
such two pulses arrive at Bob, he detects a photon possibly at three time-slots as shown in Fig.
2.8. At the second time-slot, interference correctly occurs, thereby no error in Bob’s bit. For clicks

at the other two time-slots, on the other hand, the detection result is random because no
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interference occurs. This detection event can cause an error in Bob’s bit, from which the

eavesdropping is revealed.

The DPS-QKD protocol is robust against the photon number splitting attack, because the phase
information is collapsed owing to the uncertainty relationship between the photon number and
the phase, when Eve probes the photon number for picking up and storing extra photons. As a

result, an error bit is induced at Bob [65], from which the PNS attack is revealed.
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Fig. 2.7. DPS-QKD set up. PM: phase modulator; MZI: delay Mach—Zehnder interferometer; DO, D1: single-photon

detectors; Att: attenuator, and At : time interval between two adjacent pulses.
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Fig. 2.8. Bob’s detection when an intercept-resend attack is conducted against DPS-QKD.

2.9 Differential quadrature phase shift protocol

Phase-encoding BB84 is the most popular QKD scheme implemented over fiber-transmission
systems. Differential quadrature phase shift (DQPS) QKD is a protocol that introduces the idea
of DPS QKD to BB84. It uses a train of weak coherent pulses, not two pulses as in BB84, owing
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to which the photon number splitting attack is prevented, and the time domain is efficiently used,
resulting in a high key creation speed [12, 66]. Some conditional security analysis has been

reported [67].

Figure 2.9 shows the configuration of DQPS-QKD. Alice sends a coherent pulse train that is
randomly phase-modulated by one of four phases {0, n, n/2, 3n/2} for each pulse, whose mean
photon number is less than one per pulse (e.g., 0.1-0.2). In this Alice’s signal, the adjacent phase
differences {0, n} and {n/2, 37/2} correspond to two non-orthogonal bases, respectively, similarly
to phase-encoding BB84. Bob receives Alice’s signal through a delayed Mach-Zander
interferometer (MZI) with a delay equal to the pulse interval of Alice’s signal, where the phase
in the longer arm is randomly switched with 0 or /2 [Fig. 2.9 (a)]. Single-photon detectors (SPDs)
count photons at the interferometer outputs. The 0 and n/2 phases in the MZI correspond to {0,
n} and {n/2, 3n/2} basis measurements, respectively, i.e., active basis selection. In this setup
shown in Fig. 2.9 (a), a phase modulator is inserted at the long arm in MZI, which is difficult to
stably implement in practice. Instead of this setup, Bob can split the incoming signal into two
delayed interferometers (MZI1, MZI2) whose path phase differences are 0 and 7/2, respectively,
followed by four SPDs, as shown in Fig. 2.9 (b). Photon detection at the outputs of MZI1 and
MZI2 correspond to {0, n} and {n/2, 3n/2} basis measurements, respectively, i.e., passive basis
selection. This setup includes no phase modulation in a MZI, enabling the stable operation, though

two sets of the measurement system is necessary.

Using this setup, the key bit creation is conducted as follows. Bob counts a photon occasionally
and randomly in time, where which detector clicks depends on the phase difference of adjacent
pulses. After the quantum transmission is completed, Bob tells Alice the photon detection time
and whether the MZI phase was 0 or 7/2 at the detection. Alice then tells Bob whether her phase
difference corresponding to Bob's detection was {0, n} or {n/2, 3n/2}. For each detected time-
slot, Alice and Bob first discard basis mismatch events. Then, Alice creates bit "0" or "1" when
her phase difference was {0, n/2} or {m, 3n/2}, respectively. Bob, on the other hand, creates bit
"0" or 1", when DO or D1 clicked in case of the active basis selection [Fig. 2.9 (a)], respectively,
or when {D10, D20} or {D11, D21} clicked in case of the passive basis selection [Fig. 2.9 (b)].

Alice’s and Bob’s binary bits created as above are identical and can constitute a secure key.
The security of the DQPS-QKD is considered to be similar to BB84. In an intercept-resend
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attack, for example, when Eve has a successful measurement, she resends two sequential pulses;
Bob detects a photon at possible three time slots, the detection from the first or third time-slots
induces an error in addition to the basis-mismatching error at the second time-slots as in BB84,

from which Bob can reveal the eavesdropping in DQPS-QKD.
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Fig 2.9. DQPS-QKD setup. (a): Active basis selection; and (b): Passive basis selection. PM: phase modulator, MZI:

Mach Zander interferometer, and SPD: single-photon detector.

2.10 Summary

In this chapter, we firstly explained the general protocol of quantum key distribution (QKD),
including the four steps to complete the secure key creation. Then, we discussed the theoretical
security in general, where the three types of general attacks were introduced; individual, collective,
and coherent attacks. Then, typical protocol called BB84 was described with its security. Against

the original BB84, there is a powerful eavesdropping that seriously restricts the QKD performance,
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i.e., photon number splitting (PNS) attack. This attack is introduced followed by a modified BB84
protocol to beat the PNS attack, which is widely employed at the present. Other QKD protocols,
called differential-phase shift QKD and differential quadrature phase shift QKD, were also

introduced, which are treated in the latter chapter in this thesis.
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Chapter 3

Side-channel attacks against quantum key distribution

systems

3.1 Introduction

The advantage of quantum cryptography over conventional cryptography is that, for quantum
cryptography systems, there is a promise of provable security based on the law of physics. The
ultimate security is achievable in theory [6, 9, 68, 69]. However, in practical implementation, it

is questionable if the theoretical security is obtained.

The question for the practical security comes from a question if assumptions employed in the
theoretical framework are actually satisfied. Indeed, for actually implemented systems, exploiting
security loopholes is possible, especially loopholes resulting from imperfections in photon
detectors. Such imperfections in actual devices open a door to tactical attacks called side-channel
attacks. Several side-channel attacks have been proposed and demonstrated [70-83]. For quantum

key distribution to be practical, it is desired to beat those side-channel attacks.

This chapter describes side-channel attacks against QKD systems. We first explain avalanche
photodiode (APD) based single-photon detectors (SPDs), which is the main target of side-channel
attacks, and then introduce typical side-channel attacks against QKD systems using APD-SPD.
Previously proposed countermeasures against side-channel attacks are also described, followed

by discussion and open problems. Finally, the summary is presented.
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3.2 Single-photon detector

Single-photon detectors (SPDs) are the key component in single-photon based QKD, which
severely determine the QKD performance. There have been considerable efforts to develop high-
performance SPDs [84, 85]. There are typically two types of SPD; APD based and superconductor
based ones. In this section, the former type is overviewed, because it is compact and low-cost,
compared with the latter type, and widely employed in practical QKD systems, and also because

it is relevant to this thesis.

The operation mechanism of an APD-SPD is as follow. First, an incident photon is absorbed
and creates an electron-hole pair in an absorption layer of a semiconductor. With an electric field
applied to the absorption layer, the excited electron and holes are driven in the opposite direction.
When the electric field is large enough, these running particles acquire energies higher than the
ionization energy of the semiconductor, which then generates additional electron-hole pairs
through the collision with the lattice, causing an avalanche of charges. As a result, macroscopic
current can be induced from an incident photon. This macroscopic current is converted to the
voltage through a load resistance Ruyasis in a receiver circuit shown in Fig. 3.1.(a), when a

sufficiently large bias voltage Vv is applied across the APD.

An APD operates in two modes; the linear mode and the Geiger mode depending on the applied
voltage. In the linear mode, where a moderate voltage is applied to an APD, the photocurrent is
generated linearly proportional to the incident light power. In the Geiger mode, on the other hand,
a high voltage is applied and an APD is sensitive to a single-photon, as described above. The
voltage value at which the APD behavior transits between the linear and the Geiger modes is
called breakdown voltage. For detecting single-photons, an APD is usually operated in the Geiger
mode, in which an APD is reversely biased above the breakdown voltage. APD-based SPDs can
be either passively or actively quenched by photon detection; the APD voltage drops below the
breakdown voltage just after an avalanche occurs, by which the avalanche is reset. Figure 3.1(b)

and its caption describe the operation of an APD.
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Fig. 3.1. APD used as a single-photon detector. (a) A typical receiver circuit. The reverse voltage (Vnv) is applied to
an APD, which is connected to the ground via a load resistor Ruias. Through the load resistor, the output voltage Vout
is induced. (b) Photo-current lapp as a function of the applied voltage in an APD. In Geiger mode, a voltage larger
than the breakdown voltage (Vi) is applied to APD, during which single-photon incidant induces a large photo-
current. A click is reported when the output voltage (Vout) exceeds the comparator threshold Vin. After that, the APD
voltage (Varp) goes back below the breakdown voltage in a linear mode where the output voltage Vout responds

linearly to the incident optical power.

The dark count, which is a false detection event, is crucial in SPDs based on an InGaAs/InP
APD, that are usually used in fibre-based QKD systems because of their sensitivity to the fibre
communication wavelength band. Those semiconductor devices have a high density of impurities,
which causes a high dark-count rate. One solution is to switch them to the Geiger mode from the
linear mode by applying a gating voltage pulse (gating) as illustrated in Fig. 3.1 (b), only when a

photon is expected.

One crucial parameter determining the dark count property is temperature. A thermally excited
electron causes a dark count, and the excitation probability is strongly dependent on the device
temperature, such that a lower temperature results in a lower dark count rate. However, a low
temperature causes another problem called "after-pulse”. An InGaAs/InP APD has a large number
of impurities, as described above, whose energy levels can trap electrons left in the conduction
band after an avalanche occurs. Then, with the next gating voltage, the trapped electron is excited,
induces an avalanche, and causes a detector's click, even when there is no incident photon. This

fake photon count is called after-pulse. The after-pulse restricts the repetition rate of gating pulses,

33



such that the pulse interval should be longer than the lifetime of a trapped electron staying at an
impurity's energy level. This lifetime depends on the device temperature, i.e., low-temperature
results in a long lifetime. Therefore, a low temperature restricts the gating frequency. Some
techniques to improve the gating frequency of APD based SPDs have been proposed, solving the
above problem [86-89]. One solution uses a very short gating pulse with a voltage slightly above
the breakdown voltage, so that the avalanche current is reduced and the after-pulses probability

is small.

3.3 Side-channel attack

In this section, side-channel attacks are introduced, that take advantage of imperfections in

practical systems [90, 91].

3.3.1 Detector efficiency mismatch

As mentioned in the previous section, APD-based SPDs are operated in the Geiger mode to be
sensitive to single-photon receipt. For reducing the dark count rate, they are switched to the Geiger
mode for a short time by a gating pulse, while being in the liner mode outside that gating time
window. Here, quantum cryptography protocols require more than two detectors to obtain two
different bit values, and thus, precise synchronization is needed for the detectors to have identical
gating time when the pulse shape is not ideal rectangular. Mismatch in the gating time, as well as
imperfections in the manufacturing process, results in a detector efficiency mismatch [33], which
opens a door for an attack utilizing the mismatch in the gating time between detectors. There have
been several reports showing the possibility of utilizing this loophole [37, 92]. In addition, Eve
may intentionally create such efficiency mismatch by manipulating the signal timing at each
detector [73]. Although one may suggest using one detector in a time-multiplexing system to
avoid such a loophole, the detection window for each bit can also be tricked, and therefore the

same attack can be carried out.

The attack utilizing the detector efficiency mismatch, which is a kind of intercept-resend attack,

is as follow. Eve measures signal coming from Alice with a randomly chosen basis and obtains a
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measurement result. Afterwards, she resends a fake signal with a bit value opposite to her
measurement result on the other basis. Eve's fake signal is resent so that it reaches Bob’s detectors
at a time when the detector corresponding to her measurement result has much higher detection
efficiency than the other one. To understand how Eve can obtain a bit value, let’s assume the
extreme case where the timing manipulation makes one detector blind due to zero detection
efficiency and the other one clickable. In such a scenario, when Eve measures Alice’s signal
successfully, she resends fake signal that can be detected only when Bob chooses the same basis
as Eve, otherwise no click is registered at Bob’s detectors due to the blinding of one detector.
Therefore, in this extreme case of efficiency mismatch, Eve can have full information about a key.
However, when one detector is not completely blinded in this attack, Eve introduces quantum bit
error rate (QBER) depending on the efficiency mismatch between two detectors. For example,
she introduces about 11% QBER if the efficiency is reduced to be 0.066 [33], from which the
eavesdropping can be revealed. However, it might be possible for Eve to utilize a combination of
partial detector efficiency mismatch attack and general individual attacks to keep her additional
QBER below 11% when the efficiency is less than 0.25 [93].

There is another strategy utilizing the detector efficiency mismatch called time-shift attack
where no fake signal is resent [34]. Eve randomly manipulates the arriving time of Alice’s signal
at Bob's detectors on her desire by, for example, introducing an additional delay. Eve can obtain
partial information from Bob’s announcement such that, when Bob announces a receipt of a
photon at a given time, it is more likely to be detected by the detector that is chosen by Eve. No
additional QBER is introduced in this attack. A fault of this time-shift attack is that Eve does not
have full key information. This side-channel attack was experimentally conducted, demonstrating

that a commercial QKD system was vulnerable to this attack [37].

Against the above eavesdropping, some countermeasures have been proposed. The most
popular one is four-state Bob, which is a modification from the phase-encoding BB84 such that
Bob uses four phases {0, n/2, n, 3/2n} instead of two {0, ©/2} in the basis selection [33, 34, 94].
The additional two phases allow Bob to not only randomly choose the measurement basis, but
SPD for bit “0” or bit “1”. In the public announcement, Bob announces his basis choice, while
keeping his choice of detector (for bit “0” or “1”) secret. This countermeasure prevents Eve from

having key bit information, even if she knows about the detector’s click. QKD system with four
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states has been proven to be secure against the detector efficiency mismatch attack assuming an
ideal single photon source [95], though the assumption of ideal single-photon receipt is
impractical. It should be mentioned that Bob’s using four-state is effective only to the time-shift
attack [96].

3.3.2 Trojan-horse attack

Trojan-horse attack is another type of side-channel attack, which was proposed in [31, 32]. Its
idea is that Eve uses a powerful probe laser to access Alice’s sites. Phase-encoding QKD systems
equip a phase-modulator at Alice, into which Eve injects an intense light from the outside. Then,
the back-reflection from the phase modulator can reveal the phase imposed onto the modulator,
from which Eve obtains key information. Countermeasures against this attack include use of a
narrow band-pass filter because the probe light wavelength should be different from the QKD
signal, use of a beam splitter followed by a power meter to monitor incident light to Alice, and

use of an isolator at the entrance to prevent light incident from the outside.

3.3.3 Detector control attacks

Detector control attack is one of the most severe side-channel attacks against real QKD systems,
because it has been implemented and full key was obtained without being detected [97]. This is a
kind of intercept-resend attack, which works as follows for phase-encoding BB84. Eve firstly
sends a bright illumination onto Bob’s APD-based SPDs outside the gating time window in the
linear mode, and generates a large photocurrent by which the APD basis voltage is reduced
through the voltage drop due to the load resistor. Here, the illumination is sufficiently intense for
the reduced bias voltage to be so low that the APD voltage does not exceed the breakdown voltage
when a gating pulse is applied as shown in Fig. 3.2. This stage is called blinding detectors. The
blinded condition lasts for a while after the bright illumination, because of a finite recovery time

of an APD circuit, during which the detectors are insensitive to single-photons.
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Fig. 3.2. The effect of the bright illumination onto APD-SPD.

When Eve successfully measures Alice’s signal in an intercept-resend attack, she resends a fake
signal within the blinded period. Here, she sends two optical pulses with a power level P, for each,
which is chosen so that Bob’s detector in the linear mode records a detection event when P, is
incident, but never reports detection for Po/2. Figure 3.3 illustrates how Bob’s setup works against
this attack. Alice’s two pulses reach Bob’s detectors at three time-slots after MZI. At first and
third time-slots, there is no interference and the incident power is not enough to make click. The
interference occurs at the middle time-slot only. When Alice’s, Eve’s, and Bob’s bases are
identical, Alice’s and Bob’s bits are matched while Eve has the same bit as theirs, as shown in
Fig. 3.3 (a). This is because Eve’s pulses have a correct phase difference, and the power level

goes to a correct detector at the middle time position is Po, making the detector report a photon
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count. Eavesdropping succeeds without being noticed in this case. On the other hand, when
Alice’s and Bob’s bases are matched but Eve’s is not, Eve’s pulses go to both Bob’s detectors
with a power level of P,/2 for each at the middle time position, which register no detection event,
as shown in Fig. 3.3 (b). Bob does not create a bit, and no bit error is introduced in this basis
mismatch case, unlike in a conventional intercept-resend attack against BB84. This attack reduces
Bob’s total photon detection rate by 50% because there is no click in the basis mismatched case.
Nevertheless, Eve may position just at Alice’s output and compensate for the photon loss in the
basis-mismatched case by replacing the transmission line with a lossless one. Importantly, this
attack, capturing full key information while introducing no bit error at Bob, can be carried out
with the current technologies. This detector control attack is also effective against polarization
encoding BB84, SARG04, COW, DPS-QKD, and DQPS-QKD protocols [98]. The attack against
DQPS and DPS is described in detail in Chapters 4 and 6, respectively, where a countermeasure
against the attack is proposed and evaluated for each protocol. The blinding and control attack
has been experimentally demonstrated against commercial QKD systems [42]. Since then, it
became a crucial issue for the QKD security in the real world. Therefore, it is believed to be the

strongest and most realistic side-channel attack, for which a countermeasure is desired.

The detector blinding attack can be performed with moderate power of Eve’s injection, and thus
a countermeasure of Bob monitoring the incident optical power alone may not be effective to

reveal this attack [72].
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Fig. 3.3. Detector blinding attack against active basis selection system. The upper diagram is Bob’s setup and the lower
one illustrates the photocurrent at Bob’s detectors. MZI: delayed interferometer, lo, 11 photo-current induced at detectors
0 and 1, respectively. (a) When Eve’s and Bob’s bases are matched, the full pulse hits one detector with Po. (b) When
Eve’s and Bob’s bases mismatch, the pulse equally hits both Bob’s detectors with Po /2 and no detection event is

registered.

3.4 Countermeasure against side-channel attacks

3.4.1 Measurement Device Independent (MDI) QKD

In order to beat side-channel attacks, especially that manipulate Bob’s detectors, measurement
device independent (MDI) QKD was proposed [45], which has been intensively studied since
then. In this protocol, both two legitimate parties (i.e., Alice and Bob) send signals, and an
untrusted third party (Charlie) performs a measurement, namely Bell state measurement, on
Alice’s and Bob’s signals, as shown in Fig. 3.3. Alice and Bob have no detector, thus there is no
way of side-channel attack manipulating Bob’s detectors. Charlie has detectors instead, but

manipulating his detectors does not provide any key information to Eve, as described below. Far
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from that, it does not matter if Charlie is taken over by Eve.

The MDI-QKD protocol operates as follow. Alice and Bob respectively prepare one of four
BB84 states and send them to Charlie who is located at the middle between Alice and Bob. Charlie
performs Bell state measurement (BSM), which is a joint quantum-mechanical measurement on
two quantum states based on a kind of quantum interference, and determines the relationship
between the two states. The measurement result provides the relationship between Alice’s and
Bob’s signals. It should be noted that BSM determines only the relationship between the two
guantum states but not the states themselves. After the quantum transmission, Charlie announces
his measurement results to Alice and Bob through a public channel. From Charlie’s information,
Alice and Bob know the relationship between their signals and identify the other party’s signal,
referring to their own signals, then create an identical bit. The created bit is unknown to the third
party (even Charlie), because Charlie does not measure the states themselves. It should be noted
that a key bit is created from the combination of Charlie’s measurement and Alice’s/Bob’s signal.

Thus, manipulating Charlie’s detectors alone gives no key bit information to Eve.

When the MDI-QKD protocol was proposed, it attracted researchers as a QKD protocol free
from side-channel attacks manipulating SPDs. In addition, MDI-QKD offers a benefit of doubling
the QKD distance, because Charlie positions at the middle between Alice and Bob and thus the
QKD distance is double the photon transmission distance. However, a drawback is that its
implementation is difficult in practice. In order to successfully perform BSM, photons sent from
Alice and Bob should be indistinguishable, and some synchronization should be established
between them in term of, for example, the temporal position, the polarization state, and the

spectrum shape. Stable implementation of such synchronization is not easy in practice.
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Fig. 3.3. The configuration of measurement device independent QKD against polarization-encoding BB84. Alice and
Bob prepare states and send them to Charlie at the middle between Alice and Bob, who performs Bell state measurement
(BSM) shown in the inset above Charlie. BS: beam splitter; and PBS: polarization beam splitter; and DiH, D2n, Dav,

Dav : single-photon detectors.

3.4.72 Other countermeasures

In the previous section, a QKD protocol free from side-channel attacks manipulating single-
photon detectors is described. However, its implementation is challenging, and thus researchers
search for practical solutions to counter specific side-channel attacks. In this section, practical

countermeasures against blinding and control attack are presented.

There have been several proposals of practical countermeasures against the blinding and control
attack, that is the most powerful side-channel attack [83, 99, 101]. This attack has two steps: (i)
Eve blinds Bob’s detectors by injecting bright light, and then (ii) controls the detectors such that
they behave as Eve wishes, i.e., click and no click when Eve’s and Bob’s basis are matched and
mismatched, respectively. A straightforward countermeasure is to monitor whether detectors are
blinded or not by measuring, for example, a fraction of the optical power incident to Bob [83] or
the photo-current flowing through the detector circuit [99]. However, this countermeasure is
feasible under the condition that how Bob’s detectors response to Eve’s blinding light is provided,
i.e., how much power is required for blinding or how much photo-current is flown when blinded.
Therefore, it depends on the properties of each device and is not a general solution to guarantee

the security irrespective of detectors.

Another way to monitor the status of a single-photon detector is use of known light, such that

the single-photon sensitivity is occasionally checked by injecting faint pulses from a calibrated
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light source inside Bob [42]. However, this scheme requires additional apparatus, and spends the
measurement time during which key bits are not created, resulting in reduction of the key

generation rate.

A detector circuit robust against the blinding attack was also proposed [100]. With a low bias-
resistance in the detector circuit, the voltage drop is small, and thus the detector is not blinded
even when bright light is incident. However, this scheme is not a general solution available to any
detector. Besides, it may sacrifice the detector performances such as the response time and the
detection efficiency. Other than the above, some countermeasures were proposed and
demonstrated using an asymmetrical coupler followed by two identical receiver setups [101].

However, they require additional equipment, which makes the system complex and costly.

3.5 Summary

In this chapter, we described side-channel attacks against QKD systems. Several specific attacks
were introduced, especially detectors blinding and control attack. Some countermeasures
previously proposed were also introduced, including a novel QKD protocol named MDI-QKD,
that is free from attacks manipulating detectors in principle but not easy to implement in practice,

and schemes monitoring the status of detectors, that is practical but device-dependent.

In view of such a situation, this thesis presents alternative countermeasures, which is practical

and device-independent, in the following sections.
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Chapter 4

A countermeasure against side-channel attack in four-

state QKD systems utilizing discarded events

4.1 Introduction

In Chapter 3, we describe side-channel attacks against QKD systems. Countermeasures against
them are also described, as well as their issues such that practical implementation is not easy (in
case of MDI-QKD) or they are not a general solution independent of detector’s properties.
Therefore, this thesis proposes novel countermeasures against side-channel attacks which is
simple and independent on device properties. This chapter especially treats four-states QKD

systems such as BB84 and DQPS-QKD [82].

The chapter is organized as follows: Section 4.2 describes the side-channel attack against the
DQPS-QKD protocol; Section 4.3 presents how to find the eavesdropping; Section 4.4 presents
an experiment and simulations on the system performance, confirming the feasibility of the

proposed scheme; and Section 4.5 presents discussion and summary.
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4.7 Detector blinding and control attack against DQPS-QKD

In Chapter 3, a side-channel attack called detector blinding and control attack against BB84 is
introduced. This attack is also applicable to DQPS-QKD described in Section 3.3.3. In
conventional DQPS-QKD, a bit error can be induced when Eve conducts an intercept-resend
attack with basis-mismatched measurement, as in BB84, from which the eavesdropping is
revealed. Moreover, in an intercept-resend attack, when Eve has a successful measurement, she
resends two sequential pulses, Bob detects a photon possibly at three time slots, and the detection
at the first or third time-slot can induce an error in addition to the above basis-mismatching error,
from which Bob can reveal the eavesdropping. The blinding attack can suppress such unwanted

Bob’s click, and is effective against DQPS-QKD.

4.3 Monitoring coincident clicks

To prevent the detector blinding and control attack against BB84 using weak coherent light or
DQPS-QKD, this thesis proposes to monitor coincident clicks to find the eavesdropping. Practical
BB84 and DQPS-QKD systems use a coherent light source, whose photon number follows a
Poisson distribution, having a finite probability of including more than two photons per pulse. In
the protocol, they utilize two sets of non-orthogonal bases (four states in total) for the security,
where 50% of detection events are basis-mismatched and discarded. These basis-mismatched
detection events are utilized for finding the eavesdropping in our proposed scheme. It needs no

additional equipment, but just post data-processing, featuring the simplicity in term of hardware.

Our countermeasure against the detector blinding attack is as follow. In BB84 or DQPD-QKD
under the normal condition, two detectors can simultaneously count photons, i.e., coincident
clicks, in basis-mismatched measurement, because a photon goes to either detector with an equal
probability, as indicated in Table 2.1 in Chapter 2, and there can be multiple photons at one time-
slot according to a Poisson distribution. However, when Eve performs the detector blinding and
controlling attack, Bob’s detectors are blinded, or just one targeted detector clicks, and thus no
coincident click occurs. Therefore, Bob can notice Eve by monitoring coincident click in basis-

mismatched measurement, prohibiting the eavesdropping.
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discarded events

One may ask if it is possible to cheat this countermeasure. To answer this question, let us
consider a possible scheme of Eve’s cheating strategy. To cheat the Bob’s monitoring, Eve should
induce a coincident click by, for example, sending incoherent pulses with a high power level, for
which no interference occurs and two detectors equally click. However, coincident click by
incoherent light occurs in basis-matched measurement as well as basis-mismatched one, whereas
coincident clicks should occur in basis-mismatched measurement under the normal condition.
Thus, Eve’s strategy of intentionally inducing coincident is revealed from coincident click in

basis-matched measurement.

It should be noted that our countermeasure of monitoring coincident click is effective not only
for the bright illumination attack but also for other side-channel attacks. For example, in the time-
shift attack or the detector efficiency mismatch attack [2,3], described in Section 3.3, where Eve
shifts the pulse arrival time at Bob so that one of his detectors has a much lower detection
efficiency than the other (ideally totally blinded). Coincident counts under this attack are much

smaller than those in normal conditions. Therefore, Bob can reveal the eavesdropping.

The advantage of our scheme is that its implementation is much easier than MDI-QKD, that is
widely studied to beat side-channel attacks these days. An advantage of MDI-QKD, on the other
hand, is that it is generally secure against side-channel attacks manipulating single-photon
detectors, while our scheme aims at specifically preventing the blinding illumination attack, that
is known as the strongest side-channel attack, the time-shift attack, and the detector efficiency

mismatch attack. Besides, MDI-QKD offers a benefit of doubling the QKD distance.

Ideally, Bob can find the eavesdropping when the coincident count is lower than the value
estimated from system conditions such as the transmission distance and the detector efficiency.
In practice, however, the coincident counts fluctuate because of a finite monitoring time. Eve can
partially conduct the eavesdropping, utilizing this fluctuation. Therefore, when the measured
coincident count is lower than the expected value, Bob attributes the reduction to partial
eavesdropping, and excludes the information amount possibly leaked to Eve from a raw key by
privacy amplification. Taking this partial side-channel attack into account, the final key length,

R, for BB84 is expressed as

Pg - Pr(rfgas
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and it is expressed for DQPS-QKD assuming the general individual attack [53] as
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where Rsir is the sifted key rate, 7 is the data compression factor given by Eqg. (2.3), Pe(sct) is the

expected coincident count, P,;Cgas is the measured coincident count, W is the average photon-

number sent from Alice, e is the system error rate, and f (e) is a factor representing the error

correction efficiency.

4.4 Number of coincident counts

4.4.1 Theoretical estimation

The previous section presents an idea of utilizing coincident counts in basis-mismatched
measurement to reveal the side-channel attacks. However, it is questionable to have a sufficient
number of the coincident count in practice, especially in long-distance systems where the mean
photon number received by Bob is small. Therefore, an evaluation of the coincident counts in

practical BB84 or DQPS-QKD systems is presented in this section.

The probability of more than one photon being included in one coherent pulse with a mean
photon number of n is given by P(n) = n for n << 1. In basis-mismatched measurements in the
active basis selection, a coherent pulse with n = 0.5uT goes to each detector, where y is the
average number of photons per pulse sent from Alice and T is the transmittance from Alice to
Bob including Bob’s apparatuses. Thus, taking the detection efficiency # and the detector’s dark
count rate D into account, the coincident probability P() g, in basis-mismatched measurement
is:
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P©, ., ={P(0.5unT) + D} * {P(0.5unT) + D} (4.3)
= (0.5unT + D)?

=0.25 (unT)? + unTD + D?2.

In the passive basis selection, Bob detects photons by four SPDs at the outputs of two MZIs
corresponding to the two measurement bases for each as shown in Fig. 2.9 (b). The probabilities
of each SPD clicking for a signal with a mean photon-number of n per pulse in this system are

summarized in Table 4.1.

Table 4.1. Detection probabilities in passive basis selection in DQPS-QKD. n: average photon-number.

The phase difference of received pulse

0 T /2 3n/2
D10 0.5n 0 0.25n 0.25n
D11 O 0.5n 0.25n 0.25n

D20 0.25n 0.25n 05n 0

SPD number

D21 025n 025n O 0.5n

There are several combinations of two detectors clicking at one time-slot. The total probability
of coincident clicks is as follows. For a phase difference of 0, for example, coincident clicks occur
between D10 and D20, D10 and D21, or D20 and D21, with probabilities of P(0.5n) * P(0.25n)
*{1 - P(0.25n)}, P(0.5n) * P(0.25n) * {1 - P(0.25n)}, P(0.25n) * P(0.25n) * {1 - P(0.5n)},
respectively. Subsequently, the coincident probability in passive basis selection systems is

expressed by
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P9 = 2+ {P(0.5n) + D} * {P(0.25n) + D} » {1 — P(0.25n)}

est
+{P(0.25n) + D} * {P(0.25n) + D} « {1 — P(0.5n)}
= {0.25(unT)? + 1.5unTD + 2D?}{1 — 0.25unT}

+{0.25unT + D}? = {1 — 0.5unT}. (4.4)

4.4.2 Experiment

We experimented to confirm the feasibility of monitoring coincident clicks, whose setup is shown
in Fig. 4.1. A coherent pulse train was created by intensity-modulating (IM) continuous-wave
light from a laser source (wavelength 1550 nm). The pulse width and interval were 200 ps and 5
ns, respectively. The pulse sequence was attenuated to be 0.2 photons per pulse on average to

simulate Alice’s signal.

TIA

Power TLL

.« D1 |+
source Coupler . gate I

91 ~

TLL

4 D2 H>

*
Interval: 5 ns

Width:200 ps

External detector trigger:4 MHz, 2ns ‘ ‘
PPG 1 SYNC

Fig. 4.1. Experimental setup for measuring coincident count. IM: intensity modulator; ATT: attenuator; BS: beam

splitter; PPG: pulse pattern generator; TIA: time interval analyzer; D1, D2: single-photon detectors; and SYNC:

synchronization source.

The signal light was passed through a variable attenuator (ATT) that simulated the transmission
loss, and then was divided and coupled into two photon detectors (D1, D2) via a 50:50 beam
splitter (BS). We used APD-based SPDs (ldQuantique: 1D200) as photon detectors, whose

detection efficiency and dark count rate were 10 % and 300 Hz, respectively. The APDs were
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gated at 4 MHz with a time window of 2.5 ns. Under this operating condition, one gating window
accepted one optical pulse. The detectors’ outputs were input to a time interval analyzer (T1A)
via a logic gate, where the detection time and which detector clicked were recorded. The TIA was

set to scan over 1.2 us in one measurement.

Using the above setup, we measured the coincident count for several attenuation levels that
simulated the transmission loss. The result is shown in Fig. 4.2, where the measured number of
total and coincident clicks are donated by circles and triangles, respectively. In the figure, the
calculation result by Eq. (4.3) with parameters of = 0.2, detection efficiency = 10%, and dark
rate = 300 Hz, which correspond to this experiment is also plotted by the dotted line. The
experimental and calculation results are consistent, confirming our theoretical estimation. In
addition, the results show that it is possible to obtain enough counts in practice, indicating our

countermeasure is feasible.
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Fig. 4.2. Number of clicks as a function of attenuation. Triangle represents the measured coincident click; the circle

represents experimental results of the total click; dotted line represents the estimated coincident counts.

4.5 Simulations

Based on the previous section, we estimated the number of coincident counts in BB84
transmission systems employing active and passive basis selection setups, using Egs. (4.3) and

(4.4), respectively. The effectiveness of the proposed scheme is strongly dependent on the SPD
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performance. Therefore, two product models of a SPD were assumed; IdQuantique 1D200 and

IdQuantique ID 210, their characteristics are listed in the table 4.2.

Table 4.2. Characteristics of Single-photon detector.

IdQuantique 1D200 IdQuantique ID 210
Detection efficiency 10 % 25 %
Gating frequency 4 MHz 100 MHz
Dark count rate 300 Hz 30 Hz

The former model is one we have in our laboratory, and the latter is the latest model released

from the same manufacture.

Figures 4.3 and 4.4 show the simulation results of the number of counts as a function of the
attenuation corresponding to the transmission loss for active and passive basis selection setups,
respectively. In the figures, the solid line plots the total number of clicks obtained in the
experiment. The dotted line is the coincident count with ID 200 and the broken line is that with

ID210.
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Monitoring time =4*1076 clicks

1000000 the mean photon-number sent from Alice= 0.2
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10000

1000
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10

Number of coincident counts
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Fig. 4.3. The number of clicks as a function of attenuation in active basis selection system. The circle represents the
experimental results of the total click. The dotted line represents estimation result assuming SPD (ID200) used in the

experiment, whose dark count rate = 300Hz, gating frequency = 4 MHz, and detection efficiency = 10 %. The broken
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line represents estimation results assuming 1D210 detector model with dark count rate = 30 Hz, detection efficiency =

25 %, and gating frequency = 100 MHz, the transmission loss is assumed to be 0.2 dB/km.
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Fig. 4.4. The number of coincident counts as a function of attenuation in passive basis selection system.

Number of clicks

Figs. 4.3 and 4.4 shows that the coincident count is obtainable within the feasible quantum

protocol distance, these coincident counts are inversely proportional to the distance due to the

attenuation. The table 4.3 below shows that larger number of coincident counts is expected at

longer distance in passive basis selection systems thanks to the use of four SPDs, enhancing the

feasibility of our scheme to find the side-channel attack.

Table 4.3. Coincident counts for active and passive systems using two different SPD models

Active system

Passive system

Distance(km)
1D200 ID210 1D200 ID210
40 98 4591 123 5194
60 18 700 22 850
80 4 113 5 140
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4.6 Summary

In this chapter, we proposed a countermeasure against the detector blinding and control attack
for BB84 and DQPS-QKD. The proposed countermeasure utilizes coincident clicks in basis-
mismatched measurements, which are normally discarded, to monitor the existence of
eavesdropping. Any reduction in the expected number of coincident clicks is assumed to be due
to Eve’s attack. We also discussed the effect of photon-number fluctuation on the system
performance. The simulation and experimental results showed the feasibility of implementing our

countermeasure in four-states QKD protocols.
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Chapter 5

Experimental demonstration of BB84 and DQPS
systems with a countermeasure against side-channel

attacks

5.1 Introduction

Chapter 4 proposes a countermeasure against side-channel attacks in QKD protocols using four
states, i.e., BB84 and DQPS-QKD. This chapter presents experimental demonstration of BB84

and DQPS systems with the proposed countermeasure.

In four-state based QKD, the receiver should equip a setup functioning the basis selection, for
which there are two choices: active selection and passive selection. The former actively switches
the condition of one measurement system. The latter prepares two measurement systems
corresponding to two non-orthogonal bases for each, which are passively selected by a beam
splitter. Conventional QKD experiments usually employs the latter scheme because of its stable
operation. In contrast, we try to perform the former scheme in this thesis because it needs just one
measurement system. However, there is a problem in implementing the active basis selection.
That is polarization fluctuation induced through fiber transmission. In active basis selection, an
optical modulator is used to switch the measurement condition, which usually has polarization
dependency. Thus, fluctuation of the polarization state of the received signal prevents the stable
operation of the basis selection. In this chapter, we introduce a novel active basis selection scheme

insensitive to the polarization state, and demonstrate its stable operation.

This chapter organized as follow. First, the polarization problem in the active basis selection is

explained. Second, our proposed circuit is described. Then, QKD experiments using the proposed
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receiver setup with countermeasure against side-channel attacks is presented, followed by

summary.

H.2 Active basis selection

Figure 5.1 shows the conventional setup of the active basis selection for phase-encoding BB84.
Bob’s receiver consists of @ Mach-Zhender interferometer with a phase modulator placed on one
of interferometer arms, which imposes Bob’s phase choice onto a half of Alice’s pulses. With this
setup, Alice’s two pulses arriving at Bob, composed of a reference pulse and a signal pulse for
which Alice’s phase is imposed, are split into two paths, onto one of which Bob’s phase is
imposed, and are recombined with one-pulse shift. Then, interference occurs between the signal
and reference pulses at the recombining beam splitter at the middle time-slot, whose relative phase
is determined by Alice’s and Bob’s phases. Here, Bob’s phase is chosen either 0 or /2. Then, in
case that Alice’s phase is (0, ) or (n/2, 3w/2) and Bob’s phase is 0 or m/2, a photon is
deterministically counted by one of the two detectors, respectively. Namely, (0, w)-basis and (7/2,
3n/2)-basis measurements are selected by Bob’s phase of 0 and /2, respectively. This active basis
selection scheme enables a simple receiver setup, as it requires a single measurement system.

However, its practical implementation has some problems, as described below.

The stability of the system is mainly determined by the interferometer, i.e., stable interference
between two pulses passing through the long and short arms, respectively, is required. In the setup
shown in Fig. 5.1, the length of the long interferometer arm includes a phase modulator which is
usually module-packaged with fiber pigtails. Thus, it is not easy to accurately and stably set the
optical length as required, resulting in unstable interference. Moreover, a phase modulator is
polarization-dependent, for which the polarization state of incident signal randomly changes
through fiber transmission, mainly due to the birefringence of the fiber resulting from stress or
asymmetry in the fiber fabrication and installation. For practical QKD systems, a stable and

polarization-insensitive active basis selection scheme is desired.
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Fig. 5.1. Bob’s active basis selection measurement setup. SPD: singe-photon detector; PM: phase modulator.

5.3 Polarization-insensitive measurement system

In this thesis, we propose a polarization-insensitive active basis selection scheme, the
configuration of which is shown in Fig. 5.2 [102]. In our proposed scheme, the receiver equips a
phase modulation circuit (PMC), followed by a Mach-Zehander interferometer. The PMC splits
incoming two sequential pulses, where the first and second pulses are a reference and a signal
with Alice’s phase, respectively, into two polarization components (vertical and horizontal) by a
polarization beam splitter (PBS). Each polarization component is fed into a phase modulator that
is aligned to match the incident polarization state, so that phase modulation is properly and stably
imposed onto the incident light. In addition, the modulation timing is adjusted so that the second
pulse is modulated in each path. Then, the outputs from the phase modulators are recombined by
another PBS. Here, the two paths from the first to second PBSs are constructed with an identical
length of polarization maintaining fibers. The output of the second PBS is coupled to a
polarization-insensitive waveguide MZI, followed by two single-photon detectors, one of which
clicks according to the phase difference between the first and second pulses at the middle time-

slot.

The above setup can achieve polarization-insensitive operation, thanks to a polarization
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diversity configuration. Any polarization state is decomposed to the vertical and horizontal states,
for which phase modulation is imposed by polarization aligned phase-modulators, respectively.
The polarization state incident into each phase modulator is constant irrespective of the
polarization state incident to the receiver. Therefore, the polarization-insensitive operation is
achieved. In addition, a passive waveguide MZI enables stable interference because it is fabricated
on one substrate. The above operation of the PMC is for phase-encoding BB84. For DQPS-QKD

that uses a pulse train, the phase modulation is imposed onto every pulse.

PMC
II Incoming pulses PBS
— —»
I N PM
Data 3
generator l Interferometer
PM - P sPDo
PBS WSPD1

Fig. 5.2. Proposed polarization-insensitive measurement circuit. PMC: phase-modulation circuit; PBS: polarization

beam splitter; PM: phase modulator.

b.4 Experiments

5.4.1 Setup

We carried out QKD experiments to demonstrate the polarization-insensitive operation with our
countermeasure against side-channel attacks manipulating single-photon detectors.  The
experimental setup is shown in Fig. 5.3. This setup could run two types of four-states based QKD
protocols, i.e., BB84 and DQPS-QKD. The main difference between these two protocols is the
pulse sequence prepared by Alice. In BB84, Alice prepares a sequence of two pulses, with vacant
at the neighboring slots, while she prepares a train of pulses in DQPS-QKD. Such signal
preparation was achieved by intensity-modulating light from a laser source (LS). The pulse

interval was chosen as 1 ns. Alice prepared a laser source from which 1550-nm wavelength light
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was emitted with a power level of 5 dBm. The laser light passed through an intensity modulator
(IM), from which a pulse sequence was generated. In BB84, one of the two pulses was randomly
phase-modulated (PM) with one of the four phases {0, n} {n/2, 37/2}, while each pulse is phase-
modulated in DQPS-QKD with one of the four phases, and then they were attenuated to be 0.1
photons per pulse on average by an attenuator (ATT). This Alice’s signal passed through a
polarization controller (PC), a coupler, and an attenuator that simulated the transmission loss. The
PC was used to vary the polarization state, which was monitored by an optical coupler followed
by a polarizer and a power meter. The signal passing through the attenuator was received by a
measurement system whose setup is described in the previous section, where the outputs of the

MZI1 were coupled to APD-based SPDs (idQuantique: 1D200) gated at 4 MHz.

In our PMC, the polarization alignment was obtained by using phase modulators with
polarization maintaining fiber pigtails. The phase modulators were driven by signals from two
output ports of a data generator, respectively. The modulation timing was adjusted by the delay
function of the date generator. The lengths of the two paths in the PMC were adjusted using an

optical delay line.

The MZI needed to be controlled such that the phase difference between the two paths was
stable at a given value. The path-length difference was set equal to the time interval between
incident sequential pulses. The optical length should be set for the difference of the propagation
phases through the two paths to be 2mz (m is integer). Our MZI was made of glass waveguides,
whose optical length could be adjusted by the waveguide temperature through the thermo-optic
effect. With the temperature of the MZI substrate around 22.10° C, almost entire power went to
D1 for CW light input, with a crosstalk ratio between D1 and D2 being more than 20 dB,
suggesting the optical length was properly set at this temperature. On the other hand, when (0, )

phase modulation was imposed in front of the MZI, the almost entire power went to D2.

The output from the SPDs were coupled to a logic gate, followed by a time interval analyzer
(TIA). The role of this logic gate was to send signals to the TIA, with which the TIA recorded the

detection time and which detector clicked.

In our setup, the gating time window accepted only one pulse at one gating, which allowed the

implementation of our countermeasure of monitoring coincident count.

In order to confirm the polarization-independent operation, the polarization controller (PC)
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inserted between Alice and Bob was manually operated to exhibit various polarization states. The
state of the polarization at the PC output was monitored by splitting a fraction of the PC output,
passing it through a polarizer, and measuring the optical power at the polarizer output. The

attenuator in front of Bob, was set at 6 dB, which corresponded to a 30-km fiber transmission.
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Fig. 5.3. Experimental setup. PMC: phase modulation circuit, LS: laser source, IM: intensity modulator, PM: phase

|

modulator, ATT: attenuator, PC: polarization controller, PBS: polarization beam splitter, D1, D2: single-photon

detectors, MZI: Mach-Zehnder interferometer, and TIA: time interval analyzer.

5.4.2 Results

The results of the BB84 and DQPS-QKD experiments are shown in Figs. 5.4 and 5.5, respectively,
where the sifted key rate and the quantum bit error rate (QBER) are plotted as a function of the
measured power at the polarization monitoring system, normalized by the maximum value, in (a)
and (b), respectively. The horizontal axis indicates the power ratio of two orthogonal polarization
components, i.e., R = (power in one component) / (total power), and R changing from 0 to 1 means
that the polarization state fully varies from one polarization basis to the orthogonal one. The sifted
key rate and the quantum bit error rate (QBER) were within 1.4-1.7 kbps and 2.9-3.55% in BB84,
and were 1.95-2.57 kbps and 2.2-3.3% in DQPS, respectively, for various polarization states.
Therefore, the polarization-insensitive operation was confirmed. These values of QBER allow

error-correction and privacy amplification, described in Sections 2.2.3 and 2.2.4, to create a final
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secret key. The variation observed in the results might be due to the residual power imbalance in

the two paths in the PMC and slight polarization dependency of the waveguide MZI.
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Fig. 5.4. Experimental results in BB84.

(a) Sifted key creation rate, and (b) QBER.
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Fig. 5.5. Experimental results in DQPS-QKD.

(a) Sifted key creation rate, and (b) QBER.

The obtained results show that the DQPS-QKD has a higher key rate compared to that of BB84.
This is because of efficient use of the time domain in DQPS-QKD, where Alice uses a train of

pulses instead of two sequential pulses in BB84.

Figures 5.6 and 5.7 show the measured coincidental counts in the BB84 and DQPS-QKD
experiments, respectively. The measurement time was of 4x106 clicks, which was determined by
the memory size of our device. A number of coinciding counts were actually obtained,
demonstrating the feasibility of our countermeasure against the detector blinding and control

attacks, proposed in Chapter 4.
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Fig. 5.7. Measured coincident clicks in DQPS-QKD.

h.b Summary

In this chapter, we conducted QKD experiments equipping the countermeasure against side-
channel attacks manipulating single-photon detectors, proposed in Chapter 3. The experiments
also introduced a novel scheme of stable and polarization-insensitive active basis selection at the
receiver, which simplified QKD systems compared with a passive basis selection scheme that is
usually employed in QKD experiments. Both phase-encoding BB84 and DQPS-QKD protocols
were implemented. Sifted-key bits and coincident counts were obtained almost constant for
various polarization states, with allowable QBERs. Therefore, the QKD operation was
successfully demonstrated, featuring our countermeasure against side-channel attacks and a
polarization-insensitive receiver.
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Chapter 6

A countermeasure against side-channel attacks in

DPS-QKD by employing variable attenuator

6.1 Introduction

In Chapter 4, we propose a novel countermeasure against side-channel attacks, which is applicable
to four-state based QKD protocols such as BB84 and DQPS-QKD. However, this countermeasure
does not work for side-channel attacks against differential phase-shift quantum key distribution
(DPS-QKD) protocol introduced in Section 2.6, because of no basis-mismatched measurement in

this protocol. Therefore, an alternative solution is desired for DPS-QKD.

This chapter proposes a novel countermeasure against the detector blinding and control attack
in DPS-QKD that uses APD-based single-photon detectors [103]. We first introduce a side-
channel attack designed for DPS-QKD, and then present a countermeasure against it. The
performance of a DPS-QKD system with the proposed countermeasure is also evaluated. Finally,

discussion and the conclusion are described.
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6.2 Blinding and control attack against DPS-QKD

In Chapter 3, Eve’s strategy of manipulating an APD-based single-photon detector is introduced
in detail. That is, Eve first injects bright illumination into an APD to force the APD bias voltage
sufficiently below the breakdown voltage to avoid the APD to be switched to the Geiger mode by
a gating pulse. This stage is called blinding a detector, during which the detector is insensitive to
single-photons. Next, Eve sends a fake signal with a power level appropriate to make a click at a
target detector. In Chapter 3, we describe that this strategy of manipulating a detector enables Eve
to gain full key information in four-states based QKD such as BB84 and DQPS-QKD. This
strategy is also available for DPS-QKD. In this section, we introduce how the blinding and control

attack is performed against DPS-QKD.

For DPS-QKD, the blinding stage is the same as for BB84, where Eve injects bright illumination
to Bob’s detectors, but the controlling stage is somewhat different. When Eve successfully
measures the phase difference of sequential two pulses in an intercept-resend attack, she resends
two pulses with the measured phase difference. Here, the pulse power P, is chosen such that the
photocurrent generated from P, at Bob’s detectors in the linear mode exceeds the threshold I for
the click, while that generated from (P, /4) does not, i.e., a photon count is registered when the
incident power is P, but not when the incident power is (P, /4). With this P,, Eve controllably
causes detection events in Bob, as illustrated in Fig. 6.1. Eve sends sequential (n +1) pulses when
she consecutively measures n phase-differences (mostly n = 1). At Bob, the incident pulses are
split into halves at the first BS and recombined with a time shift at the second BS in an MZI. At
the second BS, the first half of the first pulse (passing through the short path) is simply split into
half because no interference occurs, and hits Bob’s two detectors with P, /4 for each. Similarly,
the second half of the last pulse (passing through the long path) hits the detectors with P./4 for
each. On the other hand, the second half of the first pulse and the first half of the second pulse
interfere with each other at the second BS, and go to one of Bob’s detector, as a result of the
interference, with P,. Here, P, is chosen such that P, makes a click but Po/4 does not. Therefore,

a click occurs at the middle time-slot, but not at the edge slots.
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Fig. 6.1 Eve’s behavior for controlling Bob’s detection. FSG: fake state generator; BS: beam splitter.

A click at the middle time-slot gives a correct bit to Bob because proper interference occurs. In
conventional intercept-resend attacks, a click at the edge time-slots can induce a bit error, as
described in Section 2.6, from which the eavesdropping is revealed. In the above Eve’s attack,
however, no click occurs at them, and thus no bit error is induced and the eavesdropping is not

noticed.

6.3 DPS-QKD with variable attenuation

In order to find the above side-channel attack, we propose to modify Bob’s setup in DPS-QKD,
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as shown in the inset in Fig. 6.2. Our scheme places a variable attenuator in front of Bob’s
interferometer. Alice prepares her pulses in the same way as in conventional DPS QKD and sends
them to Bob. Bob usually measures the incoming pulses with no attenuation, similar to the
conventional operation. However, randomly and occasionally, he adds a 6-dB attenuation using
the attenuator. After the quantum transmission is completed, Bob checks the photon statistics
during the attenuated time-slots. From this photon-number statistics, he can reveal the side-

channel attack, as described below.

Figure 6.2 illustrates how Bob’s circuit behaves against the blinding and control attack. The
incoming pulses are attenuated by 6 dB with the attenuator placed just before the interferometer,
whose timing is randomly chosen by Bob. Bob obtains the count rate corresponding to the 6-dB
attenuation under the normal condition. However, when Eve conducts the blinding and control
attack, she resends fake pulses with a power level as described in the previous section to make
Bob’s detectors click at a target time-slot (i.e., the middle one) but not at undesired ones (i.e., the
edge time-slots), as shown in the first row in Fig. 6.2(a). When Eve’s fake signal reaches Bob at
attenuated time-slots, the pulses are incident onto Bob’s interferometer with one quarter of the
power level intended by Eve, i.e., (P./4), as shown in the second row in Fig. 6.2(a), because of
the 6-dB attenuation. With this incident condition, the power level incident onto one of Bob’s
detectors at the second time-slot is Po/4, as shown in the third and fourth rows in Fig. 6.2(a), and
Bob’s photocurrent generated from this power level does not exceed the photo-count threshold
lt. Thus, Bob’s detectors do not click even at the second time-slot at which Eve tries to make a
click. From this unexpected detection event, i.e., no click at the attenuated time-slots, Bob notices

the side-channel attack.

As a countermeasure against the above countermeasure, Eve may resend pulses with four times
higher power (4 x Py) to make a click at the second time-slot even when Bob imposes the 6-dB
attenuation, as shown in the first row in Fig. 6.2(b). However, when no attenuation is imposed,
the power level reaching the detectors at the first and third time-slots is P, for each, as shown in
the third and fourth rows in Fig. 6.2(b), and then coincident clicks of the two detectors are
registered. i.e., sequential three detection events always occur with coincident clicks at the first,
one clicks at the second, and coincident clicks at the third, when no attenuation. The

eavesdropping is revealed from these abnormal detection events. Thus, Eve cannot employ this
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strategy of resending pulses with a higher power level.
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Fig. 6.2. Bob’s setup in the proposed scheme and its behavior against Eve’s signal. VA: variable attenuator. a)
Conventional blinding and control attack. There is no detection at Bob’s detectors during attenuated time-slots, when
Eve resends fake signal similar to her original attack. b) Modified blinding and control attack. There are three sequential
detection events during normal time-slots (i.e., no attenuation), when Eve tries to resend fake pulses with higher power

to cause a click at attenuated time-slots.
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6.4 Photon-number fluctuation effect

The proposed countermeasure detects the side-channel attack from reduction in photon counts at
attenuated time-slots. In principle, a slight reduction in the count rate from a value expected in
the normal condition can reveal the eavesdropping. In practice, however, the number of
transmitted photons fluctuates according to a Poisson distribution with a variance determined by
the measured photon number (i.e., the measurement time) or Bob’s memory size. The variance is
larger for a shorter measurement time. Eve can partially conduct the side-channel attack masked

by this photon-number fluctuation.

The partial eavesdropping ratio masked by the photon-number fluctuation can be estimated as
follows. First, we suppose that Bob’s click number at attenuated time-slots is no in the normal
condition with no eavesdropping. When Bob measures a click number np less than no, he attributes
the reduction of the measured value from the normal one (i.e., ho — hm) to the partial eavesdropping,
whose ratio can be estimated as (no — nm)/no. Here, the normal click number no fluctuates according
to a Poisson distribution Py(ny|N,) determined by the average of the normal click number No.
Therefore, the effective eavesdropping ratio, provided that the mean normal click number is No,
can be evaluated as

(ng—nm) (no—nm) . _n, (Ng)"0
Tsca(m | No) = [ 2 By (ng[No)dng = [0 =228 x e~No S din, (6.1)

ny Nno!
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Fig. 6.3. Partial side-channel attack ratio for various measured click numbers (n,,) and mean normal click number (N;)

as a function of QKD distance.

For a given measured click number, the partial eavesdropping ratio is estimated as described
above. Figure 6.3 shows the partial side-channel attack ratio at various distances for various
measured click numbers, calculated using Eq. (6.1). In the calculation, the mean normal click
number (N,) is assumed according to the system conditions that Alice sends 0.1 photons per pulse
an average, the attenuation of the transmission line is 0.2 dB/km, Bob’s detection efficiency is
10 %, and the number of pulses is 0.5 x 108, and all pulses are assumed to reach Bob at attenuated
time-slots. The figure quantitatively shows the dependence of the partial side-channel attack ratio

on the measured click number.

The above is an evaluation for a given measured click number. In system design, the expected
or average system performance before measurement should be estimated. In order to do it, we
assume that the measured click number would have a value following the probability density
distribution of a Poisson profile, i.e., the photon-number statistics for a coherent state, and average

the eavesdropping ratio over the click number distribution as
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_ * e "o (Np)™m
= f Tsca(Mm | No) * a0 dnp, (6.2)
0

m-

where 7, is the average partial side-channel attack ratio. Figure 6.4 shows the average partial
side-channel attack as a function of distance, which was assumed based on the same system
conditions as described above. At a long distance, N, is small, and then the partial side-channel

attack ratio is large.
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Fig. 6.4. Average partial side-channel attack ratio as a function of transmission distance.

6.5 Simulations

The previous section suggests that the smaller the photon-number fluctuation is at attenuated
time-slots, the lower the partial side-channel attack ratio would be. As a result, the key
compression ratio (from a sifted to a final keys) in privacy amplification would be small. Thus, a
large number of attenuated slots are preferable for a small key compression ratio. On the other
hand, the attenuation at Bob reduces the sift-key rate. Therefore, there is an optimum insertion
ratio of attenuated time-slots to maximize the final key rate. The total final key rate Ry, which

consists of the key rates at the normal and attenuated time-slots, is expressed as
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Rf = ratt Ra+ (1 — rat) Rn, (6.3)

where ra is the insertion ratio of the attenuated slots, Ra: and R, are the final key rates at the
attenuated and normal time slots, respectively. Based on the security analysis assuming the

general individual attack [104], Ra: and R, can be expressed as

— (1_6 a )2

Ratt - Rg&tt {1 - T'p - 2 ﬂlng [1 - e;tt - ze te ] + f(eatt) h(eatt)}, (6.4&)
— (1_6 n)z

Ry =R0q {1-75—2#10g, [1—ef = =5 + flen) hen)}, (6.4b)

where R and RZ are the sifted key rates at attenuated and normal time-slots, respectively,

w is the average photon number sent from Alice, e, and e, are the system error rates at
attenuated and normal time-slots, respectively, f (e, ) is factor representing the error correction
efficiency, and h (a¢tn) = —€atnl082€aten — (1 — €aren)1082(1 — €aren ). Note that the sifted-
key rate and system error rate at attenuated time-slots are different from those at normal time-

slots, because the signal-to-noise ratio at the detection is different due to the 6-dB attenuation.

We evaluated the system performance based on the above considerations, assuming the
following system parameters: Bob’s dark count rate = 300 Hz, the transmission loss = 0.2 dB/km,
the error rate resulting from Bob’s interference = 0.01, Bob’s detection efficiency = 10 %, f (e) =
1.16, and Alice’s average photon number [ = 0.2. Figure 6.5 shows the result, where the final key
creation rate and the ratio of no partial side-channel attack (1 — 7;) are plotted as functions of the
insertion ratio of attenuated time-slots. The figure exhibits a trade-off relationship between the
sift-key rate and the ratio of no side-channel attack, which indicates that there is an optimum

insertion ratio.

We carried out the above calculation for various transmission distances, and plotted the
optimized final key creation rate as a function of distance. The result is shown in Fig. 6.6. For
comparison, the system performance of conventional DPS QKD suffering from no side-channel
attack is also plotted. The figure indicates that the proposed scheme prevents side-channel attacks,

sacrificing the transmission distance by about 10 %.
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Fig. 6.6. DPS-QKD system performance against side-channel attack (SCA). The insertion ratio of attenuated slots is

optimized at each distance. The general individual attack is assumed with following system parameters: Bob’s dark

count rate = 300 Hz, transmission loss = 0.2 dB/km, error rate in Bob’s interferometer = 0.01, Bob’s detection efficiency

=10 %, f (e) = 1.16, Alice’s average photon number [ = 0.2, and the number of pulses is 1 x 108,

In the above calculations, the optimum insertion ratio of attenuated slots is determined under

the condition of the total pulse number = 1 x 106, This optimum ratio depends on the total pulse

number. Figure 6.7 shows the optimized insertion ratio as a function of the pulse total number. It

indicates that the optimized insertion ratio is lower for a larger pulse number. As a result, the

system performance is better for a larger pulse number. Figure 6.7 also indicates that the system

performance approaches a constant value beyond a certain pulse number, e.g., 5 x 10¢in our

simulation.
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6.6 Summary

In this chapter, we proposed a countermeasure against the detector blinding and control attack for
DPS-QKD using APD-based detectors. It randomly imposes a 6-dB attenuation at the receiver,
and finds the attack from change in the photon number statistics during the attenuated time-slots.
In contrast to previously reported countermeasures introduced in Section 3.4.2, the proposed
scheme is device-independent and provide a general solution to DPS-QKD. The optimum
operation condition of the proposed scheme was also discussed, and the performance of the DPS-

QKD system with this countermeasure was evaluated.
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Chapter 7

Conclusion

In cryptography, the ultimate goal is to achieve a system that is unconditionally unbreakable. The
one-time protocol, that uses a secret key of a length equal to a plain text just one time, can reach
this goal. However, the main challenge is how to distribute such a key to distant parties in a secret

way. Quantum key distribution (QKD) meets this demand.

QKD systems are proved to be ultimately secure in theory. In practice, however, they have
security loopholes arising from operation characteristics of actual devices, which are outside the
theoretical framework. Several eavesdropping strategies taking advantage of such a loophole,
which is called side-channel attack, have been proposed and demonstrated, and countermeasures
against them have been studied and developed. However, conventional countermeasures are not

easy to implement, costly, or device-dependent.

In order to counter side-channel attacks in a simple way, this thesis proposed countermeasures
featuring simplicity, and evaluated their performances. QKD experiments were also conducted,

demonstrating the feasibility of the proposed scheme, where a novel receiver setup was employed.
The summaries of what this thesis performed are as follows.
A. Countermeasure against side-channel attack in four-states QKD protocol

In four-states QKD protocols, a transmitter (Alice) and a receiver (Bob) randomly choose basis
in her modulation and his measurement, respectively, where their choice of basis is mismatched
with a 50% probability. Conventionally, these basis-mismatched events are simply discarded. We

propose to utilize these events for a countermeasure against the side-channel attack.

In practical QKD systems, Alice uses a weak coherent light as an information carrier. Such light
has a finite probability of including more than two photons, even when strongly attenuated, and

then occasionally causes coincident counts in Bob’s basis-mismatched measurement. On the other
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hand, the detector blinding and control attack, that is the strongest side-channel attack, causes no
coincident click in basis-mismatched measurement. This thesis proposes to utilize this

discrepancy in the coincident count rate to find the eavesdropping.

The number of coincident counts depends on system conditions such as the transmission loss,
Bob’s detector efficiency, and the mean photon number sent from Alice. We estimate expected
coincident counts considering the above system conditions, and carry out an experiment to

confirm the estimation. The results show that the proposed countermeasure is feasible in practice.
B. Countermeasure against side-channel attack in DPS QKD protocol

In DPS-QKD, Alice sends a train of weak coherent pulses to Bob. We propose to implement a
variable attenuator in front of Bob’s measurement system as a countermeasure against the detector
blinding and control attack in DPS-QKD. Bob randomly and occasionally imposes a 6-dB
attenuation on the attenuator. In the normal condition with no eavesdropping, Bob has a number
of clicks according to the 6-dB attenuation in the attenuated time-slots. However, the detector
blinding and control attack does not cause any click in the attenuated time-slots, from which
eavesdropping is reveled. We study the performance of the proposed countermeasure, where the
insertion ratio of the attenuated time-slots is optimized, and the QKD performance (the key rate
and the transmission distance) is evaluated with optimized insertion ratios. The result indicates

its feasibility at a sacrifice of a 10% of the transmission distance.
C. QKD experiments of four-states protocols

In order to demonstrate the proposed countermeasure for four-state QKD protocol, we conduct
experiments for four-states QKD protocols. A novel receiver setup featuring polarization
insensitive and stable operation is also proposed and demonstrated. The experiment setup runs
two QKD protocols, BB84 and DQPS, where Alice prepares two pulses and a train of pulses for
BB84 and DQPS, respectively. For the polarization-insensitive operation, we introduced a
polarization diversity scheme consisting of polarization beam splitters for splitting and
recombining two orthogonal polarization components, between which phase modulators are

inserted for each polarization component. This setup achieves stable phase-modulation as the
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input of each phase modulator has an aligned polarization state irrespective of the polarization
state of transmitted signal. The above phase-modulation circuit is placed in front of a waveguide
interferometer, owing to which stable measurement with active basis selection is achieved. We
conduct QKD experiments with the above setup, while varying the polarization state input into
the receiver to examine the polarization dependency, and also recording coincident counts as a
countermeasure against the detector blinding and control attack. The results show that we can
obtain coincident count in practical system condition, confirming the feasibility of

countermeasure as well as the polarization-insensitive operation of our receiver setup.

In this thesis, we proposed two novel schemes to counter the side-channel attacks in two
different QKD systems, i.e., four-states and DPS-QKD. Proposed schemes feature simplicity and

practicality, and provide a general solution independent of device characteristics.

This thesis contributes to construct practical QKD systems robust against the most powerful

side-channel attack with a simple setup.
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