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Cybersecurity is actively studied because cyberattacks can damage enterprise reputations and cause
enormous financial losses. Multi-layered defenses, which are combinations of various detection systems
to improve detection capabilities, are generally deployed to mitigate diverse and dynamically changing
attacks. Detection systems can be roughly categorized according to two perspectives: detection targets
or input data. The systems can be divided according to detection targets into those for pre—infection
and post—infection detection. The systems can be further divided according to input data into those for
network—based and host—based detection.

In this thesis, we focus on network—based detection systems, because they are effective for both pre-
infection and post—infection detection. Effective network-based detection requires exhaustive beforehand
collection of malicious communications, which has become difficult because attackers are employing anti-—
analysis techniques. Specifically, attackers use cloaking to conceal malicious websites and use
environment—aware malware to conceal communications between malware samples and attackers. In this
thesis, we propose systems and a method for overcoming such anti—analysis techniques.

First, we propose a system for detecting malicious websites without collecting all malicious data
Compromised websites have similar traits because attackers use search engines to automatically discover
vulnerable websites. We therefore build a classifier by leveraging both malicious and compromised
websites. The proposed system detects 143 more malicious websites employing anti—analysis techniques
than does a conventional system. This system enhances exhaustiveness of collected malicious websites and
improves detection capabilities for network—based pre—infection detection.

Next, we propose a system for detecting communications to malicious websites from simple logs such as
proxy logs. We focus on sequences of destination URLs, because some artifacts of malicious redirections
can be extracted from simple logs by considering several nearby URLs. We compare three approaches for
classifying URL sequences: an individual-based approach, a convolutional neural network (CNN), and a
novel event de—noising CNN (EDCNN). Evaluation results show that only our EDCNN achieves practical
classification performance, a true positive rate (TPR) of 99.1% and a false positive rate of 3.4%. Using
detected malicious communications, we can improve capabilities for network-based pre-infection
detection.

Then, we propose a system for efficiently collecting HTTP requests with dynamic malware analysis.
Specifically, our system analyzes a malware sample over a short period, then determines whether analysis
should be continued or suspended. In the proposed system, we apply a recursive neural network, which has
recently exhibited high classification performance in the field of natural language processing. In an
evaluation with 42, 856 malware samples, our proposed system collects 94% of novel HTTP requests and
reduces analysis time by 82% in comparison with a system that continues all analyses. We can improve
network—based post—infection detection by using the collected HTTP requests.

We also propose a method for detecting dynamically changing attacks even when some malicious
communications cannot be collected by anti—analysis techniques. Specifically, we investigate how to
improve existing deep neural network—based systems in terms of detecting unknown families, namely new
types of malicious websites or malware samples. We focus on the tendency that some features are inherent
across different families because malicious data include similar code or produce similar behaviors to
exploit vulnerabilities or to cost—effectively achieve a successful attack. Therefore, we build a
classifier that prioritizes family—invariant features. Our evaluation results show that our method
outperforms conventional optimization methods, which optimizes a classifier only so that it accurately
classifies malicious and benign data, by at most 19%, 19%, and 7% in terms of TPR for malicious
websites, Android applications, and PE files, respectively. This method can improve network-based
detection and compensate for degradation caused by anti-analysis techniques.
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