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With the rapid advances in wireless communication and digital electronics, wireless sensor networks
(WSNs) have demonstrated their feasibility for monitoring events and environments. For example, WSNs can
be deployed to monitor air conditions, water flows, and temperatures. People can obtain useful
information from the gathered data from WSNs. A WSN is comprised of solely of sensor nodes, and no
special infrastructure is required. Due to such characteristics, malicious nodes can easily join a WSN.
That is, WSNs are inherently vulnerable to malicious nodes. The malicious nodes execute inappropriate
actions (e.g., dropping packets and sending redundant packets) to destruct the network reliability and
functionality, which triggers event losses. Even worse, such malicious nodes may lead to severe risks
particularly for real-time and safety—critical monitoring WSN applications, such as extreme weather
monitoring, water quality monitoring, and forest fire alarming. Therefore, methods to detect malicious
nodes in WSNs are strongly required

Recently, with the development of machine learning technologies, many studies have proposed machine
learning—based approaches to detect malicious nodes in WSNs. Generally, machine learning—based
approaches train classifiers, which are based on observation of behaviors of nodes, to classify the
category of nodes. However, existing methods ignore three main challenges. (i) Since general machine
learning methods rely on training data, trained classifiers do not work well in test environments that
are different from training environments. (ii) From the perspective of malicious nodes, malicious nodes
can also learn from the detection methods to avoid being detected. Therefore, a fixed classifier cannot
detect malicious nodes with learning ability. (iii) Energy harvesting cooperative (EHC) schemes are
studied a lot recently. Nodes are allowed to share energy in EHC-WSNs, and some malicious nodes utilize
this scheme to deprive energy from other nodes. Since the residual energy storage is private data, which
could be fabricated by malicious nodes, regular machine learning—based methods do not work well because
learning from fabricated data is meaningless.

In this thesis, we focus on detecting malicious nodes in WSNs with machine learning—based methods, and
tackle the above—mentioned challenges. In Chapter 1, we introduce the research background and issues. In
Chapter 2, we propose an ensemble learning method to detect malicious nodes in unknown network
environments. We first prepare weak malicious node detectors trained in diverse environments, and then
construct a strong ensemble malicious node detector, which is tailored to a given test environment, by
fusing weak detectors whose performances are estimated to be high in the test environment

In Chapter 3, we construct a framework where the malicious and normal nodes can learn by competition. In
our framework, malicious nodes learn to avoid being detected and normal nodes learn to detect malicious
nodes with high accuracy. We design reinforcement learning—based malicious nodes, and define a novel
observation space and sparse reward function for the reinforcement learning. A malicious node thus can
utilize this method to learn from existing detection methods. We also design an adaptive learning method
to detect these smart malicious nodes. We construct a robust classifier, which is frequently updated, to
detect these smart malicious nodes.

In Chapter 4, we propose an unsupervised learning—based method for detecting energy depriving malicious
nodes in an EHC-WSN. In EHC-WSNs, nodes wirelessly transfer a portion of their energy to their
neighboring nodes if their neighboring nodes lack energy. An energy depriving malicious node may forge
that it has little energy, thus it can deprive energy from its neighboring nodes. Detecting energy
depriving malicious nodes is not a trivial task because the real energy storage is a private data of
each node. For detecting such malicious nodes, we utilize an unsupervised approach because it is
impossible to prepare labeled data in a WSN in the real world. In our method, each node first observes
energy of its neighboring nodes, then it utilizes this information to obtain data points for clustering.

Finally, in Chapter 5, we summarize this thesis and discuss our future work.
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