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1. T—9AFHE

1.1 EHEHXEFEH—ERX

BERRE T I IVALERRT 5012 FEROBEER T2y REELS, RRRARD
MAAIZIE. AREFEBRE B LTS T. AEEICERZLSSHIA T R—XOBBAZEHE
EATEEZERELz, BRLEHERNIMID DO, T—2EYMIEVEVHBEALRILTH ST,

LML, 2000 FRIZHDHE AU E3—FRYM EICKEDESFENBRENSLIIHEY IRBFNoE
FATHLSI o - ZIIERBAN B RR—YEF. €LILE)ERELTEEEEZI VY
A—F3 X241 )LD E M >1=, YouTube ET7 4> Facebook %& V=¥ LATAT7IZ— AN
BoEEZ7Y7O—FLIEHEE —BADBEELNRESINS LI o=, AREL. EFIE
VHBEOREZ. FEEAR(MEERN) ELVOKRBRL D ICLOTHRBLTE,

EEXFZAMEL-OZa=T«HA+THS Flickr (&, )T 47147 3EL X (Creative
Commons: CC) MtV ADHLETEREEZLRLTLST . EERBRMTOERICESTIIIFEIC
BAMTH = VIVIATATAEVADTA 2RI 2002 FIZRF—L. Flickr'—E X &
2004 T AIZRA—F LTz, HBEFFEERED Al T—LDOTWVWRARITHoT=.

Flicker & Yahoo MR EM . 1 EMDIRNILIFZFERT—S VL Yahoo Flickr Creative
Commons 100M (YFCC100M)ZARL=D(F 2014 E£Tho1=2, EFEIZIX 9920 FDEEE 80
FDETHAMNEE, CNBIEV)IATATAEVADSA L ADHET, BRICHEARICAHL
BHIEMTELHLEGHRBASNTLV =, IBM (&, 2019 £ 1 A 29 H. YFCC-100M Creative Commons
T—AyrERAVWTER SN, 100 ARDEET—2% U&= Diversity in Faces(DiF)J(E&IZH
(T2 41 EFIEN DT —2EubE ) —ALIS O BRI T —%E8L 10 OI—F|RR%E
RAWTEIZT /T—2avaf115 8T 2BRAT -2 uMNIBIT 5 S IEEHERL., BERHICH
(FHNATRAEFBLL., LY AF CIERGEERBRIMNEAIREICT 52N TY THo1,

ZhIZxLT. 2019 & 3 A 12 BH.NBC —2—XH [ EEEREH 0 dirty little secret': BB DA
A EDEEANRBELICHERDONTNS IEVSEEEZEIEL®. IBM O DiF Z8Y EIFf=,
EEDOHRTIE. IBM [ZHLT Al IRZEZEELTL S John Smith K(&. Flickr 21— A Th7
bTEL. T b, T2 EYrHS URL ZHIBRLTIZLEERTNEZDESYIZT HEEELT-=,
LHL. BRDBEENT —IR—X([CEFEFNTLINEINBRERERTHIENHLLSZIZ. T
TICEHAINTCLES> T2y SHIBRT 52 LT EBETH S, IBM (L. DIF ZHZEAED

1 Flicker 3% #11C Yahoo!\Z BN X 41, #E\ T, Verizon IZEIN I 17z, 2018 4EICiX SmugMug I BN X # 7z,

2 https://webscope.sandbox.yahoo.com/catalog.php?datatype=i&did=67

3 John R. Smith, IBM Research Releases ‘Diversity in Faces’ Dataset to Advance Study of Fairness in Facial Recognition
Systems, January 29, 2019. https://www.ibm.com/blogs/research/2019/01/diversity-in-faces/

4 FL R ESHE, 10 ®a— F{&FR &3, 1) Craniofacial Distances. 2) Craniofacial Areas. 3) Craniofacial Ratios. 4)
Facial Symmetry, 5) Facial Contrast. 6) Skin Color. 7)Age. 8)Gender. 9)Subjective Annotation, 10) Pose and Resolution T
& %, Michele Merler, Nalini Ratha, Rogerio Feris and John R. Smith, Diversity in Faces, https://www.research.ibm.com/artificial-
intelligence/publications/paper/?id=Diversity-in-Faces

5 Olivia Solon, Facial recognition's 'dirty little secret': Millions of online photos scraped without consent, March 12, 2019.
https://www.nbcnews.com/tech/internet/facial-recognition-s-dirty-little-secret-millions-online-photos-scraped-n981921
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HITHATBHLEE>TLBN . RIDTLRY—RTITEABEREEMLRARTHDLIITEN
NTW L. ER.ARARLEEREZORANEHVENTH L. ARENEEEREDHD
T—2eyrERAVTHELEZZILIVALNOLICEEREICHAINSGZLIE+RIZHY 55,
NBC [&. DiF LN DEIET —FN—RE R LI-HARFICHLTL BBEEZ VI EADRILA
EVJLTOWASRIZDOVWTHTRMAGIA U REAVTH— LRIV EVIAENENSRITDNTIAA
URERDE-DFEONGEMOT-ELTLVD,

NBC D#HE D &HE. Nvidia (L. StyleGAN D= DEBRT—RELTHWNM=7 FD CC 1+t
VAD Flicker EEMNDHEST—R2EYMIBADEENEFEFNTVASINEINEFIVITEILF S
AY—IVERRL. ATT I =D FIEZETRLT=, Flicker [Z"no_cv"(AvEa1—2E T3>
HRITESTIELLAGLY) EWVSFTEDITHIELRELT-,

Creative Commons (CC) M L#M CEO T#Hh-o1= Ryan Merkley Kl&.NBC —2a—XNDEHT
$52019 F 3 B 13 BIZHEHAIFALIz71—X ERB A ITETEERFICEATIFHIZ
HKL.CC [THIBMLEEEENSBMT H=OICITERATHEIN., BADTSM/1\—%REL
=V, Al REOMEMEBICHLLIZY ., Ao S51 0 TRASNZERY—ILOFREREILLYT S
ZOICIFFRLEY—IILTIEGNERART, FAQ IZIETULML, T4\ —i% | MEBHLEEDT:
HDIL—)L, ZLTT—R2REEITOVTIEES M IELSEILAEMS ., ZEEHE (copyright) (3
DTUOVBHAOHITOELBERTHASLIETENZN., ATV OBFIAICEET SMEIL.
EEEUNMILZLHBY (TN — RERNGHED-OHDIL—IL, T—2IRELFARLRE) .
ZNBIE CC AV REZIFTTIERAUTELZUL O, Bk, SIGHABETHSI LM ERINTS,
1=, Slate 5513 3 A 17 B. 1EBE HE (FolA) ITKY AFLIIERICEIE, NIST AL TL
% FERET % FRVT &\ ofzar RT3y THRASNABEER T 4t v b, SHMEZERD=H
IS.BR. FEL. BRESNIAZE, BHEWSZILFZED L (vulnerable) A R DEEEEARIE
PBHAAZLISHALTWAIEZEBRLIZY, 95 2 avh (BRBRICEBRESNDIAYER) IFEAN
EHEHOHTEY., FDIRK (overrepresentation) NEE=TULV3, Slate (k. SHEERDHIIZ.
BEREEMEERAT 5O D R AT YT T OVWTEICRGITHIEMNERTHAEERL TS,

58 9 B.NBC —a—RIE. BEARN—VFTUD Ever B, A—HDEFEZE., 1—H ~@EH
HFIE>T. BHOEERE I AT LZINEL., BARLI-T7/ILT) X L% Ever Al EL TR I
ARFELTLVDERLT0, 4 BIZ NBC —a—X A Ever #HIZEMLTHSTSA/1\—FRY—NE
BEh, a—OEEOFIAIBARMICESHINI=ELS, Ff=. Microsoft H* 6 A#I&HIZ. EEFRH
FILTVXLOZEETANEAD 10 AALLD 1000 FULDEEFEET—2~—X(MS Celeb)

6 https://nvlabs.github.io/ffhq-dataset/search/

7 Ryan Merkley, Use and Fair Use: Statement on shared images in facial recognition Al, March 13, 2019,
https://creativecommons.org/2019/03/13/statement-on-shared-images-in-facial-recognition-ai/

8 https://creativecommons.org/fag/#artificial-intelligence-and-cc-licenses

9 Os Keyes, Nikki Stevens, and Jacqueline Wernimont, The Government Is Using the Most Vulnerable People to Test Facial
Recognition Software, Slate,
https://slate.com/technology/2019/03/facial-recognition-nist-verification-testing-data-sets-children-immigrants-consent.html 2019
FHIZE7LE 2 —SNERLELTRARINZ LD LETH D,

10 Olivia Solon and Cyrus Farivar, Millions of people uploaded photos to the Ever app. Then the company used them to develop
facial recognition tools, May 9, 2019, https://www.nbcnews.com/tech/security/millions-people-uploaded-photos-ever-app-then-
company-used-them-n1003371
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ZHIBRL TLM=C &% Financial Times #A#RELT-", BEEEIL Flickr EMSINEIN TLV =L
LV5, MS Celeb [, IBM, Panasonic, Alibaba, Nvidia, Hitachi, Sensetime, Megvii 73 & 12 &Y EEER
E7INITVXLDOEFED=HIZT TIZFAIA TS,

1.2 KREX v /X

UCCS (“UnConstrained College Students”) LWL\ BFRDT—R YK, 1,732 ADF4 -
B-HITED 16,149 ALY, EERBOEREO 7 LTI X LOBEED=-HIZEHLNTINS',
L, KERSFREOIASRR TS (UCCS)Fr/RR(ZH VT, Terrance Boult #iZ(
KU, 2012 F 2 A5 2013 F 9 AFEFTOSHLERERELHDLETD 20 B, ANSKRERADF
AIEFEDBREDHEORAFBICHREINLDTH S, D ZLDEER T —EIN—X (L, #HiRK
HEDNLDRIBE/IDIATHREINTVSO . EOEKTOI BAG IR—XTIFGRL KT—
AR—R[E, RIBBEDBBBEERNATSEAVT, HIREEICHON T ITREIATLS-HIE
RIGIEHERIZL TSI EMNTY 1G> TULVS, AR E & (. ODNI, IARPA, ONR MURI, Amry
SBIR, SOCOM SBIR &LV = REIDIF R VAT DT AMBF TV,

MegaPixels LWLV RDEM AR TAD IS, UCS T—2EvhZDWT, FIRALELED
TEHEL. KL=, UCS T—HtYhE 2016 FICRAITARSEN, 2017 FIZE, To/A—TH
EEN-ERRE Q2 DOXREGERTRMOEREREZEDARRE) ITEWLVT. BBERVAUT
VO AL BERBTFrLoOTOOIIMIANL T, 2018 F(ZFSa AU THESN
BNV E2a—2E 23 REB(ECCV) TDE 2 BEFIHNELERE RUA—T oy REFvL
> (Unconstrained Face Detection and Open Set Recognition Challenge) [CEWTHIAINT=,
UCCS T—AA~—2X[% 2016 M5 2019 FHJEEETHE VU A—RAJRETH 1A, 2019 F 4 ALL
. Ao O—FMNTELGLLES>TWND, T ATRT VD FEIEBRELZVESN TS, HTD
Colorado Springs Independent #£A% 2019 & 5 A 22 HIZ'*, Denver Post #£A'5 A 27 B. ¥4
[CRETHRENMTHONIZCEZRELPTET, UCCS T—EAR—RDHFEAEMNLLHLON DKL
B2tz REDAKR—YVRANR=YVIZLDE KEADMEEEZ B R (Institutional Review
Board:IRB) DEEZEE>TL\DENDTETHD,

11 Russell Brandom, Microsoft pulls open facial recognition dataset after Financial Times investigation, June 7, 2019,
https://www.theverge.com/2019/6/7/18656800/microsoft-facial-recognition-dataset-removed-privacy

12 2nd Unconstrained Face Detection and Open Set Recognition Challenge, https://vast.uccs.edu/Opensetface/

13 Harvey, Adam. LaPlace, Jules, MegaPixels: Origins, Ethics, and Privacy Implications of Publicly Available Face Recognition
Image Datasets, 2019-04-18, https://megapixels.cc/datasets/uccs/

14 J. Adrian Stanley, UCCS secretly photographed students to advance facial recognition technology, Colorado Springs Indy, May
22,2019, https://www.csindy.com/coloradosprings/uccs-secretly-photographed-students-to-advance-facial-recognition-
technology/Content?0id=19664437

15 Elizabeth Hernandez, CU Colorado Springs students secretly photographed for government-backed facial-recognition research,
The Denver Post, May 27, 2019, https://www.denverpost.com/2019/05/27/cu-colorado-springs-facial-recognition-research/
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1.3 ClearView Al &

Za—3—9RA LXHEH 2020 £ 1 A 18 B, 7AVIR—I T, Hoan Ton-That K& Richard
Schwartz ExAVE% 3L L 1= Clearview Al 1A%, Facebook %> YouTube Z(ZU&HET B RSNz
THARMBIRE(RILAELT) LTz 30 ERULDEEET—4N—XEHE, 600 LI EDE#R
FTHERE. th A ZEEADS FBI 4° DHS [CETRBL TV =IEEMUI"S, Fi-. ERTHELN DS
#HICEEF2UT BN TIREL TV IERRE(AR) VY SRATEHRIATE S, LA, Z<DxT
HAMIRILAED T EZIEL . Twitter 13T —2ZEEREICRIRAT HEEHARMICELELTL
f=&LVS, Ton-That KIEARABREDEEEDAZRAWNTT —IN—RZEZ/ERLI-CETES{LTE
BHEFRLTLS, REFROFEMIEINETERMMICIEAEETH 1= HIEDIT—TH o= L
ML. Clearview Al BNZNDHAT—F#W>TLE-IET, RO Y —E RN G &G4 H TS aTHE
HHABEIND,

KELBRD EdMarkey EBE (RER. vHFa—tvYM) & Clearview Al ITLA—ZETL. 14
HEOBEME®RTFMTEY, BELHREE 2 A 12 BELT=, Twitter (£ 2 A 17 BH5DE(C
Clearview Al [ZLA—%FEFL, HoWHEHATEELZDOMT —2ZWMFTEHLE0HDHEEDL
(2. T TICEGLIzT—2ZHIBR T B LS ICERLZS, SBITIE A1) /A D—{EAH. Clearview
AlIZRILT, ABEEMELICAOZ—RIEDSBBERADTA)JAAD 30 EROEEFIVEL.
T—AR—RELTHIALET TV EERTHBICIRELTWAILITOWT. TROBE~NDER
THY.BIPA) /A MERFRTEHRT A4/ —K) ITHERLTWSELT, 41U/ MNEREE R ILER
H R DK 5 FFI AT CERER AR L=, EERDANFKESEHIELBEIN TS,

The Daily Beast [& 2 A 20 H. Clearview Al #t B HRAT—IZH LT, FIEHGRAEIZL>TH
RAT—)AMDFRHELIZSEERELIZEVSD, EBITHBICLIBRERBEILRELTLVALEL
TL%, 2 A 27 B. Buzzfeed News [ AFLF=XEH 5. Clearview Al #L[E 15T 27 HhED 2200
LU E DRI HE M EIRFEL TV EEBALMIZLIZ? 1 BD NYT #D A 2E 2 —TIEKEED
F5 D 600 ##EEEL TV A, ERIFHEHRDICEFTERBL TV IEIZLES,

16 Kashmir Hill, The Secretive Company That Might End Privacy as We Know It, New York Times, January 18, 2020,
https://www.nytimes.com/2020/01/18/technology/clearview-privacy-facial-recognition.html

17 https://int.nyt.com/data/documenthelper/6718-sen-markey-letter-to-clearview/33422997119c¢3d43033d/optimized/full.pdf

18 Kashmir Hill, Twitter Tells Facial Recognition Trailblazer to Stop Using Site’s Photos ,New York Times, January 22, 2020,
https://www.nytimes.com/2020/01/22/technology/clearview-ai-twitter-letter.html

19 FfRIZ 2 2 THEd %, https://www.scribd.com/document/444154093/gov-uscourts-ilnd-372790-1-0

20 Betsy Swan, Facial-Recognition Company That Works With Law Enforcement Says Entire Client List Was Stolen, Daily Beast,
February 26, 2020, https://www.thedailybeast.com/clearview-ai-facial-recognition-company-that-works-with-law-enforcement-says-
entire-client-list-was-stolen

21 Ryan Mac, Caroline Haskins, Logan McDonald, Clearview’s Facial Recognition App Has Been Used By The Justice
Department, ICE, Macy’s, Walmart, And The NBA, BuzzFees News, Feruary 27, 2020,
https://www.buzzfeednews.com/article/ryanmac/clearview-ai-fbi-ice-global-law-enforcement
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2. RH

21 hRBAF

B A ASOIYL 3+ —A 2019 &£ 1 B 22 H. 2012 4 B R 5% (PoFA) 35(1)(a) TERENT
V3.5 EHDERBEE (2017-18) & AKRLI=2, ERICLD, BEEERB (AFR)FZ0D CCTV
(BEfRNAT) . UAVs(FO—>%) ANPR(BEI TV /N\—TL— A BYEE) . BWs (BIAERE
HAZ) DFADEMIZHEL T, 45 DEREREBRDSE 32 A SRO(senior responsible officer)
EEMLICERENEMNTINNDG, T ERHATAZIVLaF—(F,2017 & 3 AIZKEShI-
[EEfRAATEER IDFIZ, MELTROBHICET AR EZEMT 2EHEITL. TEYIR
KD Peter Fussey HUZMIELHTHILITH otz BRNRILDBEIZAEY T T IL—TEHKE
THILLENEFEND?, BERNATAZIVaF—hSITHNT, 2019 £ 3 A 15 B, TEHRNAS
SATLANDBHERERMOERTORAILET HIEHXENARIN, AHAR—X(Z
BWTERAASV AT LEFE>-BEERE AT LEFRT A-OICRELFIRE RL=,
Appendix A IR FL XL —F—NRLETA—Fr—rABEHINTHY . BEICLDHE
EERRAEMOBADBICERSIRETOERESNT, 2012 FEHREE (PoFA) D 31(1)LER
NAFTBHREGICEDCGEELOBRBEETITHENBHTH S,

RIBEIC 2017 FEITHRE (BB SN -BERETHIIERRIALEERFREITIL—T
(Biometrics and Forensics Ethics Group:BFEG) |DEER#EE Y IL—T (4 2H5755) (X 2019
£ 2 A 26 B, FHBREESMITERHBEMOEROF AN SELLMEBHIREIZ AR,
BBREANDAVIELI—GEEDL LI, AT TOEREEMICIE, EFEME. AMT7X . HLFELSE
DRELHDHELT=, MiFR A [CIEROIRNESHMERBEL T, 2HEOFIE, B NATFTRE7ILT
DALDAEZDER, AFHEFIA, HDEMWE., LIS, REE-THO2E)T-BEBEI4Y
FURNMERL, EFEE. ERXRD 9 HEMMEIToN., MR B (21X 9 [RANCHES L TREILT-15
BIZET B AMNIESIN TV,

MIFEIT 2017 FICEHRE (BH) SN -HBRBETHIEARRBALEETREZREIT LT
(Biometrics and Forensics Ethics Group:BFEG) 1A', EREUBEHNO TOERBKEETHS.
2017 FEMEEE 2019 & 11 A 4 HIZHRKRLI=, £-Th (L. #i1H D NDNAD EG (National

22 Surveillance Camera Commissioner, Annual Report 2017/18, January 2019.
https://www.gov.uk/government/publications/surveillance-camera-commissioner-annual-report-2017-to-2018

23 Pete Fussey, Launching the human rights, data and technology strand of the national surveillance camera strategy. Posted
on:21 January 2019 https://videosurveillance.blog.gov.uk/2019/01/21/launching-the-human-rights-data-and-technology-strand-of-
the-national-surveillance-camera-strategy/

24 Surveillance Camera Commissioner, Police use of automated facial recognition technology with surveillance camera systems,
15 March 2019. https://www.gov.uk/government/publications/police-use-of-automated-facial-recognition-technology-with-
surveillance-camera-systems

25 BFEG, Ethical issues arising from the police use of live facial recognition technology. Interim report of the Biometrics and
Forensics Ethics Group Facial

Recognition Working Group, February 2019. https://www.gov.uk/government/publications/police-use-of-live-facial-recognition-
technology-ethical-issues

26 Biometrics and Forensics Ethics Group, Annual Report 2017. https://www.gov.uk/government/publications/biometrics-and-
forensics-ethics-group-annual-report-2017 £ 7., 10 H 10 H, BFEG Ti%, 2009 4E»> 5 % % - T\ > 7 Christopher Hughes,
OBE 76, # L Wik, Mark Watson-Gandy Kicfib o 7,
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10

DNA Database Ethics Group )M % 10 BIERIBEE(CLHT1=%. TDT-8 8 RDENIFEEDIZ,
BEDAE~NDORIGKREDFvILBEHIN, F-SROBASFLRINT -, B, ERH
DATLDERICLLHFADEE . ARHIREZT-EOERBEROFRFHNM., RFFEDERKRR
AETOT S LDEBGENEIFONTNS,

HEE T ROFFHE 1 ZE B £ (Science and Technology Committee) T 2019 £ 3 A 19 B 4-#il.
2018 £ 5 AlZAKRSIN M E ST (AR H T (biometrics) Bl LIEERFEH—ER 1D T7A+A—
TyTEL T TERBIHISYI 3 — ¢ ERFEL XL —2—DHEE 1 EET HERM (inquiry) A
RSN, S5 T DEBNEHLOH TOLEN LA ERSN T, BERAATIIvIar— &
Hasvrar—RBOREIZIVIITFT—  ABFEOBHRETEN MBI DOEHBKE Baroness
Williams of Trafford MOEB@EICEDIE TV AMNRHENT -, BRDFHER L. ZETHRORFHK
MEEERMNS 7 A 17 B, REEMERFBI ISV 3T —LEERFELFAL—F—DIEFIELT
FERINT=?2, 2018 FIZ(5 FEENTEIO) HREIN M EARFTEEHEE 1DV TIE, ERF LD
EHEEDHHILITERRL, FAREMILALINTVVENVGE L, ROV UFBFORIED
HHZESIERVICHLGAS ., SR HIL-, BEIEERE S AT LICDOVTIE, URIOFEREE LS
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https://www.vice.com/en_us/article/z3by79/ucla-abandons-plans-to-use-facial-recognition-after-backlash
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EU O AES R T L (Entry/Exit System:EES) & 2021 F:EH%#B#ELTLN5.,2019 F 2 A
25 B+ ® Official Journal IZIBE SN =FRMN T B RIEITRE TIE?'8, EES ITHITHERFRIER UV
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223 Movement and residence: Information on EU citizens' right to free movement, funding and support.
https://ec.europa.eu/info/policies/justice-and-fundamental-rights/eu-citizenship/movement-and-residence_en

224 High-Level Expert Group on Al, Ethics guidelines for trustworthy Al, April 8, 2019, https://ec.europa.eu/digital-single-

0%



o

FEICIET 2 Al D= DBUKR LR E B4 (Policy and investment recommendations for trustworthy
Al 1ERR LT, 28 BT BEZENOTHEREEHERICT H-OICHT-LRFIZRHTHI0 1
REITVEANE Al ITEDERREE (BIFBH, AT 47, DNA, B, TEEE. BIFRHE.
AR RUERR . RUOMKRIERE) OFZEEL T, ELLSNAEVMEAR. YN, BB
PYTE. TATFAIT R FIDITRINETIFA L ELT,
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T, EERBEMOFAZKEHRERIETEIARTOHLVAARSAVRICOVNTERLIZELNS
26 BRRRT —4%.GDPR [ZBWVWTEV I TAIT—RICBEAT A ERT—2I1ELTHEEL. T
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225 High-Level Expert Group on Al, Policy and investment recommendations for trustworthy Artificial Intelligence, June 26, 2019.
https://ec.europa.eu/digital-single-market/en/news/policy-and-investment-recommendations-trustworthy-artificial-intelligence

226 Scott, M., Cerulus, L. and Vinocur, N. Europe eyes stricter rules on facial recognition, Politico 2019.7.17,
https://www.politico.eu/article/europe-facial-recognition-facebook-privacy-data-protection/

227 EU plans sweeping regulation of facial recognition, Financial Times, August 22, 2019, https://www.ft.com/content/90ce2dce-
c413-11e9-a8e9-296¢a66511c9

228 Experts discuss fundamental rights implications of facial recognition, https://fra.europa.eu/en/event/2019/experts-discuss-
fundamental-rights-implications-facial-recognition

229 EU Agency for Fundamental Rights, Facial recognition technology: fundamental rights considerations in the context of law
enforcement, https://fra.europa.eu/en/publication/2019/facial-recognition
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243 Laura Kayali, How facial recognition is taking over a French city, September 26, 2019, https://www.politico.eu/article/how-
facial-recognition-is-taking-over-a-french-riviera-city/
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