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Privacy is a fundamental human right and the constitutions of many countries mention the right to
privacy. However, the development of computer science is threatening that right. Security and privacy
measures are essential for the safe and secure utilization of data. The main difference between
privacy and security is who is the attacker. As for security, the data needs to be protected from
outsiders, and the correct data needs to be delivered to authorized recipients. Privacy, on the other
hand, needs to take into account that even authorized recipients are attackers because data subjects
have rights associated with their data. Therefore, it is important to strike a balance between privacy

and utility, and technologies are needed to achieve both requirements

This dissertation presents privacy-preserving techniques that focus mainly on the utility of data and
the understandability of privacy strength. Privacy data can be divided into structured data and
unstructured data. Furthermore, there are static and dynamic data for each type of data. De-—
identification techniques also need to address the issues of privacy and usefulness in terms of data
format. We propose privacy—preserving techniques for these data formats. The experimental results show

that our methods can improve the utility while maintaining privacy

Privacy—preserving techniques include not only de—identification techniques but also secure
computation. This dissertation deals with privacy—preserving techniques in general that may improve
utility, and secure computation is also covered. In the secure computation, we focus on one of the
most basic components, the two—party comparison protocol, and taxonomize the protocol from the
perspective of each user’s input and output. Furthermore, we show that it is possible to construct

arbitrary types of protocols by organizing the conversion methods between protocols.

In addition, we discuss differential privacy for further research. We review the procedure for
constructing the differential privacy mechanism and confirm that there are situations in which it is
difficult to calculate sensitivity. We discuss the definition of differential privacy to derive
sensitivity even in such a situation. We focus on the t—test as a case study and construct a

differential privacy mechanism that satisfies the new definition.
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