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Anomalous operation attack that an attacker operates home Internet of Things (IoT) devices by sending
packets via an intruded IoT device or a smartphone is an important problem. Because the home IoT
devices are physically close to users, this attack may make users unsafe and could even harm users
physically. For example, an attacker operates to turn on and off the room light, change the
temperature of an air conditioner, or unlock a smart home lock. Furthermore, simultaneous attacks on
high-power IoT devices can suddenly increase energy demands, which could lead to major power outages.
Therefore, the detection and prevention of packets of the attack are paramount importance
Unfortunately, existing intrusion detection systems are difficult to detect packets of the anomalous
operation attack. The existing intrusion detection systems assume that legitimate and anomalous
traffic patterns are notably different. However, both attackers and legitimate users send the same
types of packets to operate IoT devices. For instance, if an attacker sends packets via the malware—
infected smartphone of a legitimate user, even the source IP address is identical to that of the
legitimate user. Consequently, existing intrusion detection systems cannot distinguish between
packets sent by legitimate users and attackers based on the available information. It is necessary to
grasp whether the users intended to perform the operation of the home IoT devices or not.

Therefore, we first propose a method to detect such attacks based on user behavior. This method
models user behavior as sequences of user events including operation of home IoT devices and other
monitored activities. Considering users behave depending on the condition of the home such as time
and temperature, our method learns event sequences for each condition. To mitigate the impact of
events of other users in the home included in the monitored sequence, our method generates multiple
event sequences by removing some events and learning the frequently observed sequences. For
evaluation, we constructed an experimental network of home IoT devices and recorded time data for
four users entering/leaving a room and operating devices. We obtained detection ratios exceeding 90%
for anomalous operations with less than 10% of misdetections when our method observed event sequences
related to the operation. However, this method modeled users’ home states based on the time of day;
hence, attackers can exploit the system to maximize attack opportunities.

Thus, we second propose a behavior-modeling method that combines home state estimation and event
sequences of IoT devices within the home to enable a detailed understanding of long— and short-term
user behavior. The state estimation is that estimating the home state using not only the time of day
but also the observable values of home IoT sensors and devices. We compared the proposed model to the
first method using data collected from real homes. Compared with the estimation—based method, the
proposed method achieved a 15.4% higher detection ratio with fewer than 10% misdetections. Compared
with the sequence-based method, the proposed method achieved a 46.0% higher detection ratio with
fewer than 10% misdetections

Learning the behavior of users sufficiently may require a large amount of data, but the amount of
data collected in each home is limited. When the data is not enough, the detection of the anomalous
operation would be difficult. The data shortage will also occur in the case that a user introduces a
new home IoT device.

However, anomalous operations still need to be detected regardless of whether the data amount is
sufficient or not. Thus, we consider the cooperation between trained models that learned behaviors of
users in the homes. However, an attacker who tries anomalous operations may participate in the
cooperation; and gets hints about the timing that the anomalous operations tend to be achieved by
watching the cooperation traffic that includes information of behaviors in the past. Therefore, the
cooperation should be taken with hiding personal identification. Furthermore, to achieve accurate
detection, the trained models that learned the same behaviors of users have to cooperate. Therefore
we need a method that the users having similar lifestyles cooperate without identification of users
We also propose a framework to utilize data of similar users without sharing private information. We
introduce an agent that learns behaviors of users to detect anomalous operations in each home and
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cooperates with other agents. In this framework, an agent requiring cooperation with other agents
sends a question to the other agents, attaching identifiers of past questions that are similar to the
behaviors learned. The receivers decide whether the question is from a similar agent by using the
attached information. If the question is from a similar agent, the agent answers the question. We
evaluate our framework by using behavior datasets collected from real homes. We simulate two cases:
(1) sequences of operations are monitored, and (2) home IoT devices are used alone but sequences
cannot be used for detection. The results show that our framework has a 50.5% higher detection ratio
for case (1) when using the behavioral data of each user. For case (2), our framework has a 13.4%
higher detection ratio when using all the behavioral data of users. However, if an attacker
participates in this framework and send fake questions and answers, there are risks that users
receive false data via the framework

Therefore, we propose a countermeasure to suppress the impact of such negative impact while
maintaining the advantage of the framework. In this countermeasure, we check the message is sent from
the similar agent by checking the attached IDs to the message. If the agent who received the message
answered =~ Yes'’ to the same questions of the attached IDs, the agent accepts the message. By doing
so, the agent avoids accepting the messages that sent from attackers because it is difficult for
attackers to attach the IDs that the agent answered =~ Yes’’ in the past. We discuss the effects of
this countermeasure with numerical examples
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