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Abstract of Thesis

Authentication is the process of proving an individual to be genuine. In conventional authentication
(mostly static authentication), an identifier (username / identity) and a verifier (password / evidence)
are required to authenticate an individual. But if both identifier and verifier are compromised
authentication can be achieved by impostors. In dynamic authentication, an authentication protocol that
changes every now and then (one—time password / behavior) is used to validate the identifier and
sometimes verifier. This can be very difficult for the impostor to steal or mimic as it is always
different.

One type of dynamic authentication is known behavioral biometrics. However, it can be inconsistent as it
does not stay constant all the time. Therefore, in my research, 1 have proposed rhythmic-based dynamic
hand gesture. The rhythm of the gesture is categorized as the content or ownership factor depending on
the use case, while the gesture behavior is the style. Rhythm is chosen due to the ease of memorization
(in both short and long term) as compared to words or numbers, and also acts as the static part of the
authentication which provides stability and consistency in the performance gesture as it has indicators
of the starting, action, ending point of the gesture. This combination forms dynamic authentication.

Hand gesture is a more natural way in communication and has more variation in gesture movements. Hand
gesture can be analyzed with different techniques and the most popular is using camera. But camera—based
hand gesture has a number of disadvantages such as limited field of view, lighting, space, and others
Therefore, in my research, I have chosen electromyography (EMG) which is a technique in evaluating
muscle activity through electrical signals. The advantages of using EMG are convenience (wearable and
wireless), less obstacles (direct contact to the body), and can be performed without spatial concern
(only needs to contract and relax muscles). Throughout my experiments, the device that I have used is a
wearable EMG armband known as Myo Armband. This device consists of 8 channels of EMG sensors circulating
the forearm to retrieve electrical signals from the movement of the muscles

In my research, there are two use cases for rhythmic hand gesture, user—dependent rhythm and one—time
rhythm. User—dependent rhythm is when the user creates their own rhythm, much like a password but
dependent on the content and style of the rhythmic gesture. One—time rhythm is when rhythm is generated
by a generator much like one—time password, making the rhythm an ownership factor, while the hand
gesture that performed the generated rhythm is an inherence factor, making one—time rhythm a multi-—
factor authentication.

For rhythmic hand gesture to be viable as a biometrics authentication, it has to achieve the desirable
biometrics characteristics. These characteristics are universality, uniqueness, permanence
collectability, performance, acceptability, and circumvention. Different real-world scenarios (sitting
standing, walking), time period, and mimicry have been used to test out the aforementioned
characteristics. Yielding an equal error rate of up to 1.32% through different scenarios and time period
have proven that rhythmic hand gesture has permanence and performance; whereas after mimicking, the
false acceptance rate (FAR) is as low as 10% which compare to the FAR of a compromised fingerprint
system which is 67% proves that rhythmic hand gesture has uniqueness and circumvention

One—time rhythm has been proposed in this dissertation to increase security of rhythmic hand gesture.
Reason being that generated rhythm is always different. One—time rhythm requires both the recognition of
rhythm and the recognition of behavior from the rhythmic gesture in the verification process. The system
will first assure that the rhythmic gesture performed matches the rhythm generated. If the rhythm
matches, it then proceeds to recognize whether the rhythmic gesture behavior is that of the intended




person. The combination of Levenshtein distances and cross—correlation has been used to match the
rhythms; whereas sliding window methodology has been used to detect subject—dependent features, which
also allows the use of different rhythms. Different rhythms can have similar parts which allows
similarity in behavior during the gesture performance. The overall performance of one—time rhythm uses
product-rule of score—level fusion which reduces the false acceptance rate. Although shadowing
methodology has been used in one—time rhythm, it has been proven to require little to no learning curve

Rhythmic hand gesture as biometrics has proven to be a robust biometric authentication method. This has
been investigated through user—dependent rhythm in different scenarios and time period with equal error
rate of 1.32%. One—time rhythm is able to increase security of rhythmic hand gesture through multi-
factor through the independency of rhythm recognition and behavior recognition.
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