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Abstract 

Authentication is the process of proving an individual to be genuine. In conventional 

authentication (mostly static authentication), an identifier (username / identity) and a 

verifier (password / evidence) are required to authenticate an individual. But if both 

identifier and verifier are compromised, authentication can be achieved by impostors. In 

dynamic authentication, an authentication protocol that changes every now and then (one-

time password / behavior) is used to validate the identifier and sometimes verifier. This 

can be very difficult for the impostor to steal or mimic as it is always different. 

One type of dynamic authentication is known behavioral biometrics. However, it 

can be inconsistent as it does not stay constant all the time. Therefore, in my research, I 

have proposed rhythmic-based dynamic hand gesture. The rhythm of the gesture is 

categorized as the content or ownership factor depending on the use case, while the 

gesture behavior is the style. Rhythm is chosen due to the ease of memorization (in both 

short and long term) as compared to words or numbers, and also acts as the static part of 

the authentication which provides stability and consistency in the performance gesture as 

it has indicators of the starting, action, ending point of the gesture. This combination 

forms dynamic authentication. 

Hand gesture is a more natural way in communication and has more variation in 

gesture movements. Hand gesture can be analyzed with different techniques and the most 

popular is using camera. But camera-based hand gesture has a number of disadvantages 

such as limited field of view, lighting, space, and others. Therefore, in my research, I have 

chosen electromyography (EMG) which is a technique in evaluating muscle activity 

through electrical signals. The advantages of using EMG are convenience (wearable and 

wireless), less obstacles (direct contact to the body), and can be performed without spatial 

concern (only needs to contract and relax muscles). Throughout my experiments, the 

device that I have used is a wearable EMG armband known as Myo Armband. This device 

consists of 8 channels of EMG sensors circulating the forearm to retrieve electrical signals 

from the movement of the muscles. 

In my research, there are two use cases for rhythmic hand gesture, user-dependent 

rhythm and one-time rhythm. User-dependent rhythm is when the user creates their own 

rhythm, much like a password but dependent on the content and style of the rhythmic 

gesture. One-time rhythm is when rhythm is generated by a generator much like one-time 

password, making the rhythm an ownership factor, while the hand gesture that performed 

the generated rhythm is an inherence factor, making one-time rhythm a multi-factor 

authentication.  

For rhythmic hand gesture to be viable as a biometrics authentication, it has to 

achieve the desirable biometrics characteristics. These characteristics are universality, 

uniqueness, permanence, collectability, performance, acceptability, and circumvention. 

Different real-world scenarios (sitting, standing, walking), time period, and mimicry have 

been used to test out the aforementioned characteristics. Yielding an equal error rate of 



   
 

 
 

up to 1.32% through different scenarios and time period have proven that rhythmic hand 

gesture has permanence and performance; whereas after mimicking, the false acceptance 

rate (FAR) is as low as 10% which compare to the FAR of a compromised fingerprint 

system which is 67% [1] proves that rhythmic hand gesture has uniqueness and 

circumvention. 

One-time rhythm has been proposed in this dissertation to increase security of 

rhythmic hand gesture. Reason being that generated rhythm is always different. One-time 

rhythm requires both the recognition of rhythm and the recognition of behavior from the 

rhythmic gesture in the verification process. The system will first assure that the rhythmic 

gesture performed matches the rhythm generated. If the rhythm matches, it then proceeds 

to recognize whether the rhythmic gesture behavior is that of the intended person. The 

combination of Levenshtein distances and cross-correlation has been used to match the 

rhythms; whereas sliding window methodology has been used to detect subject-dependent 

features, which also allows the use of different rhythms. Different rhythms can have 

similar parts which allows similarity in behavior during the gesture performance. The 

overall performance of one-time rhythm uses product-rule of score-level fusion which 

reduces the false acceptance rate. Although shadowing methodology has been used in 

one-time rhythm, it has been proven to require little to no learning curve. 

Rhythmic hand gesture as biometrics has proven to be a robust biometric 

authentication method. This has been investigated through user-dependent rhythm in 

different scenarios and time period with equal error rate of 1.32%. One-time rhythm is 

able to increase security of rhythmic hand gesture through multi-factor through the 

independency of rhythm recognition and behavior recognition. 
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Chapter 1 

Introduction 

1.1 Desirable characteristics in biometric authentication 

Since ancient times, different methods of authentication had been used to identify and 

verify a person from merely recognizing a person to communicate through secret words 

or owning a unique item. Despite being ancient, these methods are still being used daily 

through digital means. But one thing always remains throughout, bad actors trying to gain 

access as genuine individual through stealing or impersonation. 

As authentication in the digital world improves, so does the technique used to 

impose. Biometrics has recently gained traction in digital authentication due to its 

conveniences and uniqueness. Similar to the aforementioned “recognizing a person”, 

biometrics is the measurement and analysis of a person’s physical and behavioral 

characteristics. Computer takes more detail measurements to recognize a person which a 

normal human cannot detect with just their senses alone. 

Any human physiological or behavioral characteristics can be considered as 

biometrics on condition that they have the following desirable properties [2]: 

i. Universality – availability for the majority of the people 

ii. Uniqueness – no two persons have the same in terms of characteristics 

iii. Permanence – resistance to changes 

iv. Collectability – characteristics are easy to acquire and quantifiable 

v. Performance – how well it functions 

vi. Acceptability – whether people are willing to accept the biometric system 

vii. Circumvention – how easy can the system be tricked by fraudulent techniques 

The aforementioned characteristics were first coined for human identification in 1994 [3], 

which included other characteristics that have been omitted due to insignificancy or 

outdated, such as: 

• Indispensability – since biometrics is part of a human, it is always a natural 

characteristic 

• Storability – as technology advances, storage size and compression method has 

improved to the point where storability becomes insignificant 

• Exclusivity – as fraudulent techniques improve, only one form of identification is 

increasingly difficult to maintain security; thus, multi-factor authentication 

(MFA) has been introduced which require more than one form of identification 

• Precision – this is very similar to uniqueness and performance 

• Cost – advancement in technology and demand have lower the cost for biometrics 

• Convenience – advancement in technology has enabled the measuring and storing 

the biometrics to be insignificant in terms of time 
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Although it is mentioned that convenience characteristic from the point of system 

is insignificant, convenience in terms of human usage still plays an important role in 

biometrics, especially in conjunction with the acceptability characteristic. Henceforth, the 

term “convenience” or “convenient” in the dissertation will be pointing towards how 

convenience it is for people to use the biometric system. 

All the aforementioned properties are only desirable meaning having them can 

improve both security and usability. But most biometric systems usually have certain 

compromises in terms the aforementioned properties. For example, fingerprint has low 

circumvention as it can be easily fooled by using replicated fingerprint [1], or facial 

recognition can sometimes be less unique especially for twin siblings [4], or gait has low 

permanence as it can be easily affected by terrain and clothes worn [5]. 

A novel biometric authentication – rhythmic-based dynamic hand gesture has been 

presented in this dissertation that optimizes most of the desirable properties, such as low 

equal error rate (EER) of 1.32% for performance, ability to be performed in different 

scenarios and over period of times which shows permanence, and others, including 

convenience characteristics. An in-depth analysis and discussion of rhythmic-based hand 

gesture will be evaluated in Chapter 3. 

 

1.2 Convenience, reliability, and security 

From the point of view of user, biometric authentication has to be: 

i. Convenience – the biometric system should be easy to use 

ii. Reliability – produce consistent result on different environmental and time 

factors 

iii. Security – the biometric system should be able to tell genuine from impostors 

These three features are not newly defined properties but instead a consolidation 

of the biometrics desirable properties mentioned in Chapter 1.1. Reliability consists of 

permanence and performance; whereas security consists of uniqueness and 

circumvention. Convenience on the other hand can be derived from universality and 

collectability. All these three properties can lead to acceptability. 

Reliability can also be seen from the performance metrics of false rejection rate 

(FRR), which is the rate of genuine user being rejected by the biometric system. Higher 

FRR indicates that the biometric modality is low in performance and permanence. The 

opposite of FRR is known as true acceptance rate (TAR), which is the rate of genuine 

user being accepted by the biometric system. FRR can be affected by factors such as 

failure-to-enroll (FTE) where the user population for whom the biometric system fails to 

extract usable information from biometric sample, and failure-to-acquire (FTA) where 
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the verification or identification attempts has fail to capture sample with sufficient quality 

[6].  

Security on the other hand can be derived from the performance metrics of false 

acceptance rate (FAR), which is the rate of impostors being falsely accepted by the 

biometric system as a genuine user. Higher FAR indicates that the biometric modality can 

be easily circumvent or low in security. The opposite of FAR is true rejection rate (TRR), 

which is the rate of impostors being rejected by the biometric system. Other factors that 

can affect security are how easy can it be stolen or mimic physically, and how unique is 

the biometric itself. 

As for convenience, it is almost impossible to accurate measure how convenient a 

biometric system or modality is as it is subjective and dependent on the use case. Some 

biometric can be convenient to a person but may be inconvenient for another. For example, 

people with less profound fingerprint or dry skin may find fingerprint authentication to 

be inconvenience due to the higher rate of FTE and FTA. High FRR also affects the 

convenience of a biometric system as it can require the users to perform the biometric 

identification or verification multiple times. 

However, it is almost impossible to improve all these three properties as there are 

tradeoffs between convenience, reliability, and security. The most well-known tradeoff 

in biometric authentication is the tradeoff between FAR and FRR. This tradeoff can be 

seen when trying to increase the chance of accepting genuine user, the system will also 

increase the chance of accepting impostors as genuine user; whereas to decrease the 

chance of accepting impostors, it can also decrease the chance of accepting genuine user. 

This is reflected in receiver operating characteristics (ROC) curve. Therefore, a balance 

between the FAR and FRR is required. One method to do so is to find equal error rate 

(EER) of the biometric modality. EER is the point where FAR equals to FRR. The lower 

the EER, the better the overall performance of the biometric modality.  

These three properties will be discussed as part of the problem statement for 

rhythmic-based dynamic hand gesture. 

 

1.3 Dissertation outline 

Chapter 2 will first introduce authentication. This topic covers the explanation of 

authentication, authentication factors which includes multi-factor authentication (MFA), 

and biometrics. Biometrics will be categorized into physiological / static biometrics, 

behavioral / dynamic biometrics, and multi-factor authentication with biometrics which 

leads to the proposal of one-time rhythm in Chapter 4. The proposed biometrics, 

rhythmic-based dynamic hand gesture will be introduced in this chapter. 

Electromyography (EMG) will also be introduced and discussed how it will be used and 
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the reason of choosing it for rhythmic-based dynamic hand gesture as compare with other 

techniques. 

After discussing rhythmic-based dynamic hand gesture using EMG in Chapter 2, 

Chapter 3 discusses whether the proposed biometric modality is a robust biometrics by 

testing it on different scenarios, period of time, and mimicry. The performance metrics 

used in the test are FAR, FRR, and EER which reflects how well the system performance 

and how much it achieves has achieved in the desirable properties. The last part of the 

chapter will be the comparison of rhythmic-based dynamic hand gesture using EMG with 

other behavioral biometrics in terms of their advantages, limitations, and performance. 

Chapter 4 introduces one-time rhythm. This chapter will discuss what and how 

one-time rhythm works, the relationship between rhythm and behavior and how they are 

independent from each other during the verification process. This chapter also provide 

evidence that different rhythmic gesture is able to produce similar TAR as same rhythmic 

gesture in recognizing behavior. The performance of one-time rhythm uses product rule 

of score-level fusion which fuses the performance value of rhythm recognition and 

behavior recognition which will explain the tradeoff of FAR and TAR in one-time rhythm. 

The final part of this chapter compares user-dependent rhythm from Chapter 3 with one-

time rhythm on their use cases, advantages and disadvantages. 

Chapter 5 concludes the dissertation with the findings of the research, goals 

achieved, and the current limitations of the proposed rhythmic-based dynamic hand 

gesture using EMG. 
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Chapter 2 

Rhythmic-based dynamic hand gesture 

authentication using electromyography 

2.1 What is authentication? 

Personal data is getting invaluable but at the same time vulnerable. As technology 

improves, people are relying more on the technology. In return, these technologies require 

users to input more personal data to help improves the quality of the technologies the 

users used. Some of the personal data uploaded can be sensitive data and require utmost 

security to prevent the data from stolen. To protect these data, authentication has been 

used to correctly identify and verify the user to be genuine before authorization is 

provided to access these data. 

Authentication is the act of verifying an individual’s identity, to prove that they 

are who they claim to be. There are many ways to authenticate an individual; it can be in 

analog form or digital form, from presenting a passport to providing a password. But as 

technology evolves, so do the methods of authentication. 

Since there are bad actors trying to steal or mimic other individuals’ identity to 

obtain their information, the security of authentication has to be constantly improved to 

prevent identity theft. Enhancement to the existing authentication methods or new 

authentication methods that improve the security have to be proposed; but at the same 

time, it should not hinder or complicate the process of how user authenticate themselves. 

For example, to login into an account, the system requires the user to visit the company 

in person, along their identification credentials. Surely the example given is secure but it 

is infeasible for a daily use case. Therefore, recent authentication methods have been 

revolving around digital authentication which is available in almost everywhere at any 

time. 

 

2.2 Authentication factor 

2.2.1 Main authentication factors 

Authentication especially digital authentication has three major factors [7]–[11]: 

• knowledge factor: something that the user knows (e.g., password, PIN) 

• ownership factor: something that the user possesses (e.g., token, key) 

• inherence factor: something that the user is or does (e.g., fingerprint, gesture) 
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Knowledge factor is currently the most commonly used form of authentication. It 

requires the user to provide a secret of what the user knows in order to authenticate. This 

can be words or phrases in the form of speech, writing or typing. In computing, secret is 

usually input in the form of characters, digits, and symbols. A password is a secret string 

of characters used in authentication. As of writing, password is the most commonly used 

mechanism of authentication due to its simplicity and availability. Another popular form 

of password is the personal identification number (PIN), which is purely numeric. PIN 

consist of short string of numbers (usually between 4-8 digits) and is commonly used in 

monetary transaction. Traditionally, passwords are expected to be memorized; but 

recently there are applications that help managing passwords. 

Ownership factor is a form of authentication using a key to a lock mechanism. The 

principle is that both the key comprises of a secret that is shared between the key and the 

lock. The key can be physical form and digital form. A passport is an example of a 

physical form; whereas digital signature is an example of a digital form. 

Inherence factor usually uses biometric method to authenticate user. This can be 

the physical properties of the user, including fingerprint, face, iris, and others; or behavior 

properties of the user, such as gesture, gait, keystroke dynamics, etc. Biometrics will be 

discussed in more detail in the Chapter 2.3. 

2.2.2 Multi-factor authentication 

Authentication factors can be used in conjunction with each other. This is known as multi-

factor authentication (MFA). MFA was proposed to increase safety and provide 

continuous protection from unauthorized access by using two or more credentials [11]. 

This means that a mixture of two or more factors are required to complete an 

authentication procedure. A common example of MFA is the combination of traditional 

password and one-time password (OTP) [9], [12]–[14]. This combination requires the 

user to input a password (knowledge factor) and an OTP that is generated from a device 

that the user possess (ownership factor). 

MFA should provide more than two layers of security as the authentication 

methods used in the MFA are independent from each other during the verification process. 

When the first authentication factor in multi-factor authentication has been compromised, 

the second authentication factor should come in as an extra security to prevent the 

impostor from proceeding. In MFA, if either one of the authentication methods fails, the 

entire verification process fails. 

Most MFA currently uses two-factor authentication (2FA) in the form of static-

static authentication, i.e., both authentication methods stay the same or does not change 

within a short period of time, and static-dynamic authentication, i.e., one authentication 

method stays the same or does not change within a short period, while the other 

authentication method is not always the same or changes within a short period of time. 

Examples of static-static are passport and fingerprint, card and PIN; whereas examples of 

static-dynamic are password (static) and OTP (dynamic), card (static) and signature 

(dynamic). 
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2.3 Biometrics 

2.3.1 What is biometrics? 

The conventional authentication method in the digital world uses username combine with 

password or PIN. But as electronic devices are getting more compact and mobile, yet 

more powerful, biometric authentication has becoming more preferable as the de facto 

method for authentication in these devices. 

Biometrics are measurements and calculations related to human characteristics and 

can come in many forms. Biometric authentication is the security processes of verifying 

an individual using their biometric traits. Biometric authentication is convenience as it is 

always available on the users since it is part of the users. There are two major biometrics 

– physiological biometrics and behavioral biometrics. Physiological biometrics, 

sometimes known as static biometrics, are based on the analysis of physical properties of 

a person. Examples of physiological biometrics are fingerprint, iris, facial recognition, 

and others. Behavioral biometrics, sometimes known as dynamic biometrics, are based 

on the analysis of behavior of a person in the process of reproducing an action. Examples 

of behavioral biometrics are gait, dynamic gesture, keystroke dynamics, and others.  

Physiological biometrics are convenience and can be unique from person to person, 

but they are prone to presentation attack [15], [16]. This poses serious challenges as 

physiological biometrics do not change; thus, once physiological biometrics is stolen, the 

system will have difficulty to prevent the attackers from authenticating as the genuine 

user. 

On the other hand, behavioral biometrics has an advantage over physiological 

biometrics in terms of security as behavioral biometrics decreases the chance of being 

stolen due to the innate behavior of every individual. Behavior can be different from one 

person to another, thus making it very difficult for impostors to perfectly mimic another 

person’s behavior. Due to the difficulty in mimicking another person’s behavior, 

behavioral biometrics have gained significant interest in biometric authentication. 

Behavioral biometrics can be inconsistent due to the ever-changing nature of behavior. 

Despite that, a person’s behavior is not completely different when compared to previous 

behavior, unless done deliberately.  

Biometric system can be evaluated through different performance metrics, such as 

confusion matrix, false acceptance rate (FAR), false rejection rate (FRR), area under the 

curve (AUC) of receiver operating characteristics (ROC) curve, and equal error rate 

(EER). The equations FAR and FRR [17] are as follows: 

𝐹𝐴𝑅 =
𝐹𝑃

𝑇𝑁 + 𝐹𝑃
 

𝐹𝑅𝑅 =
𝐹𝑁

𝑇𝑃 + 𝐹𝑁
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ROC curve is a graph that illustrates the performance of classifiers by presenting the 

trade-off between true acceptance rate (TAR) which can obtained from 1 – FRR, and FAR 

while varying the threshold. AUC of the ROC curve represents the degree or measure 

related to the classifier discrimination performance. It tells how much the model is 

capable at distinguishing between classes. Lastly, EER reflects the overall performance 

of a biometric system by predetermining the threshold value for FAR and FRR when they 

are equal. The closer the EER is to 0, the higher the performance of the system. EER can 

also obtain from the ROC curve as shown in Figure 2.1. 

 

Figure 2.1: AUC and EER obtained from a ROC curve 

2.3.2 Physiological biometrics and behavioral biometrics 

Physiological biometrics, also known as static biometrics, is the measurement and 

analysis of what makes an individual the individual. Examples include but not limited to 

fingerprint, face recognition, iris recognition, body parts physical measurement, DNA, 

and even body odor. Physiological biometrics is the most commonly use biometrics due 

to its simplicity and convenience. These types of biometrics are unique and less likely to 

change within a short period of time as compared to behavioral biometrics, making them 

easy to use for authentication. But due to its permanence, it can be deemed to be less 

secure especially when the biometrics is compromised or stolen. For example, impostor 

is able to use an image of the target user to get pass through some facial recognition 

authenticator [18]. 

Behavioral biometrics, also known as dynamic biometrics, is the analysis and 

evaluation of pattern or behavior of how an individual performs certain action. This 

includes but no limited to typing rhythm as known as keystroke dynamics [19]–[21], gait, 
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dynamic hand gesture, signature, and voice. Most behavioral biometrics are known to 

inconsistent as it changes every time. But due to its ever-changing nature, it is also 

considered much difficult to be impersonate or mimic. One method to stabilize this 

inconsistency is by introduce a content to the behavioral biometrics. Example of these 

behavioral biometrics with content are dynamic signature verification, where the word 

sign is the content while the style of writing is the behavior. 

 Although, there have been research on cancellable biometrics [22]–[24] that can 

help improve the security or reduce the chance of impostors stealing the biometric data 

from the system level through biometric salting, e.g., encrypting biometric data, or non-

invertible transformation, e.g., distorting stored biometric template, it still does not 

prevent the impostors from stealing the original biometric data physically or from the 

sensor level. Moreover, these cancellable biometrics can not only be integrated with 

physiological biometrics, it can also be implemented similarly to behavioral biometrics 

[25], [26], making them having the same advantages when it comes to cancellable 

biometrics. But in physical or sensor level attack, behavioral biometrics have the 

advantage due to its non-constant changes which can be difficult to steal, mimic, or 

impersonate. 

 

2.3.3 Multi-factor authentication with biometrics 

To increase conveniences, MFA system usually incorporates inherence factor 

which is biometrics, as it is something that always readily available for the user as it is 

part of the user or what the user does. Due to its availability at all times, it is not 

uncommon for biometrics to be implemented with other authentication factors. Example 

of this can be seen in touch dynamic with password or PIN [27], [28], passport reader 

with fingerprint and facial recognition, and others.  

And within the biometrics, physiological biometrics are most likely to be favorable 

due to its convenience over that of behavioral biometrics. However, this convenience can 

be a double-edged sword because, as mentioned before, once physiological biometrics 

original information is stolen, it is difficult to reset, thus making the multi-factor 

authentication less secure since the false acceptance rate (FAR) of a stolen physiological 

biometrics can be closed to 100%. 

In this dissertation, a multi-factor authentication has been proposed using 

rhythmic-based dynamic hand gesture named one-time rhythm. One-time rhythm, similar 

to OTP requires a rhythm generator to generate a rhythm for the user to shadow, an 

ownership factor; and an additional behavior recognition from the rhythmic gesture, an 

inherence factor. This means that the rhythm recognition and the behavior recognition are 

independent from each other in the verification process. Unlike most MFA or 2FA which 

uses static-static authentication or static-dynamic authentication mentioned in Chapter 

2.2.2, one-time rhythm uses dynamic-dynamic authentication, i.e., both authentication 

methods are not always the same or changes within a short period of time. Because both 
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authentication methods in one-time rhythm are constantly changing, it can be challenging 

for impostor to steal or mimic them all. 

An in-depth discussion of one-time rhythm will be discussed in Chapter 4. 

 

2.4 What is rhythmic-based dynamic hand gesture? 

Rhythmic-based dynamic hand gesture is the dynamic hand gesture – time related hand 

gesture, based on certain rhythm. It is considered as a behavioral biometrics. The rhythm 

used can be in the form of musical rhythm, pattern rhythm, and other rhythms. Rhythms 

can be easily memorized [29]–[31] and can be performed either consciously or 

unconsciously. 

Rhythmic hand gesture can be obtained or captured and not limited by either the 

capturing the movement of the fingers, hands, and arms through different means of 

method. These methods used can also vary from physical movement visible to a camera 

device or the activity on the forearm muscles or arm muscles through electromyography 

technique. The actions to produce the rhythm are broad from the use of single hand to 

both hands, clenching the hand to moving the entire arm. As long as it can be picked up 

the system, it can be used rhythmic hand gesture. 

In this dissertation, two different use cases of rhythmic-based dynamic hand 

gesture have been proposed, user-dependent rhythm and one-time rhythm. The main 

difference between these two use cases is that user-dependent rhythm uses rhythm created 

or produced by the user themselves; whereas one-time rhythm requires the user to shadow 

rhythm generated by a generator similar to that of one-time password (OTP). 

User-dependent rhythm is similar to keystroke dynamics, speaker verification, and 

dynamic signature verification. It consists of a content and a style which will be 

considered as a whole during the verification process. On the other hand, one-time rhythm 

is considered as a multi-factor authentication. The rhythm used to perform is generated 

through a token which is considered as ownership factor, while the behavior of the gesture 

of performing the generated rhythm is considered as inherence factor. In one-time rhythm, 

the rhythm recognition and behavior recognition are independent from each other during 

the verification process.  

 

2.4.1 Rhythm as static password 

It may not be obvious from the sensory of human perspective but behavioral biometrics 

can be inconsistent from the perspective of a system. Therefore, behavioral biometrics 

usually contains two parts, content and style. The content can be seen from the example 

of characters to be typed in keystroke dynamics, text to be spoken in speaker verification, 

and text to be written dynamic signature. These contents can be split into two different 

types, fixed content and free content. Fixed content is content that has been pre-defined 
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and requires the user to follow the content to verify themselves. Without these pre-defined 

contents, the accuracy of correctly authenticating an individual using behavioral 

biometrics can be lower [32], [33]. 

As for rhythmic-based dynamic hand gesture, musical rhythm is being introduced 

as the content in the performance of dynamic hand gesture, which will be known as 

rhythmic gesture. The musical rhythm acts as a stabilizer while the performance of hand 

gesture that contains behavior defines the uniqueness of the user. As to why musical 

rhythm has been chosen is due to its simplicity in terms of performing with hand gesture. 

Musical rhythm can be easily familiarized and does not require special expertise to 

perform [34]–[36]. 

Although rhythm may not be viewed as static as it is time-related, the pattern of a 

rhythm can be viewed as static. Instead of viewing the patterns from a temporal dimension, 

the patterns can also be viewed from spatial dimension within a certain limited time frame. 

This means that as long as all the patterns from a rhythmic gesture match the intended 

rhythm, given that the time frame of each pattern is within a certain margin of error, then 

the rhythmic gesture will be deemed as the intended rhythm. Thus, the rhythms that are 

being used in my research can be viewed as a static password. An example of this can be 

seen in Figure 2.2, where the rhythm is being matched with its beat using binary signal. 

The orange dashed vertical line is the time frame of which each pattern should be detected. 

If the pattern within the given time frame matches the pattern of the intended rhythm, i.e., 

when there is a beat, the signal will be 1, and when there is no beat, the signal will be 0. 

For example, as illustrated in Figure 2.2, on an eighth beat, there is two 1’s; on a sixteenth 

beat, there is one 1’s; on a rest note, it becomes 0. When all the patterns are correctly 

matched, then the rhythmic gesture will be deemed as the same as the intended rhythm. 

 

Figure 2.2: Matching pattern from rhythm to its beat in binary signal 
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2.4.2 Electromyography (EMG) 

Electromyography (EMG) has been used to record the rhythmic hand gesture data. EMG 

is a technique for evaluating skeletal muscle activity, which in our case the forearm 

muscle as the rhythmic hand gesture is being performed. The waveform of the signal can 

provide information of the rhythmic gesture that has been performed by an individual. 

The timing and the power produced by the users while performing the rhythmic hand 

gesture should be able to provide behavioral information of the users. 

There are two types of EMG – surface EMG (sEMG) and intramuscular EMG [37]. 

sEMG uses non-invasive electrodes, which can be wet or dry, that are usually placed on 

the surface on the skin; whereas intramuscular EMG uses invasive electrodes, usually in 

the form of needles or fine-wires, inserted into the muscle tissue. 

The equipment used for our experiment is an sEMG wearable device known as 

Myo Armband [38] shown in Figure 2.2. 

 

Figure 2.2: Myo Armband setup (top), correspondence of Myo Armband EMG sensors 

to their signals (bottom). 

The Myo Armband consists of eight EMG sensors circulating around a flexible 

band. Myo Armband has the advantage over intramuscular EMG due to it being non-

invasive. And since it uses dry electrodes, it has lesser chance of causing skin irritation 

as compared to wet electrodes [39], and requires less preparation [40]. Due to the Myo 
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Armband wearability, it can be easily strapped onto the forearm, and vice versa. The Myo 

Armband sensor is only capable of measuring muscular activity at a sampling frequency 

of 200 Hz, which is considered low [41], [42]. But, due to the simplicity of the gestures 

performed for our experiment, the sampling frequency of the Myo Armband has shown 

to be sufficient. 

There are other techniques that can pick up rhythm from hand gesture, such as 2D 

camera, depth sensor, pressure sensor, and others. Table 2.1 has listed out different 

techniques that are capable for detecting rhythmic-based hand gesture with their 

availability, influencing factors, advantages, and disadvantages. Although all of the 

techniques mentioned have higher availability as compared to EMG currently, company 

such as Meta is developing EMG to interact with virtual reality [43], [44] which hints 

EMG to be more common in human-computer interaction (HCI). In addition, EMG has 

lesser external influencing factors as compared to other techniques as the sensors itself is 

attached directly to the body. Unlike vision-based sensor, i.e., camera, depth sensor, and 

radar, EMG has no line of view limitation. This can cause difficulty in distinguishing each 

finger when they are being stacked together or behind one another, perpendicular from 

the view point of the camera [45]. Although accelerometer and pressure sensor can be 

used similarly to EMG in terms of recognizing rhythmic-based dynamic hand gesture, 

they are prone to more external influencing factors such as body movement (if the user 

moves, the value in accelerometer changes), surrounding temperature, and gravitational 

artifact for accelerometer; material used, shape and size of sensors for pressure sensor. In 

terms of calculation, time-sequential EMG signal is two-dimensional (1D-signal and 

time), whereas time-sequential image (x-axis, y-axis, and time) is three-dimensional, 

time-sequential 3D image and accelerometer are four-dimensional (x-axis, y-axis, z-axis, 

and time); thus, EMG signal processing which is a 1D-signal requires less computational 

power as compared to that of other techniques [46]. 

There has been other research on hand gesture using EMG by detecting behavior 

from wrist movement [47] and hand shape [48]. As for rhythmic-based dynamic hand 

gesture, different hand gesture has been used. The hand gesture is performed by clenching 

the fist and relaxing the fist which is shown in Figure 2.3. The forearm muscle can be 

easily activated by simply clenching the fist which is shown in Figure 2.3 (b) by 

tightening the fingers towards the palm with force. From the rhythm point of view, this 

means that a beat has been successfully performed. Whereas, the forearm muscle relaxes 

when the fist and fingers relax which can be seen in Figure 2.3 (a). From the rhythm point 

of view, this means there is neither no beat or a rest note involved. This hand gesture can 

be seen as an advantage over the wrist movement gesture and hand shape gesture due to 

its little movement. This means that fist clenching gesture does not require any space to 

perform. Not to mention, rhythmic gesture with EMG can also be performed when the 

hands are busy, such as during driving. In addition to being difficult to detect by others, 

it can also be hidden from sight such as performing in a pocket.  

In short, the main reason EMG has been chosen to pair with rhythmic gesture are: 

1. EMG has fewer external factors affecting the data 
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2. Signal is easy to measure 

3. The combination technique can be difficult for third person to perform the 

measurement 

4. Signal produced by the EMG exploits the inherent feature of the user 

 

Table 2.1: Techniques available for detecting rhythmic-based dynamic hand gesture 

 

Techniques Current 

Availability 

Influencing 

Factors 

Advantages Limitations 

2D Camera Extremely 

High 
• Distance 

• Line of sight 

• Lighting 

• Availability • Easily obstruct 

• Detect other 

person’s hand 

Depth Sensor High • Distance 

• Line of sight 

• Lighting 

• High degrees 

of freedom 

(DOF) 

• Easily obstruct 

• Detect other 

person’s hand 

Radar [49], 

[50] 

Medium • Distance 

• Line of sight  

• Surrounding 

noise 

• High DOF • Surrounding 

signal noise 

• Detect other 

person’s hand 

Accelerometer High • Body 

movement  

• Temperature 

• Gravitational 

artifact [51] 

• High DOF • Movement 

constraint 

Pressure 

Sensor 

Medium • Material used 

[52] 

• Shape and size 

of sensor 

[53]–[55]  

• Nearly 

invisible 

• Require hand 

contact 

• No standard 

sensor placement 

sEMG Low • Anatomical 

factors [56] 

• Body 

movement  

• Nearly 

invisible 

• No standard 

electrode 

placement 
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Figure 2.3: Rhythmic gesture by (a) relaxing the fist and (b) clenching the fist.  
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Chapter 3 

Rhythmic-based dynamic hand gesture: a 

robust biometrics 

For biometrics to be robust, it has to at least achieved most of the aforementioned 

desirable properties of biometrics: uniqueness, permanence, collectability, performance, 

and circumvention. 

An experiment with various conditions has been devised to test out whether 

rhythmic-based dynamic hand gesture is truly robust. 

3.1 Robustness of rhythmic-based dynamic hand gesture 

3.1.1 Experimental setups 

A total of 13 male participants, ranging between the age of 22 and 29, participated in the 

experiment. Participants suffering from physical disabilities, pain, and diseases causing 

potential neural damage, systemic illnesses, language problems, hearing or speech 

disorders, and mental disorders were excluded. Figure 3.1 illustrated the overall 

experimental conditions. The experiment was performed once every week for four weeks. 

In every session, the participants have been asked to perform their gesture 10 times in 

each scenario. In between the 10 gestures, that is, after 5 gestures, the device would be 

taken off and reattached onto the forearm. The refitting (taking off and then putting on 

again) of the device can change the position of the device on the forearm and the amount 

of contact of the sensors with the skin, which can affect the strength of the EMG signal. 

Each participant was instructed to create and perform a rhythmic hand gesture which they 

are more familiar with, which will be known as self-dependent rhythm. This is to ensure 

that the participants can easily memorize their gesture and also less variation in terms of 

their rhythmic tempo in the gesture [57]. The experimenter also made sure that none of 

the rhythm used was repeated among the participants. 

Figure 3.1: Overall experimental conditions 

In this experiment, we set three different scenarios for the gesture to be performed 

in – sitting, standing, and walking. This is to reflect and simulate the common scenarios 
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of an individual interacts with their electronic device. Although sitting and standing may 

seem similar in terms of being stationary and not moving, as shown in Figure 3.2, people 

tend to bend their elbow when seated on a chair, which contracts the muscles in the 

forearm, as opposed to that while standing, where the arm is in a straight and relaxed 

posture. This may change the performance behavior of an individual. Walking, basically, 

will have a sudden spike in the signal due to the vibration or arm swinging while walking. 

 

Figure 3.2: The scenarios used during the performance of the gesture: 

 (a) Sitting scenario. (b) Standing scenario. (c) Walking scenario. 

Each participant was also instructed to mimic a different participant’s gesture each 

week (excluding participant #1 who mimicked 2 different participants gestures each week 

due to the odd number of participants). Each participant will be mimicking 4 different 

participants’ gestures overall, except participant #1 who mimicked 8 different participants’ 

gestures. The genuine user visually performed their gesture in front of the impostor, as 

shown in Figure 3.3. This is to simulate that the impostor has clearly seen how the gesture 

is being performed visually. 
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Figure 3.3: Genuine user showing their rhythmic gesture to the impostor for mimicking. 

3.1.2 Data Processing 

As for data processing and analysis, Python programming language, signal processing, 

and neural network has been used. The neural network used for our data analysis is 

TensorFlow Keras. Neural network has been chosen due to its ability to learn and extract 

features without human intervention, and later recognize new biometric samples in an 

unsupervised manner [58]. This means that neural network does not require predefined 

rules to extract specific features or representations of data [59]. In addition, neural 

network can be used for tasks that are non-linear [60], such as decision boundaries for 

non-linear data [61]. 

The gestures were recorded once with each fitting, which makes it about five 

continuous gestures in each recording. The continuous gestures have small pauses in 

between each other. This allows the separation of each gesture with more ease. The EMG 

signals were filtered using second-order Butterworth low-pass filter with 10 Hz cutoff. 

Although other research on EMG has been using higher sampling rate in filtering, we 

found out that, in our research, the applied low-pass filter has been sufficient to output 

the shape of the gesture, as shown in Figure 3.4. Next, resampling using linear 

interpolation was applied due to the imbalance in the sampling numbers in every gesture. 

All gestures were resampled to 600 samples. Similar to the sample size, the window size 

and sliding rate were set to 600 samples. 

The neural network from the TensorFlow Keras Sequential model was used to 

predict the result. The setup of the neural network is 9 inputs, which are the 8 different 

channels of the EMG sensors and the original timestamp of each gesture, 10 hidden layers 
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with 100 nodes for each layer, and 40 epochs. The loss function used is categorical cross 

entropy, the optimization function used is ADAM, and the batch size used in the training 

phase is 1000. 

The data used in training and testing have included labels indicating the 

participant’s number. After the testing is done, the neural network will output a vector of 

estimation or probability consisting all the labels. This estimation ranges from 0 to 1 and 

sum to 1, where 0 means furthest from the label, and 1 means closest to the label. For 

example, training data consists of all 13 labels, i.e., all 13 participants, and when input 

testing data labeled 7, i.e., participants #7, the test result will output an estimation vector 

of the tested label to all the trained label, e.g., label 1 = 0.01, label 2 = 0.0, …, label 7 = 

0.91, …, label 13 = 0.02. From the example, it can be said that the tested data that has 

been labeled 7 has the highest estimation of 0.91 similarity to labeled 7 of the trained data, 

thus the test data belongs to participant #7 which is the correct match. 

 

 

 

Figure 3.4: Samples of the raw signal (left) and processed signal (right) after being 

filtered using Butterworth low-pass filter and then resampled using linear interpolation. 

 

We consider a set of weights as coefficient values of a digital filter. It means that 

a well-learned neural network using our data set is expected to have coefficient values of 

finite impulse response (FIR) filter in order to judge “who is who”. The benefit of the 

time-order array design is to obtain time-space features in the training phase, as well as 
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easy to achieve real-time processing. Basic design of data structure, given the obtained 

EMG signal, is arranged in time-order, as shown in the blue box (left side) of Figure 3.4. 

Because the experiment was done in multiple sessions, the fitting of the EMG 

device, which affects the EMG sensors’ location, were always different. To overcome the 

inconsistent physical location of the EMG sensors that occurs after the refitting the device, 

I proposed a virtual rotation in algorithm. This is done by rotating the EMG input of the 

neural network, as shown in Figure 3.5. The virtual rotation also serves as extra training 

data. This rotation can be done due to position of the electrodes on the Myo Armband are 

arrange in a circular pattern and are symmetry to each other. Because of this circular 

pattern and symmetricity, the signals can be positioned different without changing the 

overall shape of the signal. However, due to how the neural network learn the data which 

the arrangement of the electrodes is taken into account, this symmetry rotation can help 

prevent overfitting when there is only a single position being used in the training data. 

Finally, the results will be evaluated with false acceptance rate (FAR), false 

rejection rate (FRR), area under the curve (AUC) of receiver operating characteristics 

(ROC) curve, and equal error rate (EER). 

Figure 3.4: The neural network layers and computational data. 
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Figure 3.5: Virtual rotation of the 8 channels of electromyography (EMG) sensors 

 in the neural network. 

3.1.3 Experimental conditions  

To test out the robustness of rhythmic-based dynamic hand gesture with EMG, different 

conditions have been analyzed. The different conditions are: 

1. Different scenarios in training and testing, 

2. Single fitting multiple trials versus multiple fitting with one trial each, 

3. Comparisons between no rotation and virtual rotation over different period of 

time, 

4. Mimicking other participants gestures. 

The speed of validation on each gesture data is up to 2 ms. Though it is slower than 

fingerprint validation, which can be validated in less than 100 µs [35,36], it can be very 

similar to face recognition, with recognition speed of 2.4 ms [37]. In normal use, it is fast 

enough to be indiscernible by users. 

 

Condition 1: 

The purpose of this condition is to evaluate whether different scenarios, i.e., sitting, 

standing, and walking can have significant effect on the performance of rhythmic-

based dynamic hand gesture using EMG. The methodology of evaluating this is 

by splitting the data into different scenarios in training and testing, where the 

training and testing should not have the same scenarios. Every training and testing 

data set for each participant consists of 1 scenario × 8 fittings × 5 trials: 

1-1. Training = Sitting scenario; Testing = Standing scenario. 

1-2. Training = Sitting scenario; Testing = Walking scenario. 

1-3. Training = Standing scenario; Testing = Sitting scenario. 
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1-4. Training = Standing scenario; Testing = Walking scenario. 

1-5. Training = Walking scenario; Testing = Sitting scenario. 

1-6. Training = Walking scenario; Testing = Standing scenario. 

Figure 3.6 illustrates the summarized data set of Condition 1, where the 

three scenarios have been separated into three different enrollment set. Each 

enrollment set is then trained in different neural network models which are 

independent from each other. As for the probe set, scenarios different from the 

enrollment set have been also been segregated into separated probe sets within the 

remaining scenarios. For example, when sitting scenario is used for enrollment, 

standing and walking are both split into two different set of probe sets. Each of 

the probe set is then tested and evaluated with the neural network model separately. 

The evaluation of FAR, FRR, AUC, and EER are summarized in Table 3.1, 

Condition 1-1 to 1-6, of Chapter 3.1.3. 

 

Condition 2: 

This experiment is to test whether refitting the sensors affect the results in 

authenticating the user. The single fitting with multiple trials training data set 

consists of 3 scenarios × 1 fitting × 5 trials, i.e., participant fits the Myo Armband 

once and performs the gesture 5 times without changing or repositioning the 

sensors; whereas the multiple fittings with one trial each training data set consists 

of 3 scenarios × 5 fittings × 1 trial, i.e., participant puts on the Myo Armband and 

performs the gesture once and then refits or repositions the Myo Armband by 

taking it off and putting it back on; this repetition is done 5 times: 

2-1. Training = 3 scenarios × 1 fitting × 5 trials. 

2-2. Training = 3 scenarios × 5 fittings × 1 trial. 

Both conditions have the same amount of training data. Both testing data 

consist of the same 3 scenarios × 2 fittings × 5 trials, i.e., 2 fittings from week 4. 

Figure 3.7 illustrates the summarized data set of Condition 2, where one-fitting 

and multiple-fitting are split into two different enrollment set. Each enrollment set 

is then trained in different neural network models which are independently from 

each other. As for the probe set, two different fittings that are not in the enrollment 

sets have been used. The probe set for testing one-time fitting model and multiple 

fitting model is the same for fair comparison. The probe set is been tested and 

evaluated independently among the one-fitting model and multiple-fitting model. 

The evaluation of FAR, FRR, AUC, and EER are summarized in Table 3.1, 

Condition 2-1 to 2-2, of Chapter 3.1.3. 
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Figure 3.6: Different scenarios condition 
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Figure 3.7: Different fittings condition 

 

Condition 3: 

This condition is to evaluate how time period affects rhythmic-based dynamic hand 

gesture, in addition to the effect of virtually rotating EMG data. The time period is 

referred to the amount of time period that has been enrolled into training the neural 

network model, i.e., one-week data or multiple-week data. The idea of virtually 

rotating EMG data is to produce more variation of data as if the EMG device has 

been refitted. The data for this condition is as follows: 

3-1. Training = 3 scenarios × 2 fittings (1 week) × 5 trials, 

Testing = 3 scenarios × 2 fittings (1 week) × 5 trials. 

3-2. Same as 3-1 but with virtual rotation 

3-3. Training = 3 scenarios × 6 fittings (3 week) × 5 trials, 

Testing = 3 scenarios × 2 fittings (1 week) × 5 trials. 

3-4. Same as 3-3 but with virtual rotations 

Every week, the rhythmic gesture was performed with 2 different fittings. 

For condition 3-1 and 3-2, week 1 data has been used to compare with week 2, 

week 3, and week 4; e.g., week 1 – week 2, week 1 – week 3, week 1 – week 4, 

with 2-fold cross-validation each. For condition 3-3 and 3-4, 3 weeks data has 
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been used as training and 1 week data has been used as testing with 4-fold cross-

validation. Figure 3.8 (a) illustrate the summarized data set of Condition 3-1 and 

Condition 3-3, where one-week data and multiple-week data are split into two 

different enrollment set. Each enrollment set are then trained in different neural 

network models which are independent from each other. The probe set consists of 

one-week data that is not in the enrollment set, i.e., enrollment set consists of week 

1, 2, and 3, probe set consists of week 4. The probe set is then tested and evaluated 

independently among the one-week model and multiple-week model. 

Figure 3.8 (b) illustrate the summarized data set of Condition 3-2 and 

Condition 3-4. The difference is that the enrollment set have been implemented 

with virtual rotation, i.e., each data has been enrolled with 8 different rotation 

patterns. The evaluation FAR, FRR, AUC, and EER are summarized in Table 3.1, 

Condition 3-1 to 3-4, of Chapter 3.1.3. 

 

Figure 3.8 (a): Different time periods condition 
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Figure 3.8 (b): Different time periods condition with virtual rotation  

 

Condition 4: 

The analysis on this condition is different from all the aforementioned conditions. 

Instead of authenticating genuine users, this experiment is to identify how many 

impostors were able to successfully authenticate as genuine users using their 

mimicking data. We will be using FAR – impostors being falsely authenticated as 

genuine users to analyze the results. The training data set consists of genuine user’s 

3 scenarios × 8 fittings × 5 trials and each impostor’s 4 participants’ gesture × 3 

scenarios × 1 fitting × 5 trials (This excludes participant #1 where there are 8 other 

participants’ gestures instead of 4.). Each genuine user’s data was mimicked by the 

impostor for 4 times. The testing data set consists of impostor’s 4 different 

participants’ gestures × 1 fitting × 5 gestures (This excludes participant #1 where 

there are 8 other participants’ gestures instead of 4). Both datasets were applied 

with 4-fold cross validation: 

4-1. Training = All genuine user data + 3 of impostor mimic data 

Testing = 1 impostor mimic data different from training data 

4-2. Same as 4-1 but with virtual rotation 

The reason impostors’ data were added into the training data is due to the 

arrangement of the neural network used which is an identification-oriented neural 

network. Without impostor’s data in the training data, the result will end up with 

only pointing to the genuine user. Figure 3.9 (a) illustrates the summarized data 

set of Condition 4-1, while Figure 3.9 (b) illustrates the summarized data set of 
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Condition 4-2, where the enrollment set’s data has been implemented with virtual 

rotation. The enrollment data consists of all the genuine user data and three of the 

impostor’s mimicking data with five trials each. The enrollment set is then trained 

in the neural network model. The probe set consist of the impostor’s mimicking 

data that is not in the enrollment set. The probe set is then tested and evaluated on 

the neural network model. The FAR is summarized in Table 3.1, Condition 4-1 to 

4-2, of Chapter 3.1.3. 

 

Figure 3.9 (a): Mimicking condition 

 

Figure 3.9 (b): Mimicking condition with virtual rotation 

 

3.1.4 Biometric characteristics of rhythmic-based hand gesture 

The first desire property of biometrics, universality can be easily confirmed as almost 

everyone with a hand will be able to produce rhythmic-based dynamic hand gesture. Of 
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course, with the exception with certain illnesses and disorders that restrict or prohibit a 

person from performing the hand gesture. 

To collect the rhythmic gesture, there are many methodologies that can be used to 

acquire, such as but not limited to EMG, camera, radar, and pressure sensor. In this 

dissertation, the focus is on wearable EMG as it easier to setup, and even minute 

movement from the muscles can be easily detected. In addition to being hands-free, non-

invasion, and wireless. Thus, collectability has been achieved. 

Permanence has been realized through the experiment with the confirmation on 

performance as well. The conditions from the experiment that confirmed permanence and 

performance are the different scenarios – sit, stand, and walk; as well as the different 

session that has been split into 4 different week times. Since permanence is to test how 

resistance biometrics is to changes that can be either from surrounding influences or time 

influences. Due to how accurate can the system correctly recognized who performed the 

rhythmic gesture in the different scenarios and time period, this also testify how well the 

biometric system has performed.  

In Table 3.1, it can be seen that different scenarios can have slight influence in 

performance, especially while in motion (walking), due to the difference in behavior and 

noise produced. But, even with the differences, EER is still as low as 4.62%. This proves 

that intrapersonal difference is smaller than that of interpersonal difference in terms of 

different scenarios. With variation of scenarios in the training data, the difference can be 

less significant. This can be seen in Condition 3-3 of Table 3.1, where all scenarios are 

trained together. 

In real-life situation, the EMG sensor is expected to be taken off and worn back on 

from time to time. This has been tested and evaluated as can be seen in Condition 2-1 and 

2-2 of Table 3.1 which includes single fitting with multiple trials (worn once and perform 

multiple trials) and multiple fittings with one trial each (taken off and worn back on 

multiple times and perform one trial each time being worn). The EER of multiple fitting 

is 4.85% which has higher performance than that of single fitting which has an EER of 

10.75%. Even though both training data have the same amount of data, the multiple fitting 

with one trial each yields higher results than single fitting with multiple trials in one fitting. 

This shows that variations in training data is key to performance. It is also worth 

mentioning that the multiple fittings also consist of 3 different weeks data in the training 

data, as each week only consist of 2 fittings. 

In Condition 3-1 and 3-3, training data with only one period of time and training 

with multiple periods of time have been evaluated. In Condition 3-1, the training data 

only uses one week of data which is the first week’s data. This resulted in high FRR of 

(52.07±10.93) %. In Condition 3-3, the training data has a combination of 3 different 

weeks’ data which resulted in a lower FRR of (7.76±3.06) %. This indicates that 

rhythmic-based dynamic hand gesture requires frequent update by adding new training 

data. Based on Condition 3-1 and 3-2, and Condition 2-2, it can be concluded that 

rhythmic-based dynamic hand gesture has permanence in different time period as long as 

the training data is updated or added with new training data from different period of time. 
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In Condition 3-2 and 3-4, virtual rotation has been introduced. This can be especially 

useful when there is a limitation in collecting or updating training data. As can be seen in 

Condition 3-2, when virtual rotation has been introduced, the FRR drops from 

(52.07±10.93) % in Condition 3-1 to (38.47±2.42) % in Condition 3-2. But as training 

data is being updated as illustrated in Condition 3-3 and Condition 3-4, the virtual rotation 

does not provide any advantages.  

In biometrics, how a system can easily tricked by fraudulent techniques is known 

as circumvention. It is also one of the most important properties in biometric 

authentication as biometric authentication is implemented to prevent other individuals 

from accessing the system in the first place. To test out the circumvention of rhythmic-

based dynamic hand gesture, every participant was requested to mimic another 

participants’ rhythmic gesture shown in Figure 3.2 to find out whether the system is able 

to detect the impostors trying to mimic genuine user’s gesture. Due to the unchangeable 

nature of static biometrics, once it is stolen or forged, it cannot be reset, which will lead 

to a high FAR [1], [15], [16], and higher FAR indicates ease of circumvention which is 

not desirable. But, in dynamic biometrics, even when an impostor tries to mimic another 

individual’s gesture, the system is able to differentiate whether the gesture belongs to the 

genuine user or the impostor due to the difference in behavior. This has been drawn out 

in the result shown in Condition 4-1 of Table 3.1. Rhythmic-based dynamic hand gesture 

has an FAR of as low as (10.38±1.79) % when no virtual rotation is implemented in the 

training data. It outperforms that of stolen or forged static biometrics, where forged 

fingerprint has a FAR of more than 67% [1]. In addition, the user has the choice to change 

their behavior or gesture even after their data has been successfully compromised, unlike 

static biometrics, which are unchangeable.  

Condition 4-2 is the implementation of virtual rotation in conjunction with 

Condition 4-1. This is to test out whether virtual rotation affects the FAR because in 

theory, virtual rotation lowers the threshold of acceptance due to the increase of variations 

in the training data. From Condition 4-1 and 4-2, it can be seen that the FAR increases 

from (10.38±1.79) % to (15.45±3.65) %. With the results from Condition 3-2, 3-4, and 4-

2, it is advice to only use virtual rotation when there are limited training data and should 

be removed after sufficient training data have been acquired. 

With all these results, it can also be concluded that rhythmic-based dynamic hand gesture 

is also unique. The system is able to recognize genuine user’s rhythmic gesture at EER 

of as low as 1.32% and also a low FAR when other individuals try to mimic the genuine 

user’s rhythmic gesture. 

 

3.2 Comparison with other biometrics 

First, the discussion on the influencing factors that can affect the performance of the 

behavioral biometric modalities. Different modalities have different influencing factors 

and can be difficult to evaluate which influencing factor is more severe than the others. 

However, most biometrics modalities mentioned have external influencing factors, such 
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as ambient noise, tool used, terrain, temperature, and others. As for the proposed rhythmic 

hand gesture using EMG, the influencing factors are mostly from the anatomical factors, 

which is relating to bodily structure. This means that the proposed biometric modality can 

be used at anywhere and anytime without much of a concern of external or environmental 

changes. And although motion artifact can affect EMG which has also been mentioned in 

Chapter 3.1.4, the result shows that the performance remains high. 

It can be difficult to determine which biometric modality is the best but instead 

depending on use case. Each biometric modality mentioned has their own advantages 

such as low cost, high degree of freedom (DOF) which increases features, conventional 

input method, and others. Although the proposed biometric modality is currently not that 

common in the market, it can be advantageous when it comes to extra security as it is 

nearly invisible during performance, in addition to the ability of hidden from sight, such 

as performing in pocket. 

As for limitations, the proposed biometric modality has no standard in the electrode 

placement. It means that every time when the electrode is placed differently, it can affect 

the performance. This can be seen in Condition 2-1 of Chapter 3.1.3 and Chapter 3.1.4. 

When there is only one fitting (one position of electrodes) being used in training data, the 

performance of the proposed biometric modality drops significantly when the position of 

electrodes changes. Therefore, it is recommended to include different fittings (different 

position of electrodes) have to be included in the training data to increase the performance 

which can be seen in Condition 2-2 of Chapter 3.1.3 and Chapter 3.1.4. 

Table 3.2 draws out the comparisons between different behavioral biometrics, that 

includes speaker verification, signature verification, gait, keystroke dynamics, keystroke 

sound, electroencephalogram (EEG) biometrics, acceleration-based hand gesture, and the 

proposed rhythmic hand gesture. All the behavioral biometrics are selected due to the 

similarity in terms of using behavior as authentication. EEG biometrics which detect the 

electrical activities of the brain can be seen similar to that of the proposed biometric 

modality. EEG biometrics usually requires the user to perform a pre-defined task and 

record the EEG signal while the task is being performed [62], similar to that of EMG 

signal being recorded while gesture is being performed. Both EEG and EMG also uses 

signal processing to extract subject-dependent features that will be used for biometric 

authentication. The performance metric shows in Table 3.2 is the EER of the biometric 

modality. Although this can be difficult to justify which biometric modality has the best 

performance due to the difference in data, the proposed biometric modality is relatively 

high as compared to other biometric modalities which has EER of as low as 1.3%.  

Convenience discusses how easy can the biometrics modalities can be used. High 

convenience indicates that the biometrics modalities are easy to use and highly available, 

such as speaker verification, signature verification, and keystroke dynamics. The 

proposed biometric modality is medium in convenience as it requires the user to wear the 

device and perform the gesture for a few seconds. Also, the current availability is not as 

common as microphone or keyboard. But it is more convenient than that of gait and EEG 

biometrics, which require more preparations, such as space to perform, and electrodes 

setup respectively. 
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Reliability and security can be defined by the FRR and FAR respectively from the 

EER as the EER is the predetermined threshold for the biometric system’s FAR and FRR. 

But as can be seen from Table 3.1, the FAR and FRR can range from 0.1% to 20% 

depending on the database and methodology used, which can be difficult to compare the 

reliability and security quantitatively. Therefore, besides using FAR and FRR, 

influencing factors, advantages, and limitations have also been used to evaluate the 

reliability and security of the biometric modalities in Table 3.1. Speaker verification and 

keystroke sound can be reliable in terms of picking up the speaker’s voice or typing sound 

but at the same time it can also be easily interfered by the surrounding noise, making their 

reliability medium. Whereas signature verification depends on the tools to write and to 

be written on, and can vary significantly within a short period of time [63], which can 

great affect the FRR, making its reliability low. Gait can be easily affected by 

environment factors such as terrain, weather, and others; and also, intra-personal factors 

such as fatigue, making its reliability low. Similarly, EEG biometrics can be affected 

explicitly by environmental factors that causes body or eye movement which affects the 

EEG signal; and also, intra-personal factors such as mental state, making its reliability 

low.  For keystroke dynamics, it has high reliability due to the direct contact with the 

input device and feedback produced during typing. As for the proposed biometric 

modality, it has a high reliability similar to that of keystroke dynamics due to the direct 

contact of the sensor to the skin making it less likely to be interfered or obstructed, and 

also the feedback produced when performing the gesture making sure that the gesture has 

been performed correctly. 

As for security, speaker verification, keystroke sound, and signature verification 

have low security due to the original biometrics can be easily recorded or copied, and 

replayed. Although gait, keystroke dynamics, acceleration-based hand gesture can be 

physically captured or recorded, they require intensive practice for the behavior to be as 

similar as the genuine user, making them more secure than that of speaker verification 

and keystroke sound. As for EEG biometrics and proposed rhythmic hand gesture using 

EMG, they have high security due to them being not visible physically or can be hidden 

from sight during performance, which reduces the chance of impostors stealing the 

biometrics. Even though only the physical or sensor level security have been used in the 

comparison, it can also be worth mentioning that from the system level, cancellable 

biometrics can be implemented to any of the biometrics modalities in the comparison to 

improve the security. 

 

3.3 Summary 

The intention of this chapter is to examine and evaluate whether rhythmic-based dynamic 

hand gesture using EMG is a robust biometric modality. The rhythmic-based dynamic 

hand gesture that has been used to test the robustness is user-dependent rhythm, where 

the rhythmic gesture depends on the rhythm pre-defined by the user. To be robust, the 

biometric modality has to be reliable and secure, in addition convenient. Reliability 

depends on how well the performance and the permanence of the biometric modality is. 
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This can be measured with the EER of the biometric modality which can be as low as 

1.32%. As for the security, this can be measure as to how easy impostors can be accepted 

by the system as a genuine user from FAR. In the mimicking scenario, the FAR is as low 

as 10.38% which is lower than that of FAR of physiological biometrics. Moreover, the 

rhythmic gesture paired with EMG has an advantage of being nearly invisible, can be 

hidden from sight, and due to the direct contact of the EMG sensor to the skin, it can be 

difficult to be stolen physically. Finally, when compared with other behavioral biometrics, 

the EER seems to be within the range of most behavioral biometrics. Also, rhythmic 

gesture with EMG has fewer external factors as most factors occurred within the human 

due to the direct contact of EMG to the body. 
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Table 3.1: Summary results of the different scenarios, different fittings, virtual rotation, and mimicking. 

  

Condition 
Training Testing 

Rotation 
Cross 

Validation 
FAR 
(%) 

FRR 
(%) 

AUC 
(%) 

EER 
(%) (Scenarios × Fittings × Trials) 

1-1 Sit × 8 × 5 Stand × 8 × 5 No N/A 0.51 6.22 99.84 1.32 

1-2 Sit × 8 × 5 Walk × 8 × 5 No N/A 0.96 11.54 99.26 4.04 

1-3 Stand × 8 × 5 Sit × 8 × 5 No N/A 0.79 9.42 99.56 3.35 

1-4 Stand × 8 × 5 Walk × 8 × 5 No N/A 1.01 12.12 98.97 4.23 

1-5 Walk × 8 × 5 Sit × 8 × 5 No N/A 1.07 12.88 99.24 4.62 

1-6 Walk × 8 × 5 Stand × 8 × 5 No N/A 0.87 10.44 99.24 3.67 

2-1 3 × 1 × 5 3 × 2 × 5 No N/A 1.93 23.08 96.09 10.75 

2-2 3 × 5 × 1 3 × 2 × 5 No N/A 1.05 12.56 99.07 4.85 

3-1 3 × 2 × 5 3 × 2 × 5 No 3 × 2 4.34 ± 0.91 52.07 ± 10.93 96.52 ± 0.97 9.54 ± 1.47 

3-2 3 × 2 × 5 3 × 2 × 5 Yes 3 × 2 3.21 ± 0.20 38.47 ± 2.42 97.60 ± 0.91 7.13 ± 1.57 

3-3 3 × 6 × 5 3 × 2 × 5 No 4 0.65 ± 0.26 7.76 ± 3.06 99.52 ± 0.27 3.20 ± 0.95 

3-4 3 × 6 × 5 3 × 2 × 5 Yes 4 0.66 ± 0.31 7.86 ± 3.70 99.13 ± 0.86 3.22 ± 1.64 

 
Genuine + 
Impostor 

Mimic       

4-1 
3 × 8 × 5 + 
3 × 1 × 5 

1 × 1 × 5 No 4 10.38 ± 1.79 N/A N/A N/A 

4-2 
3 × 8 × 5 + 
3 × 1 × 5 

1 × 1 × 5 Yes 4 15.45 ± 3.65 N/A N/A N/A 



   
 

34 
 

Table 3.2: Comparison of behavioral biometrics with proposed rhythmic gesture 

Behavioral 

Biometrics 

Influencing Factors Advantages Limitations Performance 

(%) 

Convenience Reliability Security 

Speaker 

verification 

[64]–[67] 

• Ambient noise 

• Language and 

accent 

• Different 

language and 

accent can be 

difficult to 

mimic 

• Cannot be used in 

noisy place 

• Can be language 

dependent 

• EER: 0.86 

~ 20 

• High • Medium • Low (can 

be 

recorded) 

Signature 

verification 

[68]–[75] 

• Writing tool 

• Medium written 

on 

• Low cost • Can vary a lot 

depending on tools 

• EER: 0.1 ~ 

20 

• High • Low • Low (can 

be 

copied) 

Gait [76]–

[79] 
• Terrain 

• Clothing 

(camera-based) 

• High degree of 

freedom 

• Require large area • EER: 2.2 ~ 

20 

• Low • Low • Medium 

(able to 

capture 

but 

require 

training) 

Keystroke 

dynamics 

[80]–[83] 

• Typing tools 

• Key layout 

• Can be used 

with convention 

keyboard or 

touch screen 

• Layout of keys or 

text to be typed can 

affect performance 

• EER: 0.25 

~ 17 

• High • High • Medium 

(able to 

capture 

but 

require 

training) 

Keystroke 

sound [84], 

[85] 

• Typing tools 

• Key layout 

• Ambient noise 

• Uses 

conventional 

keyboard 

• Dependent on the 

keyboard 

• Changes in text can 

affect performance 

• EER: 4 ~ 

20 

• Medium • Medium • Low (can 

be 

recorded) 
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EEG 

biometrics  
• Mental state 

• Eye movement 

• Unforgeability • Low spatial 

resolution (i.e., 

requires many 

electrodes) 

• EER: 0.39 

~ 35 

• Low • Medium • High 

(cannot 

be seen) 

Acceleration-

based hand 

gesture [6], 

[86]–[89] 

• Motion artifact 

• Temperature 

• Gravitational 

artifact [51] 

• High degree of 

freedom 

• Movement 

constraint 

• EER: 2 ~ 6 • Medium • Medium • Medium 

(able to 

capture 

but 

require 

training) 

Proposed 

rhythmic 

hand gesture 

using EMG 

• Anatomical 

factors [56] 

• Motion artifact 

• Can be hidden 

from sight 

• No standard 

electrode 

placement 

• EER: 1.3 ~ 

10 

• Medium • High • High 

(can be 

hidden) 
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Chapter 4 

One-time rhythm 

4.1 What is one-time rhythm? 

One-time rhythm is a technique similar to OTP where different rhythms will be generated 

when authentication is required. The user will be asked to perform the generated rhythm 

and the system will compare whether the rhythmic gesture matches the generated rhythm. 

But one distinct different from OTP is that, one-time rhythm also implements behavior 

recognition into the rhythmic gesture. This means that even if the rhythmic gesture 

matches the generated rhythm, if the behavior does not match to that of the intended user, 

the authentication system will deem it as an impostor. 

Since OTP is also known as dynamic password [13], [14], meaning it changes 

every time when a user request for a password. Since this technique is also brought 

towards one-time rhythm, the later part of one-time rhythm is behavioral recognition, this 

makes one-time rhythm a dynamic × dynamic authentication. This means that one-time 

rhythm in theory should be more difficult to break into by impostors. 

Figure 4.1 illustrated the flowchart of both OTP and one-time rhythm. Both 

processes are similar except one-time rhythm includes an extra step which is behavior 

recognition (check behavior). Although behavior recognition is an extra step in the 

process, it does not require any extra input or action from the user as the behavior is 

always incorporated with the rhythmic gesture. 

An experiment has been designed to test out how well one-time rhythm works in 

terms of rhythm recognition and behavior recognition. To do so, first rhythm has to be 

generated. Instead of auto-generated rhythms, 8 different rhythms have been devised to 

test out how different beats, tempo, and length of rhythms affect rhythm recognition. 

These rhythms can be of either visual cues or auditory cues.  
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Figure 4.1: Flowchart of OTP and one-time rhythm 

 

4.1.1 External visual and auditory cues 

Unlike user-dependent rhythm which the rhythm is produced in the brain, generated 

rhythm should be produced onto a certain medium so the user is able to shadow the 

generated rhythm.   

Different musical notes are used to test out whether the notes can be suitable to be 

used for rhythmic gesture. Different tempos have also been implemented to study whether 

there are any effects in both the rhythm recognition and behavior recognition. It is 

speculated that the speed and the length of each beat can affect the rhythm recognition as 

this is dependent on a person’s reaction speed and a person’s perception of the length of 

each beat. But these effects also help distinguish the behavior of each and every individual. 
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Figure 4.2 Rhythms used for one-time rhythm 
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Figure 4.2 shows the different 8 rhythms used throughout the experiment for one-

time rhythm. All of them are considered different rhythms. Definition of different rhythm 

is even though some have the same arrangement of notes or the same patterns, they can 

have different tempos. For example, in Figure 4.2, Rhythm #1 and Rhythm #2 have the 

same pattern but the beats per minute (BPM) are 120 bpm and 130 bpm respectively; 

Rhythm #4 and Rhythm #5 have the same pattern but the BPM are 120 bpm and 180 bpm 

respectively; Rhythm #6 and Rhythm #7 have the same pattern but the BPM are 120 bpm 

and 170 bpm respectively. The chords shown in Figure 4.2 are the rhythm from their 

original melodies. These rhythms with the chords were only used to play as auditory cue 

to the participants during the experiment. However, when the rhythms were used to 

compare with the rhythmic gesture in the system, they were converted into one single 

pitch, i.e., all the notes’ pitch in each rhythm are change to higher pitch of C6. This is 

because when using lower pitch, the signal produce from the melody has lower 

attenuation (slow decay in musical term). Whereas rhythmic gesture using EMG signal 

has high attenuation after each note or beat. The lower attenuation in signal can cause 

lower segregation of each note or beat after being applied with integration of signal or 

Butterworth low-pass filter, causing a high mismatch with the rhythmic gesture of the 

same rhythm. The higher pitch was not used as auditory cue as it can cause discomfort to 

some people. 

 

4.1.2 Experimental setups 

A total of 7 male participants, ranging between the age of 24 and 30, participated in the 

experiment. Participants suffering from physical disabilities, pain, and diseases causing 

potential neural damage, systemic illnesses, language problems, hearing or speech 

disorders, and mental disorders were excluded. The experiment required all the 

participants to shadow the same 8 different rhythms. Each rhythm consisted of 5 trials 

and were randomly performed throughout the experiment. Although all the rhythms were 

not presented to the participants before the experiment, there were no guarantees that the 

participants had not known the rhythms beforehand as some rhythms are popular rhythms. 

All the rhythms were accompanied with visual and auditory cues. The visual cues 

are in video form where a screenshot of it is shown in Figure 4.3. 
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Figure 4.3: Screenshot of the visual cues for one of the rhythms that shows the first 

movement (left), musical notes (top right), and patterns (top left). 

In Figure 4.3, there are three different views of visual cues as different users can 

have different preferences when trying to shadow and match the rhythmic patterns. The 

fist view shows how the fist clenches and relaxes with the beat of the rhythm. The vertical 

line in both musical notes and patterns will move from left to right as the rhythm is being 

played. While the visual cue is being played, the auditory cue is also played 

simultaneously matching the rhythm shown in the visual cue. 

All participants were asked to shadow the rhythms in front of a display wearing a 

headphone while seated. All the participants were asked to use only their right hand to 

perform the rhythmic gesture. Their forearms had all be asked to place on the table and 

maintained the location for the entirety of the experiment. These measurements were 

taken to avoid inconsistency in the signal collected from the forearm muscles. 

 

4.2 Rhythm and Behavior 

4.2.1 Rhythm recognition 

To authenticate using one-time rhythm, the system first needs to match the rhythmic 

gesture by the user to the generated rhythm, similar to that of OTP which matches the 

password input by the user to the generated password. Unlike OTP which only matches 

character by character in the correct order, rhythm requires more than just matching beat. 

Rhythm in music consists of beat, tempo, pitch, and amplitude; whereas rhythm 

produced using EMG consists of beat, tempo, and amplitude, in addition to signal noise.  
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Since it is impossible to control the pitch through EMG, each generated rhythm 

will be using only one pitch. Also, amplitude of the rhythmic gesture from EMG can be 

difficult to match with that of the generated rhythm as it is subjected to how much power 

the user produced by contracting their muscles while performing each beat. This can be 

easily affected by how strong or weak an individual is. Therefore, the signal of both 

generated rhythm and rhythmic gesture from EMG will be converted to binary – 0 for rest 

or absence of sound, 1 for beat or presence of sound.  

To convert both the generated rhythm and rhythmic gesture to binary, the raw 

signal from both generated rhythm and rhythmic gesture are first filtered using integration 

of signal. The integrated time for every signal has been set to 32 Hz. This is because the 

shortest note used in the experiment is eighth note or 8 Hz, and it is split into 4 parts 

enable the definition of where the note starts and ends. After the integration, the mean of 

the entire integrated signal will be used as the threshold to define the conversion to binary 

signal. Hence, any signal above the threshold will be turn into 1 and any signal below the 

threshold will be turn into 0. The process of converting raw rhythmic gesture signal into 

binary signal has been illustrated in Figure 4.4. During the conversion to binary signal, 

the initial point of the signal will start from the first beat of the rhythm. This is to align 

the signal starting point of both generated rhythm and rhythmic gesture. 
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Figure 4.4: Conversion from raw rhythm signal to integration of signal to binary signal. 
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To find whether one thing is the same or similar to another, similarities or 

dissimilarities between these two things have to be established to confirm the matches. 

Levenshtein distance is a technique to find the dissimilarity between two sequences. 

Levenshtein distance measures the distance or dissimilarity between two sequences using 

the cost of operation to convert one series to another. There are 3 different operations, 

delete, insert, and replace, and the algorithm of Levenshtein distance is as follows: 

𝐿𝑒𝑣(𝑖, 𝑗) = min {

1 + 𝐿𝑒𝑣(𝑖 − 1, 𝑗)
1 + 𝐿𝑒𝑣(𝑖, 𝑗 − 1)

𝑑𝑖𝑓𝑓(𝑖, 𝑗) + 𝐿𝑒𝑣(𝑖 − 1, 𝑗 − 1)
        

𝑑𝑒𝑙𝑒𝑡𝑒

𝑖𝑛𝑠𝑒𝑟𝑡

𝑟𝑒𝑝𝑙𝑎𝑐𝑒
 

An example of Levenshtein distance applied to two different binary signals is shown in 

Figure 4.5, where the deletion, insertion, or replacement of the signal value has an 

operation cost of 1. The lower the total cost, the lower the dissimilarity. 

 

Figure 4.5: Example of Levenshtein distance for finding lowest cost from Signal #1 to 

Signal #2 where the minimum cost is 3. 
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In signal processing, a well-known method in determining similarity between two 

signals is cross-correlation [90]. Cross-correlation measures the similarity of two series 

by sliding dot product. This means that one signal is sliding through another signal while 

scanning for the highest level of correlation between them. 

When only using one of the methods in analysis, some weaknesses in the 

measurements have been found in recognizing the binarized rhythmic gesture to the 

binarized generated rhythm. By using only Levenshtein distance, different rhythms with 

similar number of peaks at different tempo can produce low cost. This means that by 

performing different rhythm from the generated rhythm can be considered as the same as 

the generated rhythm by the system. Whereas using only cross-correlation, if the rhythmic 

gesture is able to “cover” the area under the graph of the generated rhythm, the algorithm 

will consider the rhythmic gesture to have maximum similar to the generated rhythm as 

shown in Figure 4.6, where Signal #2 is able to “cover” all the area under Signal #1 which 

will output the same value as when comparing Signal #1 with Signal #1. 

 

Figure 4.6: Cross-correlation shortcoming where both signals have maximum similarity 

Therefore, I have proposed a method which combine both Levenshtein distance 

and cross-correlation. This can result in a much more optimal measurement in terms of 

recognizing binary rhythm signal. The equation for combining both Levenshtein distance 

and cross-correlation is as follows: 

𝑁𝑆𝐿𝑒𝑣 = 1 −
𝐿𝑒𝑣

𝑁𝑔𝑟
, 𝑖𝑓 𝐿𝑒𝑣 < 𝑁𝑔𝑟 

where 𝑁𝑆𝐿𝑒𝑣 is the normalized similarity of the generated rhythm and rhythmic gesture 

using Levenshtein distance. 𝑙𝑒𝑣  is the total operation cost output by the Levenshtein 

distance between two different signals. 𝑁𝑔𝑟  is the total sample size of the generated 

rhythm. If the 𝐿𝑒𝑣  is greater than 𝑁𝑔𝑟 , then the generated rhythm and the rhythmic 

gesture can be deemed as completely different. Thus, the rhythmic gesture has to be 

rejected as impostor. 
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𝑁𝑆𝑐𝑐 =
𝑆𝑖𝑚𝑖𝑙𝑎𝑟𝑖𝑡𝑦ℎ𝑖𝑔ℎ

𝑆𝑖𝑚𝑖𝑙𝑎𝑟𝑖𝑡𝑦𝑚𝑎𝑥
, 𝑖𝑓 𝑆𝑖𝑚𝑖𝑙𝑎𝑟𝑖𝑡𝑦𝑚𝑎𝑥 > 0 

where 𝑁𝑆𝑐𝑐 is the normalized similarity of the generated rhythm and rhythmic gesture 

using cross-correlation. 𝑆𝑖𝑚𝑖𝑙𝑎𝑟𝑖𝑡𝑦ℎ𝑖𝑔ℎ is the highest value output from cross-correlation 

of two different signals. 𝑆𝑖𝑚𝑖𝑙𝑎𝑟𝑖𝑡𝑦𝑚𝑎𝑥  is the maximum value output from cross-

correlation of the same signal. If the 𝑆𝑖𝑚𝑖𝑙𝑎𝑟𝑖𝑡𝑦𝑚𝑎𝑥 equals to 0, it means that there is no 

signal from the generated rhythm.  

𝑆𝑖𝑚𝑖𝑙𝑎𝑟𝑖𝑡𝑦𝑝𝑝 = 𝑁𝑆𝑙𝑑  × 𝑁𝑆𝑐𝑐 

where 𝑆𝑖𝑚𝑖𝑙𝑎𝑟𝑖𝑡𝑦𝑝𝑝 is the proposed similarity algorithm. The proposed algorithm uses 

the product rule of score-level fusion to calculate the estimation similarity of the 

generated rhythm and rhythmic gestures using Levenshtein distance and cross-correlation, 

which both methods’ similarity outcomes are independent from each other. result should 

range from 0 to 1, where closer to 0 indicates low similarity, and closer to 1 indicates 

higher similarity, if and only if 𝑁𝑆𝐿𝑒𝑣 is greater than 0. If the 𝑁𝑆𝐿𝑒𝑣 is lower than 0, then 

it is not required to apply the proposed equation as Levenshtein distance has already 

confirmed that the rhythmic gesture is totally different from the generated rhythm. 

Because both methods’ similarity outcomes are independent from each other, if one of 

the methods failed to find any similarity, i.e., normalized similarity of 0, then there should 

not be any similarity from the proposed algorithm. With this, the proposed algorithm 

similarity outcome can be seen as more reliable. This is also shown in Figure 4.9 where 

the EER of the proposed algorithm is 12% which is lower than the EER of Levenshtein 

distance and cross-correlation, which are 18% and 23% respectively. 

 

Figure 4.7: FAR, FRR, and EER graph of Levenshtein distance 
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Figure 4.8: FAR, FRR, and EER graph of cross-correlation 

 

Figure 4.9: FAR, FRR, and EER graph of proposal 

Throughout the experiment, it has been discovered that difficult patterns, such as 

but not limited to short burst beats, and long beats shown in Figure 4.10 (b) can result in 

lower TAR. These are very dependent on how different users can react to how notes are 

being played and also the limitation in the sampling rate of the Myo Armband which is 

only 200 Hz. These notes were included in rhythm #1, #2, #6, and #7 in Figure 4.2. 

Rhythm #1 and #2 use both aforementioned notes; whereas rhythm #6 and #7 
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implemented with long beats. The TAR for the rhythm recognition can drop to as low as 

37.14% when these notes are implemented to the rhythm using the proposed algorithm. 

Thus, it is recommended to use simple pattern such as but not limited to half-note, 

quarter-note, and eighth-note shown in Figure 4.10 (a). Long rest or pauses are also 

recommended to be avoid as these notes can cause no behavior in rhythmic gesture since 

at rest, rhythmic gesture signal stays flat at 0. As for the difference in BPM with same 

pattern of notes, rhythm #1 and rhythm #2 with 10bpm difference was very difficult to be 

distinguish by the system. It means that generated rhythm of rhythm #1 has high similarity 

with rhythmic gesture of rhythm #2, and vice versa. Whereas, rhythm #4 and rhythm #5, 

and rhythm #6 and rhythm #7, with difference of 60bpm and 50bpm respectively, were 

able to be distinguished by the system. 

 

Figure 4.10: Notes recommended to use (a) and notes to avoid (b) in generating rhythm 

 

4.2.2 Behavior recognition 

The sliding windows technique is used because smaller window size can extract signal 

waveform feature from the global signal waveform. Window size acts like a high pass 

filter where subject oriented features can be observed from high frequency region. The 

subject oriented feature is the behavior of the subject and is hypothesized to be relatively 

unique. Sliding the window and overlap with the previous window acts as a low frequency 

feature. This helps the neural network to learn the connection between the windows 

during the training phase. In short, subject oriented feature is in the high frequency 

domain which can be observed through the segmentation into smaller window size; 

whereas the entire rhythm is in the low frequency domain which can be observed through 

the sliding and overlapping of windows. The system observed the summation of these 

two domains with the sliding windows technique. 

In my research prior to one-time rhythm, it has been confirmed that even when 

performing the same or similar rhythmic gesture, the system is able to distinguish user 

based on their behavior through the use of sliding windows technique. In that experiment, 

all the participants were asked to perform 50 trials of the same rhythm illustration in 

Figure 4.11. 10-trial data were used for training, whereas the remaining 40-trial data were 

used for testing. The window sample size was set to 600 and the sliding sample value was 

set to 1 sample per slide which is illustrated in Figure 4.12. The TAR has achieved at least 

91 % which is shown in the confusion matrix of Figure 4.13.  
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Figure 4.11: Rhythm used in the experiment prior to one-time rhythm research. 

 

Figure 4.12: Window size and sliding window technique used in rhythmic gesture data. 
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Figure 4.13: Confusion of same rhythmic gesture over 7 different participants. 

The rhythmic gesture EMG signals are first filtered using second-order 

Butterworth low-pass filter. They are then resampled using linear interpolation to 1200 

samples before implementing the window method and sliding windows technique. 

The window method and sliding window technique is not only used as generating 

samples of sequences but also acting as a high pass filter that is used for detecting subject-

dependent features. This means that the main purpose of using a shorter window length 

is to exclude full-length features of the rhythmic gesture which exist on the lower 

frequency band of the signal. In a rhythmic gesture, the frequency contains full-length 

features of the rhythmic gesture, musical note features, and subject-dependent features, 

as illustrated in Figure 4.14. The vertical axis of spectral power is applied to the dashed 

line, where the blue dashed line is the spectral power of full-length rhythmic gesture, the 

green dashed line is the spectral of musical note, and the orange dashed line is the spectral 

power of user-dependent features; whereas the vertical axis of gain is applied to the thick 

semi-transparent line, which represents the filtered gain value, where the blue thick semi-

transparent line is the gain of window length of 1200 samples, and orange thick semi-

transparent line is the gain of window length of 200 samples. The full-length rhythmic 

gesture features can be seen to be excluded (red area) when shorter window length of 200 

samples is being applied. 
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Figure 4.14: Shorter window length excludes the full-length rhythmic gesture features 

marked with red area. 

 

 

Figure 4.15: The segregation using mean value of full-length rhythmic gesture features, 

musical note features and subject-dependent features on the rhythmic gesture 

When the window size or length of the window used is optimal, it can segregate 

the higher frequency bandwidth, which contains the subject-dependent features from the 

lower frequency bandwidth, which is the full length of the rhythmic gesture features as 

illustrated in Figure 4.15. This can be written with the equation: 
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𝑓𝑔𝑚𝑒𝑎𝑛
<  𝑓𝑤𝑚𝑒𝑎𝑛

  

where 𝑓𝑔𝑚𝑒𝑎𝑛
 is the mean value frequency of the lower frequency bandwidth, which is the 

full rhythmic gesture, and 𝑓𝑤𝑚𝑒𝑎𝑛
  is the mean value frequency of the higher frequency 

bandwidth which contains subject-dependent features. So, if the mean value frequency of 

the higher frequency bandwidth that contains the subject-dependent features is larger than 

the mean value frequency of the lower frequency bandwidth which contains the full-

length rhythmic gesture, then the system is able to easily extract the subject-dependent 

features through the use of the smaller window size. If the window length is too large, the 

mean value of higher frequency bandwidth and the mean value of lower frequency 

bandwidth getting closer which increase the difficulty to segregate, making it difficult to 

extract the subject-dependent features from the rhythmic gesture. 

Figure 4.16 shows that when using smaller window size, i.e., 200-sample window, 

the acceptance rate of authenticate the genuine user – TAR, increase drastically from that 

of using full-length rhythmic gesture. 

 

Figure 4.16: TAR of full-length rhythmic gesture and 200-sample window 

Sliding window technique is used to observe the change in local spectral of the 

windowed signal. Sliding window value determines how high or low the frequency 

bandwidth can be detected. The lower the sliding value, the denser the time domain 

between two consecutive windows, which delivers a constraint to extract user-dependent 

features in higher frequency part; whereas, the higher the sliding value means to give 

constraint sparsely in the time domain between two consecutive windows, which allows 
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to fit lower frequency part that contains less user-dependent features as compared to full 

gesture features. This means that lower sliding value of 1 sample will detect higher 

frequency better than that of higher sliding value of 200 samples with the same window 

length consequently. 

The lowest sliding window value which has a sliding value of 1 can be seen in the 

equation: 

𝐸(|𝑓(𝑤𝑖)|) = 𝐸(|𝑓(𝑤𝑖−1)|) 

where 𝐸(|𝑓(𝑤𝑖)|) is the power spectrum of the current window, 𝐸(|𝑓(𝑤𝑖−1)|) is power 

spectrum of the window one sliding value forward or “next to” the current window, and 

𝐸 is the operator to obtain the expected power spectrum of the series of |𝑓(𝑤𝑖)|. This 

equation shows that the sliding window value is denser. 

The power spectrum of higher sliding window value which is larger than 1 can be seen in 

the equation: 

𝐸(|𝑓(𝑤𝑖)|) = 𝐸(|𝑓(𝑤𝑖−𝜕)|), 𝜕 > 1 

where 𝐸(|𝑓(𝑤𝑖)|) is the power spectrum and phase spectrum of the current window, 

𝐸(|𝑓(𝑤𝑖−𝜕)|) is the power spectrum and phase spectrum of the window 𝜕 sliding value 

forward the current window, 𝜕 is the term of cyclic signal, and 𝐸 is the operator to obtain 

the expected power spectrum of the series of |𝑓(𝑤𝑖)|. This equation shows that the sliding 

window value is sparser than the sliding window value of 1. 

The sliding values are tested at a shifting rate of 1200 samples with window size of 

1200 samples (full-length rhythm), and 200 samples, 100 samples, 50 samples, 20 

samples and 1 sample with window size of 200 samples (window method), listed out in 

Table 4.1. The sliding windows of 200 samples has no overlapping; whereas 100, 50, 20, 

and 1 sample(s) will produce overlapping of the windows. This overlapping helps to 

prevent discontinuity between two consecutive windows. This means that the 

conditionality of the sliding window method with no overlap interval is that time-series 

causality between different windows is not or is unable to be learned, i.e., time-series 

causality between different windows does not contribute to the distance in the signal space. 

Figure 4.17 illustrates the sliding window technique and its terminology.  

As illustrated in Figure 4.18 and Figure 4.19, smaller window size paired with 

smaller sliding value and overlapping significantly increases the TAR of user recognition 

through their behavior. As sliding window shift at a lower rate, the TAR also increases. 

This is because the lower the rate of shifting, the higher the subject-dependent features 

can be observed. These subject oriented features are the unique behavior that the user 

projects. When there is no overlapping during the sliding window, the TAR is lower. This 

also helps to confirm that overlapping of windows helps observe the continuity of the 

behavior better. Therefore, the analysis of the behavior recognition has been conducted 

with window size of 200, sliding value of 1 with overlapping. 
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Table 4.1: List of window size, sliding value of window, and overlapping of window 

being tested. 

X-axis 
Window size 

(sample) 
Sliding value 

(sample) 
Overlapping 

Full gesture 1200 1200 No 

200 200 200 No 

100 200 100 Yes 

50 200 50 Yes 

20 200 20 Yes 

1 200 1 Yes 

 

 

Figure 4.17: Window size, sliding value, and overlapping of window 
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Figure 4.18: TAR of behavior recognition through different window size and overlapping, 

where training data consist of 7 rhythm gestures and testing consist of 1 rhythm gesture 

not available in the training data. 

 

Figure 4.19: TAR of behavior recognition through different window size and overlapping, 

where training data consist of 1 rhythm gesture and testing consist of 7 other rhythm 

gestures not available in the training data. 
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As aforementioned, from the previous experiment, it has been established that even 

when using the same rhythmic gestures, the system was still able to distinguish users 

through their behavior. But how well can different rhythmic gestures perform – in terms 

of rhythm used for testing is totally different from rhythm used for training, has not been 

discussed. A comparison of same rhythm against different rhythms or as being known in 

this dissertation – one-time rhythm has been evaluated as shown in Figure 4.20. Note that 

the same rhythm data in the current experiment is a new set of data different from that of 

the previous experiment. 

From the experiment setup, there were a total of 8 different rhythms used. Each 

rhythm contains 5 trials. In the same rhythm evaluation, all 8 different rhythms and 4 of 

the trials in each rhythm were used as training data; whereas the remaining 1 trial was 

used as testing data. Cross-validation has been implemented resulting in 40 sample results 

produced. 

As for one-time rhythm, 4 of the total 8 different rhythms with 4 of the trials in 

each of the 4 rhythms were used as training data; whereas the 1 trial from one of the 

remaining 4 rhythms was used as testing data. Combination algorithm has been used to 

rearrange the training data and testing data throughout the evaluations, resulting in a total 

of 1400 sample results. 

As for data processing, neural network from the TensorFlow Keras Sequential 

model was used to predict the result. The setup of the neural network is 8 inputs, which 

are the 8 different channels of the EMG sensors of each gesture, 10 hidden layers with 

100 nodes for each layer, and 20 epochs. The loss function used is categorical cross 

entropy, the optimization function used is ADAM, and the batch size used in the training 

phase is 1000. 

The similarity or dissimilarity of the features extracted from the window method is 

being computed using neural network. The neural network used is similar to that of the 

user-dependent rhythm which output the estimation value or probability on all the label. 

The rhythmic gesture is first split into smaller window chunks using the window method 

and the sliding window technique. The total number of window chunks for each rhythmic 

gesture can be obtained using the equation: 

𝑊𝐶 =
(𝑆𝑆𝑅𝐺 − 𝑆𝑆𝑊𝑆)

𝑆𝑉
+ 1 

where 𝑊𝐶 is the total window chunks, 𝑆𝑆𝑅𝐺 is the sample size of one rhythmic gesture, 

𝑆𝑆𝑊𝑆 is the sample size of window size, and 𝑆𝑉 is the sliding value of sliding window. 

Labels are given to each window chunks, i.e., from 1 to 7 as there are a total of 7 

participants, before the training and testing phase, and after the testing phase, an 

estimation will be output by the neural network ranging from 0 to 1. The highest 

estimation value will be selected as having the highest similarity. One difference from 

that of user-dependent rhythm is the estimation output does not reflect the entirety of a 

rhythmic gesture, but instead the window chunks of the rhythmic gesture and are 
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independent from each other. The estimations of all the window chunks of a rhythmic 

gesture are then added up to predict which participant does the rhythmic gesture belongs 

to by using the “winner-take-all” method. For example, a rhythmic gesture is divided into 

20 window chunks; after testing, the prediction output 15 of the 20 window chunks to be 

label 1, i.e., participant #1, and by using the “winner-take-all” method, the resulting 

rhythmic gesture will be predicted as participant #1’s rhythmic gesture. And if the label 

in the tested rhythmic gesture is labeled as 1, then it has been correctly matched, else if 

the label is not 1, then it is wrongly matched. 

 

Figure 4.20 Comparison of average TAR and deviation of same rhythm and one-time 

rhythm. 

Even though the TAR and its deviation seem similar, it can still be argued that the 

sample from each result can vary significantly. Thus, ANOVA has also been used to 

evaluate whether the samples within each result differs significantly. 

A one-way ANOVA has been performed and shown in Table 4.2(b) to compare 

the effect of same rhythmic gesture and one-time rhythmic gestures on TAR. The one-

way ANOVA revealed that there is no significant difference in mean TAR between same 

rhythm and one-time rhythm (F(1, 1438) = [1.8633], p = 0.1725): 

• P-value > alpha, 0.1725 > 0.05 

• F-value < F-critical, 1.8633 < 3.8479 
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Table 4.2 (a): Summary data for one-way ANOVA 

Summary 

Groups Samples Sum Average Variance 

Same Rhythm 40 37.4797 0.9370 0.0027 

One-time Rhythm 1400 1294.9586 0.9250 0.0030 

Table 4.2 (b): One-way ANOVA on same rhythm and one-time rhythm 

One-way ANOVA 

Source of 
Variation 

Sum of 
Squares 

df 
Mean 

Square 
F P-value F-crit 

Between 
Groups 

0.0056 1 0.0056 1.8633 0.1725 3.8479 

Within Groups 4.3379 1438 0.0030    

Total 4.3435 1439     

Lastly, a threshold should be applied to the behavior recognition to either accept 

the rhythmic gesture being performed by the genuine user or reject the rhythmic gesture 

as being performed by impostor. 

 

4.2.3 Rhythm Recognition × Behavior Recognition 

Combining both rhythm recognition with behavior can help strengthen the security of the 

system. To first recognize rhythm, the user will have to own certain device to be able to 

generate a rhythm under a unique token. This can be considered as ownership factor. If 

the device is stolen or the token is compromised, impostor will be able to generate a 

rhythm using that unique token, an authenticate as the genuine user. But by implementing 

the behavior recognition, even if rhythm recognition is accepted by the system, since the 

generated rhythm matches the rhythmic gesture, the behavior of who performed that 

rhythm can be very different, resulting in impostors unable to be authenticated by the 

system. This behavior is the inherence factor. Therefore, rhythm recognition and behavior 

recognition are a multi-factor authentication without extra actions from the user as 

compare that to convention OTP. 

The overall performance metric of one-time rhythm is a score-level fusion using 

the product rule on the performance metric of proposed similarity in rhythm recognition 

and the performance metric of rhythmic gesture behavior from behavior recognition. The 

equation is as followed: 

𝑃𝑀𝑜𝑎 = 𝑃𝑀𝑝𝑠 × 𝑃𝑀𝑏ℎ 
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where 𝑃𝑀𝑜𝑎  is the overall performance metric, 𝑃𝑀𝑝𝑠  is the performance metric of 

proposed similarity, and 𝑃𝑀𝑏ℎ  is the performance metric of the rhythmic gesture 

behavior. The performance metric is TAR, FAR, and EER. The overall performance of 

one-time rhythm uses product rule because the performance of rhythm recognition 

outcome and behavior recognition outcome are independent from each other. 

Since one-time rhythm is proposed to reduce the chance of being accessed by 

impostor, the overall FAR is improved through the equation. For example, FAR of rhythm 

recognition is 0.1 and FAR of behavior recognition is 0.1, then the overall FAR of one-

time rhythm is reduced to only 0.01. But this also brings drawback to the overall TAR. 

For example, TAR of rhythm recognition is 0.9 and TAR of behavior recognition is 0.9, 

the overall TAR of one-time rhythm will be 0.81. This means that one-time rhythm 

improves the security by reducing the chance of impostor from authenticate as genuine 

user but at the cost of lowering the chance of genuine user being accepted. This use case 

is highly important in public domain such as workspace, public devices, confidential data, 

and others. 

 

4.2.4 No learning curve required for users 

Since one-time rhythm generates a new rhythm every time, the rhythms can be 

unfamiliarized to the users. This unfamiliarity usually affects the performance of the user 

in what they are doing. Usually when introduced with a new technique or technology, 

there could be a requirement for the users to practice and increase the experience of using 

the technique or technology in order to increase the performance or the proficiency of 

using the them. For example, when first typing on a keyboard, user can have low 

performance in typing but with some practice, the performance can be improved. This 

relation between the performance and the amount of practice is known as learning curve. 

In rhythmic gesture, the definition of learning curve is with repetitive practice of 

the same rhythm, users should have learned the rhythm sufficiently to improve their 

performance in performing in that particular rhythm. In the one-time rhythm experiment, 

each rhythm has been performed and recorded five times from each participant. This 

means that on the fifth trial of performing the same rhythm, the performance, i.e., TAR 

should have increased significantly as compared to the TAR on the second trial. For 

example, the TAR of Rhythm #1 in the fifth trial should be higher than that of Rhythm 

#1 in the second trial. This is because in the fifth trial, the users have learned Rhythm #1 

five times, whereas during the second trial, the users have only learned Rhythm #1 for 

the second time. 

In Figure 4.21, T# indicates the trial number, thus T1 indicates trial number 1; 

whereas T1-T2 indicates trial number 1 being used as enrollment, and trial number 2 

being used as probe. This means that in T1-T2, user has only learned the rhythm for the 

second time; whereas in T4-T5, user has already learned the rhythm for the fifth time. 

Supposedly, as trials proceed, the users should be more proficient to the rhythm and 
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should have produced higher performance. However, the trend of TAR shown in Figure 

4.21 does not change significantly as the trials proceed; in fact, when trial number 1 was 

used as training data, trial number 2 as testing data, produced the highest TAR as 

compared to later trials. This means that even without repetitive practice, which is the 

case in one-time rhythm, it should not be detrimental to the TAR of the biometric system. 

 

Figure 4.21: Average TAR of consecutive trials 

 

4.3 User-dependent rhythm versus one-time rhythm 

From Chapter 3, each user creates their own rhythm, which is known as self-

dependent rhythm; whereas in Chapter 4, a distinct rhythm is being generated by the 

system every time at the beginning of the authentication process, one-time rhythm. Both 

techniques have their advantages and disadvantages. 

User-dependent rhythm: 

• Advantages: 

o Convenient – from user memory, does not require extra generator. 

o Less computation power – Uses full gesture to authentication, no smaller 

size window and sliding window technique required. 

• Disadvantages 

o Unable to fully utilized subject-dependent features – Difficult to 

implement sliding window due to chance of long pauses in rhythm created 

by the user. These pauses from the signal point of view are usually flat 

lines close to 0 which contains no subject-dependent features. 
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o Less secure – Chance of being stolen and practiced since the rhythm used 

is always the same. 

One-time rhythm: 

• Advantages: 

o Able to use different rhythms 

o Able to utilized subject-dependent features – sliding window technique 

can be used to detect subject-dependent features as generated rhythm can 

be programmed to remove inconsistency and unwanted long pauses in the 

rhythm. 

o Lower chance of being stolen or mimic – the rhythm is always different 

• Disadvantages of one-time rhythm: 

o Less convenient – requires generator and an additional step for the user to 

perform in the authentication process 

o Higher computational power – it uses smaller window size and sliding 

window technique 

Based on the aforementioned advantages and disadvantages, it can be concluded 

that user-dependent rhythm can be used in private scenarios, such as personal devices or 

home; whereas one-time rhythm can be used in a less private scenarios such as building 

entrance that can require higher security measures. Of course, one-time rhythm can also 

be used in the same scenario as user-dependent rhythm, as long as the user does not mind 

the hassle of performing extra steps in the authentication process that is generating and 

shadowing the rhythm. 

 

4.4 Summary 

One-time rhythm has been proposed to increase difficulty in stealing or mimic rhythmic-

based dynamic hand gesture. One-time rhythm generates different rhythms every time 

when a user starts the authentication process. One-time rhythm uses both rhythm 

recognition and behavior recognition to complete the authentication process. Because the 

rhythm is always different, similar to that of OTP where the password is dynamic, the 

rhythm recognition is considered as a dynamic too. And as mentioned, behavior is always 

different thus making it also dynamic. Consequently, one-time rhythm is a dynamic × 

dynamic authentication, which in theory difficult to be stolen or mimic as two methods 

are not always the same. 

For the rhythm to be recognized, both the generated rhythm and the rhythmic 

gesture will first be converted to binary signal. Through binary signal, a proposed 

similarity algorithm which combines both Levenshtein distance and cross-correlation has 



   
 

61 
 

been applied to find the similarity between the generated rhythm and rhythmic gestured. 

If the results from the proposed algorithm is over the threshold set in place, the rhythmic 

gesture will be deemed similar to the generated rhythm, and vice versa. 

After the rhythmic gesture is able to match with the generated rhythm, the system 

will then proceed to evaluate the behavior of the rhythmic gesture. Smaller window size 

and sliding window technique has been implemented to detect subject dependent feature. 

Higher value in result will likely deem the rhythmic gesture is being performed by the 

genuine user; in contrast, lower value in result will likely deem the rhythmic gesture as 

impostor. The overall performance of one-time rhythm is the score-level fusion using 

product rule on rhythm recognition and behavior recognition. From the equation, it can 

be seen that the FAR greatly reduces with the drawback of reducing the TAR of genuine 

user being accepted too. This also indicates that one-time rhythm can be more suitable to 

be use in public domain or devices.  

Lastly, it is also demonstrated that there is no learning curve for user to shadow a 

generated rhythm. The TAR does not depend on how many times the user has performed 

the rhythmic gesture. This means that even when new rhythm is generated and the user 

has never done the rhythm before, they will still be able to perform the rhythmic gesture 

with acceptable result. 
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Chapter 5 

Conclusion 

Rhythmic-based dynamic hand gesture with electromyography (EMG) has proven to be 

a robust in terms of reliability, and security. When comparing with other behavioral 

biometrics, rhythmic-based dynamic hand gesture with EMG has less external or outside 

factors affecting the performance of the biometric modality due to the direct contact of 

the EMG sensors to the skin. This means that there is a lower chance of failure-to-acquire 

(FTA) and failure-to-enroll (FTE) too. This direct attachment also increases the difficulty 

for a third person to perform measurement. Rhythmic gesture does not require space to 

perform resulting in the ability to be hidden while performing, in addition to perform even 

when the hands are busy. Based on the aforementioned, it proves that rhythmic-based 

dynamic hand gesture with EMG can be more reliable and secure than other biometrics 

qualitatively. 

As for quantitatively, reliability and security can also be seen from self-dependent 

rhythm with EER of as low as 1.32 % and is considered low when compared with other 

behavioral biometrics shown in Table 3.2. Physiological biometrics is popular in terms 

of authentication due to its convenience but it is not without any fault. This is especially 

when it comes to being compromised or stolen. As mentioned, physiological biometrics 

is hardly changeable. Rhythmic-based dynamic hand gesture depends on the behavior of 

the user, therefore even if the rhythm is known or stolen, impostor is still unable to be 

authenticated as genuine user due to the difference in how the rhythmic gesture is being 

performed. This has been shown when one of the experiments simulated rhythm being 

compromised or stolen, rhythmic-based dynamic hand gesture has low FAR of (10.38 ± 

1.79) % as compared to compromised physiological biometrics such as fingerprint which 

has FAR of over 60 % [1]. 

One-time rhythm has also been proposed, where different rhythm is being 

generated by the system every time for the authentication process. One-time rhythm is 

split into rhythm recognition and behavior recognition. A proposed method of combining 

Levenshtein distance and cross-correlation through product rule of score-level fusion has 

been proposed and the result of matching rhythmic gesture to generated rhythm is more 

reliable than of Levenshtein distance or cross-correlation only. This can be seen in the 

EER of the proposed similarity measurement which is at 12 %. As for behavior 

recognition, smaller window size and sliding window technique have been used to detect 

subject-dependent features and has been proven to be able to pick up these features even 

when different rhythmic gestures are use. This has been proven when comparing same-

rhythm and different-rhythm, where the TAR and variance of both have insignificant 

differences. The overall performance of one-time rhythm also uses the product rule of 

score-level fusion. This is because rhythm recognition and behavior recognition are 

independent from each other. This resulted in a higher security as it can help reduce the 

FAR but at the cost of TAR. But based on the use case, this can be more favorable when 



   
 

63 
 

being used in public domain where less chance of being stolen or mimicked is more 

important. 

Both user-dependent rhythm and one-time rhythm have their own advantages and 

disadvantages. Because user-dependent rhythm is more convenient and require less 

computational power, it can be suitable for personal device; whereas one-time rhythm 

can reduce the chance of being stolen or mimicked, it can be suitable for less private 

domain such as building entrance. 

Rhythmic-based dynamic hand gesture with EMG has been proven to be a viable 

biometric authentication method with its versatility, ease of use, and security. Moreover, 

different authentication method can also be fused with rhythmic-based dynamic hand 

gesture, such as the case of one-time rhythm. 

 

5.1 Limitation and future work 

There are some limitations in the of the current rhythmic-based dynamic hand gesture, 

such as the approach used in the neural network is identification-oriented, where 

rhythmic-based dynamic hand gesture is much suitable for verification-oriented. For the 

system to be realized as a verification-oriented neural network, one important 

measurement is that the system should be able to determine whether the target subject is 

who he/she claims to be. Which also means that the system should be able to reject 

impostor. To do so, the target subject (acting as an impostor or an unknown individual), 

has to be omitted from the training set and should not be included in the enrollment (as 

he/she is an unknown individual not enrolled yet). Since verification is the process of 

verifying an individual identity, or one-to-one matching, the target subject will have to 

verify himself/herself as an individual who is available in the enrollment. This should end 

with a rejection from the system as the target subject is an impostor and not the person 

he/she said to be. 

Based on my current research, what is called “training data” is enrollment. The 

enrollment in my research has also been used as training set which has been used to train 

the classifier of the deep neural network. Whereas, what is call “testing data” is a probe 

which is usually used as the test set. Enrollment and probe should not contain the same 

data. Based on the arrangement of the structure of enrollment, training set, and probe (test 

set) in my research, it is an identification-oriented neural network which act as a 

validation for internal procedure to achieve verification. 

For the system to work as a verification-oriented neural network, the target subject 

(acting as an impostor or an unknown individual), has to be omitted from the training set 

and should not be included in the enrollment (as he/she is an unknown individual not 

enrolled yet). Since verification is the process of verifying an individual identity, or one-

to-one matching, the target subject will have to verify himself/herself as an individual 

who is available in the enrollment. This should end with a rejection from the system as 

the target subject is an impostor and not the person he/she said to be. 
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The current neural network used in my research is able to be rearranged and act as 

a verification-oriented neural network. To do so, the target subject have to be first omitted 

from the training set and enrollment. When the target subject is being used as a probe, 

and claimed to be an individual in the enrollment, the other data within the enrollment 

should be changed and act as an impostor data. For example, the target subject claims to 

be Subject A in the enrollment, then all of the other subjects in the enrollment should 

change their label and combine together to be an “impostor”. By doing so, the target 

subject will be only compared between two different pairs, that is Subject A (who the 

target subject claimed to be) or “impostor” (enrollment data that is not Subject A). Since 

there will be more variations in the classification of “impostor” trained data, the target 

subject is expected to be estimated as an impostor instead of Subject A. This has been 

illustrated in Figure 5.1. 

 

Figure 5.1: Output of current identification-oriented to verification-oriented  

Another method for verification is by implementing an acceptance threshold to the 

probability. If the target subject’s probability is over the acceptance threshold of the 

claimed subject, then the target subject will be accepted as genuine. 

There is another neural network that can be used as verification-oriented neural 

network which is Siamese network [91], [92]. Siamese network contains two or more 

identical subnetworks consisting the same configuration with the same parameters and 

weights. Siamese network will use two inputs, one from the enrollment and one from the 

probe, and process their feature vectors. These feature vectors will then be calculated by 

loss functions, such as contrastive loss, to find the similarity or dissimilarity using 

distance metric. Another type of Siamese network uses triplet loss function [93] which 

requires three inputs, an anchor, a positive, and a negative. This can be viewed similarly 

to the verification-oriented neural network that has been previously discussed. The anchor 

is the probe to be tested, the positive is the claimed subject in enrollment, and the negative 

is any of the enrollment that is not the claimed subject in enrollment. If the anchor and 

the positive has a smaller distance than the distance of anchor and the negative, then the 

anchor will be deemed as genuine, and vice versa. 
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In rhythm recognition of one-time rhythm, the limitation of cross-correlation has 

also been stated. One approach that can solve the overlapping problem that has been stated 

is by using normalized cross-correlation. The formula of normalized cross-correlation is 

as follows: 

 

The formula shows that the normalized cross-correlation is calculated by signal 

subtracting the mean of signal then divided by the standard deviation. The value of 

𝐼𝑁𝐶𝐶(𝑥) will range from −1 to 1, with 1 indicating perfect correlation and –1 indicating 

perfect anti-correlation. In normalized cross-correlation, the signal will be transformed at 

the y-axis where the signal mean will be at 0 of y-axis, while the amplitude of the signal 

will be normalized to be between 1 and –1 based on the current frame’s mean and standard 

deviation that is being calculated. Due to this normalization, the signal does not have to 

be converted into binary signal as has been proposed in the research. 

Also, the current sample size of participants is considered insufficient for public 

use, but can be sufficient for small group of individuals, such as for local network access, 

private office access, and other applications for private use or small group. In addition, 

the current Myo Armband has a limit sampling rate of 200 Hz, which can have difficult 

to pick up high frequency or high BPM musical notes. This can be improved by using 

other EMG device. 
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