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Abstract

Today, internet of things (IoT) devices have penetrated into thousands of households. While
enjoying the convenience of IoT devices, our interests are also compromised by the security vul-
nerabilities of IoT devices. The security of IoT devices should be taken seriously. In particular,
the development of side channel attacks (SCAs) targeting IoT devices in recent years makes
the security of IoT devices more and more important. Therefore, IoT devices with limited
computational resources require compact cryptosystems resisting SCAs.

Elliptic curve cryptosystems (ECCs) are typical public key cryptosystems (PKCs) that can
ensure equivalent security with considerably shorter keys than Rivest-Shamir-Adleman (RSA).
Therefore, compact ECCs are recommended for IoT devices. In ECCs, elliptic curve scalar
multiplications (ECSMs) are dominant computations. Therefore, enhancing the security and
efficiency of ECSMs is important. In ECSMs, modular inversions are required when affine
elliptic curve addition formulae are used. Modular inversions are also critical computations in
elliptic curve digital signature algorithms (ECDSAs). Therefore, we also focus on secure and
compact modular inversions.

An ECSM consists of a scalar multiplication algorithm and elliptic curve addition formulae.
Elliptic curve addition formulae based on affine coordinates are memory-saving and can be
efficient according to the ratio of modular inversion cost to modular multiplication cost but weak
against SCAs. Elliptic curve complete addition (CA) formulae based on projective coordinates
can achieve secure ECSMs resisting SCAs but are not compact. We focus on secure and efficient
ECSMs taking advantage of the compact affine elliptic curve addition formulae.

Greatest common divisor (GCD) computations or modular inversions are used in RSA key
generation, affine elliptic curve addition formulae, and ECDSAs. Therefore, we need focus on
them for secure and efficient ECCs. GCD computations and modular inversions are often com-
puted using the binary Euclidean algorithm (BEA) and binary extended Euclidean algorithm
(BEEA), respectively. Therefore, the SCA weaknesses of BEA and BEEA become a serious
concern. Constant-time GCD (CT-GCD) and constant-time modular inversion (CTMI) algo-
rithms are effective countermeasures in such situations. A modular inversion by Fermat’s little
theorem (FLT) can work in constant time, but it is not efficient for general inputs. Two CTMI
algorithms named BOS and BY, were proposed by Bos, Bernstein and Yang, respectively. Their
algorithms are all based on the concept of BEA. However, one iteration of BOS has compli-
cated computations, and BY requires many iterations. A small number of iterations and simple

computations during one iteration are good characteristics of a constant-time algorithm.
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In the first part of this thesis, three notions of a secure ECSM, named generality of k,
secure generality, and executable coordinates, are proposed. Then, the original affine elliptic
curve addition formulae are extended to eliminate some exceptional points. We improve Joye’s
regular 2-ary RL algorithm and propose new RL ECSMs, which can scan the input scalars from
right to left (RL) using (extended) affine coordinates. For the security, we prove that our RL
ECSMs satisfy secure generality and (extended) affine coordinates are executable coordinates
for them.

In the second part of this thesis, new LR ECSMs scanning the input scalars from left to
right (LR) are proposed, which are more memory-saving. Our LR ECSM with a memory of
12 field elements uses the least amount of memory. The secure generality of our LR ECSMs
and that (extended) affine coordinates are executable coordinates for them are also proved.
The efficiency of both LR and RL ECSMs is enhanced by optimizing the number of inversions.
Compared with prior works, the efficiency of our LR (RL) ECSMs is analyzed from theoretical
and experimental perspectives.

In the third part of this thesis, new short-iteration CT-GCD and CTMI algorithms over
F,, named SICT-GCD and SICT-MI, respectively, are proposed borrowing a simple concept
from BEA. SICT-GCD and SICT-MI are evaluated from a theoretical perspective. Compared
with modular inversions by FLT, BOS, BY, and the improved version of BY, SICT-GCD and
SICT-MI are experimentally demonstrated to be faster.
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Chapter 1

Introduction

1.1 Background

With the development of technology, internet of things (IoT) devices have penetrated into
thousands of households. While enjoying the convenience of [oT devices, our interests are
also compromised by the security vulnerabilities of IoT devices. The security of IoT devices
should be taken seriously. Therefore, IoT devices with limited computational resources require
compact and efficient cryptosystems. In particular, the development of side channel attacks
(SCAs) targeting IoT devices in recent years makes the security of IoT devices more and more
important.

SCAs threaten cryptosystems that are mathematically proved to be secure and has been
implemented on IoT devices or personal computers (PCs). SCAs make it possible that secret
information can be obtained by analyzing various physical parameters including power con-
sumption, electromagnetic emission, implementation time, and errors during the execution of
cryptographic algorithms. In recent years, more than half of works on cryptographic hardware
in international conferences (For example, the publications at the annual conference on cryp-
tographic hardware and embedded systems (CHES)) are about SCAs. The endless emergence
and improvement of SCA methods make such attacks increasingly dangerous [SRP02, YF14].
Therefore, SCAs cannot be ignored when considering the security of IoT devices.

Elliptic curve cryptosystems (ECCs) are typical public key cryptosystems (PKCs) that can
guarantee sufficient security with smaller key sizes than Rivest-Shamir-Adleman (RSA). Hence,
compact and efficient ECCs are recommended for blockchain applications [BHH14, LMG™20]
and IoT devices [AM11, NSS17]. Elliptic curve scalar multiplications (ECSMs) that compute
kP for an elliptic curve point P € E(F,) and a scalar k are important computations frequently
used in ECCs. Then, the efficiency of ECSMs is important. ECCs based on the hard problem
named elliptic curve discrete logarithm problem (ECDLP: logp(Q) = min{k € Z>o|Q = kP}
for any elliptic curve points P and )), where ECSMs are computed and the scalar k is a secret,
make the security of ECSMs essential.

An ECSM consists of a scalar multiplication algorithm and elliptic curve addition formu-

lae. Therefore, studies on secure and efficient ECSMs can be divided into two categories.
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The first focuses on secure and efficient scalar multiplication algorithms [JY02, Joy07, Joy09,
MM12, MMMO04, EL09]. The second focuses on secure and efficient elliptic curve addition for-
mulae [IT02, RCB16, Wrol6, GJIM™11, CMO98]. Studies on scalar multiplication algorithms
aim to find efficient, regular, no-dummy and constant-time algorithms resisting SCAs. Elliptic
curve addition formulae based on affine coordinates are memory-saving and can be efficient ac-
cording to the ratio of modular inversion cost to modular multiplication cost but weak against
SCAs. Elliptic curve complete addition (CA) formulaec [RCB16, Wrol6] can be used in ECSMs
without introducing SCAs but are inefficient in terms of both memory and computational cost.
Therefore, we focus on secure and efficient ECSMs taking advantage of the compact affine el-
liptic curve addition formulae. In ECSMs with affine elliptic curve addition formulae, modular
inversions are used. Modular inversions are also the critical computations in elliptic curve digi-
tal signature algorithm (ECDSA). Therefore, the efficiency and security of modular inversions
are important. The binary Euclidean algorithm (BEA) computes the greatest common divisor
(GCD). It can be used in RSA key generation to check whether the GCD of the public key e and
¢(n) = (p—1)(¢—1), where p and ¢ are randomly generated large primes, is equal to one. The
binary extended Euclidean algorithm (BEEA) can be used in RSA key generation, affine elliptic
curve addition formulae and ECDSA to compute a modular inversion. Both algorithms are at-
tractive because they consist of only shift and subtraction computations. However, both BEA
and BEEA, which are not regular and constant-time, have SCAs weaknesses. Specifically, the
simple power analysis (SPA), the cache-timing attack (CTA), and the machine learning-based
profiling attack (MLPA) were conducted on BEA and BEEA to recover secrets with a high suc-
cess rate [ASSS17, AMSSS17, AGTB18, dIFPST21, XLCT18]. Making algorithms constant-time
is one of the countermeasures. Modular inversions based on Fermat’s little theorem (FLT) can
be computed in constant time. However, it is inefficient for general inputs and can only compute
modular inversions over prime numbers. Two constant-time modular inversion (CTMI) algo-
rithms based on the basic concept of BEA were proposed by Bos [Bos14], Bernstein and Yang
[BY19], and are denoted by BOS and BY, respectively. The number of iterations of BY was
improved by Pieter Wuille in [PGrb21], which is denoted by hdBY. However, BY (even hdBY)
still requires more iterations than BOS, and the computations during one iteration of BOS are
complicated. A small number of iterations and simple computations during one iteration are
good characteristics of constant-time algorithms. Therefore, we focus on finding such CTMI

algorithms.

1.2 Contributions

The contributions of this study can be divided into three parts. In the first part, 1) three
notions of a secure ECSM, named generality of k (any scalar k can be the input of the ECSM),
secure generality (the regular and no-dummy ECSM resisting SCAs with generality of k), and
executable coordinates (coordinates with elliptic curve addition formulae used in the ECSM with
secure generality, which do not introduce weaknesses of SCAs), are proposed. 2) Related works
of RL scalar multiplication algorithms, Joye’s double-add Alg. [Joy07] and Joye’s regular 2-ary

2
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RL Alg. [Joy09], are evaluated based on these three notions. The conclusion is that Joye’s
double-add algorithm is without secure generality and Joye’s regular 2-ary RL algorithm is
with secure generality. Affine coordinates are not executable coordinates for them. 3) Joye’s
regular 2-ary RL algorithm is improved to make affine coordinates be executable coordinates
for it except kK = 0. Then, the original affine elliptic curve addition formulae are extended to
eliminate some exceptional computations. Improved Joye’s regular 2-ary RL algorithm with
(extended) affine elliptic curve addition formulae forms a new 2-ary RL ECSM with secure
generality. 4) The new 2-ary RL ECSM is improved to the new two-bit 2-ary RL ECSM by
scanning two bits of an input scalar each time and reducing the number of modular inversions.
5) The secure generality of our RL ECSMs and (extended) affine coordinates are executable
coordinates for them are proved.

In the second part, we focus on LR ECSMs. The contributions are 1) related works of LR
scalar multiplication algorithms, the Montgomery ladder [JY02] and Joye’s regular 2-ary LR
Alg. [Joy09], are evaluated based on the three notions. The conclusion is that the Montgomery
ladder is without secure generality and Joye’s regular 2-ary LR algorithm is with secure gen-
erality. Affine coordinates are not executable coordinates for them. 2) Using the Montgomery
trick (27! = o(2122)"" and 25! = 2 (2125) " with only one modular inversion), eight affine
combination-addition formulae using only one modular inversion are constructed. Applying
affine combination-addition formulae in ECSMs can reduce the number of modular inversions
and enhance the efficiency. 3) Joye’s regular 2-ary LR algorithm is improved to make (ex-
tended) affine coordinates be executable coordinates for it. Then, the exception-free (EF) 2-ary
LR ECSM using (extended) affine coordinates is proposed. The EF 4-ary LR ECSM using
(extended) affine coordinates is proposed by scanning two bits of an input scalar each time
and reducing the number of modular inversions. The EF 4-ary LR ECSM is extended to the
extended exception-free (EX-EF) 4-ary LR ECSM to reduce modular inversions more. 5) Our
LR ECSMs satisfy the secure generality and (extended) affine coordinates are executable co-
ordinates for them are proved. 6) We review the RL ECSMs proposed in the first part and
apply affine combination-addition algorithms to them to enhance efficiency and reduce modular
inversions. The EX-EF 4-ary RL ECSM algorithm using less modular inversions is improved
from two-bit 2-ary RL ECSM. 7) The memory and computational efficiency of Joye’s regular
2-ary RL (LR) algorithm with CA formulae, the Montgomery ladder with CA formulae, and
our RL (LR) ECSMs are evaluated from a theoretical and experimental point of view.

For more details of our ECSMs evaluation, memory is evaluated by counting the number
of IF, elements used in an ECSM, including the prime number p, elliptic curve parameters, an
input scalar, an input elliptic curve point, and the intermediate memories used in the scalar
multiplication and affine addition formulae. It shows that the EF 2-ary LR ECSM with or
without affine combination-addition formulae uses the least amount of memory, which are 12
field elements. The EF 2-ary LR ECSM using 12 field elements reduces that of the Montgomery
ladder with CA formulae and Joye’s LR with CA formulae by 36.84%. For computational
efficiency, Joye’s regular 2-ary RL (LR) algorithm with CA formulae, the Montgomery ladder
with CA formulae, and our RL (LR) ECSMs are theoretically analyzed and implemented on the
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national institute of standards and technology (NIST) elliptic curves of NIST-224, NIST-225,
and NIST-384 using the GNU multiple precision arithmetic library (GMP 6.1.2). Experiments
show that, for elliptic curves NIST-224, NIST-256, NIST-384, the EX-EF 4-ary LR ECSM with
affine combination-addition formulae is the most efficient and saves 34.41%, 29.9%, and 25.17%
of the computational time of Joye’s LR with CA formulae, respectively.

In the third part, we turn our attention to the secure and efficient modular inversions, which
are also important for secure and efficient ECCs. The contributions can be concluded as: 1) New
iteration formula with only shift and subtraction operations for constant-time GCD (CT-GCD)
and CTMI is defined in Definition 7.1. 2) The convergence of the iteration formula is shown
in Theorem 7.1. It shows that the iteration formula converges to a,, = ged(ag,by) and b, = 0,
where ag,by € Z, ag > by > 0, and ag or by is odd. The required number of iterations of the
iteration formula is shown in Theorem 7.2, which is bitlen(ag)+bitlen(by). 3) Based on these,
new CT-GCD and CTMI algorithms over [F,, with simple computations in an iteration and a
small number of iterations, named short-iteration constant-time GCD (SICT-GCD) and short-
iteration constant-time modular inversion (SICT-MI), respectively, are proposed. 4) Compared
with modular inversions by FLT (FLT-CTMI), BOS, BY, and hdBY, SICT-GCD and SICT-
MI are evaluated from a theoretical perspective. The number of iterations, the number of F,
computations in an iteration, and the maximum parallel data flow in an iteration of them are
analyzed. It shows that SICT-GCD and SICT-MI require fewer iterations and are compact.
The efficiency of the SICT-GCD and SICT-MI algorithms on F,, FLT-CTMI, BOS, BY, and
hdBY are also evaluated by experiments. Moreover, considering that modular inversions are
used in affine elliptic curve addition formulae, the efficiency of elliptic curve affine addition
formulae using different modular inversion methods is evaluated. The results in Table 7.9 show
that our SICT-GCD on F, saves 7.44%, 13.78%, 16.67%, 18.45%, 24.77%, 27.05% and 28.3% of
clock cycles of hdBY on 224-, 256-, 384-, 511-, 1020-, 1790- and 2048-bit GCD computations,
respectively. The results in Table 7.10 show that SICT-MI on I, saves

e 10.86%, 16.44%, 23.33%, 60.24%, 80.29% and 82.78% of clock cycles of FLT-CTMI on
224-, 384-, 511-, 1020-, 1790- and 2048-bit modular inversions respectively.

e 40.86%, 41.43%, 41.8%, 39.53%, 38.34%, 37.60% and 37.66% of clock cycles of BOS on
224-, 256-, 384-, 511-, 1020-, 1790- and 2048-bit modular inversions respectively.

e 17.41%, 16.08%, 18.67%, 16.55%, 16.89%, 17.53% and 17.76% of clock cycles of hdBY on
224-, 256-, 384-, 511-, 1020-, 1790- and 2048-bit modular inversions respectively.

In summary, compact and efficient ECSMs scanning an input scalar from right to left or left
to right taking advantage of the compact affine elliptic curve addition formulae are proposed.
Our ECSMs can resist SCAs. Compact and efficient constant-time GCD and CTMI algorithms,
named SICT-GCD and SICT-MI, are proposed. The efficiency of proposed ECSMs, SICT-GCD,
and SICT-MI is evaluated from a theoretical and experimental point of view. The experiments

show that they all have better efficiency.
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1.3 Organization

{Chap.l Introduction}

[ Chap.2 Preliminaries }

[Chap.3 Rel‘ated Works]

Chap.4 SCAs Chap.5 SCAs Chap.7 Compact
Resistant Resistant and Constant-
Compact RL Compact LR Time GCD and

ECSMs ECSMs Modular Inversion
\ ]

I
[ Chap.6 Evaluations for Our RL ]
and LR‘ECSMS

I
[Chap.8 Conclusion and Future Works}

Figure 1.1: Chapter Relationship

/ Compact ECCs Resisting Side \
Channel Attacks
@CSMS \

Chap.4 SCAs Resistant
Compact RL ECSMs
[JM19, IM20a]

Chap.5 SCAs Resistant
Compact LR ECSMs
[JM20b, IM22b]

Chap.6 Evaluations for Our RL and LR ECSMs
[IM22b]

Basic arithmetic

Chap.7 Compact and Constant-Time GCD
and Modular Inversion [JM22a, IM22c]

Figure 1.2: Proposal Relationship

The remainder of this study is organized as follows. Preliminary works are introduced in
Chapter 2. Related works of secure and efficient ECSMs and modular inversions are introduced
in Chapter 3. The study of RL ECSMs is presented in Chapter 4. The study of LR ECSMs
is presented in Chapter 5. RL (LR) ECSMs are evaluated in Chapter 6. The study of CTMI
algorithms is presented in Chapter 7. The summary and future work are shown in Chapter 8.
The relationship among chapters is shown in Fig. 1.1 and the relationship among proposals is

shown in Fig. 1.2. The relationships among the proposals and publications are:
e For the study of RL ECSMs, Chapter 4 is related to the journal 1 and international con-
ference 2 in the list of publications, which are denoted by JM19 and JM20a, respectively.

e For the study of LR ECSMs, Chapter 5 is related to the journal 2 and international con-
ference 3 in the list of publications, which are denoted by JM22b and JM20b, respectively.
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e For the evaluations of RL and LR ECSMs, Chapter 6 is related to the journal 2 (JM22b)

in the list of publications.

e For the study of CTMI, Chapter 7 is related to the journal 1 in the submitted for pub-
lication and international conference 5 in the list of publications, which are denoted by
JM22¢ and JM22a, respectively.

which are also shown in Fig. 1.2.



Chapter 2
Preliminaries

This chapter introduces preliminary works that will appear in the next chapter. The algebraic
structures, groups, rings, and fields, which are basic mathematical knowledge in cryptosystems,
are introduced in Section 2.1. Two basic algorithms to compute scalar multiplications are
introduced in Section 2.2. The greatest common divisor and modular inversions are important
computations and frequently appear in cryptosystems. The basic methods for the greatest
common divisor and modular inversions are introduced in Section 2.3. The efficiency of scalar
multiplications, the greatest common divisor, and modular inversions is important for enhancing
that of cryptosystems. Moreover, if these computations are related to some secret information,
their security becomes critical. As the basic knowledge of ECCs, the theory of elliptic curve is
introduced in Section 2.4. Compared to ECCs, another public-key cryptosystem named RSA is

introduced in Section 2.5.

2.1 Basic Algebra

The basic abstract algebraic structures, groups, rings, and fields are the mathematical founda-

tions of cryptosystems. This chapter will introduce the definitions of them.

2.1.1 Group

Definition 2.1. A nonempty set G of any sort of elements (such as numbers, mappings, trans-
formations) with a binary operation, denoted by -, is said to be a group if the following four

requirements are satisfied.

1 For any a,b € G, a-b € G. The operation - can be any kind of operation, for example,

addition in additive groups, multiplication in multiplicative groups.
2 The associative law: Ya,b,c € G, (a-b)-c=a-(b-c).

3 Identity element: There is a unique element e € G, called the identity element of the

group, such thatVa € G, e-a=a-e=a.
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4 Inverse element: Ya € G, there exists a unique element a=' € G, such that a™! - a =

1 1

a-a ' =e. a " is called the inverse of a.

There are many examples of algebraic groups, such as G = {0,1,2,3,4} with the operation
of modular multiplication by 5, Z with addition.

Remark 2.1. An abelian group is with one more Characteristic that Va,b € G, a-b =10b-a

(commutative law).

Definition 2.2. A nonempty subset H C G is said to be a subgroup of a given group G, the

following two conditions are necessary and sufficient.
1 Foranya,be H,a-be H.

2 Foranya€ H,a '€ H.

Equivalently, VYa,b € H,a-b~' € H.

The number of elements of a group G, #G, is called the order of the group G. The order of
an element a € G is the least positive integer N, such that ¢ = e. A group consisting of the
powers of a single element is called a cyclic group. Then, we introduce Lagrange’s theorem as

following.

Theorem 2.1. For any group G with order N and the order of every subgroup H C G, n, then
n|N.

The groups with prime order do not consist of subgroups or elements with order two, because

two cannot divides prime order according to Theorem 2.1.

2.1.2 Ring

Definition 2.3. A set R with double operations, denoted by + and -, is called a ring if the

following three requirements are satisfied:
1 R is an additive (+) abelian group.
2 R is a monoid under multiplication (-):

— Foranya,be R, a-be R.
— The associative law: Ya,b € R, (a-b)-c=a-(b-c).
— There exists the identity element e, such thate-a=a-e = a.
3 The distributive law: Ya,b,c € R, a-(b+c¢)=a-b+a-cand (b+c)-a=b-a+c-a.

Remark 2.2. A ring is commutative if the commutative law holds for multiplication (-), Ya,b €
R,a-b=0-a.

For example, Z with addition and multiplication is a typical commutative algebraic ring.

8
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2.1.3 Field

Definition 2.4. A field F is a commutative ring with multiplicative inverses that Ya € F and
a#ey, Jat €F, a-at =a! a=ey, where ey is the identity element for addition and e, is

the identity element for multiplication.

The number of elements of a field #F is called its order. A finite field with order ¢ exists if
and only if the order ¢ is a prime power p*, k € Z > 0 (where p is a prime number). If ¢ = pF,
all fields of order ¢ are isomorphic. In mathematics, an isomorphism is a structure-preserving
mapping between two structures that can be reversed by an inverse mapping. Two mathematical
structures are isomorphic if an isomorphism exists between them. Moreover, any subfield of a
field with the same order must be the same. Therefore, all finite fields with the same order
are unambiguously denoted by F,. For instance, the simplest finite fields with prime order are
most directly accessible using modular arithmetic which can be F,, = Z/nZ = {0,1,...,n — 1},
where n is a prime number.

In mathematics, the characteristic of a ring R or a field F, denoted by char(R) or char(F),
is defined to be the smallest positive integer ¢ such that ce; = eg. If such equation does not

exist, then the ring or field is said to have characteristic zero.

2.2 Scalar Multiplication

Scalar multiplications and modular scalar multiplications are basic and important computations
that compute ¢*, g € Z, k € Z > 0, and ¢* mod p, g € F,, k € Z > 0, respectively. In this
section, we introduce two basic methods to compute them, named binary method and double-
and-add method, respectively. The difference between the binary method and the double-and-
add method is that the binary method processes bits of a input scalar from left to right, and

the double-and-add method processes bits of a input scalar from right to left.

2.2.1 Binary method

The binary method for computing modular scalar multiplications scanning bits of a input scalar
from left to right is shown in Alg. 1. It computes a modular square in each iteration and a
modular multiplication in the iteration where k; = 1. Assuming that the most significant bit
(MSB) of a input scalar is alway ‘1’, then A can be initialized to ¢g and the for loop starts from

17 = ¢ — 2 to save one iteration.

2.2.2 Double-and-add method

The double-and-add method for computing modular scalar multiplications scanning bits of a

input scalar from right to left is shown in Alg. 2. The basic concept of the double-and-add
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Algorithm 1 Binary method

Input: g€ F,, k€Z>0,k= Zf;é k2!
Output: A= ¢* mod p

1 A+ 1,

2: fori=/¢—11to0do
32 A<+ A% mod p;

4 if k; =1 then

5: A<+ A-g mod p;
6: end if

7: end for

8: return A;

method is shown in Equation (2.1).

-1
-1, oi 91
g" = g==ot =TT g™ ki € {0,1} (2.1)
i=0

The double-and-add method has the same computations as the binary method that computes
a modular square in each iteration and a modular multiplication in the iteration, where k; = 1.
Rs with the form of ¢2 for i from 0 to £ — 1 used when k; = 1 can be precomputed and reused
to enhance the efficiency of the double-and-add method.

Algorithm 2 Double-and-add method
Input: g€ Fp, k€Z >0, k=Y k2’
Output: A= ¢* mod p
1: A«1
2 R+g
3: fori=0to/—1do
4 if k;, =1 then
5: A+ A-R modp
6
7
8
9

end if

R <+ R? mod p
. end for
. return A

The computation flow of Algs 1-2 highly depends on the inputs because they compute
conditional statements or not according to every bit ‘1" or ‘0’ of the input scalar k. The more

bit ‘1’ in the input scalar k, the more Execution time of Algs. 1-2.

2.3 Greatest Common Divisor (GCD) and Modular In-

version

Greatest common divisor (GCD) of a and b, denoted by ged(a,b), and modular inversion of

1

a over p, denoted by a= mod p, are important computations used in cryptosystems. In this

10
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section, we introduce two basic methods to compute a GCD, Euclidean algorithm and binary
Euclidean algorithm, and three basic methods to compute a modular inversion, modular in-
version based on Fermat’s little theorem, extended Euclidean algorithm, and binary extended

Euclidean algorithm.

2.3.1 Fermat’s little theorem

Modular inversion methods can be divided into two categories. The first one is based on Fermat’
s little theorem (FLT), which is shown in Theorem 2.2. FLT implies that a??-a =1 mod p,

which is the basic idea for modular inversion based on FLT.

Theorem 2.2. For any a € Z and a prime p, a’? —a =0 mod p.

1'=aP=2 mod p by the

The modular inversion algorithm based on FLT, Alg 3, computes a~
binary method in constant time. The computation flow for any input a over the same p is the
same because the same prime p makes “if statements” be executed in the same way for any
input a. The number of iterations is bitlen(p — 2) — 1, where bitlen(p — 2) is the bit length of
p—2. The efficiency of constant-time modular inversion based on FLT, denoted by FLT-CTMI,
depends on the Hamming weight of p—2. The larger the Hamming weight of p—2, the lower the
efficiency of FLT-CTMI. Thus, FLT-CTMI is inefficient for general inputs. Moreover, neither

GCD nor modular inversion on a composite number can be computed based on FLT.

Algorithm 3 FLT-CTMI

Input: a, p, a € Z, ged(a,p) = 1, and p is a prime.
Output: C =a~ ! mod p.

1. C'=a;

2 k=p—2 (X7, k2);
3: fori=n—2to0do
4:  C =C? mod p;

5 if k; = 1 then
6
7
8
9

C=C-a mod p;
end if
. end for
: return C

2.3.2 (Extended) Euclidean algorithm

Another modular inversion is based on the idea of the extended Euclidean algorithm. Euclidean
algorithm, Alg. 4, is used to compute GCD, whose basic concept is ged(a,b) = ged(b,a mod b)
for a,b € 7Z. The transition matrices of Euclidean algorithm are defined in Definition 2.5.
According to the transition matrices, (ged(ag,bo),0) = (ag,bo)To - - - T, can be obtained. Using
the equation of apx + boy = ged(ag, by) = 1, the modular inversion of by '= 4 mod ay can
be obtained, where x is the top-left element of T ---7T, and y is the bottom-left element of

To---T,. Thus, we have the extended Euclidean algorithm to compute modular inversions

11
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shown in Alg. 5. The most notable feature of FLT-CTMI is that it can compute a modular
inversion in constant time. By contrast, the extended Euclidean algorithm cannot compute a
modular inversion in constant time. However, it is more efficient and can compute a modular

inversion over both prime numbers and composite numbers.

Algorithm 4 Euclidean algorithm
Input: a,b € Z.

Output: a = ged(a,b).

1: while b # 0 do
2:  r=a mod b
3 a = b,

4: b=r;
5
6

. end while
: return a

Definition 2.5. Transition matrices of Fuclidean algorithm:

0 1
T, = ( X > (i1, bng1) = (an, b)) T, qn = (Quotient of a,, divided by by, ). (2.2)
—A4n

Algorithm 5 extended Euclidean algorithm
Input: a,p € Z, and ged(a, p) = 1.
Output: y; = a ! mod p.
Lb=pic=a;xo=1;21=0;y0=0; y1 = 1;
2: while ¢ # 1 do
33 r=bmodc; qg=(b—r)/c
4 b=cc=rm;
5. t=x; 1 =20 —q-x1; To =1
6
7
8
9

tL=y1;91 =Y —q" Y15 Yo = t;
. end while
: y1 = y1 mod p;
: return yq;

2.3.3 Binary (extended) Euclidean algorithm

Among all the variants of the Euclidean algorithm and extended Euclidean algorithm, the most
frequently used variants are the binary Euclidean algorithm and binary extended Euclidean
algorithm, which are called BEA and BEEA, respectively. BEA and BEEA consisting of only
shift and subtraction operations, compute GCDs and modular inversions, respectively. They

are attractive because shift and subtraction operations can more efficiently be implemented on

12
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both the software and hardware. The basic concept of BEA and BEEA is as follows:

ged(la — bl,min(a, b)), a and b are odd
ged(a/2,b), ais even, b is odd
ged(a,b/2), ais odd, b is even
2-ged(a/2,b/2), a and b are even.

ged(a, b) = (2.3)

BEA computes ged(a,b) according to the Equation (2.3), as shown in Alg. 6. For modular
inversion, the case that a and b are even does not exist, and the first “while” loop in Alg. 6 can
be removed because ged(a,p) = 1 when a™! mod p exists. The transition matrices of BEA are
defined in Definition 2.6. Based on the transition matrices of BEA, BEEA is shown in Alg. 7
which computes the modular inversion of a=! mod p (ged(a,p) = 1). Note that >> indicates
the right-shift operation and << indicates the left-shift operation. A/2 mod p can be computed

as A >> 1 when A is even, and (A + p) >> 1 when A is odd.

Algorithm 6 BEA
Input: a,b € Z.
Output: r = ged(a, b).
Lu=av=>br=1,
2: while u and v are even do
3 u=u>>lLv=v>>1Lr=r<<l;
end while
while u # 0 do
while u is even do
u=u>>1;
end while
while v is even do
10: v=uv>>1;
11:  end while
12: if ©w > v then

13: U= U—;
14: else

15: V=0 — U
16:  end if

17: end while
18: r=r1-v;
19: return r

13
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Definition 2.6. Transition matrices of BEA:

1 0
T, = 1 1 > ’(Cln—l-la bn-l—l) = (anv bn)Tna Qn and bn are Odd’ and p = b"
-1 1
T, = Lo > (ant1,bp41) = (an, b)) Ty, an and b, are odd, and a,, < by,
(2.4)
10
T, = (2) X ) (@1, bn1) = (an, bn) T, ap is even, by is odd
10 . :
T, = 0 1 +(@nt1, bug1) = (an, b2) T, an is odd, by is even.
2

Algorithm 7 BEEA
Input: a, p, where ged(a,p) = 1.

Output: C =a! mod p.
Lu=av=p, A=1,C=0;
2: while u # 0 do

3:  while u is even do

4: u=u>>1; A= A/2mod p;
5:  end while

6:  while v is even do

7: v=v>>1;C=C/2mod p;
8: end while

9: if u > v then

10: u=u—v; A=A-C;

11: else

12: v=v—u; C=C-—A,

13:  end if

14: end while
15: C'=C mod p;

16: return C

2.4 Elliptic Curve

An elliptic curve over a field K, denoted by F(K), is a projective curve of genus one with a
specified K-rational point. The field K is usually taken to be the complex numbers, the reals,
the rationals, the algebraic extensions of rationals, the p-adic numbers, or a finite field. Our
elliptic curves are defined on a finite field. An elliptic curve of Weierstrass form over a field K
with char(K') # 2,3 is shown in Definition 2.7.

14
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Definition 2.7. (Weierstrass equation). An elliptic curve over a field K with char(K) # 2,3
of an equation
Y27 = X34+ aXZ*+b23,a,b € K, and 4a® + 270> # 0 (2.5)

is called a Weierstrass form elliptic curve. The point O = (0 : 1 : 0) is called the point at
infinity of the elliptic curve. In affine, by defining the coordinates v = X/Z and y =Y /Z, the

equation can be rewritten as:
v =2 +ax+b,a,b € K, and 4a® + 270> £ 0 (2.6)

Note that the affine equation does not include the point O = (0:1:0), and an additional point
at infinity O need to be added to it.

D = 4a3 + 27b* # 0 is called the elliptic discriminant. j = % is called the j-invariant.
K-rational points of an elliptic curve (F(K) = {(z,y) € K?|y* = 2° 4+ az + b} U {O}) with
elliptic curve addition formulae form a group. The identity element of the elliptic curve is the
point at infinity O and the inverse element of a point E(K) 3> P = (z,y) is —P = (z, —y).

The group consisting of all elliptic curve points P such that nP = O is the n-torsion group
of E(K), denoted by E[n|. For each point in this group, we say it is a n-torsion point. In other

words, the order of the point is n.

2.4.1 Affine addition formulae

Different coordinates can be used for an elliptic curve. The different coordinates make the
representation of points and addition formulae between two points different. In affine coordi-
nates, elliptic curve points are represented by a pair of finite field elements (z,y) satisfying the
Equation (2.6). The point at infinity O cannot be represented exactly in affine coordinates.
Therefore, the affine addition formula 2.7 and affine doubling formula 2.8 define the affine ad-

dition operation between two points.

affine addition formula (P # +Q) affine doubling formula
2 2 2
— 3x] +
.2?3:(—52_;{1) — T — X9 513'3:( 1721 CL) —21‘1
2 (2.7) e (2.8)

Y2— 3z +a
Ys = (1 —x3) — W Ys = 9 (1 —x3) —

To — I1 Y

Note that the exceptional computations of P + O, P — P, and 20 are not included in
Equations (2.7)—(2.8). Equations (2.7)—(2.8) with these three exceptional computations form a

complete additive law over elliptic curves on affine coordinates.

2.4.2 Projective addition formulae

An elliptic curve can be represented by Projective coordinates. By replacing x = X/Z and

y = Y/Z in Equation (2.6), an elliptic curve point is represented by three finite field elements

15
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(X,Y, Z) satisfying the Equation (2.5). The Projective addition formula and doubling formula
are shown in the Equation (2.9)—(2.10), respectively.

Projective addition formulae (P # Q) Projective doubling formulae
X3 =vA X3 =2hs
Yz = u(v’ X1 Zy — A) — v*Y1 25 (2.9) Yz = w(4B — h) — 8Y’s? (2.10)
Zg = U321Z2 Zg = 883
u:}/gzl—}/lZQ,/U:ngl—X1Z2, w:ale+3X12, 523/121,
A:u2Z1Z2 —'U3—2U2X122. B:les, h:w2—SB

The addition result of P = (X,Y, 1) and —P = (X, —Y, 1) by the equation (2.9) is (0,8Y*,0).
(0,8Y3,0) ~ (0 : 1 :0) is also the point at infinity. Thus, the Equation (2.9) can compute
P — P = O correctly. Doubling of O = (0,1,0) by the equation (2.10) is (0,0,0). (0,0,0) ~
(0:1:0) is also the point at infinity. Thus, the Equation (2.10) can compute 20 correctly. In
summary, the exceptional computation of P+ O and the equations (2.9)-(2.10) form a complete

additive law over elliptic curves on Projective coordinates.

2.4.3 Jacobian addition formulae
By replacing z = X/Z? y = Y/Z? in Equation (2.6), an elliptic curve point is represented by
the triple of (X, Y, Z) on Jacobian coordinates satisfying the Equation (2.11).

Y? = X3+ aXZ* +07°% a,b e K, and 4a® + 276> £ 0 (2.11)

The point at infinity is represented as O = (1 : 1 : 0). Therefore, we have Jacobian addition
formula, the Equation (2.12), and Jacobian doubling formula, the Equation (2.13).

Jacobian addition formulae (P # Q)
Jacobian doubling formulae

(X3 = R*— J, — 2.,
Yz = R(J, — X3) — 251.J; 2.1) X3 =M?-28
Zs=((Zy+ Zo)* — Z{ — Z3)H ' Yy =M(S — X;) — 8}
=27,Z,H Zy=Yi+ 20 =Y = Z} =217,
(2.13)
Ul =X 122Uy = X272, 8, =Y 73, S=2((X; +Y?2)? - X2 -V =4X, Y2,
Sy =Y273 H="U,— Uy, R=2(S, — S1), M =3X?+aZ}.

I = (2H)2, Jl - IH, JQ - IUl
The addition result of P = (X,Y,1) and —P = (X,—-Y,1) by the Equation (2.12) is
(4Y2 8Y3,0). The affine coordinates (4Y?/0,8Y3/0) = (infinite,infinite), the point at in-
finity, can be obtained from (4Y2,8Y?,0), although (4Y2 8Y3,0) does not satisfy the Equation
(2.11). Thus the Equation (2.12) can compute P — P = O correctly. Doubling of O = (1, 1,0)

16
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by the Equation (2.13) is (1, 1,0), which is the point at infinity. Thus, the Equation (2.13) can
compute 20 correctly. In summary, the exceptional computation of P + O and the equations

(2.12)—(2.13) form a complete additive law over elliptic curves on Jacobian coordinates.

2.4.4 Elliptic curve scalar multiplication (ECSM)

Elliptic curve scalar multiplication (ECSM) is an important and dominant computation in
elliptic curve cryptosystems (ECC). ECSM computes kP with a point P € E(FF,) and a scalar
k € Z. ECSM consists of a scalar multiplication algorithm and elliptic curve addition formulae.
Therefore, two simple ECSMs combining the binary method (Alg. 1) with elliptic curve addition
formulae, and the double-and-add method (Alg. 2) with elliptic curve addition formulae are
shown in Algs 8-9, respectively. In fact, an ECSM is much more complicated than what are
shown in Algs.8-9. Because there exists exceptional points, which need additional conditional

statement processing for both elliptic curve addition formula and elliptic curve doubling formula.

Algorithm 8 ECSM by binary method
Input: Pe E(F,), k€Z>0, k= "0 k2
Output: A=kP

1: A+ O;
2: fori=/7—1to0do
3 A<+ 2A4;
4 if k; =1 then
5: A+ A+ P;
6
7
8

end if
. end for
: return A;

Algorithm 9 ECSM by double-and-add method
Input: P e E(F,), k€Z>0, k= ""0 k2
Output: A=FkP

1. A+ O;

2: R+ P;
3: fori=0to/—1do
4 if k;, =1 then
5: A+ A+ R;
6
7
8
9

end if
R+ 2R,
. end for
: return A;

17



CHAPTER 2. PRELIMINARIES

2.4.5 Elliptic curve discrete logarithm problem

Definition 2.8. Given P,() € E(F,), elliptic curve discrete logarithm problem (ECDLP) is
defined as:

logp(Q) = min{k € Z>o|Q = kP}. (2.14)

Elliptic curve discrete logarithm problem (ECDLP) shown in Definition 2.8 is a hard problem
and one of the bases of ECC. Take elliptic-curve diffie-hellman (ECDH) as an example, which is
a key agreement protocol. Base on the public information, an elliptic curve E(F,), a point P €
E(F,) with order N, Alice and Bob generate their own secret key s, € [1, N—1] and s;, € [1, N—1]
and compute P, = s,P and P, = s, P, respectively. They exchange the public information P,
and P, and compute s, P, and s, P,, respectively. Finally, () = s,s, P is shared secretly because
obtaining s, (sp) from P, (B,) and P is hard according to ECDLP. Therefore ECSMs became
important computations in ECC and the input scalar k is often a secret. Enhancing the security
and efficiency of ECSMs is essential.

2.4.6 Elliptic curve digital signature algorithm (ECDSA)

Elliptic curve digital signature algorithm (ECDSA) [JMV01] is a variant of the digital signature
algorithm (DSA) based on ECDLP, which can be described as:

1. Key generation: based on the public information, an elliptic curve E(F,), a point P €
E(F,) with order N, a secret key d € [1, N — 1] and a public key Y = dP is generated.

2. Signature generation: a secret random number k € [1, N — 1] is generated. Then the
signature (r,s), r = z(kP) mod N # 0, s = k™'(H(m) + rd) mod N # 0 is generated.

x(+) returns the x-coordinate of an input point.

3. Signature verification: check if x(@P +1Y) mod N =r.

2.5 RSA (Rivest—Shamir—Adleman)

RSA (Rivest—Shamir-Adleman) [RSAT78] is a classic public-key cryptosystem, which can be

described as:

1. Key generation: RSA key generation in OpenSSL is shown in Alg. 10.
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Algorithm 10 RSA key generation in OpenSSL

Input: A key size n and a public exponent e.
Output: Public and private key pair.
p < a n/2-bit random prime;
while ged(p — 1,¢) # 1 do
p < a n/2-bit random prime;
end while
q < a n/2-bit random prime;
while ged(q — 1,¢) # 1 do
q < a n/2-bit random prime;
end while

N = pg;
d<+ e mod (p—1)(¢—1);
: dp <+ d mod (p—1);

. dq < d mod (q—1);
1

el o i

:iq <— q~ " mod p;

—_
W

. return (N, e), (d,p,q,dp,dq,iq);

2. Encryption: ¢ =m® mod N.

d

3. Decryption: ¢* =m mod N.
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Related Works

3.1 Side Channel Attacks (SCAs)

Mathematically proved secure cryptosystems may have SCAs weaknesses after being imple-
mented on IoT devices or PCs. SCAs analyze various physical signals including power con-
sumption, electromagnetic emission, implementation time, and errors during the execution of
cryptographic algorithms to reveal the secret information. Depending on the side channel in-
formation utilized, SCAs can be classified as simple power analysis (SPA) [Wal04], differential
power analysis (DPA) [KJJ99], and template attack [SRP02] using power consumption or elec-
tromagnetic emission information; timing attack [Koc96] and cache-timing attack (CTA) [YF14]
using implementation time information; safe error attack (SEA) [CKM21] and injection fault

attack [KQOT7] using errors information. For countermeasures,

e Regular algorithms that perform the same computations for each bit of the input resist

SCAs using power consumption or electromagnetic emission information and CTA.

e Constant-time algorithms that perform the same computations for any input resist SCAs

using power consumption, electromagnetic emission, or implementation time information.
e No-dummy algorithms where every statement is related to the final outputs resist SEA.

We can also hide the secret inputs by masking procedure [DFS19]. In recent years, more
than half of the studies on cryptographic hardware are about SCAs. SCAs for GCD, modular
inversions and ECSMs are introduced next.

GCD (ged(a,b)) and modular inversions (a™!

mod p) are important computations fre-
quently used in cryptosystems. GCD and modular inversions are often computed using the
binary Euclidean algorithm (BEA) and binary extended Euclidean algorithm (BEEA), respec-
tively. Therefore, the SCAs weaknesses of BEA and BEEA become a serious concern.

A method that can recover the inputs of BEA and BEEA was first proposed in [OSS07].
Specifically, the inputs of BEA and BEEA can be recovered by inputting the complete oper-
ational flow of an execution into the algorithm ([OSS07] Fig.7). Because u and v are always

updated to zero and ged(a, b) in the final, respectively, in Algorithms 6-7. With the complete
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operational flow of an execution of BEA (or BEEA), we can inversely compute the initial values
of u and v, which are the original inputs. The remaining question is how to obtain the complete
operational flow of an execution of BEA (or BEEA).

The complete operational flow of an execution of BEA (or BEEA) can be obtained by SCAs.
Although obtaining the complete operational flow by SCAs seems difficult, a lot of tricks make
part of the operational flow enough to reveal the secret inputs of BEA and BEEA. Firstly,
there are some “bad” characteristics in BEA and BEEA (Algorithms 6-7), which can be used
to predict the operational flow: 1) there is at most one shift loop of either “u” or “v” in
each iteration. 2) one subtraction must be performed in each iteration. Secondly, in practical
applications, one of the inputs to BEA (or BEEA) is always public. Some characteristics of the
inputs to BEA (or BEEA) can be known in advance. All these make SCAs to BEA and BEEA
easier. Thirdly, the complete operational flow of an execution of BEEA was obtained by SPA
and used to attack ECDSA in [ASSS17]. It is pointed out that the subtraction operational flow
can be recovered from the shift operational flow. Thus, the complete shift operational flow of
an execution of BEA (or BEEA) is sufficient to reveal the inputs.

Consider RSA key generation in OpenSSL (Alg. 10) as an example. ged(e,p — 1) and
ged(e,q — 1), where e is a stable public key and p and ¢ are random large prime numbers
with the same bit length, are computed using BEA to check whether p and ¢ are generated
properly. The modular inversion of d = ¢~! mod (p —1)(q — 1) is computed to obtain the secret
key using BEEA. Based on the characteristics of RSA key generation: 1) e and n = pq are
public; 2) (p — 1)(¢ — 1) has almost half the same most significant bits (MSBs) as n, the secret
(p—1)(¢—1) can be recovered by a part of the operational flow at the beginning of the modular
inversion computation, e™* mod (p — 1)(¢ — 1). Referring to n, it is sufficient to recover some
least significant bits (LSBs) of (p — 1)(¢ — 1) with the operational flow at the beginning and
public input e [AMSSS17, AGTBI18|. Benefiting from 1) the general setting of e = 65537 is
much smaller than (p —1)(¢—1), p—1,and ¢ —1; 2) 4{(p — 1)(¢ — 1), 2|(p — 1), and 2|(¢ — 1),
the partial operational flow at the beginning of BEA (or BEEA) can be predicted in advance.
Using all these characteristics, SPA, CTA, and machine learning-based profiling attack [SRP02]
were conducted on RSA key generation [AMSSS17, AGTB18, dIFPS*21].

For countermeasures, one can hide the secret inputs of BEA and BEEA using appropriate
masking procedures. The security of masking procedures was reported in [DFS19]. Another
option is to use CT-GCD or CTMI.

SCAs have several attack methods for revealing bits of secret input scalars of ECSMs: SPA,
which uses conditional statements in ECSMs to attack, and SEA, which uses dummy statements
in ECSMs to attack [CJ03, FGMN16]. Therefore, to resist SPA and SEA, we must eliminate
conditional statements and dummy statements in ECSMs. Regular and no-dummy ECSMs are

required.
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3.2 Constant-Time GCD, Modular Inversion and Mont-

gomery Inversion

A Modular inversion can be computed in constant time by FLT, which is shown in Algorithm 3.
Algorithm 3 is a CTMI, because p is the same for each modular inversion of a, and conditional
statements are performed in the same way for any input a. The number of iterations is fixed to
bitlen(p — 2) — 1, where bitlen(p — 2) is the bit length of p — 2. The computations in each
iteration (a modular squaring or a modular squaring with a modular multiplication), which
depend on each bit of p — 2, are more expensive than shift or subtraction and identical for
any input a. The efficiency of CTMI by FLT, named FLT-CTMI, depends on the Hamming
weight of p — 2. The larger the Hamming weight of p — 2, the lower the efficiency of FLT-CTMI.
Thus, FLT-CTMI is inefficient for general inputs. Moreover, FLT can compute neither GCD
nor modular inversions over composite numbers, which is required in RSA key generation, such
as ged(e,p—1) and e mod (p —1)(q — 1).

Kaliski’s algorithm (Alg. 11) was introduced to compute Montgomery inversions (a-R mod p
where R > p always has the form of 2% k € Z) [Kal95]. Bos proposed a CTMI by improv-
ing Kaliski’s algorithm to a constant-time version, named BOS [Bosl4]. The basic idea is to
compute computations in four branches and then select the correct values from them accord-
ing to the defined signal variables. The number of iterations of BOS is fixed as 2 - bitlen(p),
because the sum of the bit lengths of u and v is reduced by one in each iteration. BOS can
compute Montgomery inversions, modular inversions by precomputing 2-2?2(®) mod p and

multiplying it to the final result, and ged(a, b), where a or b is odd.

Algorithm 11 Kaliski’s algorithm
Input: a,p € Z, ged(a,p) =1, and 0 < a < p.
Output: s =a"!-2* mod p, and k
Lu=p,v=a;,r=0,s=1;k=0;
2: while v # 1 do
3: if w is even then

4: u=u>>2;s=s5<<2

5:  else if v is even then

6: vV=0>>2r=r<<2;

7. else if u > v then

8: u=(u—v)>>2;r=r—+ss=5<<2;
9: else

10: v=v—u)>>2s=r+sr=r<<2
11:  end if

122 k=k+1,;

13: end while
14: return (s, k)

A CTMI was proposed by inserting dummy computations into the algorithm [SC21]. The
number of iterations is fixed as 2 - bitlen(p), the same as that of BOS. However, inserting

dummy computations lowers the efficiency and creates potential SCAs security issues, such as
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SEA.

Algorithm 12 BY [BY19]

Input: a, p, [ = [(49 - bitlen(p) + 57)/17], pre_com = 27! mod p.
Output: ¢ = ¢! mod p.

Lu=av=p,q=0r=1;0=1;

2: fori=0tol—1do

30 2z =ug; §=signbit(—9); d =1+ (1 — 2s2)0;
40 u,v = (u+ (1 —2s2)2v) >> 1,0 sz(v ® u);
5 qr=(q®sz(qgdr)) << 1,(1 —2s2)zq+r;

6: end for

7. ¢ =sign(v) - q;

8: q=q - pre_.com mod p;

9: return g¢;

Bernstein and Yang proposed a CTMI algorithm on F,, Algorithm 12, named BY [BY19].
In Algorithm 12, signbit(a) returns 0 when a > 0 or 1 when a < 0, and sign(a) returns -1
when a < 0 or 1 when a > 0. The iteration formula of their algorithm is shown in Equation
(3.1), where the input b € Z should be odd.

(1—46,a,%2%) 6 >0 and a is odd

0,a,b € Z,b is odd. 3.1
(1+9,0, %Odmb) otherwise. ( ) (3.1)

F(6,b,a) = {
The computations of their algorithm during one iteration are simpler than that of BOS. Bern-
stein and Yang analyzed the rate of shrinking of the transition matrix after each iteration and
proved that the required number of iterations of BY is |(49d + 57)/17](d > 46), where d is the
largest bit length of the inputs. The number of iterations is significantly greater than that of
BOS. BY can compute the modular inversions, Montgomery inversions, and ged(a, b), where a
or b is odd. The first k iterations of the iteration formulae of BY are completely determined by
the lowest k bits of b and a. This feature supports the divide-and-conquer strategy of BY.
Bernstein and Yang also proposed a CTMI algorithm on Fyn. Fy» is defined as Fy[z]|/(f(z))
and any element in F,» is represented by g(z) € Fplz]. The iteration formula is given by
Equation (3.2), where f(0) # 0.

(1-10,9,(9(0)f — f(0)g)/z) 6 >0, g(0) # 0

(146, £ (F(0)g — 9(0)f)/z) otherwise,  ° & 22T @ g(@) €Fplal, 7(0) 0.

(3.2)
Each branch has computations of one addition (or subtraction) on Z, one subtraction on Fyn,

F(&f,g)Z{

one shift on F,», and two multiplications on F,». The number of iterations is fixed at 2 -
max(deg(f), deg(y)).

Pieter Wuille kept track of the convex hulls of possible (b, a) after each iteration to find
the required number of iterations of BY and obtained similar results [PGrb21]. He showed
that the required number of iterations of BY for 224-, 256-, and 384-bit computations are 634,
724, and 1086, respectively, whereas Bernstein and Yang showed they are 649, 741, and 1110,
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respectively. Moreover, Pieter Wuille proposed a variant of BY, named hdBY, by initializing

d = 1/2 or using the iteration formula in Equation (3.3).

(2—46,a,%2) 6 >0 and a is odd

F((S’b’a):{ a+(a mod 2)b
(2 4 6, b, “He MOQ 20

) otherwise (0,a,b € Z,b is odd.) (3.3)

The required number of iterations of hdBY, defined by max(2|(2455log,(M) + 1402)/1736],
2|(24551ogy (M) + 1676)/1736] — 1), and M > 157, 0 < a < b < M, is smaller. The necessary
number of iterations of hdBY for 224-, 256-, and 384-bit computations are 517, 590, and 885,

respectively.

3.3 Regular Scalar Multiplication Algorithms

Joye’s double-add algorithm (Algorithm 13) is a regular scalar multiplication algorithm, which
scans a scalar from right to left [Joy07]. Joye’s regular 2-ary RL algorithm (Algorithm 15) by
setting m = 2 in Joye’s regular m-ary RL algorithm (Algorithm 14) is a regular and no-dummy
scalar multiplication algorithm, also scanning a scalar from right to left [Joy09]. Therefore,
the security of ECSMs using Joye’s regular 2-ary RL algorithm depends on the coordinates
with elliptic curve addition formulae. When using elliptic curve addition formulae on affine
coordinates, conditional statements to process exceptional additions (P+ P, P— P, and O + P
for affine addition formula, and 2P = O for affine doubling formula) are required. Conditional

statements introduce SCAs weaknesses into ECSMs.

Algorithm 13 Joye’s double-add algorithm [Joy07]
Input: P € E(F,), k= Y0} k2.
Output: kP.
Uses: R[0], R[1].
: R[O] < O;
R[1] + P;
forv=0to/—1do
R[1 — k;] < 2R[1 — k;] + Rlki;
end for
return R[0];

Three regular LR scalar multiplication algorithms, the Montgomery ladder [JY02], Joye’s
regular m-ary LR algorithm [Joy09], and Joye’s regular 2-ary LR algorithm [Joy09] are shown in
Algorithms 16-18, respectively. Joye’s regular m-ary LR algorithm and Joye’s regular 2-ary LR
algorithm are also no-dummy scalar multiplication algorithms. Therefore, to construct secure

ECSMs with them, coordinates with elliptic curve addition formulae should be taken carefully.
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Algorithm 14 Joye’s regular m-ary RL algorithm [Joy09]
Input: P € E(F,), k= Y\ ksm'.
Output: kP.
Uses: A and R[1], ..., R[m].
Initialization

1: for v =1tom do

2: R[Z] +— O,

3: end for

4: A+ P;
Main loop

5: for i =0to ¢/ — 2 do

T A+ mA,

8: end for
Aggregation and final correction

9: A4 (ke —1D)A+ D" (m+ 1 — 2)R[d];
10: A<+ A+ P;

11: return A;

3.4 Complete Addition (CA) Formulae

X3 =(X1Ys + XoY1)(VYa — a( X1 Zy + Xy Z1) — 307, Z5)

— (Y125 + Y2 Z1)(aX 1 Xy + 36(X1Zy + XoZ)) — a* 2, 7)
Ys =(3X1 Xy + aZ,Z,)(aX1 Xy + 30(X1 Zy + XoZ1) — a*Z1Z5)

+ NYa + a(X1Zy + X9 Z1) + 302, Z5) (V1Yo — a( X1 Zo + XoZy) — 3021 Zs)
Zy =(Y1Z5 + Yo I (V1Yo + a(X 1 Zy + XoZy) + 3021 Z5)

+ (X1Ys 4+ XoY1)(3X1 Xy + aZ, 7).

(3.4)

The elliptic curve complete addition formulae on projective coordinates can be used to
compute the addition of any two elliptic curve points, P,Q} € E(F,), P = (Xy : Y1 : Z3),
Q= (Xe:Yy:2Zy),and P+ Q = (X3:Ys: Z3) [RCBI16], which are shown in Equation (3.4).
Therefore, they can be combined with secure scalar multiplication algorithms without intro-
ducing conditional statements. For example, CA formulae are combined with the Montgomery
ladder in [MLRB20]. However, CA formulae are inefficient in terms of both memory usage and
computational costs. In addition, they only work for prime-order elliptic curves.

The Table 3.1 summarizes exceptional computations for each elliptic curve addition formulae.
The Table 3.2 presents a comparison of the computational costs and memory usage for various
elliptic curve addition formulae. The costs for a field multiplication (M), square (.5), inversion
(I), and addition (A) are considered, as well as the costs for a field multiplication with elliptic
curve parameters a and b (m, and my). When assuming S = M and neglecting m,, m;, and A,
the computational cost for an elliptic curve addition (ADD) and doubling (DBL) using the CA
formulae is 24M . The computational cost for an ADD and DBL using affine addition formulae

is more efficient than those using the CA, Jacobian addition, or projective addition formulae
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Algorithm 15 Joye’s regular 2-ary RL algorithm [Joy09]
Input: P € E(F,), k=Y k2"
Output: kP.
Uses: A, R[0], R[1].
Initialization
1: R[0] - O; R[1] <~ O; A+ P;
Main loop
2: fori=0to ¢ —2do
3. Rk < R[ki] + A; A+ 2A;
4: end for
Aggregation and final correction
5 A< (k-1 —1)A+ R[0] + 2R][1];
6: A+ A+ P,
7: return A;

Algorithm 16 Montgomery ladder [JY02]

Input: P e E(F,), k=Y '"} k2.

Output: kP.

Uses: R[0], R[1].

R[0] <+ O, R[1] + P;

: fori=/0—11to0do
R[1 — k;] + R[0] + R[1];
Rlk;] < 2R[k;];

end for

return R|[0];

S Ll Wy

when [ < 85M, I < 9M, or I < 9.5M, respectively. When applied to NIST elliptic curves
with a = —3 and a nonnegligible m,, the total computational cost for an ADD and DBL using
the CA formulae is 28 M. The computational cost for an ADD and DBL using affine addition
formulae is much lower when I < 10.5M. The affine elliptic curve addition formulae using 5 field
elements are memory-saving and optimal when considering the ratio of the modular inversion

cost to the modular multiplication cost.

Table 3.1: Exceptional computations for elliptic curve addition formulae

Addition formulae ADD formula DBL formula
CA [RCBI16] - -
Affine P+PP—-PP+0O 2P =0
Jacobian [LMO0S| P+PP+0O -
Projective [CMO98] P+PP+0O -
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Algorithm 17 Joye’s regular m-ary LR algorithm [Joy09]

Input: P € E(F,), k= Y\ ksm'.
Output: kP.
Uses: A and R[1], ..., R[m].
Initialization
1: for i =1tom do
2: R[]+ (m+i—2)P;
3: end for
4: A+ (k)g_l — 1)P,
Main loop
5 fori=/¢—2to0do
6: A<—mA+R[1+ki];
7: end for
Final correction
8: A+ A+ P,
9: return A;

Algorithm 18 Joye’s regular 2-ary LR algorithm [Joy09]

Input: P € E(F,), k=Y k2.
Output: kP.
Uses: A, R[0], R[1].
Initialization
1: R[0] - P; R[1] < 2P;
2: A+ (k)g_l - 1)P,
Main Loop
3: fori=/¢—2to0do
4. A< 2A+ Rlki;
5: end for
Final Correction
6: A« A+ R[0];
7: return A

Table 3.2: Comparison of elliptic curve addition formulae

Addition formulae | Conditions ADD (P+ Q) DBL (2P) Memory
CA [RCBI16] 21 #E(F,) | 12M + 3m, + 2my, + 23A | 12M + 3m, + 2m, + 23A | 15
Affine - 2M +S+1+6A 2M +2S +1+6A 5
Jacobian [LMOS] - 11M +55 +9A M +mg + 85 + 104 8
Projective [CMO98] - 12M 425 4+ 6A TM 4+ m, + 55+ 4A 7
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Chapter 4

SCAs Resistant and Compact RL
ECSMs

In this chapter, we consider SCAs resistant and compact RL ECSMs. We first define three
notions of SCAs resistant ECSMs, Generality of k, Secure generality, and Fzxecutable coordinates
in Section 4.1. Then, six related works of scalar multiplication algorithms are analyzed from the
three notions, and thus, we focus on Joye’s regular 2-ary algorithm, which satisfies the Secure
generality in Section 4.2. Next we extend elliptic curve affine addition formulae to eliminate
some exception inputs in Section 4.3. Finally, based on three notions of SCAs resistant ECSMs,
we improve Joye’s regular 2-ary RL algorithm to make sure (extended) affine addition formulae
can be used without introducing SCA weaknesses and propose our SCAs resistant RL ECSMs

taking advantage of compact of affine addition formulae in Section 4.4.

4.1 Three Notions of Secure ECSMs

Three notions for secure ECSMs are defined as follows:

Definition 4.1. Generality of k: An ECSM 1is of the generality of k if it can compute kP for an
elliptic point P € E(F,) and a scalar Vk € Z/NZ with k1 =0 or k,_y = 1, where k € {0,1}*
and N 1is the order of P.

Definition 4.2. Secure generality: An ECSM is of the secure generality if it is reqular and
no-dummy satisfying the generality of k.

Definition 4.3. Ezxecutable coordinates: Coordinates with elliptic curve addition formulae are
executable for an ECSM, if they can be combined with a secure scalar multiplication algorithm
without introducing exceptional computation cases. Note that algorithms with exceptional com-

putation cases are not reqular.
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4.2 Scalar Multiplication Algorithms Analysis

Based on the three notions of secure ECSMs, six related works of scalar multiplication algo-
rithms (Algorithms 13-18) with an input scalar k = Zf;ol k;2' and an elliptic curve point P are

analyzed.

Theorem 4.1. Joye’s double-add algorithm (Algorithm 13) satisfies the Generality of k. The
projective coordinates with CA formulae are its Executable coordinates. The affine and Jacobian

coordinates are not the Executable coordinates of it.
Proof.

1 Generality of k: Evidently, Algorithm 13 can compute kP correctly when k € Z/NZ and
key =1.

Algorithm 13 can also compute kP correctly when k € Z/NZ and ky—; = 0 because it
scans an input scalar from right and reads ‘0’s at the end when &k, ;1 = 0 and the ‘0’s
read at the end do not change the value saved in R[0], which is the final correct result.
Therefore, Joye’s double-add algorithm can compute for any input scalar k € Z/NZ with
ki1 =0 or k,—1 = 1. Joye’s double-add algorithm is of the Generality of k.

2 Secure generality: Algorithm 13 being able to compute regularly means that the com-
putations for every bit of an input scalar are the same. However, it contains dummy
statements. If an input scalar k starts with several ‘0’s, Step 4 updating only R[1] at
the end of Algorithm 13 becomes a dummy computation. We can learn whether an input
scalar k starts with several ‘0’s via an SEA on Step 4. Therefore, Joye’s double-add algo-
rithm does not satisfy Secure generality and is not a secure scalar multiplication algorithm
against SCA.

3 Ezecutable coordinates: Algorithm 13 computes R[1] <— 2P + O when ky = 0 and R[0]
20 4+ P when ky = 1, which cannot be computed by affine or Jacobian coordinates.

Evidently, the projective coordinates with CA formulae are Ezecutable coordinates for it.
O

Lemma 4.1. Joye’s reqular m-ary RL algorithm, Alg. 1/, can compute kP correctly with any
input scalar k € {0,1,...,m — 1} and P € E(F,).

Proof. Let k = Zf;é kim' be an m-ary representation of an input scalar with k; € [0,m — 1].
Case 1: The MSB of k is not zero, ky—; € [1,m — 1]. Joye’s regular RL m-ary algorithm,
which computes kP correctly, is described in [Joy09].
Case 2: The MSB of k is zero, k;_; = 0 and k # 0. Assuming that the number of ‘0’s before
the first bit k; (k; # 0) is N, the number of the rest bits is n. By Algorithm 14, the values are
updated as:
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R[1] Rlk; + 1] A
Initialization (@) (@) P
Reading k; - o m" P | mnP
Reading the first ‘0’ before k; <o+ m"P o mIP | mrtLP
Reading ks = 0 oo mPP A4 mNtTElPp | P | MNP

Because of the ‘0’s before k;, in the aggregation of Algorithm 14, (m"P+- - -+mN*=1 P)(m—
1) —mYN*™"P = —m"P is added as a part of the final result. Because of k;, in the aggregation
of Algorithm 14, (m + k; — 1)m" ' P is added as a part of the final result. Removing the ‘0’s
before k;, the final result should be the same and (k; — 1)m™ P is added as a part of the final
result in the aggregation of Algorithm 14. Then, —m"P + (m +k; — 1)m"'P = (k; — 1)m" ' P
indicates that there’s no influence to the final result when the MSB of scalar k is ‘0’.

Case 3: k=0, (P+mP+..+m2P)(m —1) —m* P+ P = 0.

Therefore, Joye’s regular m-ary RL algorithm is of generality of k. O]

Theorem 4.2. Joye’s reqular 2-ary RL algorithm satisfies the Generality of k and Secure
generality. The projective coordinates with CA formulae are its Executable coordinates. The

affine and Jacobian coordinates are not the Executable coordinates of it.
Proof.

1 Generality of k: Joye’s regular m-ary (including 2-ary) RL algorithm satisfies the Gener-
ality of k that is shown in Lemma 4.1.

2 Secure generality: Joye’s regular 2-ary RL algorithm (Alg. 15) can compute scalar multipli-
cations regularly without dummy statements. “Without dummy statements” means that
all statements of the algorithm decide the outputs for all valid input scalars. Therefore,

Alg. 15 is a secure scalar multiplication algorithm with Secure generality.

3 Ezecutable coordinates: In Algorithm 15, R[0] and R[1] are initialized as O in the Step
1, which cannot be represented by affine coordinates. In the main loop, the computation
of O 4+ P is required in Step 3. It is obvious that O + P, P + P, and —P + P are
computed when k£ = 1,2,0 in Step 6, respectively. Therefore, Projective coordinates with

CA formulae are Ezecutable coordinates, not affine or Jacobian coordinates.
m

The related works of LR ECSMs are evaluated in the same manner as that of RL ECSMs,

which is shown in Theorems 4.3 and 4.4.

Theorem 4.3. The Montgomery ladder satisfies the Generality of k. The projective coordinates
with CA formulae are its Executable coordinates. The affine and Jacobian coordinates are not

the Executable coordinates of the Montgomery ladder.
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Proof.

1 Generality of k: Evidently, Alg. 16 can compute correctly when k € Z/N7Z and k,—; = 1.
The Montgomery ladder can also compute kP correctly if k € Z/NZ with k,_1 = 0 because

the initial values of R[0] and R[1] are never changed even when scanning several ‘0’s from
the left beginning. R[0] and R[1] are maintained at their initial values until the scanning
of the first ‘1’ bit. Then, Alg. 16 works as if k,_; = 1. Therefore, the Montgomery ladder
can operate for any input scalar k € Z/NZ with k,_y = 0 or k,_; = 1, where / is the bit
length of an input scalar k. Alg. 16 is of the Generality of k.

2 Secure generality: Alg. 16 being able to compute regularly means that the computations
for every bit of an input scalar are the same. Therefore, it can resist SPA. However, it
contains dummy statements. If an input scalar k£ ends with several ‘0’s, Step 3 of Alg. 16
becomes a dummy computation in some cases. We can learn whether an input scalar k
ends with several ‘0’s via an SEA on Step 3. Therefore, the Montgomery ladder does not

satisfy Secure generality and is not a secure scalar multiplication algorithm against SCA.

3 FEzxecutable coordinates: Alg. 16 must compute an exceptional addition of O + P for any
input scalar k£, which cannot be computed by affine or Jacobian coordinates. It must
also compute an exceptional doubling of 20 if k,_; = 0, which can-not be computed by
affine coordinates. Evidently, the projective coordinates with CA formulae are Fzecutable

coordinates of it.
]

Lemma 4.2. Joye’s reqular m-ary LR algorithm, Alg 17, can compute kP correctly with any
input scalar k € {0,1,....,m — 1} and P € E(F,).

Proof. Let k = Zf:é k;m' be an m-ary representation of an input scalar with k; € [0,m — 1].
Case 1: The MSB of k is not zero, k,_1 € [1,m — 1]. Joye’s regular LR m-ary algorithm,
which computes kP correctly, is shown in [Joy09].
Case 2: The MSB of k is zero, k,_; = 0 and k # 0. From the initialization of Alg. 17, we have
R].]s and A initialized as in Table 4.1. When Alg. 17 reads k;—o = 0, A = mA+ R[l] = —mP +

Table 4.1: Initialization of Alg. 17
RI[1] R[2] | ... R[m] A
(m—1)P | mp |..|(2m—=2)P | =P

(m—1)P = —P is computed. When it reads kj—3 = 0, A = mA+R[l] = —-mP+(m—1)P = —P
is computed. Until it reads the first bit k;, where k; # 0, A is always updated to —P. The value
saved in A = —P is never changed when scanning a series of ‘0’s in front of the first k; # 0.
When Alg. 17 reads the first bit k; # 0, A = mA+ R[k;+1] = —mP+(m+k;—1)P = (k;—1)P
is computed. Then, we show that the value of A is updated to the same value when scalar k
begins with MSB ky_y # 0. If the MSB of £ is not zero, that is k,_, € [1,m — 1], Alg. 17 reads
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k;_, and initializes A = (kj_, — 1)P, which is the same as the value of A when Alg. 17 reads
k; if k; = k;_,, where the MSB of k is zero. Therefore, Joye’s regular LR m-ary algorithm can
also compute kP correctly here.

Case 3: k = 0, A is always updated to —P, and —P + P = O is computed in the final
correction.

Therefore, Joye’s regular LR m-ary algorithm, Alg. 17, is of the Generality of k. O

Theorem 4.4. Joye’s reqular 2-ary LR algorithm satisfies the Generality of k and Secure
generality. The projective coordinates with CA formulae are its Executable coordinates. The

affine and Jacobian coordinates are not the Executable coordinates of this algorithm.
Proof.

1 Generality of k: Joye’s regular m-ary (including 2-ary) LR algorithm satisfies the Gener-
ality of k, implying that it can compute kP for any input k € Z/NZ having k,—; = 0 or

ky—1 = 1, which is shown in Lemma 4.2.

2 Secure generality: Joye’s regular 2-ary LR algorithm (Alg. 18) can compute scalar mul-
tiplications regularly without dummy statements. “Without dummy statements” means
that all statements of the algorithm decide the outputs together, despite the valid input
scalars. Therefore, Alg. 18 can resist SPA and SEA and is a secure scalar multiplication

algorithm with Secure generality.

3 Ezecutable coordinates: Alg. 18 contains exceptional inputs k. In Alg. 18, R[1] and R][2] are
initialized as P and 2P in Step 1, respectively. A is initialized as —P or O in Step 2 when
k¢_11is ‘0" or ‘1.” This means that Alg. 18 requires coordinates that can explicitly represent
O. We further investigate the main loop. The following cases of k are exceptional inputs:
1) either 20 + P or 20 + 2P appears in Step 4 if ky,_; is ‘1" and 2) —2P + 2P appears
in Step 4 if k,_q is ‘0" and ky_o is ‘1.” Subsequently, we investigate the final correction.
Evidently O + P appears if k =1, P+ P appears if k = 2, and —P + P appears if k£ = 0.
In summary, Alg. 18 must compute addition or doubling with O if k,_1 is ‘1" or k = 1;
compute P+ P if k = 2; compute P— P if ky,_1 is ‘0" and ky_5 is ‘1,” or k = 0. Coordinates

with CA formulae are Ezecutable coordinates, not affine or Jacobian coordinates.

We herein focus on Algorithm 15 and 18, as they satisfy the secure generality.

4.3 Extended Elliptic Curve Affine Addition Formulae

Affine elliptic curve addition formulae are advantageous of using less memory. Their compu-
tational efficiency depends on the ratio of modular inversion cost to modular multiplication

cost.
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The detailed algorithms for affine elliptic curve addition formulae are shown in Algorithms
19-20. Both Algorithms 19 and 20 retain the value of the input point of P, which can be
used continually as the next input. Affine elliptic curve addition formulae have exceptional
computations. O cannot be represented explicitly in affine coordinates, while it is described as
a point at infinity. Thus, affine elliptic curve addition formulae cannot compute O+P = O, P—
P =0, and 2P = O. The addition formula cannot compute P+ P. The implementation of affine
elliptic curve addition formulae requires conditional statements to process these exceptional

computations.

Algorithm 19 Affine addition formula

Input: P = (331791) and Q) = (332,?/2)
Output: P+ Q

1

: by ($2 — LL’l)
Yo < Y2 — Y1
lo < toy2

Yo < 1§ — 1 — T
Ty < (21 — Y2)to — 1
return (Yo, T2)

Algorithm 20 Affine doubling formula
Input: P = (21,41)

Output: 2P
1 tg+ 322+ a
2: 11 (2?/1)
3: to < toty
4: 1 t% — 213
5: Tg ($1 — tl)to -
6: return (ti,ts)

Therefore, we extend affine elliptic curve addition formulae to enable them to compute
exceptional computations of P — P = O and 2P = O, which are shown in Equations (4.1)-
(4.2). The detailed algorithms are shown in Algorithms 21-22, which can compute P — P = O
and 2P = O when E(F,) does not include a point (0, 0). For example, E(F,) without two-torsion
points satisfies the condition, including the prime order elliptic curve on the Weierstrass form.
Both Algorithms 21-22 retain the value of the input point of P similar to Algorithms 19-20. The
main idea of extended affine elliptic curve addition formulae is that the modular inversion of zero
that mathematically does not exist can be computed by the extended Euclidean algorithm, or
Fermat’s little theorem as zero. Therefore, let Algorithms 21-22 compute (x5 —z1) ™" and (2y;)~*
in the beginning by extended Euclidean algorithm or Fermat’s little theorem and execute the
remaining parts. The results for ordinary inputs P and () are the same as those of Algorithms
19-20. The results for the exceptional computations of P — P and 2P = O are (0,0) in
Algorithms 21-22, which is assumed as O = (0, 0).
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—(y2_y1>2—x 29) (29 — 1)) (22 — 1)
(@2 — 1) (@1 + 2) (w2 — 21)|(22 — 21) (4.1)

ys = [(y2 — y1) (21 — x3) — ya (w2 — 21)] (22 — 1) 7"

T3 =

z3 = [(3z] + a)® — 81y (4yi)
= [(323 4 a)(z1 — x3) — 2y7](251) "
The extended affine addition formula is derived from the traditional affine addition formula

by factoring out (z — z1)~!. The computational cost for Algorithm 21 is 6M + S + I, and it

requires the storage of seven field elements in memory. Similarly, the extended affine doubling

(4.2)

formula is obtained from the traditional affine doubling formula by factoring out (2y;)~'. The
computational cost of Algorithm 22 is 4M + 45 + I, and it also requires the storage of seven

field elements in memory.

Algorithm 21 Extended affine addition
Input: P = (z1,y1) and Q = (22,¥2)
Output: P+ Q
to <— ($2 — ZL’l)
Yo Y2 — W
To < To — 1
t1 < (29 + 2x1)

Tg < Y122

to < (y%to — tl)to

11 ((Il — tg)yg — Ig)to
return (ty, ;)

1

Algorithm 22 Extended affine doubling
Input: P = (z1,y1)

Output: 2P

s tg — 333'1 +a, t] < (2y1)_1
ty < yl? ty + 811ty

t3 < 12 — tg, tg < 13

tg < t3ts, T1 < 11 — 13

ty < toxy, T4 2ty

ty (t[) — t4)t1

T, — 11 + 13

return (t3, %)

Theorem 4.5. Let E(F,) be y* = 2 +ax +b, b # 0 (mod p) that excludes the point (0,0). For
P,Q € E(F,), by setting (0,0) as O, the extended addition formula can compute the addition of
P and Q correctly if P# Q (P # O and Q # O), P+ Q = O, and P = Q = O. The extended
doubling formula can compute the doubling of P correctly for any point on E(IF,).
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Proof. Firstly we show that Algorithm 21 can compute P + ) = O and O + O = O correctly.
For P+ Q = O (P = (z1,11) = (x,y) and Q = (x9,y2) = (z,—y)), the inversion of zero
((zg — z1) = (x — x) = 0) has to be computed. As we stated, by the extended Euclidean
algorithm, or by Fermat’s little theorem, the inversion of zero is computed to be zero. This

demonstrates that by our Algorithm 21, P + @) = O is computed as:

This implies P + @ = (0,0). We regard (0,0) as O. Subsequently, the extended affine addition
formula computes P + @) = O correctly. Further, it is clear that O + O = O (O = (0,0))
can also be computed correctly. We must emphasize that extracting the factor of (xg — 1)}
does not affect the addition of other points, because the factor of (x5 —xy)~! becomes zero only
when computing P+ @ = O and O + O = O. In the other situation, extracting the factor of
(13 — x1)7! is always safe.

Secondly we prove that Algorithm 22 can compute 2P = O correctly. For 2P = O, where
P = (z1,y1) = (21,0) or P = O = (0,0) is of zero y-coordinate, the inversion of zero 2y; = 0 has
to be computed. Subsequently, 2P = (0,0) is computed by extended affine doubling formula.
We regard (0,0) as O, implying that the extended affine doubling formula can compute 2P = O
correctly.

Further, extracting the factor of (2y;)~! does not affect the doubling of other points. The
y-coordinate of P becomes zero only when 2P = O.

The extended affine doubling formula is exception-free, implying that it can compute the
doubling of all points on E(F,) that excludes the point (0, 0). O

It is important to note the traditional affine addition formulae are unable to correctly com-
pute P+ Q = O, P+ O, and 2P = O, while our extended affine addition formulae can handle
these exceptional cases of P 4+ @Q = O and 2P = O correctly. Additionally, the Jacobian and
projective addition formulae, which can also correctly compute P4+Q = O and 2P = O, require
the same exceptional computations as our extended affine addition formulae. This means that
if our algorithms perform well using extended affine coordinates for ECSMs, they can be easily

adapted to work with the Jacobian or projective addition formulae.

4.4 RL ECSMs

We improve Joye’s regular 2-ary RL algorithm (Algorithm 15) to propose our scalar multipli-
cation algorithms (Algorithms 23 and 24) that avoid exceptional computations such as P + P,
P+ 0O, P+ @Q = O for additions, and 2P = O for doubles. Then, we combine Algorithms 23
and 24 with (extended) affine addition formulae to secure RL ECSMs.

We enhance the efficiency of our Algorithm 23 and propose Algorithm 24 by two-bit scanning
and using the affine double and quadruple formulae [LLN12], which can compute both 2P and
4P simultaneously with only one modular inversion, denoted by {2P,4P} < DQ(P). The
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Algorithm 23 New 2-ary RL algorithm
Input: P € E(F,), k€ [-Y, Y] k= (—1)% i) k2, ke € {0,1}
Output: kP
Uses: A, R[0], R[1]
Initialization
1. R[0]=-P
2: R[l] =P
3: A+ 2P
4: Rlko] < R[ko] + A
Main loop
5. fori=1to/f—1do
7. A<+ 2A
8: end for
Final correction
9: R[/{Zo] — R[k‘o] - P
10: A<+ —A+ R[0] +2R[1]
11: A= (1), x A
12: return A

computational cost of affine double and quadruple formulae is 8 M + 85 + I, where M, S, and [

are the computational cost of modular multiplication, modular squaring, and modular inversion,

respectively.
Both Algorithms 23 and 24 make the assumption that & belongs to the set Z/NZ and is
in the range [—&, %], This is a natural setting as k is determined by the modulo N. This

technique ensures that our algorithms exactly exclude exceptional computations, as proven in
Theorem 4.6. Then, the scalar k is represented by k = (—1)* 25;01 k:2¢ (k; € {0,1}), where ky
is the sign bit and 0 < |k] < §. In Algorithm 24, we adjust the bit length of |k| to be odd by
padding a “0” in front of the input scalar |k|. This allows for two-bit scanning to be performed
effectively by Alg. 24.

Algorithms 23 and 24 are divided into three parts: initialization, main loop, and final cor-
rection. In comparison to Algorithm 15, the initialization of R[.] is modified to eliminate the
exceptional initialization of O and the exceptional computation O + P in the main loop. This
initialization of R[.] results in R[0] + 2R[1] = P being added to the final result, thus avoiding
the exceptional computation in the original final correction of Algorithm 15, A <~ A+ P. Step
3 of Algorithms 23 and 24 eliminates the exceptional computations of P+ P or P — P if A
is initialized as P. The final correction adjusts the excess computations made by Step 3 in
Algorithms 23 and 24.

In Algorithms 23 and 24, the (extended) affine addition formulae (traditional and our ex-
tended version) are used in different steps. The traditional affine addition formulae are used
in Steps 1-9 of Algorithm 23 and Steps 1-11 of Algorithm 24. The extended affine addition
formulae are used only once in the final addition of Step 10 of Algorithm 23 and the final addi-
tion of Step 12 of Algorithm 24. Actually, the use of extended affine addition formulae is only
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Algorithm 24 New two-bit 2-ary RL algorithm
Input: P € E(F,), k€ [-Y Y] k= (=1)k >0 k2!, ke € {0,1}
Output: kP
Uses: A, A[l], R[0], R[1]
Initialization
1. R[0]=-P
2: R[l] =P
3: {A,A[l]} < DQ(P) = {2P,4P}
4: Rlko] < R[ko] + A
Main loop
5 fori=1to/—1do
7 R[k’z_,_l] <— R[k1+1] + A[]_]
s {A AL} « DQA[L])
9: 1=1+4+2
10: end for
Final correction
11: R[kﬁo] — R[k’o] - P
12: A+ —A+ R[0] + 2R[1]
13: A= (—1)kx A
14: return A

necessary when the input scalar £ = 0. If £ = 0 is guaranteed to be excluded from the input,
then only the traditional affine addition formulae are needed in the whole Algorithms 23 and 24.

Our Algorithms 23 and 24 satisfy secure generality. Theorem 4.6 proves that Algorithms 23-24

NN]
)

avoid all exceptional computations of (extended) affine addition formulae when k € [-5, 5

N #3.

Theorem 4.6. Let E(F,) be an elliptic curve without two-torsion points. Let P € E(F)),
P # O be an elliptic curve point, whose order is N # 3. Then, Algorithms 23 and 24 using

N N

(extended) affine addition formulae can compute kP correctly for any input k € [—5, 5].

Proof. We prove that all three parts exclude the exceptional computations of (extended) affine,
which are additions of P + P and O + P, and doubling of 2P = O. The doubling of 2P = O
does not appear in the algorithms because of the assumption that E(F,) is without two-torsion
points. Thus, we only focus on exceptional additions.

In the initialization, R[0] and R[1] initialized as (P,, —F,) and (P,, P,) are “odd” scalar
points such as (2t +1)P,t € Z. A initialized as ((2P),, (2P),) is an “even” scalar point such as
(2t)P,t € Z. 1t is obvious that R[0] < —P + 2P or R[1] - P+ 2P in Step 4 can be computed
correctly by the original affine formula if N # 3.

In the main loop, it is noteworthy that 1) A # O because of E(F,) without two-torsion
points and A always increases as an “even” scalar point until 2¢P,2° < N because of |k| < %
2) R[0] # O is always updated as an “odd” scalar point with a smaller scalar than A after a loop
computation. 3) R[1] # O is also always updated as an “odd” scalar point. If |k| = {1}¢, R[1]
is always with a larger scalar than A and becomes to (2°+ 1)P, (2 +1) < N at the end of loop.
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If N = (2+1) then |k| = {1}* can not be a valid input which is larger than &. Thus, R[1] can
be with a larger scalar than A but never equals to NP = O. In summary, R[0], R[1], A # O are
scalar points of P whose scalars are never over N. Therefore, during the main loop, exceptional
computations O + P and P + () = O does not appear and exceptional addition P + P does not
appear because that the “odd” scalar point (R[.]) can never be the same point as the “even”
scalar point (A). The computations in the main loop exclude the exceptional computations of
affine.

In the final correction, exceptional computation O + P dose not appear in Step 9. After the
main loop, R[ko] # O is shown. Exceptional computation P + P dose not appear in Step 9.
Rlko| is an “odd” scalar point and —P = (N — 1)P is an “even” scalar point. They can not be
the same. Step 9 computes P — P = O when only ky = 0. However, we can always put “0” in
front of k to avoid this if k,_; # 0. This additional “0” causes R[0] < R[0] +2°P which can also
be computed correctly in Step 6 and A is updated as (2°71)P. In Step 10 of Algorithm 23 and
Step 12 of Algorithm 24, — A, R[0], 2R[1] can not be O which excludes exceptional computation
of P+ O. R[0] has smaller scalar than A which excludes exceptional computation of P — P.
If —A = R[0] which means that the input scalar k is even and ko = 0, —A = (N — 2¢) is with
“odd” scalar and R[0] «— R[0] — P computed in Step 9 or 11 is with “even” scalar. They can not
be the same where we have a contradiction. So —A # R[0] excludes exceptional computation
P+ P. If k =0, the last addition of Step 10 in Algorithm 23 and Step 12 in Algorithm 24
compute the exceptional computation, P — P. Our extended affine formula can be used here
because of E(F,) without two-torsion points excludes point (0,0) to avoid this.

The two-bit scanning version analysis proceeds in an analogous way. Il
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Chapter 5

SCAs Resistant and Compact LR
ECSMs

In this chapter, we focus on LR ECSMs, which are expected to use less memory than RL
ECSMs. To enhance the computational efficiency of ECSMs using affine addition formulae, we
first consider 8 affine combination addition formulae, which enhance the efficiency by reducing
the number of modular inversions in Section 5.1. Based on the three notions of SCAs resistant
ECSMs in Chapter 4, we improve Joye’s regular 2-ary LR algorithm to make sure (extended)
affine addition formulae can be used without introducing SCA weaknesses and propose our
SCAs resistant and compact LR ECSMs in Section 5.2. We also revisit proposed RL ECSMs in

Chapter 4 using affine combination addition formulae to improve their efficiency.

5.1 Affine Combination Addition Formulae

Any two or more inversions can be computed using only a single inversion by applying the Mont-
gomery trick, computing z; ' and 25" as x»1, and 211, where I = (2125)~". The computational
cost of nl becomes 3(n — 1)M + I, which is more efficient when I > 3M. Montgomery trick
can be easily applied to independent inversion computations, but it is not directly applicable to
dependent inversion computations. By combining affine elliptic curve additions and using the
Montgomery trick, various affine combination-addition formulae are refined and proposed.
First, we refine an affine doubling and addition algorithm (DA algorithm), computing 2 P+ Q)
as P+ Q+ P with P(z1,y1), Q(x2,y2) [ELMO3], and an affine double and quadruple algorithm
(DQ algorithm), computing 2P and 4P together [LN12]. Neither [ELMO03] nor [LN12] makes the
amount of memory required in their algorithms clear. We improve the DA and D(Q algorithms

to optimize their memory usage as seven field elements in Algs. 25 and 27, respectively.
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The DA formulae proposed by Eisentrager et al. are shown as [ELMO3]:

333:)\%—331 — T2, Y3 =Ai(T1—x3) — 0

Ty = (/\2 - /\1)(/\2 + )\1) + T2, Ys= )\2(% - $4) — U (5'1)
— 2
M= B = - 2
To — X1 T3 — I

The inversion of (23 — x1)(23 — 1) must be computed first when using the Montgomery trick.
However, 3 depends on the inversion computation of (zo — x1). Therefore, the DA algorithm
computes the inversion of (zy — x1)3(23 — x1) = (22 — 1) (y2 — y1)? — (221 + x2) (w3 — 1)? first,
and then computes the inversions of (x5 — x1) and (23 — 7). Two tricks are used to reduce the
computational cost of the DA algorithm: Ay can be computed by A;, and the result (z4,y4) can
be computed without fully computing (3, ys3). The computational cost is 9M + 25 + I + 15A,
and the memory cost is revised to seven field elements (Alg. 25).

The exceptional inputs for the DA algorithm are: P =0, Q = 0,2P+Q =0, P+Q = O,
and P = (). P and ) have the same x-coordinate when P+@Q = O and P = (). If an exceptional
input P+ @Q = O or P = @ is computed using Alg. 25, —P is its output. This means that
DA(P,QQ) - —P for P+ Q = 0O or P=Q. If Alg. 25 is used twice with the exceptional input
P+Q=0 (eg., P=(z,y) and Q = —P = (x,—y)), then Alg. 25 outputs DA(P, —P) — —P
first. Next, if we input the updated P and original () into the algorithm again, then Alg. 25
outputs DA(—P,—P) — —(—P). Fortunately, this is the correct result of 2P + ) = P for
P+ @ = O. In summary, using Alg. 25 twice results in DA(DA(P,Q),Q) = P (P +Q = O),
which is the correct result of 2P 4+ Q (P + Q = O).

Algorithm 25 DA algorithm

Memory: 44-3=7 field elements.

Computational cost: 9M + 25 + I + 15A.
Input: P = (951791)7 Q= ($2,yz)

Output: P=2P+(Q

Yo = Yo — Y1, to = Y3, t1 = 201 + X9

Ty = Ty — T1, by = 23, 1 = t1ts

to =to — t1, t1 = (fowa)*

to = tot1y2, t1 = —2U12atays — to, L2 = t1 + 1o
to = (t1 — to)ta + T2 + o1, T3 = T9 + 14

I = (wl - to)tl — Y1, Y2 = Y2 + Y1, Y1 = T1, 1 = &y
return (z1,y;)

Alg. 25 cannot compute 2P + @ correctly when P+ Q) = O or P = @, but the computation
of 2P + @) where P + (Q = O is necessary in Alg. 34. Therefore, we refine DA algorithm to a
new DA algorithm (Alg. 26) such that it can compute 2P + @ correctly when P 4+ Q = O or
P = @. The idea is computing 2P followed by 2P + @ instead of computing P + ) and then
(P + Q) + P. In this case, x3 depends on the inversion of 2y;, where x3 is the x-coordinate of
2P. Thus, applying the Montgomery trick is not straightforward. Therefore, the inversion of

(2y1)? (w3 — @) = 2y1 [(32% + a)?® — 4y? (221 + 22)] is computed, which induces the inversions of
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both 2y, and z3 — x5. Alg. 26 correctly computes 2P + Q) when 2P # O, 2P # @), 2P+ Q # O,
and @ # O.

Algorithm 26 New DA algorithm
Memory: 44-4=8 field elements.
Computational cost: 9M + 55 + I + 17A.
Input: P = (71,41), Q = (2, 2)
Output P=2P+Q

(2y1) To = Ty + 2I1, tl = —tol’g
i) —ZE2—2ZE1, tg 3x1+a, t3 t
ty =1t +tg, tg = (2t1y1) 7"
ty = totsty, ty = 2tsyito, t1 = 15 — 214
to=((z1 —t1)ta — y1 — Y2 )t3
T =13 — 29 — t1, y1 = (x2 — T1)to — Y2
return (z1,y;)

Next, the DQ algorithm [LLN12] is refined. The computational cost is 8M + 85 + I + 18A.
The memory usage is improved to seven field elements (Alg. 27). If we require only the result
of 4P, the memory usage of the DQ algorithm can be further improved to six field elements

because the memory to save 2P can be reduced.

Algorithm 27 DQ algorithm

Memory: 44-3=7 field elements.

Computational cost: 8M + 85 + I + 18A.

Input: P(x1,y1), Q(z2,92)

Output: Q =2P, P=4P

cty = xl, To = 2y1, t, = x2

To = 3((1’2 + .Tl) - to - tl), to = 3t0 + a, t2 = t%
Ty = (xg —ta)ty, t1 =21, To =20 — 1y

ty = 2moyy, ty = t5 ', to = toTats

Ty = 1§ — 2x1, Yo = (T1 — T2)tg — Y1, t2 = t1ts

to = (35[)% + a)tg, xr = t% — 2.1'2, Y1 = (I’Q — $1)t0 — Yo
return (z2,v2), (21,%1)

Alg. 28 combines two continuous affine additions. The inversion of (zy — z1)*(z4 — 23) =
(2 — 1) (y2 — y1)? — (@1 + T2 + 23) (9 — 21)? induces two inversions of (3 — z1) and (x4 — x3),
where x is the x-coordinate of P 4+ ). Alg. 28 computes P + () + R correctly if P+ Q) # O,
P+Q+R#A#0,P#Q,P+Q#R,and P,Q,R # O.

We now consider 4P + (). The computations P <— 2P, P < 2P, and P < P + @, each of
which costs I, are required to obtain 4P + ). A new affine quadruple and addition algorithm
(Alg. 29) that combines all these affine additions are proposed, which requires an inversion
instead of three inversions. The inversion of (zy; — x9)(2y3)?*(2y1)® induces the inversions of
(x4 — x3), 2y, and 2y;. Alg. 29 computes 4P + @ correctly if 4P + Q # O, 4P # @, and
P, 2P, 4P Q # O.

Algs. 30 and 31 compute (P =P+ Q, Q =2Q) and (P =P+ Q, R= R+T), respectively,
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Algorithm 28 Two-continuous-adds
Memory: 6+4=10 field elements.
Computational cost: OM + 4S5 + I + 14 A.

Input: P = (z1,11), Q = (22,42), R = (23,y3)
Output: Q=P+ Q+ R

D Y2 = Y2 — U1, to = Y3, t1 = Ty — X1

ty =13, t3 = to — (x1 + @2 + T3)t2

to = (tits) ™", y2 = yalols

753:?/%—371 — T2, T2 = (951—753)92—y1—y3
to = tol1taTe, To = 13 — 13 — t3

Yo = (T3 — x2)to — Y3

return (zs,ys)

Algorithm 29 Quadruple-add
Memory: 44-6=10 field elements.
Computational cost: 18 M + ma + 145 + I + 40A.

Input: P(z1,91), Q(z2,92)

Output: P =4P +Q

cto=a2, =2 to =12, t3 = (t1 +11)% —tg — to
t() = 3t0 + a, t4 = tO 2t3, t3 = t[)(tg, — t4) — 2t2
t = 2t1x9 + 2y, t5 = 3, t) = 4diyts, t5 = 4tsa

ty = (312 +t5)% — ty, t5 = (2tstays) !

t2 = t% — 21’1, I = (1‘1 — tQ)tO — Y1, Y1 = 3t% + a,
Y1 =17 — 2o, ty = (to — y1)t1 — @1, o1 = 4a, t5

return (z1,y;)

tl = 2t2t4t5, t5 - t3t5, t(] — t0t4t5, tQ — t%, t5 — 32t2t5y1

t1 = tin

= t5ZL‘1
ty = (ta — Yo)ts, x1 =15 — 22 — y1, y1 = (22 — 21)t2 — Yo

using only one inversion. We can also combine affine double and quadruple computations with

two independent affine additions (P =P+ Q, R=R+T,Q =

2T, T =4T) into Alg. 32.

Table 5.1 summarizes the affine combination-addition formulae used in the ECSMs to reduce

the number of inversions.

Table 5.1: Affine combination-addition algorithms

Affine combination-addition algorithms Ordinary Applying the Montgomery trick | memory
DA-algorithm Alg. 25 (P = 2P + Q) [ELMO03] AM 43S + 21+ 124 OM 425 +1+15A 7
DQ-algorithm Alg. 27 (Q = 2P, P = 4P) [LN12] IM + 15+ 21 + 124 M +85 11+ 184 7
New DA algorithm Alg. 26 (P = 2P + Q) 4M +35 +21 +12A IM+5S+1+17A 8
Two-continuous-adds Alg. 28 (Q = P+ Q + R) 4M +25 +21 +12A OM +4S5 + 1+ 14A 10
Quadruple-add Alg. 29 (P =4P + Q) 6M +5S +31+18A | 18M +ma+ 145 + 1+ 404 10
Independent add and double Alg. 30 (P =P + @, Q =2Q) AM +3S + 21 + 124 TM +35+1+15A 7
Independent two adds Alg. 31 (P=P+Q, R=R+T) AM 425 + 21 + 124 TM42S+1+14A 10

Independent adds and DQ Alg. 32 (P=P+Q,R=R+T,Q=2T,T =4T) | 8M +6S + 41 + 24A

21M +10S + 1 +34A

12

5.2 LR ECSMs

We revisit the two-bit 2-ary RL algorithm (Alg. 23) by utilizing Algs. 31-32 to decrease the

number of inversions in a loop. We propose a new extended exceptional-free 4-ary RL algorithm
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Algorithm 30 Independent add and double
Memory: 4+3=7 field elements.
Computational cost: TM + 35 + I + 15A.
Input: P = (xl,yl) Q= (95273/2)

Output: P=P+Q, Q =2Q

Dt = (2($2 —x1)y2) Y, t = 2(y2 — y1)toye
ty =13 — 21 — Ty, T = X9 — T4, to = toTy
r1 = (T2 — 21 —to)th — Y1, Y1 = X1, T1 = by
tl = (31‘% + a)to, to = t% — 2.1'2

Ty = (T3 — to)t1 — Y2, Yo = T2, T2 = 1o
return (z1,v1), (z2,2)

Algorithm 31 Independent two adds
Memory: 842=10 field elements.
Computational cost: TM + 25 + I + 14A.
Input: P(%; yl) Q(%; y2) R($3,y3)a T($4, y4)
Output: P=P+Q, R=R+T

T = Ty — Tg, Ty = Ty — Ty, to = (v123)7
Y1 = Y1 — Yo, t1 = Lox3y1

to = tory, T1 = T + Xa, Y1 = 2 — 11 — To
1=y, 1= (T2 — 21t — Y2, Y3 = Y3 — Ya
to = toys, T3 = T3 + x4, t; = 1

T3 =1 — I3 — T4, Y3 = (T4 — T3)to — Ya
return (z1,y1), (v3,y3)

1

(Alg. 33), called the EX-EF 4-ary RL algorithm, in which the two additions within the loop are
independent of one another. The core idea is to update R[0] (respectively R[1]) into (R[0], R[2])
(respectively R[1] and R[3]). This ensures that the array R[k;| cannot be the same as R[k; 1+ 2]
in Step 5, allowing Algs. 31 and 32 to be used in Alg. 33. Theorem 4.6 can also be extended
to Alg. 33. The 2-ary RL algorithm in Chapter 4 can be combined with Alg. 30 to reduce the
number of inversions to one in a loop.

We improve Alg. 18 into a new exception-free 2-ary LR algorithm (Alg. 34), called the EF
2-ary LR algorithm, and a new exception-free 4-ary LR algorithm (Alg. 35), called the EF
4-ary LR algorithm. Both of these algorithms avoid the exceptional computations of P + P,
P+Q =0, P+ 0O, and 2P = O. Alg. 35 enhances the efficiency of Alg. 34 by using a two-bit
scanning with the DQ algorithm. The DQ algorithm is denoted by {2P,4P} +— DQ(P). The
quad algorithm only outputs the quadruple point from the DQ algorithm, which is denoted
by 4P < Quad(P). We also combine Alg. 34 (or Alg. 35) with (extended) affine and affine
combination-addition algorithms.

Algs. 34 and 35 assume that k € Z/NZ lies within the range of k € [-5, 5.

by taking the modulo of N, making this a natural setting. This technique ensures that our

k is determined
algorithms exclude exceptional computations, as proven by Theorem 5.1. k is then represented

by k = (—1) Zf;ol k2t (k; € {0,1}), where k, € {0,1} is the sign bit, and ¢ is the number of
bits of |k|, [ < bitlen(N)— 1. Alg. 35 need to adjust the length of the input scalars, including
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Algorithm 32 Independent adds and DQ
Memory: 84+4=12 field elements.
Computational cost: 21M + 10S + I + 34A.

Input: P(z1,y1), Q(x2,2), R(x3,y3), T(24,ys)
Output: P=P+Q, R=R+T,Q =2T,T =4T

1 tg =%t =23, ty = 2

2: tl = 3((t1 + IL’4) - t() - tg), to = 3t0 +a
3 t3 =13, t; = (t; — t3)to, ta = 2ty

4: t1 =11 — g, Tog = Xo — T1, T3 = T3 — T4
50ty = (2uamomsty) ™, Y2 =yo — 1

6: Y2 = 2yoyalswsty, t3 = 1322, Y3 = Y3 — Ya
7 Y3 = 2ysyatsty, t3 = t3ws, to = tolsly

8: ly = lols, ty = Y3 — xy — 221, 1 = (x1 — L1)y2 — 1
9: y1 =1, ¥ =t1, b = yj — x5 — 224
10: 23 = (x4 — t1)Ys — Y, Y3 = T3, T3 = 1y
11: To = t§ — 2x4, Yo = (T4 — T2)to — Ya

—
[\]

: tl = 31’% + a, tl = tth
Dy =1 — 229, Yy = (T2 — Ta)t1 — Yo
 return (z1,v1), (23,93), (2, Y2), (T4, Ya)

— =
=~ W

the sign bit, to be even by padding a ‘0’ bit after the sign bit of the input scalars, thus allowing
for two-bit scanning to operate well for both even and odd input scalar lengths.

Algs. 34 and 35 are composed of three parts: initialization, main loop, and final correction.
Unlike Alg. 18, we modify the initialization of R[.] and A to eliminate the exceptional initial-
ization of A < O when k;,_; = 1 and the exceptional computation of 20 + P, 20 + 2P, and
—2P + 2P in the main loop. Our new initialization of R[.] and A adds 2P to the final result,
which we then subtract in Step 5 of the final correction of Alg. 34 and Step 10 of the final
correction of Alg. 35; thus, we avoid the exceptional computation, A «— A+ R[0], in the original
final correction of Alg. 18.

Next, we explain how the extended affine and affine addition formulae are used in Algs. 34
and 35. The affine addition formulae are used in Steps 1-5 of Alg. 34 and Steps 1-10 of Alg. 35.
On the other hand, the extended affine addition formulae are only used once in Step 6 of Alg. 34
and Step 11 of Alg. 35. The extended affine addition formulae are only necessary when the input
scalar is equal to 0. If this scenario is avoided, the Algs. 34 and 35 can be performed using only
the affine addition formulae.

To improve the efficiency of Alg. 34, we apply the two DA algorithms, Algs. 25 and 26,
in Steps 3 and 5. While Alg. 25 cannot be used directly in Alg. 34 due to the exceptional
computation of A + R[k;] = O when k,_; = 0. Using Alg. 25 twice with the exceptional inputs
A+ R[k;] = O when k,_; = 0 allows for the correct result of A <— 2P to be computed. To ensure
that Alg. 34 with Alg. 25 can compute correctly, we adjust the number of ‘0’s from k,_; until the
first ‘17 bit on the left is even by padding a ‘0’ after the sign bit of k. On the other hand, Alg. 26
can be directly used without any adjustments. Additionally, we apply the two-continuous-adds

algorithm (Alg. 28) in Step 7 of Alg. 35 to reduce the number of inversions to one for every bit
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Algorithm 33 EX-EF 4-ary RL algorithm
Input: P e E(F,), ke [~ Y] k= (—1)k N k2, ky € {0,1}

2772
Output: kP
Uses: Aj, A1, R[0], R[1], R[2], R[3]
Initialization

I: R[0] = —P, R[1] = P, {A, A} « DQ(P)
2: R[kﬁo] < R[k?()] + 14()7 R[kﬁl] — R[kfl] + AO

3: R[kfz + 2] — A17 R[_‘]{fz + 2] — —Ao, {Ao,Al} — DQ(Al)
Main loop

4: fori=3tol—1do

5: R[/{?z] < R[l{il] + Ao, R[]fi_H + 2] — R[l{izq_l + 2] + Al

6: {Ao,Al} — DQ(Al)

7: 1=1+2

8: end for

Final correction

o: R[0] = R[0] + R[2], R[1] = R[1] + R[3]

10: R[_'kfg] = R[_‘kQ] + 2P, R[ko] < R[k?()] - P

11: Ay + —Ap + R[0] + 2R[1]

12: Ayp = (—1)’% x Ag

13: return A

computation.

Algs. 34 and 35 satisfy the Secure gemerality, and the affine coordinates are FEzecutable
coordinates for them. Notably, Algs. 34 and 35 do not contain any conditional or dummy
statements, making them resistant to both SPA and SEA. The extended affine, affine, and affine
combination-addition algorithms are employable without introducing conditional statements, as
indicated in Theorem 5.1. Thus, Algs. 34 and 35 with (extended) affine combined with affine

combination-addition algorithms are secure ECSM algorithms.

Theorem 5.1. Let E(F,) be an elliptic curve without two torsion points. Let P € E(F,) and
P # O be an elliptic curve point whose order is N > 4. Then, Algs. 34 and 35 using (extended)
affine and affine combination-addition formulae can compute kP correctly without exceptional

ﬂﬁ]
2721

computations for any input k € [—
Proof. We prove that none of the three parts have exceptional computations of affine addition
formulae, which are additions of P + P, O + P and doubling of 2P = . The doubling of

2P = O does not appear in the algorithms because of the assumption that E(F,) does not have
two torsion points. Thus, we focus only on exceptional additions.

In the initialization of Alg. 34, A, R[0], and R[1] are initialized as ((2P)., (2P),), ((2P)., —(2P),),
and (P, —P,), respectively.

In the main loop of A <— 24 + RJ[k;], an exceptional addition of O + P does not appear. 24
cannot be O because E(F,) does not have two torsion points, and R[k;] # O is initialized as a
fixed elliptic curve point.

An exceptional addition of P + Q = O does not appear. A = kP is updated as a scalar

point of P by A <— 2A + R[k;] in the main loop. Subsequently, the scalar of k4 is updated as
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Algorithm 34 EF 2-ary LR algorithm
Input: P e E(F,), ke [~ Y] k= (—1)k N0 k2, ke {0,1}

Output: kP P
Uses: A, R[0], R[1]
Initialization
1: A<« 2P, R[0] + —2P, R[l] + —P
Main loop

2. fori=/¢—1to1do
30 A<« 2A+ R[kj]

4: end for

Final correction

5 A« 2A+ R[O]

6: A+ A+ R[k‘o}

7 A+ (—1)’” X A

8 return A

ka=2ks—2or ky = 2ks — 1 every iteration. Thus, k4 is updated to 2 < ks < 271+ 1 at the
end of the main loop, where 1 < ¢ < bitlen(N) — 1 is the bit length of the input |k| € [0, §].
Therefore, 2 < ky < 271 + 1 < N never exceeds N in the main loop. k4 cannot be zero or N;
therefore, P+ Q = O does not occur in the main loop.

As for the exceptional addition P + P, we must prove 24 # R[k;]. If 2A = R[k;], we have
two cases: 2A = R[0] = —2P, which means that A = —P = (N — 1)P should be updated in a
loop; 2A = R[1] = —P, which means that A = %P should be updated in a loop. However,
both contradict the fact that 2 < k4 <21 4+1 < N.

In the final correction, noting that A <— 24+ R[0] can be computed without the exceptional
addition of O + P is easy. The exceptional addition of P + ) = O does not appear here. If
A<+ 2A+R[0] = 0O, then O —2P = (N —2)P when kg =0or O — P = (N —1)P when ko =1
is computed in the next step. However, if the result is (N — 2)P (kg = 1 because N is odd),
(N —1)P — P is computed in Step 6, not O — 2P = (N —2)P; if the result is (N —1)P (ko =0
because N is odd), (N 4+ 1)P — 2P is computed in Step 6, not O — P = (N — 1)P. We have a
contradiction. The exceptional addition of A <— 24 + R[0] = O does not appear here.

The exceptional addition of P + P does not appear in Step 5. If A < 2A 4+ R[0] = (N —
2)P + (N —2)P = (N —4)P is computed in Step 5, then (N —4)P — 2P = (N — 6)P when
ko =0o0r (N —4)P — P = (N —5)P when kg = 1 is computed in the next step. However, if
the result is (N — 6)P (ko = 1 because N is odd), (N — 5)P — P is computed in Step 6; if the
result is (N — 5)P (ko = 0 because N is odd), (N — 3)P — 2P is computed in Step 6. We have
a contradiction.

A < A+ Rlko] is computed without the exceptional addition of O + P. R[ky] # O is
the fixed elliptic curve point, and A is not updated as O in the previous step, as we have
already shown. We can avoid the exceptional addition A + R[ko] = O when k = 0 by applying
the extended affine addition formulae. Specifically, we investigate the exceptional addition of
P+P,(N—=2)P+(N—2)P when kg = 0 and (N—1)P+(N—1)P when ko = 1. The computation
(N —2)P + (N — 2)P does not appear because the kg of the result of (N —2)P 4+ (N —2)P =
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Algorithm 35 EF 4-ary LR algorithm
Input: P € E(F,), k€ [-Y Y] k= (=1)k >0 k2!, ke € {0,1}
Output: kP
Uses: A, R[0], R[1], R[2], R[3]
Initialization
1. R[1] + =P
2: R[0], R[2] + DQ(R]1])
3: R[3] + R|[0]
4: A+ —R[O]
Main loop
5: fori=/—1to 1do
6: A< Quad(A)
7. A<+ A+ R[k; + 2]+ Rlk;i_1]
8 t1=1—2
9: end for
Final correction
10: A < 2A + R[0]
11: A+ A+ Rk
12: A+ (—1)’” x A
13: return A

(N —4)P is ‘1’ because of the odd N. Unfortunately, the computation (N — 1)P + (N —1)P
can appear in Step 6. Our algorithms can avoid this exceptional addition when % < N —2,
meaning that N > 4.

The proof of Alg. 35 is the same as that described above. O

Alg. 34 combined with Alg. 25 (or Alg. 26) can reduce the two inversions to one for every bit
computation in the main loop. On the other hand, Alg. 35 combined with the quad-algorithm
and Alg. 28 computes one inversion for every bit computation with half iterations.

To improve the efficiency by reducing the number of inversions in the main loop of Alg. 35
to one, we propose an extended exception-free 4-ary LR algorithm (Alg. 36) called the EX-EF
4-ary LR algorithm. This algorithm uses the quadruple-add algorithm (Alg. 29) in the main
loop, which reduces the number of inversions to one for every bit computation. In Alg. 36,
the initialization of R[0] = —6P, R[l] = —5P, R[2] = —4P, R[3] = —3P, and A = 2P is
done without exceptional computations if N > 6. The idea is to replace R[k; + 2| + R[k;_1] in
Step 7 of Alg. 35 with R[2k; + k;_1] in Step 4 of Alg. 36 to make the Montgomery trick useful
without introducing excessive multiplications. Algs. 35 and 36 output the same A value at the
end of the main loop. Thus, Alg. 36 can use the same final correction as Alg. 35 by including
Step 6, which is the same as Steps 1-2 in Alg. 35. Alg. 36 can be regarded as an improved
version of Joye’s regular 4-ary LR algorithm. Alg. 36 fulfills the Secure generality and avoids
all exceptional computations of the affine formulae when k € [—%, %], as in Alg. 35. The proof

of Theorem 5.1 can easily be extended to Alg. 36.
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Algorithm 36 EX-EF 4-ary LR algorithm

Input: P € E(F,), k€ [-Y Y] k= (=1)k >0 k2!, ke € {0,1}
Output: kP
Uses: A, R[0], R[1], R[2], R[3]
Initialization
1: {A, R[2]} «+ DQ(P), R[1] + —(R[2] + P), R[0] + —(R[2] + A)
20 R3] =P+ —(P+ A), R2] < —R|2]
Main loop
3: fori=/—1to1do
4 A<+ QA(A, R[2k; + k;_1]) (Alg. 29),i =1 —2
5: end for
Final correction
6: R[1] «+ R[1] — R[2], R[0] + R[3] — R[1]
70 A< 2A+ R[0], A+ A+ Rlko], A+ (1) x A
8: return A
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Chapter 6

Evaluations for Our RL and LR ECSMs

In this chapter, we show the evaluation results of proposed SCAs resistant and compact ECSMs
in Chapters 4 and 5. The theoretical evaluation results are shown in Section 6.1 and the

experimental evaluation results are shown in Section 6.2.

6.1 Theoretical Analysis

We evaluate the performance of Algs. 23-24 and 33-36 with (extended) affine and affine
combination-addition algorithms in comparison to the Montgomery ladder (Alg. 16) with CA
formulae, Joye’s regular 2-ary LR algorithm (Alg. 18) with CA formulae, and Joye’s regular 2-
ary RL algorithm with CA formulae. Table 6.1 presents the results sorted by the least amount
of memory. It is worth noting that Alg. 16 leaks the last consecutive 0 bits of a scalar and dose

not satisfy the secure generality, shown in Theorem 4.3.

Table 6.1: Comparison of computational costs
Computational cost S=M,my=m=A=0
(TC+9)M + (30+4)S+ (L +5)] + (150 4+ 22)A (100 4+ 13)M + (L +5)]
(40+12)M + (30 + 4)S + (20 + 4)T + (120 + 25) A (TC+16)M + 20+ 41

ECSM
2-ary RL + (extended) affine + Alg. 30
2-ary RL + (extended) affine

Two-bit 2-ary RL + (extended) affine

(60+16)M + (50 +8)S + (1.50 4+ 4.5)I + (15( + 34)A

(110 +24)M + (1.50 +4.5)1

EX-EF 4-ary RL (Alg. 33) + (extended) affine +Alg. 31

(7.50+17.5)M + (50 +12)S + (€ + 9)I + (16( 4+ 49)A

(1250 + 20.5)M + ((+9)]

EX-EF 4-ary RL (Alg. 33) + (extended) affine +Alg. 32

(10.50+ 8.5)M + (50 + 12)S + (0.50 + 10.5)] + (17 + 46)A

(15.50+ 20.5)M + (0.50 + 10.5)]

EF 4-ary LR (Alg. 35

(8.50+9.5)M + (6(+6)S + (£ +3) + (16( +21)A

Joye’s RL [Joy09] + CA [RCB16] (€+1)(24M + 6m, + 4my, + 46A) 24(0+1)M

EF 2-ary LR (Alg. 34) + (extended) affine + Alg. 25 (9 +3)M + (20+4)S+ (£ +3)] + (150 4+ 10)A (11 +7)M + (£ +3)1

EF 2-ary LR (Alg. 34) + (extended) affine (404 8)M + (30 +3)S + (20 +2)I + (12 4+ 13)A (T0+11)M + (20 +2)1

EF 2-ary LR (Alg. 34) + (extended) affine + Alg. 26 (9C+3)M +(50+1)S+ ((+3)] + (17T +8)A (140+ )M + (L +3)]
(Alg. 35) )

(1450 15.5)M + (( + 3)]

o+ |+ |+ |+

EF 4-ary LR (Alg. 35) + (extended) affine

60+ 12)M + (50 + 7)S + (150 + 2.5)] + (150 + 22)A

(110 + 19)M + (L5¢ + 2.5)1

(
(
(extended) affine + Alg. 28
(
) +

EX-EF 4-ary LR (Alg. 36) + (extended) affine + Alg. 29

(90 + 19)M + (0.50 — 0.5)m, + (7€ + 10)S + (0.5 + 8.5)] + (20 + 47) A

(16 +29)M + (0.5( + 8.5)1

240M
240M

Joye’s LR (Alg. 18) [Joy09] + CA [RCB16]
The Montgomery ladder [JY02] + CA [RCB16]

0(24M + 6m, + 4my, + 46A)
0(24M + 6mg, + 4my, + 46A)

We evaluate memory usage by counting the number of [F,, elements used in an ECSM, includ-
ing the prime number p, elliptic curve parameters, an input scalar, an input point, intermediate
memory used in scalar multiplication, and affine formulae. In terms of computational cost, we
estimate the number of modulo multiplications (M), modulo squaring (), modulo multiplica-
tions with parameters a and b (m, and my, respectively), additions (A), and inversions (7). We
assumed that S = M and that ¢ is the bit length of |k|. To compare the modular inversion cost

to the modular multiplication cost, we calculate the ratio r, such that I = rM.
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Table 6.2: Comparison of memory costs

ECSM #1/bit | Memory
2-ary RL + (extended) affine + Alg. 30 1 14
2-ary RL + (extended) affine 2 14
Two-bit 2-ary RL + (extended) affine 1.5 16
EX-EF 4-ary RL (Alg. 33) + (extended) affine +Alg. 31 1 20
EX-EF 4-ary RL (Alg. 33) + (extended) affine +Alg. 32 0.5 21
Joye’s RL [Joy09] + CA [RCB16] 0 22
EF 2-ary LR (Alg. 34) + (extended) affine + Alg. 25 1 12
EF 2-ary LR (Alg. 34) + (extended) affine 2 12
EF 2-ary LR (Alg. 34) + (extended) affine + Alg. 26 1 13
EF 4-ary LR (Alg. 35) + (extended) affine + Alg. 28 1 15
EF 4-ary LR (Alg. 35) + (extended) affine 1.5 15
EX-EF 4-ary LR (Alg. 36) + (extended) affine + Alg. 29 | 0.5 19
Joye’s LR (Alg. 18) [Joy09] + CA [RCBI16] 0 19
The Montgomery ladder [JY02] + CA [RCB16] 0 19

Ignore the computational costs of m,, my, and A and assume S = M. Note that ignoring the
computational costs of m,, m;, and A is a disadvantage because ECSMs with CA formulae use
significantly more m,, my, and A. Table 6.1 highlights some key points about the comparison of
the ECSM algorithms that 1) with the same number of inversions for every bit of computation,
LR ECSM generally has lower memory requirements than the RL ECSM. 2) the computational
cost of the LR ECSM is lower than that of the RL ECSM when the Montgomery trick is not
used. 3) when the Montgomery trick is applied, the LR ECSM requires more multiplications
and squares than the RL ECSM, as the computations in the main loop of the LR ECSM are
dependent on each other. 4) The larger the ratio r, the more efficient the ECSM is with fewer
inversions.

Table 6.3 lists the most efficient ECSM algorithm based on the ratio r = % Even when
the sufficiently large bit-length of the scalar, ¢, changes, the conditions for efficiency remain the
same. In situations where m, = A = 0, such as in the NIST elliptic curves in Table 6.4, the
interval of r where our algorithms are more efficient becomes larger. Specifically, if r < %
(r < 3.04 when ¢ = 256), then the EF 2-ary LR (Alg. 34) with (extended) affine is the most
efficient; if 342 < r < 118 (3.04 < r < 11.43 when ¢ = 256), then the 2-ary RL with Alg. 30
and (extended) affine is the most efficient; if 45545 < r < 2%’2‘1“ (1143 < r < 22.96 when
¢ = 256), then the EX-EF 4-ary RL (Alg. 33) with Alg. 32 and (extended) affine is the most
efficient. Joye’s LR (Alg. 18) with CA formulae is more efficient only when r > 2%_2‘1“ (r >22.96
when ¢ = 256).

For memory usage, (Alg. 34) and (Alg. 34 with Alg. 25) use the least amount of memory

for the 12 field elements, reducing that of the Montgomery ladder with CA formulae and Joye’s
LR with CA formulae by 36.84%, that of 2-ary RL with (extended) affine by 14.29% and that
of Joye’s RL with CA formulae by 45.45%.
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Table 6.3: Most efficient ECSMs with the condition of r = ﬁ (mg=mp=A=0,5=M, and
¢ is the bit length of |k|.)
ECSM Condition Memory
EF 2-ary LR (Alg. 34) + (extended) affine = 12
2-ary RL + (extended) affine + Alg. 30 M2 < < UES 14
EX-EF 4-ary RL (Alg. 33) + (extended) affine + Alg. 32 | D52 < r < 1;_‘;—_21‘1 21
Joye’s LR (Alg. 18) + CA r> 4 19

6.2 Experimental Analysis

We implemented all ECSMs listed in Table 6.1 on the NIST-224, NIST-256, and NIST-384

elliptic curves. Table 6.4 lists these elliptic curves. We randomly generated 10* test scalars
N N

T2 2
multiplication time of these algorithms. We used a C programming language with the GNU
MP 6.1.2 library for multiple precision arithmetic on an Intel (R) Core (TM) i7-8650U CPU @
1.90 GHz 2.11 GHz personal 64-bit computer with 16.0 GB of RAM and the Ubuntu 20.04.1

LTS operating system. To ensure fair comparison, we turned off the Intel turbo boost feature

within the interval | |, where N is the order of the point P, to measure the average scalar

during the experiments and made our computer working on the OCTA core processor at 1.80
GHz.

Table 6.4: NIST elliptic curves y* = 23 — 3z + b
NIST-224 | b = 189582862855666080004086685444939264155046809686793210
5787234672564
NIST-256 | b = 410583637251521421293261297800472684091144410159937255
54835256314039467401291
NIST-384 | b = 275801935599597058778490118403890480930569058563615685
21428707301988689241309860865136260764883745107765439761230575

Table 6.5 shows the average time results of our ECSMs implementation. It can be observed
that the EX-EF 4-ary LR algorithm (Alg. 36) with (extended) affine combined with Alg. 29 is
the most efficient for NIST-224, NIST-256, and NIST-384. It outperforms the other ECSMs in

terms of average time,

e Reducing the computation time of Joye’s LR with CA [Joy09, RCB16] by 34.41% for
NIST-224, 29.9% for NIST-256, and 25.17% for NIST-384, respectively.

e Reducing the computation time of the Montgomery ladder with CA [JY02] by 34.48% for
NIST-224, 30.42% for NIST-256 and 25.72% for NIST-384, respectively.

e Reducing the computation time of the two-bit 2-ary RL with (extended) affine by 25.1%
for NIST-224, 27.14% for NIST-256, and 31.68% for NIST-384, respectively.

The computation time of the EX-EF 4-ary LR (Alg. 36) with (extended) affine combined with
Alg. 29 and the EX-EF 4-ary RL (Alg. 33) with (extended) affine combined with Alg. 32 is
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almost the same. The EX-EF 4-ary LR (Alg. 36) with (extended) affine combined with Alg. 29

uses 2 less memories.

Table 6.5: Average computation time for one scalar multiplication (microseconds (us))

ECSM NIST-224 | NIST-256 | NIST-384 | Memory | Secure generality
2-ary RL + (extended) affine + Alg. 30 1529.59 1825.53 3784.15 14 True
2-ary RL + (extended) affine 2108.69 2667.63 5656.22 14 True
Two-bit 2-ary RL + (extended) affine 1955.39 2394.81 5029.17 16 True
EX-EF 4-ary RL (Alg. 33) + (extended) affine +Alg. 31 | 1706.95 1994.24 4170.16 20 True
EX-EF 4-ary RL (Alg. 33) + (extended) affine +Alg. 32 | 1510.89 1748.62 3437.06 21 True
Joye’s RL [Joy09] + CA [RCB16] 2247.93 2513.67 | 4638.60 22 True
EF 2-ary LR (Alg. 34) + (extended) affine + Alg. 25 1543.48 1852.41 3853.34 12 True
EF 2-ary LR (Alg. 34) + (extended) affine 2108.18 2647.64 5649.23 12 True
EF 2-ary LR (Alg. 34) + (extended) affine + Alg. 26 1711.09 | 2034.72 | 4249.43 13 True
EF 4-ary LR (Alg. 35) + (extended) affine + Alg. 28 1782.17 | 2096.95 | 4350.95 15 True
EF 4-ary LR (Alg. 35) + (extended) affine 1953.89 2392.44 5014.68 15 True
EX-EF 4-ary LR (Alg. 36) + (extended) affine + Alg. 29 | 1464.66 1744.81 3436.05 19 True
Joye's LR (Alg. 18) [Joy09] + CA [RCBL6] 923313 | 2488.99 | 4591.66 19 True
The Montgomery ladder [JY02] + CA [RCB16] 2235.31 2507.66 | 4625.93 19 False

The efficiency of our algorithm is determined by the ratio r = as previously mentioned.

I
e
We conducted experiments by randomly generating 6.4 x 10° numbers for 224, 256, and 384
bits and measuring the average computation time for M, I, and I/M, respectively, as shown
in Table 6.6. In the case of the NIST elliptic curves, without ignoring my, the EX-EF 4-
ary LR (Alg. 36) with (extended) affine combined with Alg. 29 is the most efficient when
12.53 < r < 22.07 for 224 bits, 12.47 < r < 22.29 for 256 bits, and 12.31 < r < 22.84 for 384
bits. Therefore, the EX-EF 4-ary LR (Alg. 36) with (extended) affine combined with Alg. 29 is
the most efficient in our experiments. These findings are consistent with the theoretical analysis
presented in Table 6.1.

To conclude, LR ECSMs are an efficient solution for applications where memory constraints
are a concern, such as IoT devices. These algorithms can be executed with minimal memory

requirements.

Table 6.6: Ratio of computational costs of inversion to modulo multiplication (us)
I M | I/M
224 bits | 0.23 | 3.30 | 14
256 bits | 0.20 | 3.80 | 19
384 bits | 0.29 | 5.67 | 20
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Chapter 7

Compact and Constant-Time GCD and

Modular Inversion

In this chapter, we consider compact and constant-time GCD and modular inversion with good
characteristics of short iterations and simple computations during one iteration. In Section 7.1,
we combine the basic concept of BEA and Lemma 7.1 and define our iteration formulae. The
convergence and required number of iterations of the iteration formulae are proved. New short-
iteration GCD (SI-GCD) and modular inversion (SI-MI) algorithms, whose computations in each
branch are balanced are proposed based on the iteration formulae and the proofs. In Section
7.2, we propose CT-GCD and CTMI algorithms, called short-iteration CT-GCD (SICT-GCD)
and short-iteration CTMI (SICT-MI), that have short iterations and simple computations. The
theoretical evaluation results are shown in Section 7.3 and the experimental evaluation results

are shown in Section 7.4.

7.1 Iteration Formulae and Proofs

Let us start from a simple lemma of GCD. Lemma 7.1 implies that the GCD of any two of a,
b, and a — b, where a,b € Z and a > b > 0, is the same. Lemma 7.1 is used to demonstrate

Lemma 7.2.
Lemma 7.1. ged(a,b) = ged(b, a — b) = ged(a, a — b), where a,b € Z and a > b > 0.

Proof. With the well-known fact that ged(a,b) = ged(a — nb,b) for any n, it is clear that
ged(a, b) = ged(a — b,b) with n = 1 and ged(b, a — b) = ged(a, a — b) with n = —1. O

Based on the basic concept of BEA in Equation (2.3) and Lemma 7.1, we show that GCD

has the following equivalence relations:

Lemma 7.2. GCD has the following equality.

ged((a —b)/2,b),a and b are odd
ged(a,b) = ¢ ged(a/2,a — b),a is even and b is odd
ged(b/2,a — b),a is odd and b is even.
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a,b€Z,a>b>0 and a and/or b are/is odd.

Proof. e Assume that a and b are odd. ged(a,b) = ged(b, a—b) by Lemma 7.1 and ged (b, a —
b) = ged(b, (a — b)/2) by the concept of BEA.

e Assume that a is even and b is odd. ged(a, b) = ged(a, a —b) by Lemma 7.1 and ged(a, a —
b) = ged(a/2,a — b) by the concept of BEA.

e Assume that a is odd and b is even. ged(a, b) = ged (b, a — b) by Lemma 7.1 and ged(b, a —
b) = ged(b/2,a — b) by the concept of BEA.
[

Lemma 7.2 gave rise to the iteration formula, which is the core computation in the proposed

SICT-GCD and SICT-MI.

Definition 7.1. The iteration formula (an11,bnv1) = f(an,by) for a,, b, € Z, a, > b, > 0 and
a, and/or b, are/is odd, is defined as follows:

Branch; : max.min((a, — by)/2,by), a, and b, are odd
f(an,b,) = Branch, : max.min(a,/2,a, — by),a, is even, b, is odd

Branch; : max.min(b,/2,a, — b,),a, is odd, b, is even.
Definition 7.2. (a,b) = max.min(a,b), where a,b € Z, is defined as follows:

(a,b) when a >b

(b,a) otherwise.

max.min(a, b) = {

Lemma 7.3. Let a, =d € Z' and b, = 0, where d is odd, be the inputs of f in Definition 7.1.

Then, regardless of the number of f iterations, the outputs are the same as the inputs, which

are anii =d, bpyi =0, 9> 1. Therefore, f(f--- f(f(an,bn))) = (an,by).

Proof. Assume that a, = d € Z* and b, = 0, where d is odd. a,.; = d and b,,; = 0 are

computed using Branchs, which are the same as the inputs. O

Lemma 7.4. The sequence {Z > (a;+b;) > 0} is a monotonically decreasing sequence for every
two steps, where ag and by are the initial inputs, and a; and b; (Z > i > 0) are updated by the

iteration formula in Definition 7.1.

Proof. Every two steps can be classified into nine patterns of (Branch;,Branch;), where i,j €
{1,2, 3}, as listed in Table 7.1. All patterns are proven by (1)-(7).

(1) After Branch;, a;41 + biy1 < a; + b; holds in the Equation (7.1).

(@ip1 + biy1) — (a; + b;)
= (ai g & +b;) — (a; + ;) (7.1)

CLi—i—bZ’
= — <0
2
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(2) After Branch, when 4b; > a; > b;, a;11 + biy1 < a; + b; holds in Equation (7.2).

(aiv1 + bip1) — (a; + b;)

:(%—i—al—bz)—(az—i-bz)
2

(3) After Branch, when a; > 4b;, a;1o + bito < a; + b;. a;41 = a; — b;, by = a;/2 are updated
because of a; — b; — a;/2 = (a; — 2b;)/2 > 0. a;41 is odd because a; is even and b; is odd.
Then a;;2, b9 are computed by Branchy and a;i 2 + biro = (3a; — 2b;)/4, when a;/2 is
odd. a;y2, biyo are computed by Branchs and a;4o + by = (3a; — 4b;)/4, when a;/2 is

even. Finally, a;1o + bi1o < a; + b; holds in Equation (7.3).

(@iye + biva) — (a; + bi)

i + 60; .
S —26 < 0 when a;/2 is odd.
(@iye + biva) — (a; + bi)

_CLZ' + Sbl

= T < 0 when a;/2 is even

(4) After Branchs, a;41 + bir1 < a; + b; holds in Equation (7.4).

(@it1 + biv1) — (@i + b;)
b;
= (§+ai_bi)_(ai+bi)

3b;
=5 < 0 (=0 when b; = 0)

(5) After (Branch,,Branchy), a;i2 + b;1o < a; + b; holds in Equation (7.5).

(@it + biy2) — (a; +b;)

a; —bz a; —3bl
SEAR LAY
1 <

(6) After (Branchs,Branchy), a;4o + biyo < a; + b; holds in Equation (7.6).

(@iv2 + bivo) — (a; + b;)
= (G — (b

<0
4

(7.3)

(7.4)

(7.5)

(7) After (Branchy, Branch,) when 2b; > a; > b;, a;12+ b0 < a; + b; holds in Equation (7.7).
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Note that there is no pattern of (Branch,, Branch,) when a; > 2b;.

(@iy2 + biv2) — (a; + ;)

= (4 9 ) — (@i +bi) (7.7)
5(11'
=— <0
4
In summary, all cases are proven as shown in Table 7.1. O

Table 7.1: Proved case
Case Proved by

Branch,, Branch, (1)
Branch,, Branch, (5)
Branch;, Branchg (1) and (4)
Branch,,Branch,) | (1), (2) and (3)

( )
( )
( )
( )
(Branch,, Branch,) (7)
( )
( )
( )
( )

Branch,, Branchj) | (2), (3) and (4)
Branchgs, Branch, (1) and (4)
Branchs, Branch, (6)
Branchg, Branchg (4)

Theorem 7.1. (Convergence) After sufficient iterations of the iteration formula defined in
Definition 7.1, any valid inputs ag and by converge to a, = d and b, = 0, where d = ged(ag, by)

and d is odd because ag and/or by are/is odd.
Proof. By Definition 7.1 and Lemmas 7.2, 7.3, and 7.4, Theorem 7.1 can be proven. O

As shown in Theorem 7.1, after sufficient iterations of the iteration formula, a,, = ged(ag, by)
and b, = 0 are the outputs. Then, we construct our SICT-GCD and SICT-MI by determining
the necessary number of iterations.

We have already shown our iteration formula in Definition 7.1, which has simple and identical
computations (a shift and a subtraction) in each iteration. According to Theorem 7.2, the
iteration formula converges after bitlen(ag) + bitlen(by) iterations. Thus, the number of
iterations are 448, 512, and 768 for 224-, 256-, and 384-bit GCD computations and modular
inversions, respectively. Our number of iterations is fewer than that of hdBY [PGrb21] and the
same as that of BOS [Bos14]. The required number of iterations is not intuitive in our iteration
formula because the decrease in the total bit length of the inputs a; and b; after Branch, cannot

be observed directly.

Lemma 7.5. For any valid a; and b;, bitlen(a;) + bitlen(b;) is reduced by at least one after

Branch,, Branch, (2b; > a; > b;) and Branchs of the iteration formula in Definition 7.1.

Proof. (1) It is clear that bitlen(a;) + bitlen(b;) is reduced by at least one after Branch; or

Branch; of the iteration formula in Definition 7.1.
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(2) Assume that even a; has x bits, odd b; has y bits, and 2b; > a; > b;. After Branch, of the
iteration formula, a;,11 = a;/2 has x — 1 bits and 0 < b;;; = a; — b; < b; has y bits at most.
Thus, bitlen(a;) + bitlen(b;) is reduced by at least one after Branch, (2b; > a; > b;).

UJ

Lemma 7.6. Assume that even a; has x bits, odd b; has y bits, and a; > 2b;, v+ —y > 1. Then
bitlen(a;) + bitlen(b;) is reduced by at least x —y + 1 bits after x — y + 1 iterations.

Proof. a;y1 and b; 1 are computed by Branch, firstly. a;.; = a; — b; and b;,; = a;/2 because
a; — b; —a;/2 = (a; — 2b;)/2 > 0. When =z — y = 1, an additional iteration is considered. If
a;/2 is odd, then a;4o = a;/2 with  — 1 bits and b;,o = (a; — 2b;) /4 with x — 2 bits at most by
Branch;. If a;/2 is even, then a; o = a;/4 with x — 2 bits and b; 2 = (a; — 2b;)/2 with at most
x — 1 bits by Branchs. Subsequently, bitlen(a;) + bitlen(b;) is reduced by z — y + 1 = 2 bits
at least.

When z—y = 2, take a;,3 and b;, 3 into consideration. From the computations, bitlen(a;;3)+
bitlen(b;ys) is at most (z —2) + (v —3) = v +y — 3. Thus, bitlen(a;) + bitlen(b;) is reduced
by at least x — y + 1 = 3 bits after x — y + 1 = 3 iterations.

For x—y = 3-- -, one can continue to calculate a;4 and b;14 - - -, and find that bitlen(a; )+
bitlen(b;x) is at most (x — k) + (x —k+ 1) =2 +y — k, where x —y = k — 1. Subsequently,
bitlen(a;) + bitlen(d;) is reduced by at least © —y + 1 bits after x — y + 1 iterations. O

Theorem 7.2. After bitlen(ag) + bitlen(by) iterations of the iteration formula defined in
Definition 7.1, the valid inputs (ag, by) converge to (a, = d, b, = 0), where ged(ag,by) = d and
d 1s odd.

Proof. Theorem 7.1 shows that the valid inputs (ao, by) converge to (a, = d,b, = 0), where
ged(ag, by) = d and d is odd with sufficient iterations. By Lemmas 7.5 and 7.6, bitlen(ag) +
bitlen(bp) is reduced by at least one after each iteration on average. Thus, the iteration formula

converges after at most bitlen(ag) + bitlen(by) iterations. ]

Using the iteration formula in Definition 7.1 and the required number of iterations, the SI-
GCD algorithm is shown in Alg. 37. It is not difficult to determine the transition matrices for
a; and b;. The SI-MI algorithm is presented according to the transition matrices in Alg. 38.
The computations for each iteration consist of two shifts and two subtractions in Algorithm 38.
Note that all the transition matrices are multiplied by two to eliminate multiplications by 1/2.
Thus, we need to multiply the result by 27/ mod p, which can be precomputed, where [ is the
number of iterations.

Montgomery inversion, a~* x R mod p, can be computed using SI-MI, where R is generally
bitlen(p) [Mon85]. By setting pre_com = 27°112() mod p, the output of Algorithm 38 is a™! x
obitlen(p) ymod p. For different choices of R, one can change pre_com and obtain a~! x R mod p
using Algorithm 38.

For clarity, the computational flow in one iteration of Algorithm 38 can be described as

follows:
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Algorithm 37 SI-GCD

Input: a,b€Z,a>b>0,ao0r bisodd. | =2 bitlen(a).
Output: v = ged(a,b)

Initialization:

1. u=0bv=a;

2: fort=0tol—1do

3 b =v—u

4: if wu is even then

5: u=u>>1; (v,u) = max.min(u, t;);

6: else

T if v is odd then

8: t1 =t >>1; (v,u) = max.min(ty, u);
9: else

10: v="0v>>1; (v,u) =max.min(v, t;);
11: end if

12:  end if

13: end for

14: return v

(1) Update t; =v —wu and to = q — 7.

(2) According to the LSB of u and the LSB of v, select the Branch;.

(3) According to the selected Branch;, right shift the data in the second column of Table 7.2

and left shift the data in the third column of Table 7.3.

(4) According to the selected Branch;, compare the data in the second column of Table 7.2
and the data in the third column of Table 7.2. Then update u, v, ¢, and r by the results

of the comparison.

Table 7.2: Data matrix of u and wv.
Branch; | t; | u

Branch, | v | 1

Branchs | u | ¢

Table 7.3: Data matrix of ¢ and 7.
Branchy |ty | T
Branch, | q | i
Branchs | r | t9
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Algorithm 38 SI-MI
Input: a,p € Z, p > a >0, ged(a,p) = 1. | =2 -bitlen(p). pre_com = 27! mod p.
Output: ¢ =a"! mod p
Initialization:
Lu=a,v=p,q=0r=1;
2: fort=0tol—1do
3 hh=v—u;tyg=q—r;

4: if w is odd, and v is odd then
5: thh=ti>Lr=r<<l1;

6: if u > t; then

T q="r;7r =1 Vv =1u; u=tq
8: else

9: q=1lo;r=1r;v=11;U=1u;
10: end if

11:  else if u is odd, and v is even then
12: v=0v>>1; 1ty =1ty << 1
13: if t; > v then

14: T=q;q="10Uu="2v,V =14
15: else

16: q=q;7 =19; V=10; U =1q;
17: end if

18: else

19: u=u>>1;1t, =1t << 1;
20: if t; > u then

21: rT=7;q==1 u=1u; v=1
22: else

23: q="r;7r =12, v =1u; u=tq
24: end if

25:  end if

26: end for

27: ¢ = q X pre_com mod p
28: return gq

7.2 Short-Iteration Constant-Time GCD and Modular

Inversion

Because each branch in Algorithms 37 and 38 has the same computations, the conditional
statements can be removed, as shown in Algorithm 39. Note that this is not the only way to
remove conditional statements. For instance, ¢; and ¢, can also be updated as t; = szu @ (5 +
Z)(v—u) and ty = [sz(v—u)Dszv@Szu] >> 1, using three additional XOR operations on F, and
one less addition on F,,. SICT-GCD can be easily obtained by removing the computations of ¢
and r from Algorithm 39. Thus, we have omitted its description. Function cmp(a, b) returns one
if @ > b and returns zero if a < b. There are two secrets-independent table look-ups of sort;[2]
and sorts[2] according to the comparison results of ¢; and t,. Without a loss of generality,

we assume that the result of the comparison is t; < t;, which can occur in any branch. The

29



CHAPTER 7. COMPACT AND CONSTANT-TIME GCD AND MODULAR INVERSION

operational flow cannot be determined based on this information.

Algorithm 39 SICT-MI
Input: a,p € Z, p > a >0, gced(a,p) = 1. | =2 -bitlen(p). pre_com = 27! mod p.
Output: ¢ =a"! mod p
Initialization:
Lu=a,v=p,q=0;,r=1;

2: sort1[2] = {t1,t2}; sorta]2] = {t3,14};

3: fort=0tol—1do

40 8§ = Usp; & = Vsh;

5 tta=(s@®2)v+ ((sz2<< 1) = Du,[sv+(2— (s << 1) — 2)u] >> 1;
6: t3,ty=[(sDz2)g+ ((sz2<<1)=1)r] << Ls¢q+ (2—(s<<1)—2)r;
7. s =cmp(ta,tr); z =!s;

8: v = sort[s]; u = sorty[z];

9: g = sorty[s]; r = sorty|z];

10: end for

11: ¢ = q X pre_.com mod p

12: return gq

7.3 Theoretical Analysis

Table 7.4 shows the comparison between FLT-CTMI, BOS [Bos14], BY [BY19], hdBY [PGrb21]
and our algorithms, where S, M, xor, add, sub, and shift represent a square, a multiplication,
an xor, an addition, a subtraction, and a shift on F,, respectively. Table 7.5 shows the number
of iterations for 224-, 256-, 384-, 511-, 1020-, 1790-, and 2048-bit computations of FLT-CTMI,
BOS, BY, hdBY and our algorithms. FLT-CTMI can only be used to compute modular inversion
over prime numbers and is inefficient for general inputs. By contrast, BOS, BY, hdBY and
SICT-GCD can compute ged(a, b), where a and/or b are/is odd. BOS, BY, hdBY and SICT-MI
can compute the Montgomery inversions and modular inversion over any number if it exists.
BOS has the same number of iterations as our algorithms. However, its computations, not only
the computations on F), but also the computations of control signals in one iteration, are more
complicated than ours (Algorithm 2 in [Bosl4]). The computations of BY and hdBY in one
iteration are similar to ours. However, their number of iterations, even that of hdBY, is larger
than ours. Actually, SICT-GCD and SICT-MI save 13.35%, 13.22%, 13.22%, 13.24%, 13.19%,
13.19 and 13.18% of the number of iterations for 224-, 256-, 384-, 511-, 1020-, 1790- and 2048-bit
computations of hdBY, respectively.

We analyze the maximum parallel data flow in one iteration of BOS, BY, hdBY, SICT-MI,
as shown in Tables 7.6-7.8, where the computations in each row can be computed in parallel.
Along with the assumption that an addition, a subtraction, and a shift on IF,, are more costly and
omitting the other computations, all BOS, BY, hdBY, SICT-MI use an addition and a shift on
[F, in an iteration considering the maximum parallel data flow. However, BOS is not compact,
where two subtractions, one addition, and four shifts on [F, are computed in parallel; BY and

hdBY uses more iterations. By contrast, our algorithms are compact and with short-iteration.
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Table 7.4: Comparison of CTMI.

#iterations Computations in one iteration
FLT-CTMI bitlen(p —2) —1 S (or S+ M)
BOS [Bosl14] 2 -bitlen(p) add 4 2sub + 6shift
BY [BY19] | (49bitlen(p) + 57)/17] 4xor + 2add + 2shift

hdBY [PGrb21]

max (2| (2455 log, (M) + 1402) /1736,
2( (2455 log, (M) + 1676)/1736] — 1),
M>157,0<g< f<M

4xor + 2add + 2shift

SICT-MI

2 -bitlen(p)

4add + 2shift

Table 7.5: The number of iterations of CTMI for 224-, 256-, 384-, 511-, 1020-, 1790-, and

2048-bit computations.

224-bit | 256-bit | 384-bit | 511-bit | 1020-bit | 1790-bit | 2048-bit

FLT-CTMI 223 255 383 510 1019 1789 2047

BOS [Bosl14] 443 512 768 | 1022 | 2040 3580 4096
BY [BY19] 634 724 | 1086 | 1446 | 2886 5064 5794

hdBY [PGrb21] | 517 590 885 | 1178 | 2350 4124 4718
SICT-MI 4483 512 768 | 1022 | 2040 3580 4096

Table 7.6: The maximum parallel data flow in one iteration of BOS (Algorithm 2 in [Bos14]).

U = u < U; UV— = U == V; u = u—wv;
v =0 —u; §=s5<<1; r=r<<l1;
rs=r-4+S5; u=u>>1; v=v>>1;
Uy = Ulsh, Vo = Ulsh;

d=0—uv_; ug = 0 — ug; vg = 0 — vyp;

we =0 —uvg;

u=u >>1;

=0 >>1;

my = d V ug;

mo =~ My,

select(u, @, ma, w, my);

select(s, §,mag, s, my);

S:d\/mg,

m3 =5V vy;

my =~ Mg,

select(v, U, my, v, m3);

select(r, 7, myg, T, m3);

S:S\/m4;

ms =SV uv.,

me =~ Mg,

select(u, ', mg, u, ms);

select(s, §,mg, s, ms);

select(r, rs, mg, T, ms);
S =5V mg;

my =~ S;

select(v, v, mz7,v,.S);

select(r, 7, mz, 7, S);

select(s,rs,my, s,S);
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Table 7.7: The maximum parallel data flow in one iteration of BY and hdBY [BY19] (Algorithm
12).

2= Uep; s = signbit(d); to=vduy;
l3=qdr;

s =ls; t1 = zv; ty = 2q;
1= sz

fo=f1 <<1; o= fity; t3 = fits;
o=1—fy v=v&ty q=qSDts;
t1 = faty; ty = fats; 0 = f20;
0=1+56; u=u+ty; r=1ty+r;

u=u>>1;, qg=q<<I;

Table 7.8: The maximum parallel data flow in one iteration of SICT-MI (Algorithm 39).

§ = Uysp; Z = Ulsh;

fi=s®z fa = sz f3=s5<<1L;
ty = sU; ty = 5¢;

fo=fa<<1l; [f3=2—f3; 1= fiv;

t3 = f1q;

fo=fa— 1, f3=[fs—2;

ts = fau; tr = far; te = f3u;

tg = far;

t1 =1t +1s; lo =1ty +1l; t3=1l3+1r;
ly =ty + s;

to =ty >> 1; ty3 =t3 << 1;
s = cmp(tq, t1);

z =ls;
v = sorty[s]; u = sort1[z]; q = sorty[s];
r = sorty|z];

7.4 Experimental Analysis

Our experimental platform uses the C programming language with GNU MP 6.1.2, which is a
multiple precision arithmetic library, and Intel (R) Core (TM) i7-8650U CPU @ 1.90 GHz 2.11
GHz personal 64-bit computer with 16.0 GB RAM; the operating system is Ubuntu 20.04.3
LTS. We turn off the Intel turbo boost to ensure that our computer works at 1.80 GHz.

We implement BOS, BY, hdBY, and SICT-GCD to compare the efficiency of GCD computa-
tions. In our experiments, to compute the GCD, we generate seven sets, each with 10° random
odd numbers. The numbers in each set are 224-, 256-, 384-, 511-, 1020-, 1790-, and 2048-bit.
We compute the GCD of the numbers in each of the sets and P224 — 1, P256 — 1, P384 — 1,
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P512 — 1, P1024 — 1, P1792 — 1, P2048 — 1. Here, P224, P256, P384 are national institute of
standards and technology (NIST) primes, P512, P1024, and P1792 are primes recommended for
use in CSIDH [CLM 18], and P2048 is a random prime number of 2048 bits. Subsequently, the
average clock cycles are measured by rdtsc. The results are presented in Table 7.9.

From Table 7.9, it is clear that our proposed SICT-GCD is more efficient than BOS, BY,
and hdBY. SICT-GCD saves 7.44%, 13.78%, 16.67%, 18.45%, 24.77%, 27.05% and 28.3% of the
clock cycles of hdBY on 224-, 256-, 384-, 511-, 1020-, 1790-, and 2048-bit GCD computations,

respectively.

Table 7.9: Comparison of average clock cycles for GCD computation.

224 bits | 256 bits | 384 bits | 511 bits | 1020 bits | 1790 bits | 2048 bits

BOS [Bos14] 163085 | 190734 | 294382 | 402489 | 885569 1717641 | 2016499
BY [BY19] 107117 | 134523 | 211943 | 290765 | 667642 1328249 | 1591591
hdBY [PGrb21] | 91997 | 116523 | 184972 | 256455 | 602059 1217655 | 1454694
SICT-GCD 85156 100464 | 154142 | 209138 | 452901 888231 1042982

We implement FLT-CTMI, BOS, BY, hdBY, and SICT-MI to compare the efficiency of
modular inversion computations. Seven sets, each with 10° random numbers of 224-, 256-, 384-,
511-, 1020-, 1790-, and 2048-bit, are generated. Their modular inversions over P224, P256,
P384, P512, P1024, P1792, and P2048, respectively, are computed. The average clock cycles
are presented in Table 7.10.

Table 7.10: Comparison of average clock cycles for modular inversion.

224 bits | 256 bits | 384 bits | 511 bits | 1020 bits | 1790 bits | 2048 bits

FLT-CTMI 206676 | 154477 | 389729 | 615544 | 2705522 | 10754437 | 14650073
BOS [Bos14] 311512 | 356102 | 559549 | 780402 | 1744711 | 3397150 | 4046376
BY [BY19] 262478 | 295822 | 481934 | 666601 | 1527635 | 3060803 | 3675057
hdBY [PGrb21] | 223057 | 248520 | 400410 | 565481 | 1294404 | 2570412 | 3067074
SICT-MI 184230 | 208553 | 325659 | 471916 | 1075802 | 2119803 | 2522420

From Table 7.10, it is evident that FLT-CTMI is the most efficient for 256-bit modular
inversions because of the small Hamming weight of P256 — 2, which is 128. SICT-MI is the
most efficient CTMI for 224-, 384-, 511-, 1020-, 1790-, and 2048-bit modular inversions. It saves
17.41%, 16.08%, 18.67%, 16.55%, 16.89%, 17.53%, and 17.76% on the clock cycles of hdBY
on 224-, 256-, 384-, 511-, 1020-, 1790-, and 2048-bit modular inversions, respectively. It saves
10.86%, 16.44%, 23.33%, 60.24%, 80.29%, and 82.78% on the clock cycles of FLT-CTMI on
224-, 384-, 511-, 1020-, 1790-, and 2048-bit modular inversions, respectively. It saves 40.86%,
41.43%, 41.8%, 39.53%, 38.34%, 37.60%, and 37.66% on the clock cycles of BOS on 224-, 256-,
384-, 511-, 1020-, 1790-, and 2048-bit modular inversions, respectively.

Modular inversions are used in the elliptic curve cryptography, for instance in the elliptic
curve affine addition formulae. We compute 10° sets of an affine addition formula and anh
affine double formula (ADD + DBL) with FLT-CTMI, BOS, BY, hdBY, and SICT-MI and

evaluate the average clock cycles. The elliptic curves used in our experiments are NIST elliptic
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curves, NIST-224, NIST-256, and NIST-384, with their base points. The results are presented
in Table 7.11. ADD + DBL with SICT-MI outperformed all of the other algorithms except for
FLT-CTMI on 256-bit. It saves 16.61%, 15.17%, and 17.67% on the clock cycles of that with
hdBY on 224-, 256-, and 384-bit, respectively. It saves 11.59% and 18.29% on the clock cycles
of that with FLT-CTMI on 224- and 384-bit, respectively. It saves 41.98%, 42.30%, and 42.48%
on the clock cycles of that with BOS on 224-, 256-, and 384-bit, respectively.

Table 7.11: Comparison of average clock cycles for ADD+DBL.
224 bits | 256 bits | 384 bits
FLT-CTMI 429307 | 320123 | 816605
BOS [Bos14] 654161 | 746821 | 1159968
BY [BY19] 532697 | 602731 | 972908
hdBY [PGrb21] | 455161 | 507967 | 810430
SICT-MI 379539 | 430898 | 667217
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Chapter 8

Conclusion and Future Works

8.1 Summary

Secure [oT devices require compact cryptosystems. ECCs that use shorter keys satisfy their
requirements. However, with the development of SCAs, which are serious threats to the security
of IoT devices, SCAs resistant and compact ECCs become the focus of research. Therefore, we
focus on SCAs resistant and compact basic arithmetic operations of ECCs, ECSMs and modular
inversions, in this study.

For ECSMs, in Chapter 4, we explored three notions ( Generality of k, Secure generality, and
Ezecutable coordinates) of SCAs security of them and clarified what characteristics are needed for
SCAs resistant ECSMs, firstly. Then, we investigated six scalar multiplication algorithms from
these three notions, and thus, focused on Joye’s regular 2-ary algorithms, which satisfy Secure
generality. However affine coordinates with elliptic curve addition formulae are not Ezrecutable
coordinates for them. To take advantages of the compact of affine addition formulae, we extended
affine coordinates and improved Joye’s regular 2-ary RL algorithm to make (extended) affine
coordinates are Ezecutable coordinates for it. Finally, SCAs resistant and compact RL ECSMs
(Algorithms 23 and 24) are constructed.

In Chapter 5, we consider SCAs resistant ECSMs with better memory and computational
efficiency. Considering LR ECSMs are expected to use less memory and ECSMs using affine
addition formulae can be more efficient by reducing the number of modular inversions, we focus
on SCAs resistant and compact LR ECSMs and modular inversions optimization. Firstly, for the
modular inversions optimization, we studied eight affine combination-addition formulae of DA
(Algrithms 25 and 26), DQ (Alg. 27), two-continuous-adds (Alg. 28), quadruple-add (Alg. 29),
independent add and double (Alg. 30), independent two adds (Alg. 31), and independent adds
and DQ (Alg. 32) in terms of memory and computational cost. Next, we improved Joye’s
regular 2-ary LR algorithm and proposed three SCAs resistant LR ECSMs (Algorithms 34-36).
We proved that they satisfy Secure generality and (extended) affine coordinates are Frecutable
coordinates for them. Note that both projective and Jacobian addition formulae with the same
exceptional computations as the (extended) affine addition formulae can also be applied to our
algorithms directly. We also revisited Algorithms 23-24 and extended the Alg. 24 to Alg. 33 to
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optimize the number of modular inversions.

The key finding of Chapter 6 are as follows: Our EX-EF 4-ary RL algorithm (Alg. 33) with
(extended) affine in combination with Alg. 32 is the most efficient when the ratio of I to M
HEDS < < B84 (1150 < r < 22.69 for 224 bits,
11.43 < r < 22.96 for 256 bits, and 11.28 < r < 23.60 for 384 bits), assuming the computational
costs of m, and A are omitted and S = M. In our experiments, both the EX-EF 4-ary LR
algorithm (Alg. 36) with (extended) affine in combination with Alg. 29 and the EX-EF 4-ary RL
algorithm (Alg. 33) with (extended) affine in combination with Alg. 32 are highly efficient. EF
2-ary LR algorithm (Alg. 34) with (extended) affine and EF 2-ary LR algorithm with (extended)
affine in combination with Alg. 25 use the least amount of memory for 12 field elements, reducing
that of the Montgomery ladder with CA formulae and Joye’s LR with CA formulae by 36.84%,
that of 2-ary RL with (extended) affine by 14.29% and that of Joye’s RL with CA formulae by
45.45%.

Our ECSMs can be applied to IoT devices and ECDSA signatures of blockchain satisfying

(or r = L) falls within the range of

a low memory requirement.

GCD or modular inversions are used in RSA key generation, affine addition formulae, and
ECDSA. Therefore, we focus on them for SCAs resistant and efficient ECCs in Chapter 7. To
establish constant-time algorithms that compute the GCD and modular inversions with short
iterations and simple computations during one iteration, we defined the iteration formula in
Definition 7.1. We proved that the iteration formula converges to a, = gcd(ag, by) and b, = 0
with limited iterations in Theorem 7.1 and that the required number of iterations of the iteration
formula is bitlen(agp) + bitlen(by) in Theorem 7.2. Based on these, we proposed SICT-GCD
and SICT-MI algorithms and compared their number of iterations and computations during one
iteration with those of FLT-CTMI, BOS, BY, and hdBY. Finally, we experimentally evaluated
the efficiency of the SICT-GCD and SICT-MI algorithms in comparison to the FLT-CTMI, BOS,
BY, and hdBY algorithms. The results indicate that the SICT-GCD and SICT-MI algorithms
are more efficient than hdBY. The number of iterations of hdBY is approximately 2.3 times
the bit length of the larger input, and the number of iterations of SICT-GCD and SICT-MI
algorithms is 2 times the bit length of the larger input. Thus, the longer the bit length of the
larger input, the more iterations and time saved by our algorithms. SICT-GCD and SICT-MI

achieved SCAs resistant and compact GCD and modular inversions.

8.2 Future Work

As the use of IoT devices continues to expand, there is a growing need for compact and efficient
authentication methods. In light of this, the compact elliptic curve cryptosystem presented in
this thesis must be adapted to the specific requirements of various IoT devices. Additionally,
with the advent of quantum computing, current elliptic curve cryptography may be vulnerable
to attacks, making it necessary to transition to isogeny-based elliptic curve cryptosystems. The
techniques developed in this thesis will be crucial in this transition, as they can be applied to

isogeny-based elliptic curve cryptosystems.
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