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In recent years, the adoption of open source software and its inclusion into closed source projects
greatly increased

This does not only include open source libraries, but also code snippets copied and pasted from Stack
Overflow.

Aside from the potential license violation, this code has been proven often outdated or containing
vulnerabilities that have long been patched in the original code

While most clone detection tools are focused on detecting copied code in source code, little work
exists that can be applied to binary code or lower—than—source code

This may be a problem in case the original source code is not available or in case of huge codebases to
analyze.

In fact, existing binary clone detectors are usually limited to pairwise analysis.

In this dissertation, we discuss the detection of cloned snippets in low—level code. The dissertation
is divided into two main parts: a first part highlighting techniques to improve clone detection in
source code by transforming code into its low—level counterpart, and a second part focusing on
scalable binary clone detection

The first part provides two different approaches to improve clone detection by means of low-level code
In the first approach we take programs written in the Rust language, a particular language with a
compilation pipeline composed by multiple steps, and we apply regular clone detection after performing
some compilation transformations.

While this approach is specific to a particular language, the second one is more generic and consist of
implementing transformations similar to the one of a compiler in order o provide code normalization and
improve clone detection.

The second part of this dissertation is instead based exclusively on binary code detection and is
subdivided into two sub—parts. First, we discuss a novel approach for detecting clones in a binary file
in a scalable way.

This novel approach uses methods commonly found in decompilation and builds a representation of
functions that can be compared in linear time.

We show, however, that this method is highly sensitive of optimization options and, for this reason, we
close this second part of the dissertation with a study on optimization flags detection using learning
approaches.

Ultimately, we provide different methods for detecting clones in low—level languages using scalable
approaches: in particular, in binary code clone detection we show that it is possible to reach the same
precision of existing learning approaches while keeping the speed of a traditional one that is an order
of magnitude faster
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