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Secure and efficient post-quantum commitment scheme and its application

(ZA TR RMEFRE T EZ AWz a Iy b X2 M RO L 2 DIEH)

In recent years, many services that were previously realized in analog form are now realized
in digital form. To realize many services securely in digital form, a cryptographic technology
called a commitment scheme is indispensable. A commitment scheme can control the timing of
decryption and is executed in a commitment phase and a decommitment phase between a sender
and a receiver. It is secure by showing the sender and receiver cannot cheat in each phase (hiding
and binding properties). In this dissertation, the following three technical issues were proposed
to achieve a practical commitment scheme.

In the first research, a post-quantum commitment scheme with a small constant of output
locality 3 was proposed. The output locality is a natural complexity measure of computational
efficiency for boolean functions. If the commitment scheme satisfies k constant output locality,
then it is executed at a constant k depth for any input. In other words, a constant low output
locality commitment scheme can achieve efficiency. The existing output locality 4 commitment
scheme used a randomness extractor to achieve a constant output locality. A randomness
extractor requires many random numbers, which made the commitment scheme a more
complicated construction. In this proposal, a simple commitment scheme with output locality 3
was realized without using a randomness extractor. Its hiding and binding properties were also
proved. Finally, the security parameters of the commitment scheme were also evaluated as well.

In the second research, a message-scalable commitment scheme was proposed by using post-
quantum cryptography. To prove the binding property of commitment schemes using post-
quantum cryptography, some existing research increases the output length by padding zeros to
the input length. By expanding the zeros parts to the input length, more messages can be sent,
and it becomes a more practical commitment scheme. To achieve the doubled input length, a
new assumption is introduced to prove its binding property. In this proposal, a post-quantum
commitment scheme that can send twice the input length for the same output length compared
to the existing research was proposed. Its hiding property was also proven. Finally, the proposed
commitment scheme was compared with other existing research.

In the third research, a commitment scheme was applied to social media (SM) for the first
time. SM has turned into one of the main communication tools in our society, and various issues
related to SM have arisen. One of the issues is a linkable feature and no disclosure feature in
SM. In the existing SM, since the post name is linked to the content of the post, it is possible to
identify the privacy information of the user from the content of the post, even if the post name
is anonymous. Because of this feature, it is not possible to disclose only a part of a post and claim
that it is one's own post. SM that satisfies both unlinkability and disclosure has been proposed for
the first time by focusing on a commitment scheme. Furthermore, to make the proposed social
media practical, the proposed SM was implemented and evaluated.

In this dissertation, secure and efficient post-quantum commitment schemes were proposed
and its application to social media was shown, which achieved unlinkability and disclosure for
the first time.




| S . 3 BT
RYBFTORROESRUOHYE

K & (B FE ‘ )

) - £ &
E g =i T
Bl % HE R TR
Bl % B #M EE
. B o= i HE %
BTN -
EXELESE i He fE—
a2l % g ORE &
BlE 0 B WS TR
LK e E ARy
B # 5is. AN FA (SERFTHBERT )

MXBEOBROES .

In recent years, our society'has become i'm:reasingly digitalized. Many services that weré previouely realized
in analog way are now realized dxgltally Digitization is not only to services such as ticket reservatlons purchases,
and tax payments, but also to activities such as bidding, commermal transactions, lectures, and ways of workmg
However, it is very difficult to achieve dlgltlzatmn in a secure manner, especially digitization of activities. Take |.
bidding, for example. In a bldchng process, multiple companies respond tobids, and the company with the highest
price wins. In the analog biﬂding, there is not much of a i)roblen:i'beoause the bids are written on paiger and the
| bids are not opened until the time of the opening of bids. The digi;al bidding, on the other hand, requires encryption
of the bid value so that no one can know the bid value until the bid opening. This is becanse the possibility of
collusion cannot be ruled out if some peopleé can oompound the bid values. In other words, the data must be
'encry-'pted in such a way that it cannot be decryﬁted until a certain point in time. This property is called hiding
property. On the other hand, if a bidder can decrypt the &ata toa velue that is diﬂ‘ereri;: from the encrypted bid,
the bidding will not be fair. In other words it is necessary for the bidder to correctly return to the original bid value
when decrypnng This property is called binding property A scheme that has both these propert1es ig called a
commitment scheme, and it is one of the esgential security technologies to achieve digitization in a secure manner.
Therefore, it is important to construct secure and efficient- commltment scheme, _

In this dlssertatmn, secure and efficient commitment schemes are studied and a Social Media (SM) with
unprecedented features by applying the commitment scheme are proposed.. This dissertation consmts of the _
followmg three contributions.

1. Construction of post-quantum commitment schemes satisfied with theoretical efficiency

To achieve a secu.re. and efficient commitment scheme, a notion of output locality is applied. The output
locahty is a natural complexity measure of computatlonal efficiency for Boolean functions. If the commltment )
scheme satlsﬁes k constant output locality, then it is executed to a constant k depth for any input, Based
on the notion of cutput locahty, a post-quantum commitment scheme with a small constant output locality 3:
is realized. Until this result, the existing commitment has output locality 4, which further used a
randomness extractor. A randomness extractor requires complicated construction as well as many random

numbers. Compared with the existing best results, this proposal gives' the lowest ou{'.pﬁt locality 3 and is a

simple commitment scheme without using a randomness extractor. Its hiding and binding properties are also



-provéed.

2. Construction of a nost-quanturﬁ message;sca.lable commitment scheme
Generally, in commitment schemes, the size of output ciphertext tends to be .larger than the input plaintext
size in oxder to achieve binding property. Thls causes a degradation of commumcatmn eﬂicxency To improve
communication efﬁc1ency, it is desirable to reduce the size of the ciphertéxt relative tb thé plaintext. By
introducing a new security assumption, this scheme allows the space used for proofs on the binding property
to be used for messa_.ge space..Ae;_ a result, it is posslble to reduce the expansion of the output ciphertext size
with fespect to the input plainteit size, With some security control, a commitment scheme that allows a larger
size of plaintexts to be input at a time is achieved, and the effect is immieasurable.

3. Constriction of SM satisfied with flexible and secure privacy control
With the progress of digitization, there has been a change in the way people connect w1th each other. In recent
years, SM has become the important method of communication in soc1ety, in addltlon to face-to-face
commumcatlon However, SM has various probléms. One of them is the protectlon of prlvacy SM is generally_
posted under a mckname, which is supposed to protect pnvacy, but by linking 1nforma.t10n posted under the
same mckname, a person can be identified. The other is the authorsh.lp claim to pnvacy-protected postings, -
Generally, posts are made anonymously, but there are cases in which authorship may be claimed depending
_oﬁ the contents.of the post{ngé. In this case, it is necessary to claim the authorship of a‘papticular posting, but
bo protect the privacy of others, In other words, existing 8M has not been able fo realize flexible and secure |
pnvacy control By applymg the hiding and binding. property of the commitment scheme, the flexible and
gecure pnvacy control SM has been realized for the first time. This'is the first research to apply the
commltment scheme to SM R

As described above, in this dissertation, secure and efficient commitment schemes are realized by applying a

notmn of output loca.hty and resolving a problem of message-expahsion feature and a SM with flexible and secure 1

privacy control. The applications of the proposed commitment schemes are not limited to social media. As

mentloned in the beginning, the commltment scheme is one of the essentlal security technologles to achleve

digitization in a secure manner, and their eﬂ'eptlveness-ls very high. Furthermore, the .contnbutlon is not only

the application of the commitment schemé to SM, but rather, it has shown how the commitment scheme can be

applied to realize secure digitization and clarified the effectiveness of the commitment scheme in digitization. The

impact of this research on the further d1g1t12at10n ofisociety in the future is immeasurable.

Therefore, this thesis contributes significantly to the development of the field of information éecurity and

engineering and is recognized as a valtia_b‘le doctoral dissertation,




