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                                     様式３ 

論  文  内  容  の  要  旨  

氏  名  （   宮 地 秀 至           ）  

論文題名 
Secure and efficient post-quantum commitment scheme and its application 

（安全で効率的な耐量子暗号を用いたコミットメント方式の構成とその応用） 

In recent years, many services that were previously realized in analog form are now realized 

in digital form. To realize many services securely in digital form, a cryptographic technology 

called a commitment scheme is indispensable. A commitment scheme can control the timing of 

decryption and is executed in a commitment phase and a decommitment phase between a sender 

and a receiver. It is secure by showing the sender and receiver cannot cheat in each phase (hiding 

and binding properties). In this dissertation, the following three technical issues were proposed 

to achieve a practical commitment scheme. 

In the first research, a post-quantum commitment scheme with a small constant of output 

locality 3 was proposed. The output locality is a natural complexity measure of computational 

efficiency for boolean functions. If the commitment scheme satisfies 𝑘 constant output locality, 

then it is executed at a constant 𝑘 depth for any input. In other words, a constant low output 

locality commitment scheme can achieve efficiency. The existing output locality 4 commitment 

scheme used a randomness extractor to achieve a constant output locality. A randomness 

extractor requires many random numbers, which made the commitment scheme a more 

complicated construction. In this proposal, a simple commitment scheme with output locality 3 

was realized without using a randomness extractor. Its hiding and binding properties were also 

proved. Finally, the security parameters of the commitment scheme were also evaluated as well. 

In the second research, a message-scalable commitment scheme was proposed by using post-

quantum cryptography. To prove the binding property of commitment schemes using post-

quantum cryptography, some existing research increases the output length by padding zeros to 

the input length. By expanding the zeros parts to the input length, more messages can be sent, 

and it becomes a more practical commitment scheme. To achieve the doubled input length, a 

new assumption is introduced to prove its binding property. In this proposal, a post-quantum 

commitment scheme that can send twice the input length for the same output length compared 

to the existing research was proposed. Its hiding property was also proven. Finally, the proposed 

commitment scheme was compared with other existing research. 

In the third research, a commitment scheme was applied to social media (SM) for the first 

time. SM has turned into one of the main communication tools in our society, and various issues 

related to SM have arisen. One of the issues is a linkable feature and no disclosure feature in 

SM. In the existing SM, since the post name is linked to the content of the post, it is possible to 

identify the privacy information of the user from the content of the post, even if the post name 

is anonymous. Because of this feature, it is not possible to disclose only a part of a post and claim 

that it is one's own post. SM that satisfies both unlinkability and disclosure has been proposed for 

the first time by focusing on a commitment scheme. Furthermore, to make the proposed social 

media practical, the proposed SM was implemented and evaluated. 

In this dissertation, secure and efficient post-quantum commitment schemes were proposed 

and its application to social media was shown, which achieved unlinkability and disclosure for 

the first time. 

 






